
Is there a common 
SSO today in front 

of many key 
services?

Are the services 
and their access 
method easily 

integrated with an 
SSO you use 

today?

Yes

No Yes

Add "User opt-in to 
require MFA" 

support to SSO 
system. 

Integrate 
w/SSO

Is there an effective 
way to integrate "user 
opt-in to MFA" with 
each service/access 
method individually?

Use MFA solution that integrates 
with each of those services/apps, 

allowing for user opt-in.

Consider a network/VPN/password 
portal approach: Add "User opt-in to 
require MFA" to VPN/portal, covers 

services only available through such. 

No

Do some of those 
key services share 
a large user base?

Yes

NoNo

Yes

Do you have users:
• who are concerned about their personal data? 
• who have inquired about an option for stronger authentication? 
• who have had their passwords stolen/phished?
• to whom you'd like to start exposing the potential of MFA?

User-driven
MFA Decision Tree

Start

Yes

Advantage to ins
titution: start get

ting the conce
pt 

out in front of m
any of your users, but give them 

control over w
hen to start u

sing MFA. This will 

also begin to 
build institutional capabilit

ies to 

support. Basics 
are there for 

when institution/

services decid
e MFA is critical

With an "opt-in" strategy, be sure 
to allow for one or more 

"Alternative Strategies" in case 
given user has trouble using MFA 

when they need to access a service.

Decide how/
where to 

deploy MFA


