
Services,
Applications

Username
/password

Determine required  
& possible 

authentication 
methods and present 

choice(s)

MFA 
authentication

Single sign-on
service (SSO)

MFA 
Management 
and Verifier 

System

Identity 
Management System

Registry(ies):
People, Services

LDAP(s)

…..

Cloud-
based MFA 

solution 

Current 
session

Determine user

Browser & "web 
authentication 

compatible" mobile apps

Alternative
 strategies

Shibboleth
CAS
AD/ADFS
Other

Authentication
 context

Us
er

id

Authentication
already

sufficient MFA successful

Service-based requirement
User-based requirement
Role-based requirement
User-chosen requirement
Risk-based requirement

MFA-specific store of what 
devices/apps/phone numbers/
etc. are bound to which users, 
and verification of successful 
use of factor. Could be cloud-

based or local within 
institution, or perhaps both.

Policy/risk 
rules

Single sign-on (SSO) MFA Integration Pattern


