
Institutional 
perspective

Posit: Security effectivene
ss of 

passwords alone is d
iminishing, 

and we've exhausted usable 

approaches to "shoring up" 

password security

Do you have services 
w/ risk profile 

requiring MFA today 
(or soon)?

Yes

Do those services 
use your SSO?

Are they web browser-based 
or easily integrated with SSO? Yes

No Yes

Add MFA support to 
your SSO system.

Integrate 
w/SSO

Just a few services, with easy 
way to integrate "effective"** 

MFA?

** "Effective" M
FA 

solution: Usable, 

affordable, manageable, 

secure, reliable

Use MFA solution that integrates 
with each of those services/apps.

Do you have capability to
 create/operate your own MFA 
management ecosystem and 

integrate with SSO & IdM?

Consider options for who/
what/where requires MFA:
* Service-driven requirement
* Required for given user
* Required for given role
* Opt-in/user choice for MFA

Are you 
really sure?

Reconsider your first 
answer; observe how 
others are answering.

Consider a network/VPN/password 
portal approach: MFA required to VPN or 
portal, services only available thru that.

Who has the budget? That may impact the decisions/choices/integration options

Choose "effective"** 'cloud' MFA 
solution already available for 
your SSO/portal/service, or at 
least easily integrated with it.

Create your MFA management 
ecosystem, integrating with 

SSO/portal/service & IdM, and 
choosing "effective"** MFA 

technology(ies).
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