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In the beginning… 

•  Grouper 1.2.1 in production August 
2008 

•  Driver: BPEL access management for 
Enterprise Financial System project 
– Using LDAP groups to represent roles 
– Wanted UI with delegated administration 

•  Similar desires for helpdesk access to 
user management interface 



Timeline, continued 

•  Upgraded to 1.5.2 in March 2010 
•  Switched to UW LDAP source adaptor 

April 2010 
•  Upgrade to 2.1.3 planned for summer 

2013 



Applications using Grouper for 
access management 

•  BPEL workflows 
•  Helpdesk account management 
•  WorkFlowGen 
•  VPN groups 
•  Oracle Business Intelligence (OBIEE) 
•  Various departmental sites 



Other uses 

•  Google Apps provisioning 
– Overrides for health care component 

•  Netfiles (Xythos WFS) central groups 
•  Identifying test directory users 



Example group 



Another example group 



Deployment Architecture 



Access methods 

•  Group management via web UI only 
– Requires two-factor authN (OTP fob) 

•  Client access 
– LDAP (expressed as group objects, 

isMemberOf) 
– Shibboleth (SAML isMemberOf attribute) 

•  Gets data from LDAP 
•  Attribute filters with stem regexes work slick 



Directory provisioning 

•  Using Grouper Loader changelog API 
•  Locally written Java class sends 

updates to person registry database 
•  Person registry pushes updated group 

data to LDAP directory 



Future directions 

•  Investigate using the PSP for LDAP 
provisioning 

•  Create local documentation 
•  Encourage more applications to use 

Grouper for access control 
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