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Agenda 
•  Drivers 
•  Build vs buy 
•  Roll-out plan 
•  Description of system 
•  Technology choices 
•  UI features 
•  Experience to date 
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Drivers 
•  Prevent stolen credentials to web applications 
•  Users ask about how they can protect their own 

data (tax forms etc) 
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Build vs buy 
•  We decided to build in 2011(not sure exactly when) 

–  Duo has less adoption 
–  Duo was more expensive 

•  Looked at various options 
•  Decided to use google authenticator with a custom 

app for provisioning 
•  If we were doing it again, we would probably lean 

towards Duo 
–  More integrations 
–  Don’t have to support the database/WS/UI 
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Description of system 
•  Open Two Factor 

–  Jasig incubated project (not sure the exact status) 
–  Not Penn-specific 
–  Can run on Oracle, MySQL, or Postgres 

•  Database with a few tables 
•  Internet2 subject API 
•  Java webapp for WS and UI 
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Description of WS 
•  Restful 
•  JSON or XML 
•  One resource which tells the caller if the user is 

enrolled or if the two factor code is correct 
•  We have this integrated into Cosign 
•  PAM integration which can used by, among other 

things, SSH (we don’t have this rolled out yet) 
•  Java client that can be used command line 
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Description of trusted browser 
•  Users can trust their browser for 30 days (if they 

don’t clear cache) 
–  This is a very useful feature 

•  The WS tells the caller which cookie value to set 
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Description of UI - main 
•  Users can get to the main page without logging in 
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Description of 
UI – trouble 
•  Users having 

trouble logging in 
can get to this 
screen by logging 
in with their pass 
(1 factor) 
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Description of UI – main not enrolled 
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Description of UI – opt in 
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Description of UI – opt in fob 
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Description of UI – opt in app 
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Description of UI – main opted in 
•  Main screen 



Penn	  two-‐step	  verifica1on	  15 

Description 
of UI – profile 
•  Edit email, 

phone 
numbers, 
friends 
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Description of UI – printed codes 
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Description of UI – activity log 
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Description of UI – help a friend 
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Description of UI – admin main 
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Description of UI – admin manage 
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Description of UI – admin email 
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Description of UI – login screen 
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Documentation 
•  Doc page (google “penn two step”) 
•  FAQ 
•  Training videos 
•  Docs for support people 
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Technology choices 
•  OATH 

–  TOTP (preferred) or HOTP 

•  Google authenticator / Microsoft authenticator 
•  Duo client works too 
•  WinAuth is cool 
•  App is Java / SQL / Rest / PAM 
•  If someone doesn’t have phone, they can use fob 

(DeepnetSecurity blade is recommended fob, 
approx $15 each) 

•  Voice / text with Twilio and SMS matrix (HA) 
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Experience to date 
•  400 opted in users 
•  CIO mandated all 270 central IT employees opt in  

–  We reached 100% participation in central IT 

•  Users generally have a good experience, trusted 
browser helps 

•  We will do a survey in a month for official feedback 
•  Currently we consider it a “pilot”, we will see what 

we need to do to productionize it, and discuss 
switching to Duo 
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Reports to managers 


