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‘ What is Federated Identity?

A collection of organizations that have agreed
to interoperate using a common framework for
trust

Participants use a common technology for the
secure exchange (assertion) of agreed upon
common attributes

Federations include Identity Providers (IdP)
and Service Providers (SP)

IdPs maintain identity databases and
authenticate users

SPs have a protected online resource and
authorize users
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Benefits of Federated

Identity Management
Reduced Support

Reduces password resets and account creation

Improved Security and Privacy

Passwords are not shared with provider

Providers receive only the data they need to provide
appropriate access

Potential Cost Savings
Faster Integration of new services

Shared Services (without creating new accounts)
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Personal “Federated”
Identity (OpenlD, Oauth)

Google accounts

The application Khan Academy is requesting permission to access your Google
Account.

Please select an account that you would like to use.

Sign in with your existing account © ifsicgll@fepsschools.net

Google is not affiliated with the contents of Khan Academy or its owners. If vou sign in,

- Google will share your email address with Khan Academy but not your password or any
Facebook Ewikker othet personal iformation.

Allow l [ No thanks Sign in to another account

GO()S le £¥ Windows Live ID

YasHoO! Linked[l}]

Google apps
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‘ Real World Federations



‘ InCommon & the K12
Federation Pilot Program

An organization of more than 600
Universities, Government and Nonprofits
laboratories, research centers and
sponsored partners (vendors).

A common technical and business
framework for trusted, shared
management of access to on-line
resources.
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z‘:;::;f ) ¢ Ms. Bullen’s Data-Rich Year W@k

When teachers are empowered with data, students do better bQC

Teachers have access to more quality data than ever, on factors like student performance, behavior, attendance, DATA QUALITY
and more. When usad along with pedagogy, content knowledge, and professional judgment, these data can be CAMPAIGN
used to improve cutcomes for kids. Follow one teacher, Ms. Bullen, and one of her students, Joey, through the —_—
school year to see how data help teachers, parents, and others make sure students are meating education goals. Sty o

itarms and standards 10 ses
where Joey has Bed or fallen
behind, and designs an instructional 3 ’ She goes over all Joey's data Joey and Ms. Bullen meet 1o
with his parents, and explairs dscuss his performancs,
what Joey leamed that dsy Ot Week,  ypiat shey shaw about his current  behavicr, and attendance data—snd
Sethe tasts, sh 4 andhowhe maydo  what Joey's parents want for

over tirme #f he stays on track. ham—setting goats for the year,

Vel done in mach!
Iy you shouk!
obsene Ms. Oswak's

M. Bullen meets with Josy's An early waming system flags Teschers use data fopether to an aree wheve Ms. Bulien The principal reviews perfor- Throughout the year,
parents 1o discuss haw be is Joey and teds Ms. Bullen that he solve protlems sad identify struggles, she observes her class. mance data with Ms. Bullen, Y cata cooches snd
stuggling and works with his other i at risk of gettiag off track, faling promising practices. Recurring using data to support and work togather o
teachers to prepare a plan, S meetings afe set up by grade level, not sdmornish. They note areas of better understand and use

! subject matter, of other useful ways. strength and for improvement, ditferent types of data.

of STk 3
faNing off pack

% By the end of the year, grades Ms. Bullen uses Joey's data After meeting with her principal, % During the summer Ms. Bullen N
) and summative assassment o 10 Support her recommends- Ms. Bullen studies har own 5 and other district teachers meast *
mmaummsw-mm data show Joey is beck on tion Tor his class placement next value-added score and evalustes how 1o solve problems using data. They

- todiscuss how he needs to track—though he wil continue 10 yeer. Hes conclusion is bissed on sha did with different students, identify trends and promising practices

improve and set clear goals., need support in the future. —cata. dards, and i
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approval, Ms. Bullen
reviews Joey's parfor-
mance data with his after-
school tutor. Together, they
: By the end of the year, grades Ms. Bullen uses Joay's data
nota areas for impeaverent. and summatre assessment to support her recommentis-
Ms. Bullen meets with Joey dats show Joey is back on tion for his class placement naxt
i todiscuss how he needs to track—though he will continue to year. Hes conclusion is based an
irmgcove and set clear gosis, need support in the futute. objective—not anscdotal—data.

A
meetings are set up by grade level, not admonish. They note areas of  better understand and use
f strength and for impravement. different types of data

Vilue o
O'SMM hay have in

faing off rrad comimany

, After meeting with her principal, mmmmm
Ma.Buuensméawown and other district teachers mest
tion for his class placement next valus-added score and evaluates how tosdvewmlmmingdan.‘mw
year. Her concluson is based on she did with dfferent students, identify trends and pramising practices
objective—not anecdotal—dats, standards, and concepts. from throughout the district.
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> Who Will Use the Presentation Service?/g_J<

CASE 1: Non-Authenticated Users, Anonymous _— .
/-——\’/—'y—'—\ S 2
g | ( Kn0\-N_n L.Jser /)

May see only

&\ Organization Domain
informational content (

may use public
Applications

Oo O - CASE 2: Federated IDP Other Than
. ¢ o0 IC IDP/P Authenticates User and
Presentation . implicitly claimsidentity authority
. for a user’s logical session.
o Service
Data l Identity l Q, LEA Tenant
N | S e
.\ Known User with Affiliation :
K\// assigned may use %
CASE 3: Authenticated by IC IDP/P \ organizations informational |
implies defined Domain and Affiliation content, services, and
with Authorities expressed in Entitlements applications
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> How Does Data Service Propagation Work for Apps? <
sp ST
SIF/ZIS

sP Integration API

O 2
m Sy DM /N/“\/’ﬁ;/_\\

’. Source 1 \_/ , :
I o Ed Fl API >\
‘ Source ... School District Beports l : v
21s —_— Relational ;
! Analytics l Da'-ta Store -
‘ Source N . — —
‘\'\/'l PR A
gooo |oooo| oooo
0000 |0D000| 000D Object A~ InBloom API
0000 jooooy oooo Data Store &)

Ingest Data Validation Data Propagation Implicitly enables use of
and Assembly for Application Programmatic Interfaces
SIF 2.5 for each local district sites. Alternative DataModels (API)
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> ’ What is the Federated Identity Service? ‘ <

Other Service |

Providers

/——_x J‘(t ’ ’ ’\& ) R
School District

pa— ~ Development

Users/Orgs \

&_/\ 3" Party Service Prowders & Other Federations Users/Orgs

l inCommon Google4Edu

Federated | SAML 2.0
School Proxy Non-School OAuth

Cent'ral District IDP/SP District
Service Metadata Metadata

—

Read-Only Authentication Delegation to Authoritative Source Native

Query & Directory

Functionality 5% A Interface
2ns) |

———

Districts (1 .. N) Districts (1 .. N) Districts (1 .. N)
using using using
Active Directory eDirectory LDAP/Kerberos
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How Does the Federated Identity Service Work? <

Does not Forward
to Federated |dm
IDP ”Cloud Provider”

InCommon
Federation

Metadata

External Federations & Service Providers - o N
: sp /
Publish NIX i |
Subscribe : _—
K12 Federation Service Providers

IBF < sp | | SSOEnabled
K12 Metadata —~——
Federation
IDP Proxy sp Custom ISLE Applications
AW
Centralized Idm (SAML2) provides local directory Aot R
mapping and profiles for federated service uses SP Gl D Applicilien
‘i \\ \\
K12 K12 K12 op K12 Organization
ol L oreN Local Service Providers
- Not SSO Enabled
-
Directory |AD [ LDAP [ Kerberos | eDirectory School Districts have preexisting

Sp directories and business procedures
that govern practices & processing

SSO Enabled

Authoritative
Directory Source
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‘ Questions
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‘ For More Information

Single Sign-0On, Multiple Benefits
A COSN Primer on K-12 Federated Identity and Access Management

wWwWw.cosn.org/FederatedIdentity

Transforming Data into the Service of Learning

http://www.setda.org/wp-content/uploads/2013/11/Data-
to-Information.pdf

http://www.setda.org/wp-
content/uploads/2013/12/SETDA standardsandinitiatives
Mav2013.pdf

A Day in the Life of Data....

http://www2.datagualitycampaign.org/files/Data-
Rich%?20Year%?20Infographic.pdf
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‘ Contact Information

Jim Siegl, jim.siegl@fcps.edu
Mike Danahy, mdanahy@esu?2.org

Bernie Acs, acsl@illinois.edu
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