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Password Based  

●  Starting with just Faculty / Staff 
●  Passwords must be rotated on an annual 

basis 
●  Password >= 12 characters & follow 

complexity rules OR passphrase can be > 19 
characters and not follow rules 

●  90/5/5 Effective Bad Attempt Lockout Policy 
○  Implemented as 9/5/5 lockout per node over 10 

nodes 



Attaining Silver Assurance 

●  Be Faculty or Staff 

●  Register Address of Record 

●  Bring Password into Compliance 

●  Present ID in person @ Identity Office 











Password Rotation 

●  Annual 
●  To avoid any phishiness we send the user a 

calendar event set for 1 year from the date 
they set their password. 

●  Failure to rotate password results in loss of 
Silver until password is rotated.  Access to 
non-silver resources is preserved. 

●  One-time code sent to external address is 
required to reset/rotate a password to Silver. 



Password Rotation 



User Dashboard 

●  Allows user to view their Silver Assurance 
status 

●  Informs as to what steps still need to be 
taken to attain / restore Assurance 





Admin Dashboard 

●  Used by support staff to diagnose Assurance 
issues 

●  provides more detail than user dashboard 





Logic behind the calculation 

●  Grouper Based 





Making it work 

●  Final this-person-can-do-silver group pushed 
to LDAP 

●  Shibboleth attribute resolver configured to 
create attribute eduPersonAssurance based 
on user being a member of the Silver group 

●  Custom login handler created which looks at 
authnContextClassRef and if Silver is 
requested AND user has 
eduPersonAssurance Silver then respond 
positively 





About AD @ Chicago 

●  Not possible at this time to make AD Silver 
compliant 

●  Silver passwords transmitted to AD & stored 
in AD 

●  Daily audit process created to monitor 
authentication events 

●  NTLMv1 events and unsigned LDAP 
authentication events trigger compliance 
process 



AD Compliance Process 

●  User’s caught by the audit process placed in 
grouper group 

●  Group-math causes user to lose Silver 
●  User notified via email and user dashboards 

that there was a problem & to contact local 
support 

●  Support works with Windows Server team to 
identify & remediate problem 

●  User changes password & Silver is restored 



Future Directions 

●  Add Bronze support 
●  Migrate from custom LoginHandler to new 

Multi-Context Broker being developed by 
InCommon 

●  Make 2-Factor an option for Silver AuthN 
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