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Agenda

• Overview of AWS and common services

• Overview of security and the AWS Shared Responsibility Model

• Regulated data transfer and management

• How to deploy and use RStudio on AWS

• How to deploy and use Jupyter Notebooks on AWS
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Overview of AWS
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How AWS can help your research

Science, not servers
Use compute when you need 
It to do large-scale analysis 

Share effort
Leverage work done by 

other scientists to save time

Security
A collection of tools to protect 

data and privacy 

State-of-the-art analytics
Use data science methods 

in your research

Collaboration
Access data sets that span institutions

Reproduce research
A common platform for 

reproducing scientific analyses 
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Customer obsessed

96% of R1 Research Institutions are using AWS, including Cornell University, 
Arizona State University, and the University of Notre Dame.
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AWS Global Network (AWS Regions shown)

24 Launched Regions
76 Availability Zones
97 Direct Connect Locations
216 Points of Presence
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AWS Regions

AZ = Availability Zone
Multiple AZs per region

AWS Region
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AWS Availability Zones

AZ = Availability Zone
Multiple AZs per region

AWS Region

1 or more unique 
datacenters

AWS Availability Zone
(AZ)

We add the equivalent of an entire Fortune 500 company’s compute capacity every day
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Broad and Deep Functionality

CORE SERVICES

Integrated Networking

Rules Engine

Device Shadows

Device SDKs

Device Gateway

Registry

Local Compute

Custom Model
Training & Hosting

Conversational Chatbots

Virtual Desktops

App Streaming

Schema Conversion

Image & Scene 
Recognition

Sharing & 
Collaboration

Exabyte-Scale
Data Migration

Text to Speech

Corporate Email Application Migration

Database Migration

Regions

Availability Zones

Points of Presence

Data Warehousing

Business Intelligence

Elasticsearch

Hadoop/Spark

Data Pipelines

Streaming Data 
Collection

ETL
Streaming Data 
Analysis

Interactive SQL 
Queries

Queuing & Notifications

Workflow

Email

Transcoding

Deep Learning
(Apache MXNet, 
TensorFlow, & others)

Server MigrationCommunications

MARKETPLACE

Business Apps Business Intelligence DevOps Tools Security Networking StorageDatabases

API Gateway

Single Integrated 
Console

Identity

Sync

Mobile Analytics

Mobile App Testing

Targeted Push 
Notifications

One-click App 
Deployment

DevOps Resource 
Management

Application Lifecycle 
Management

Containers

Triggers

Resource Templates

Build & Test

Analyze & Debug

Identity 
Management

Key Management 
& Storage

Monitoring & 
Logs

Configuration 
Compliance

Web Application 
Firewall

Assessment
& Reporting

Resource & Usage 
Auditing

Access Control

Account 
Grouping

DDOS
Protection

TECHNICAL & BUSINESS SUPPORT

Support
Professional
Services

Optimization 
Guidance

Partner
Ecosystem

Training & 
Certification Solutions Management Account Management Security & Billing 

Reports
Personalized 
Dashboard

Monitoring

Manage 
Resources

Data Integration

Integrated Identity & 
Access

Integrated Resource & 
Deployment Management

Integrated Devices
& Edge Systems

Resource 
Templates

Configuration 
Tracking

Server 
Management

Service 
Catalogue

Search

MIGRATIONHYBRID ARCHITECTUREENTERPRISE APPSMACHINE LEARNINGIoTMOBILE SERVICESDEV OPSANALYTICS

APP SERVICES

INFRASTRUCTURE SECURITY & COMPLIANCE MANAGEMENT TOOLS
Compute
VMs, Auto-scaling, Load 
Balancing, Containers, 
Virtual Private Servers, 
Batch Computing, Cloud 
Functions, Elastic GPUs, 
Edge Computing

Storage
Object, Blocks, File, Archivals, 
Import/Export, Exabyte-scale 
data transfer

CDN

Databases
Relational, NoSQL, 
Caching, Migration, 
PostgreSQL compatible

Networking
VPC, DX, DNS

Facial Recognition & 
Analysis

Facial Search

Patching

Contact Center
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Core Services
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Compute platform options

Amazon EC2

Virtual server instances 
in the cloud

Amazon ECS, 
EKS, and Fargate

Container management 
service for running 

Docker on a managed 
cluster of EC2

AWS Lambda

Serverless compute 
for stateless code execution 

in response to triggers
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Amazon EC2

Linux | Windows

Arm and x86 architectures

Bare metal, disk, networking capabilities

Packaged | Custom | Community AMIs

General purpose and workload optimized

Multiple purchase options: On-demand, RI, Spot

Amazon EC2
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T3a M5a R5a

Instance Types
General 
Purpose

M5T3

Compute 
Optimized

C5 C5n

Memory 
Optimized

Accelerated 
Computing

Storage 
Optimized

R5 X1eX1 Z1d G4

F1

P3 H1D2I3

General 
Purpose

Burstable 
performanc

e

Big Data 
Optimized

Dense 
Storage

Memory 
Optimize

d

Memory 
Intensive

In-memoryCompute 
+memory 
up to 100 

Gbps

High I/O
Graphics 
Intensive

Compute 
Intensive FPGA

General 
Purpose GPU

Compute and 
Memory 
Intensive

others u-
24tb1

M6g C6g R6g

C5a

Inf1
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1,000 diverse pediatric 
genomes were processed 
into useable data files in 

two hours and twenty-five 
minutes

World Record for processing 
Genomes using FPGAs

Deployed on 1,000 Amazon EC2 F1 
instances

One of the largest cohorts for this 
demographic that has been sequenced to 
date

Utilized Edico Genome's DRAGENTM

Genome Pipeline

Children's Hospital of Philadelphia - FPGA 
Fastest-Ever Analysis Of 1,000 Genomes
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Amazon EC2 purchase options

Spot Instances

Spare Amazon EC2 capacity at 
savings of up to 90% 
off On-Demand prices

Fault-tolerant, flexible, 
stateless workloads

Savings Plans & 
Reserved Instances

Make a commitment and receive a 
significant discount off compute

Committed & 
steady-state usage

On-Demand 

Pay-for-compute capacity 
by the second with no 

long-term commitments

Spiky workloads, 
to define needs
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EC2 Operating Systems Supported

§ Windows 2003R2/2008/2008R2/2012/2012R2/2016/2019
§ Amazon Linux
§ Debian
§ Suse
§ CentOS
§ Red Hat Enterprise Linux
§ Ubuntu

for more OSes see: https://aws.amazon.com/marketplace/b/2649367011

https://aws.amazon.com/marketplace/b/2649367011
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AWS container services landscape

Management
Deployment, Scheduling, 
Scaling & Management of 
containerized applications

Hosting
Where the containers run

Amazon Elastic 
Container Service 
(ECS)

Amazon Elastic 
Kubernetes Service
(EKS)

Amazon EC2 AWS Fargate

Image Registry
Container Image Repository

Amazon Elastic 
Container Registry 
(ECR)
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Flexible configuration and virtually unlimited scalability 
to grow and shrink your infrastructure as your HPC 

workloads dictate, not the other way around

HPC on AWS
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Cloud Native HPC Tools

Simplifies deployment of HPC in the cloud, 
including integrating with popular HPC 

schedulers  

Integrated with AWS Batch, Amazon FSx for 
Lustre and 

Elastic Fabric Adapter

AWS Batch

AWS Batch dynamically provisions 
resources, plans, schedules, and 

executes

No additional components to 
install
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HPC Cloud Bursting

https://en.wikipedia.org/wiki/Cloudburst#/media/File:Cloudburst_on_phoenix.jpg

Use your existing on-
premises scheduler to 
burst jobs to AWS to 
provide near infinite 

scale capacity for your 
research without 
changing a thing

https://en.wikipedia.org/wiki/Cloudburst
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RONIN

Easy to understand 
project views and budget 
management.

$20K per year license 
matched by $20K AWS 
credits 
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Storage

Amazon Elastic File 
System

Amazon FSx for 
Lustre

Amazon Elastic Block 
Store

Amazon Simple Storage 
Service (S3)
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Storage

Amazon Elastic Block Store

• Network attached block device
• Independent data lifecycle
• Virtual disks
• Multiple volumes per EC2 instance
• Only one EC2 instance at a time per 

volume
• Can be moved from one instance to 

another
• POSIX-compliant file systems

Amazon Simple Storage Service (S3)

• Object Store with limitless scalability
• Pay for exactly what you use
• Designed for 99.999999999% durability
• Several classes of storage to choose from 

depending on access patterns
• Query data directly from you buckets
• Supports versioning and MFA delete
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Cost Optimize Storage with S3 and Lifecycle policies

Access FrequencyFrequent Infrequent

S3 Standard S3 Standard-IA S3 One Zone-IA S3 GlacierS3 Intelligent-
Tiering

S3 Glacier 
Deep Archive

*Coming out later this year

S3 Standard S3 S-IA S3 Glacier

S 3  L i f e c y c l e  P o l i c y  t o  
t i e r  t o  l o w e r  c o s t  
s t o r a g e  c l a s s e s  a n d  
e x p i r e  s t o r a g e
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Database

Amazon RedshiftAmazon RDS

50% LESS EXPENSIVE THAN ALL OTHER 
CLOUD DATA WAREHOUSES 

SUPPORT WORKLOADS UP TO 8PB OF 
COMPRESSED DATA 

3X FASTER PERFORMANCE THAN ANY 
OTHER DATA WAREHOUSES
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Security



© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark.

Customer
AWS

AWS is responsible for
security of the cloud

Customer is responsible for
security in the cloud

Customer data

Platform, applications, identity, & access management

Operating system, network, & firewall configuration

Client-side data encryption & 
data integrity authentication

Server-side encryption
(file system &/or data)

Network traffic protection
(encryption/integrity/identity)

Compute Storage Database Networking

Edge
locations

Regions

Availability Zones

AWS Global 
Infrastructure

Share your security responsibility with AWS



© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark

Shared operational responsibility model

AWS Lambda
Serverless functions

AWS Fargate
Serverless containers

ECS/EKS
Container-management as a service

EC2
Infrastructure-as-a-Service

More opinionated

Less opinionated

AWS manages Customer manages

• Data source integrations
• Application-level runtime and updates
• Physical hardware, software, networking, 

and facilities
• Provisioning

• Application code
• Security and network configuration

• Container orchestration, provisioning
• Cluster scaling
• Physical hardware, host OS/kernel, 

networking, and facilities

• Application code
• Service scaling
• Data source integrations
• Security config network config, management 

tasks, application runtime updates

• Container orchestration control plane
• Physical hardware software, 

networking, and facilities

• Application code
• Data source integrations
• Worker hosts and service scaling
• Security config and updates, network config, 

firewall, management tasks

• Physical hardware software, 
networking, and facilities

• Application code
• Data source integrations
• Instance scaling
• Security config and updates, network config, 

management tasks
• Provisioning, managing scaling and 

patching of servers
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Compliance programs

SOC 1 SOC 2 SOC 3
Global

Asia 
Pacific

Europe

United 
States
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AWS is the first choice for highly regulated organizations 

“
”

We can be far more secure in the cloud and achieve a higher level of assurance at a much lower cost, in terms of 
effort and dollars invested. We determined that security in AWS is superior to our on-premises data center 
across several dimensions, including patching, encryption, auditing and logging, entitlements, and compliance. 

– John Brady, CISO, FINRA

Security enhancements 
from 1M+ customer 

experiences

AWS industry-leading 
security teams: 24/7, 

365 days a year

Security infrastructure 
built to satisfy military, 

global banks, and 
other high-sensitivity 

organizations

Over 50 global 
compliance certifications 

and accreditations
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Quick Starts and Resources for Researchers
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Regulated Data Transfer and 
Management
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• How to transfer data from your institution to AWS

• How to transfer data from AWS to your institution

• How to share data on AWS

• How to transfer data from other sources (i.e. dbGaP) to AWS

Regulated data transfer and management
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Transferring data to AWS (uploading to S3)

Institution Network

Workstatio
n

Institution AWS Account

Amazon Simple 
Storage Service (S3)

Data
Sources

Encrypted
Channels

Encrypted
Data Targets Audit Logging

AWS Management 
Console

AWS 
Interfaces

Internet
(using TLS)

HTTPS

HTTPS

AWS 
CloudTrail
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Transferring data to AWS

Institution Network

Workstatio
n

Server

Institution AWS Account

AWS Direct 
Connect

Amazon Simple 
Storage Service (S3)

Amazon 
EC2

VPN

Internet
(using TLS or IPSec)

Data
Sources

Encrypted
Channels

Encrypted
Data Targets

Amazon 
CloudWatc

h

AWS 
CloudTrail

Audit Logging

Amazon
EMR

Amazon 
SageMaker

AWS 
Lambda

Compute

…

Data Transfer Tools

AWS 
Snowball

AWS Storage 
Gateway

AWS Backup

AWS Database 
Migration Service

AWS DataSync

AWS Management 
Console

AWS CLI

AWS SDKs

AWS Transfer
for SFTP 

AWS 
Interfaces

AWS SMS

Amazon EFS

Amazon EBS
…

Amazon 
Athena

AWS
Batch
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Transferring data to AWS (uploading to S3)
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Transferring data to AWS (uploading to S3)
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Transferring data to AWS

Institution Network

Workstatio
n

Institution AWS Account

Amazon 
EC2

Data
Sources

Encrypted
Channels

Encrypted
Data Targets

Amazon 
CloudWatc

h

AWS 
CloudTrail

Audit Logging

Compute
Data Transfer Tools

AWS 
Interfaces

Amazon EBS

SSH

Internet
(using TLS or IPSec)

SSH
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Transferring data to AWS (scp data to EC2)



© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark

Transferring data to AWS (scp data to EC2)
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Transferring data from AWS (downloading from S3)

Institution Network

Workstatio
n

Institution AWS Account

Amazon Simple 
Storage Service (S3)

Data
Sources

Encrypted
Channels

Encrypted
Data Targets Audit Logging

AWS 
Interfaces

Internet
(using TLS)

HTTPS
HTTPS

AWS 
CloudTrailAWS CLI



© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark

Transferring data from AWS

Institution Network

Workstatio
n

Server

Institution AWS Account

AWS Direct 
Connect

Amazon Simple 
Storage Service (S3)

Amazon 
EC2

VPN

Internet
(using TLS or IPSec)

Data
Sources

Encrypted
Channels

Encrypted
Data Targets

Amazon 
CloudWatc

h

AWS 
CloudTrail

Audit Logging

Amazon
EMR

Amazon 
SageMaker

AWS 
Lambda

Compute

…

Data Transfer Tools

AWS 
Snowball

AWS Storage 
Gateway

AWS BackupAWS DataSync

AWS Management 
Console

AWS CLI

AWS SDKs

AWS Transfer
for SFTP 

AWS 
Interfaces

Amazon EFS

Amazon EBS
…

Amazon 
Athena

AWS
Batch
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Transferring data from AWS (downloading from S3)
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Transferring data from AWS (downloading from S3)
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Sharing data on AWS (S3 read-only access)

Institution AWS Account

Amazon Simple 
Storage Service (S3)

Encrypted
Data Targets

AWS 
CloudTrail

Audit Logging
Institution AWS Account

Encrypted
Data Targets

AWS 
CloudTrail

Audit Logging

S3 Bucket Policy

Compute

Amazon 
Athena

Read-Only

Sharing
Methods
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Sharing data on AWS

Institution AWS Account

Amazon Simple 
Storage Service (S3)

Amazon 
EC2

Sharing
Methods

Encrypted
Data Targets

Amazon 
CloudWatc

h

AWS 
CloudTrail

Audit Logging

Amazon
EMR

Amazon 
SageMaker

AWS 
Lambda

Compute

…

Amazon EFS

Amazon EBS
…

Institution AWS Account

Amazon Simple 
Storage Service (S3)

Amazon 
EC2

Encrypted
Data Targets

Amazon 
CloudWatc

h

AWS 
CloudTrail

Audit Logging

AWS 
Lambda

Compute

…

Amazon EFS

Amazon EBS
…

S3 Bucket Policy

IAM Role

VPC Peering

Amazon VPC 
PrivateLink

Amazon 
Athena

Amazon
EMR

Amazon 
Athena

Amazon 
SageMaker

AWS
Batch

AWS
Batch
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Sharing data on AWS (S3 read-only access)
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Sharing data on AWS (S3 read-only access)
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Sharing data on AWS (S3 read-only access)
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Considerations
• Many research data sets are available through AWS.

• Understand the compliance requirements of the data you 
are transferring.

• In AWS, through shared responsibility, you can achieve 
compliance with standards like FedRAMP or FISMA.

• Work with your internal compliance team and your IRB.

Transfer Other Data to AWS (like dbGaP)
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Public Research Data Sets

AWS hosts a variety of public datasets that anyone can access for free.  Below are just a few examples.
• 1000 Genomes Project
• The Cancer Genome Atlas
• International Cancer Genome Consortium
• 3000 Rice Genome 
• Genome in a Bottle (GIAB)
• The Genome Modeling System
• Medicare Drug Spending

• The Human Connectome Project
• The Human Microbiome Project
• OpenNeuro
• Physionet
• Tabula muris
• OpenStreetMaps
• and more….

https://registry.opendata.aws/
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Other data providerInstitution AWS Account

Amazon Simple 
Storage Service (S3)

Amazon 
EC2

Encrypted
Data Targets

Amazon 
CloudWatc

h

AWS 
CloudTrail

Audit Logging

Compute

Amazon EBS

Internet
(using TLS or IPSec)

Encrypted
Channels

Transfer Other Data to AWS (like dbGaP)

ServerAspera



© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark

Other data providerInstitution AWS Account

Amazon Simple 
Storage Service (S3)

Amazon 
EC2

Encrypted
Data Targets

Amazon 
CloudWatc

h

AWS 
CloudTrail

Audit Logging

AWS 
Lambda

Compute

…

Amazon EFS

Amazon EBS
…

Amazon
EMR

Amazon 
Athena

Amazon 
SageMaker

Internet
(using TLS or IPSec)

Encrypted
Channels

Transfer Other Data to AWS (like dbGaP)

Server

HTTPS

SFTP

FTPS

Aspera

…

AWS
Batch
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Transferring data to AWS (downloading from S3)
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RStudio on AWS
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RStudio on AWS 
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RStudio on AWS 
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RStudio on AWS 
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Jupyter Notebooks on AWS
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Fully integrated development environment (IDE) for machine learning

Amazon SageMaker Studio

Organize, track, and 
compare thousands of 

experiments

Easy experiment 
management

Share notebooks 
without tracking code 

dependencies

Collaboration at 
scale

Get accurate models with 
full visibility & control 
without writing code

Automatic model 
generation

Automatically debug errors, 
monitor models, & maintain 

high quality

Higher quality ML 
models

Code, build, train, deploy, & 
monitor in a unified visual 

interface

Increased 
productivity
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Amazon SageMaker Notebooks 

Access your notebooks in 
seconds

Administrators manage 
access and permissions

Fully managed 
and secure

Share notebooks 
with a single click

Easy collaboration

Dial up or down 
compute resources

(coming soon)

FlexibleEasy access with 
Single Sign-On (SSO)

Start your notebooks 
without spinning up 
compute resources

Fast setup

Fast-start sharable notebooks (in preview)
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Jupyter Notebooks in SageMaker Studio
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Jupyter Notebooks in SageMaker Studio
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Jupyter Notebooks in SageMaker Studio
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Jupyter Notebooks in SageMaker Studio
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Danyell Wilt
AWS Sr. Solutions Architect

Thank You!

2020-07-22

https://aws.amazon.com/government-education/research-and-technical-computing/

Research and Technical Computing on AWS


