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INTERNET2		
•  Network	Services	–	100Gbps	network		
•  Trust	&	Iden4ty	– Federated	Iden:ty	Management		
•  NET+	Services	–	30	cloud	services	available		
•  Community	Engagement	–	500+	members	in	Higher	
Educa:on,	Regional	Networks,	Industry	&	Affiliates	

•  Innova4on	Office	–	Community-led	innova:ons	
•  US	UCAN	– 93,000	community	anchor	ins:tu:ons	
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INTERNET2  BY THE NUMBERS 

500+ 
Internet2 members 5 

petabytes of traffic on  
the network every day 

93,000+ 
community anchor institutions 

30 
NET+ services available 

100+ 
countries connected 

17.2 Tb/s 
capacity 

15,700 
miles of dark fiber capacity or  

17,500 miles optical fiber 
infrastructure 9 hours 

to transfer entire Library of 
Congress over Internet2 Network  

100Gbps 
Network 

49 
TIER Investor Institutions 

43 
Regional Network 

Partners 

80 
Industry Partners 

315+ 
University members 

300+ 
Collaborative Innovation 

Community CINC UP 
Participants 
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International reach with 100+ Research and Education Networking 
partners Globally  

US-based Exchange Points 
StarLight, Chicago IL 
MAN LAN, New York NY 
NGIX-East, College Park MD 
AtlanticWave (distributed) 
AMPATH, Miami FL 
PacificWave-S, Los Angeles CA 
PacificWave-Bay, Sunnyvale CA, 

Palo Alto CA 
PacificWave-N, Seattle WA 
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U.S. Unified Community Anchor Network Program 
connects 93,000 institutions 

Connec:vity	Sta:s:cs	

•  84,146 K–12 Schools (60%) 
•  4,203 Public Libraries  (25%) 
•  1,491 Colleges and Universities 
•  799 Community or Vocational Colleges (50%) 
•  2,237 Health Care Organizations 
•  200 Museums, Science Centers, Zoo, and Aquariums 
•  43 States  



6 

Extending Federated Identity Management services to K-14 through the 
InCommon Steward Program 
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Future of the University: Fostering the Right Connections 

http://bit.ly/2eN8S9z  
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Internet2 Collaborative Innovation Community is the combination of 
three innovation working groups, focused on areas related to advanced 
networking plus trust & identity.  

Internet of Things (IoT):  
§  IoT Sandbox  
§  Smart Campuses and Cities 
§  Smart Grid Testbed 

E2E Trust & Security (E2ET&S): 
§  End to End Trust and Security for the Internet of Things (IoT) 
§  TIPPSS – Trust, Identity, Privacy, Protection, Safety, Security 
§  SDP (Software Defined Perimeter), Network Segmentation for IoT 

Distributed Big Data & Analytics (DBDA):  
§  Health & Life Sciences / Genomics 
§  Smart Campuses and Cities 
§  Digital Humanities 

Key: 
Advanced Networking plus Trust & Identity 
Advanced Networking focus only 
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Internet2 Collaborative Innovation Community Working Group Members: 
300+ participants representing 125+ member institutions. 

As of January 29, 2017 



Sixth	Annual	Cyber-Physical	Systems	Principal	Inves>gators’	Mee>ng	
Arlington,	VA	–	November	16-17,	2015	

Scien>fic	Impact:		
	
• Increase	awareness	of	cybersecurity	
research	&	capabili:es		

• Accelerate	cybersecurity	transi:on	
to	prac:ce	in	the	near	to	mid	term		
to	make	cyberspace	safer	

• Iden:fy	cybersecurity	needs	to	
inform	future	NSF	solicita:ons	

Solu>on:		
• Iden:fy	&	assess	inventory	of	NSF	
cybersecurity	research	assets	ready		
for	applied	research	pilot	phase	

• Interview	researchers	&	prac::oners	
for	needs/learnings/best	prac:ces	

• Leverage	Internet2	community	(300+	
universi>es,	40+regional	network)	to	
enable	“matchmaking”	between	
researchers	and	academia	IT/NW	
opera:ons	for	pilots/tes:ng		

• Deploy	webinars,	portal,	in	person	
events	for	researcher/IT	matchmaking	

• Iden:fy	cybersecurity	needs/gaps		

Challenge:		
	
•  Accelerate	Transi:on	To	Prac:ce	(TTP)	
of	NSF	funded	later	stage	cybersecurity	
research	into	opera:onal	Research	&	
Educa:on	(R&E)	environments	through	
applied	research	pilot	deployments	

Broader	Impact:		

• Enable	partnership	for	NSF	TTP	
with	other	Federal	agency	
programs,	including	DHS,	SBIR,	
etc.	to	accelerate	and	streamline	
the	TTP	pipeline	

• Enable	a	more	diverse	research	
and	educa:on	pipeline	partnering	
with	Society	of	Women	Engineers	
and	others	Award	Number:	1650445	

Internet2	
PI:	Florence	Hudson,	SVP/Chief	Innova:on	Officer	

NSF EAGER: Cybersecurity Transition To Practice (TTP) Acceleration  
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The Innovation Office keeps an eye on the future Information & 
Communications Technology trends for research & education. 
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The Internet of Things could represent $19T in economic value by 2025, 
a significant component of key ICT trends for Research & Education. 

Economic value includes 
revenues, cost reductions & 
service improvements achieved 

Sources: McKinsey 2016; Frost & Sullivan 2016; CNBC 2016; 
Markets & Markets 2016; Morgan Stanley 2016, CMS Wire 2016; 
Business Wire 2016; Wikibon 2016; Yahoo! Finance 2017   
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Supporting technologies for 
key ICT trends are already 
having significant business 
impact, with IoT applications 
& devices at the top of the 
transformation curve.  
 
 

Sources: Ascent 2016; Business Insider 2016 
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The Internet of Things will generate the majority of new data on 
the back of explosive device growth.  

Sources: What’s The Big Data 2015; Datafloq 2016; 
GlobalSources 2016 
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IoT risk and security awareness is increasing … and highlighting 
the need for security research and development. 
 

Vehicle Hacking  
https://www.youtube.com/watch?v=MK0SrxBC1xs 

Healthcare Device Hacking 
https://www.youtube.com/watch?v=YThj0Nh40KQ 
https://www.youtube.com/watch?v=THpcAd2nWJ8   

Smart Home Devices Hacking 
Other Devices 

http://usat.ly/2eB5RZA  
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Research & Education activities are growing in IoT, end to end trust 
& security, big data & analytics, Smart Campus / Communities. 

Smart Campus operations 
& data analytics research 

Advanced Networking / 
Cybersecurity Research Smart Grid research 

IoT Lab for Research 
and Pedagogy 

Trust, Identity, Protection, 
Privacy, Safety, Security 

IoT Systems Risk 
Management & Security 

IoT Security, Privacy & 
Ethics 

Smart Grid research 
and data sharing 

Smart Grid research 
network testbed 

Grey   = IoT security, privacy, ethics 
Yellow = IoT Smart grid research 
White  = IoT research and pedagogy 

Smart transportation / 
IoT ethics research 

Smart Campus operations, 
trust and security 

Smart Grid research 
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Academic, Government & Private Partnerships 

http://vtnews.vt.edu/articles/2016/09/
ictas-maapprojectwing.html  
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IoT Research & Education at Stanford University –  
Autonomous Vehicles and Ethics 

http://stanford.io/2bhgp23  
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IoT is having an impact in Higher education and K-12 

Sources: EdTech 2016; Extreme 2016 

N=612  IT Managers;  
K-12 (65%) & Higher Ed (35%) 
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TIPPSS for IoT is a growing need with device, data, & 
application growth.  

•  Trust – ensuring only designated people or services have device access 

•  Identity – ensuring identity of people, services, or “things”  

•  Privacy – ensuring device data is kept safely private 

•  Protection – ensuring device users protected from harm 

•  Safety – ensuring safety of devices, infrastructure and people 

•  Security – maintaining security of data, devices, people, etc. 
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Top concerns: 
•  Connected vehicles 
•  Connected healthcare devices 
 
Protection needed :  
•  Physical Health and safety risk  
•  Financial risk 
•  Reputational harm 
•  Loss of privacy 
•  Data theft 
•  Hack in / Hack out  

Flo’s top concerns: TIPPSS in an interconnected IoT world. 

Sources: IHS 2016; McKinsey 2016 
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Smart Cities, Campuses, & Communities will be built on a foundation 
of Internet of Things technologies. 

White House Smart Cities MetroLab Network 
tackling key community challenges. 

•  35 city-university partnerships including 50+ 
Internet2 university members  

•  Multi-sector, intercity collaborative models  
•  “Internet of Things” applications testbeds  

 
NSF Smart and Connected Communities 
Solicitation 16-610 

Smart Cities Defined 

Sources: MetroLab 2017; NSF 2016; Frost & Sullivan 2016 
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IoT devices are proliferating in homes, commercial buildings, and city 
infrastructure…and more... 

Connected Things Installed in Smart Cities (M) 

Source: Raconteur 2015 
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An interconnected city measures everything: traffic, lighting, water, waste 

Source: Business 
Insider 2016 
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Smart Campus Initiative created based on member input & innovation 
working group use cases, with kickoff meeting at Global Summit 2016.  
 
•  Share best practices and recommendations to deploy Smart Campus capabilities 
•  Guided by a Smart Campus CIO Advisory Council 
•  Next event: Microsoft Campus Connections Summit, 100+ enrollees, Feb 14-16 
•  NSF Smart & Connected Communities Research Coordination Network Proposal 

“TIPPSS for IoT in Smart & Connected Communities” 
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Internet2 IoT Systems Risk Management Task Force: Recommend  
Initial Exposure Benchmarking/Baselining via Shodan & Censys.io tools.  
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Internet2 Smart Campus Initiative Next Steps 

•  Enable IoT exploration, collaboration, and knowledge transfer across campuses 

•  Increase IoT systems risk awareness leveraging Shodan and Censys.io  

•  Develop IoT Systems Vendor Requirements Document  

•  In person workshop at Microsoft Campus Connections Summit, February 2017  

•  Demo Shodan and Censys.io tools at Internet2 Global Summit, April 2017 

•  TIPPSS for Smart & Connected Communities  
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Future smart communities will be an inter-connected “system of systems” 
to improve efficiency, safety, quality of life, energy use, & environment. 

What can we enable if we think across the system of systems? 
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Smart Grids are a key step in the development of Smart Cities/ 
Campuses, and require end-to-end trust and security. 

Smart Grid value is transformational 
and positively impacts: 

•  Transmission optimization 

•  Renewables integration 

•  Distribution automation 

•  Advanced metering infrastructure 

•  Analytics 

•  Cybersecurity 

Universities and Regional Networks are 
leveraging the Internet2 network for 
Smart Grid testbeds  

Sources: TERC; GreenTech Media 2013 
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Mobile Internet is an enabler of IoT, Smart Cities/Campuses, and 
Healthcare transformation. 

Internet-enabled portable devices are now a way of life:  

•  By 2020, 4 Internet-Connected devices for every human 

•  Mobile computing devices, high-speed wireless 
connectivity, and applications 

Healthcare could benefit the most from Mobile Internet. 

Consider a Connected Healthcare scenario: 
http://bit.ly/2eOcJBP  

Sources: Business Insider 2016; McKinsey 2013  
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New technologies will play a role in Healthcare & Life Sciences in the 
future – building on current capabilities. 

Sources: Frost & Sullivan 2016; 
SparkLabs 2016 
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Healthcare & Life Sciences will increasingly leverage technology 
for analysis of volumes of data, improving insights and outcomes. 

Large data volumes and analytics 
opportunity: 

•  Genomic data 

•  Clinical and fundamental research data 

•  Clinical care data and observations 

•  Patient input including lifestyle, travel 

Creating a cognitive computing opportunity 

Source: NIH 2015 
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Healthcare & Life Sciences advances – like Telemedicine – will be 
powered are enabled by broadband connectivity and IoT. 

University of Pittsburgh Medical Center Telemedicine 
http://bit.ly/1SlVUhh  

Source: Frost & Sullivan 2016 
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Cybersecurity is required for IoT, Smart Cities, and Smart Grid to 
be successful. 

Cyber Security grabbing headlines and will become 
increasingly important with more connected IoT devices.  

•  Distributed Denial of Service (DDoS) attacks increasingly 
more potent, and one of the most frequent types of incidents

•  Key areas for innovation include: detection, response, 
defense, prediction, prevention

•  Multiple aspects of risk: data, physical, and financial

•  Critical applications of the Internet of Things require TIPPSS: 
Trust, Identity, Privacy, Protection, Safety, and Security

“There are two kinds of big companies in the 
US. There are those who’ve been hacked, and 
those who don’t know they’ve been hacked.” 

- FBI Director, James Corney 

Source: IDG 2015; IDC 2014; Intel 2016  
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Addressing TIPPSS is essential to achieving safe, secure, scalable future 
smart city and campus architectures. 
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Opportunities for the Research & Education Community.  
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•  Develop curricula & labs to build the technical & business leaders of the future economy 
–  Curricula for TIPPSS, Internet of Things, Precision Medicine, Smart Campus/Cities/Grids, Informatics 
–  Develop new business models, technologies, process 

•  Create technology innovation through research and testbed programs  
–  Testbeds leveraging Internet2, international & regional networks: Smart Campus/Smart City/Smart Grid, HCLS 
–  Collaborative research and application development 
–  Innovations for device, chip, app, network, architecture, security, communications, etc. 

•  Develop new models for improved operation & sustainability of a campus, city, community 
–  IoT to measure, monitor, model, and manage campus / city / community / health / safety operations 
–  Cross-functional collaboration for improved outcomes, e.g., IT / facilities / administration / students 

•  Internet2 and its members can guide health & life sciences to the next frontier 
–  Enable leverage of various data sets for precision medicine 
–  Connect across multiple new technologies for strategic areas/use cases 

•  Attract funding to support member research in strategic domains 
–  Potential funding sources could include agencies, industry, foundations 
–  Opportunity for singular or multi-university funding proposals 
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Questions & Answers… 
Thank You 

fhudson@Internet2.edu  
@FloInternet2 


