| ncomnon Federation Manager: Internet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - Entity ID

Add Identity PrOVider = Entity ID:

Scope:
Delegated Administrators . g
Entity ID Value Scope Value
Entity ID Y P
Your Account Entity 1D
Entity ID
Documentation
Entity ID*:
FM Change Log
Scope*:

INTERNET.
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| ncomnon Federation Manager: Internet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - Contacts

Delegated Administrators

Add Identity PfOVider = Entity ID: Scope:
CO nta CtS Entity ID Value Scope Value

Your Account Entity ID Contacts

Contacts

Documentation

At least one Administrative, Security, and Technical Contact is required

FM Change Log

Contact Type Name Email

Administrative®

Security*

Technical*

INTERNET.
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| ncomnon Federation Manager: Internet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - User Interface Elements

Add Identity PfOVider = Entity ID: Scope:
CO nta CtS Entity ID Value Scope Value

Delegated Administrators

Your Account Entity ID Contacts

Contacts

Documentation

At least one Administrative, Security, and Technical Contact is required

S i L Contact Type Name Email
Administrative* Jane Smith admin.contact@email.com
Security* Steve Jones security.contact@email.com
Technical* Tim Andrews

tech.contact@email.com

Save

INTERNET.
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| ncomnon Federation Manager: Internet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - User Interface Elements

Delegated Administrators

Add Identity PfOVider = Entity ID: Scope:
CO nta CtS Entity ID Value Scope Value

Your Account Entity ID Contacts

Contacts

Documentation

At least one Administrative, Security, and Technical Contact is required

FM Change Log

Contact Type Name Email
Administrative* Jane Smith admin.contact@email.com Save |
Security* Steve Jones security.contact@email.com
Technical* Tim Andrews

tech.contact@email.com

Choose one*

a

INTERNET.
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| ncomnon Federation Manager: Internet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - User Interface Elements

Delegated Administrators

Add Identity PfOVider = Entity ID: Scope:
CO nta CtS Entity ID Value Scope Value

Your Account Entity ID Contacts

Contacts

Documentation

At least one Administrative, Security, and Technical Contact is required

FM Change Log

Contact Type Name Email
Administrative* Jane Smith admin.contact@email.com
Security* Steve Jones security.contact@email.com
Technical* Tim Andrews

tech.contact@email.com

Choose one

a

INTERNET.
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| ncomnon Federation Manager: Internet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - User Interface Elements

Delegated Administrators

Add Identity PfOVider = Entity ID: Scope:
CO nta CtS Entity ID Value Scope Value

Your Account Entity ID Contacts

Contacts

Documentation

At least one Administrative, Security, and Technical Contact is required

FM Change Log

Contact Type Name Email
Administrative* Jane Smith admin.contact@email.com
Security* Steve Jones security.contact@email.com
Technical* Tim Andrews

tech.contact@email.com

Administrative

a

Amy Lance amy@email.com

INTERNET.
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| ncomnon Federation Manager: Internet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - User Interface Elements

Add Identity PfOVider = Entity ID: Scope:
CO nta CtS Entity ID Value Scope Value

Delegated Administrators

Your Account Entity ID Contacts

Contacts

Documentation

At least one Administrative, Security, and Technical Contact is required

FM Change Log

Contact Type Name Email
Administrative* Jane Smith admin.contact@email.com Delete
Administrative Amy Lance amy@email.com Delete
Technical* Tim Andrews tech.contact@email.com
Security* Steve Jones security.contact@email.com
Choose One =

INTERNET.
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| ncomnon Federation Manager: Internet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - User Interface Elements

Add Identity PfOVider = Entity ID: Scope:
CO nta CtS Entity ID Value Scope Value

Delegated Administrators

Your Account Entity ID Contacts

Contacts

Documentation

At least one Administrative, Security, and Technical Contact is required

FM Change Log

Contact Type Name Email
Administrative* Jane Smith admin.contact@email.com Save |
Administrative Amy Lance amy@email.com Delete
Technical* Tim Andrews tech.contact@email.com
Security* Steve Jones security.contact@email.com
Choose One :

INTERNET.
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| ncomnon Federation Manager: Internet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - User Interface Elements

Add Identity PfOVider = Entity ID: Scope:
CO nta CtS Entity ID Value Scope Value

Delegated Administrators

Your Account Entity ID Contacts

Contacts

Documentation

At least one Administrative, Security, and Technical Contact is required

FM Change Log

Contact Type Name

Email
Administrative* Jane Smith admin.contact@email.com Delete
Administrative Amy Lance amy@email.com Delete
Technical* Tim Andrews tech.contact@email.com
Security* Steve Jones security.contact@email.com
Security E

John Andrews jandrews@email.com

INTERNET.
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| ncomnon Federation Manager: Internet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - User Interface Elements

Add Identity PfOVider = Entity ID: Scope:
CO nta CtS Entity ID Value Scope Value

Delegated Administrators

Your Account Entity ID Contacts

Contacts

Documentation

At least one Administrative, Security, and Technical Contact is required

FM Change Log

Contact Type Name

Email
Administrative* Jane Smith admin.contact@email.com Delete
Administrative Amy Lance amy@email.com Delete
Technical* Tim Andrews tech.contact@email.com
Security* Steve Jones security.contact@email.com Delete
Security John Andrews jandrews@email.com Delete
Choose One = Add

INTERNET.
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| ncomnon Federation Manager: Internet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - User Interface Elements

Delegated Administrators

Add Identity PfOVider - Entity ID: Scope:
User Interface Elements Entity 1D Value Scope Value

| User Interface
Your Account Entity ID Contacts Elements

User Interface Elements

Documentation

Display Name":

FM Change Log

Description:

Information URL:

Privacy Statement URL":

Logo HTTPS URL™:

Logo Width (pixels)”:

Logo Height (pixels)”:

INTERNET.

< Previous Step m
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| nco_mon Federation Manager: Internet2 e S RD O RS

Home SA Dashboard / Add Identity Provider - Error URL

Add Identity PrOVider = Entity ID: Scope:
EI‘I'OI' URL Entity ID Value

Scope Value

Delegated Administrators

User Interface

Error URL

Documentation

Error URL:

FM Change Log

INTERNET.
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| ncomnon' Federation Manager: INternet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - User Interface Elements

Add Identity PrOVider = Entity ID: Scope:

Delegated Administrators I D PSSO Desci ptor EI‘IEiE}" D Value SEU[}E Value
. User Interface _
g S NTE Entity ID Contacts Elements Error URL  IDP350Desciptor
IDPSSODescriptor

Documentation

Interop Note: We recommend including both HTTP-POST and HTTP-Redirect for interop with all InCommon deployments.

FM Change Log

Single Sign On Services:

Profile/Binding Type Location URL

Save

SAML 2.0 HTTP-POST

Single Logout Service:

Profile/Binding Type Location URL

i

SAML 2.0 HTTP-POST

Artifact Resolution Service:

Profile/Binding Type Location URL

i

SAML 2.0 HTTP-POST

< Previous Step Next Step

INTERNET.
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| ncomnon' Federation Manager: INternet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - User Interface Elements

Add Identity PrOVider = Entity ID: Scope:

Delegated Administrators I D PSSO Desci ptor EI‘IEiE}" D Value SEU[}E Value
. User Interface _
g S NTE Entity ID Contacts Elements Error URL  IDP350Desciptor
IDPSSODescriptor

Documentation

Interop Note: We recommend including both HTTP-POST and HTTP-Redirect for interop with all InCommon deployments.

FM Change Log

Single Sign On Services:

Profile/Binding Type Location URL

https://test.idp-eas/idp/profile/SAML/Redirect/S50

SAML 2.0 HTTP-POST

Single Logout Service:

Profile/Binding Type Location URL

i

SAML 2.0 HTTP-POST

Artifact Resolution Service:

Profile/Binding Type Location URL

i

SAML 2.0 HTTP-POST

< Previous Step Next Step

INTERNET.
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InConmon.

Home

Delegated Administrators

Your Account

Documentation

FM Change Log

INTERNET.

© Copyright InCommon 2018

Federation Manager: INternet2 serickson@unicon.net ~ Logout

SA Dashboard / Add Identity Provider - IDPSSODescriptor

Add Identity Provider - Entity ID: Seone:
1D PSSO Desci ptor Entity ID Value Scope Value

User Interface ]
Entity ID Contacts Elements Error URL  IDP350Desciptor

IDPSSODescriptor

Interop Note: We recommend including both HTTP-POST and HTTP-Redirect for interop with all InCommon deployments.

Single Sign On Services:

Profile/Binding Type Location URL

€ SAML 2.0 HTTP-POST https://test.idp-eas/idp/profile/SAML/Redirect/Ss0 Delete

o

SAML 2.0 HTTP-POST

Save

Single Logout Service:

Profile/Binding Type Location URL

o=

SAML 2.0 HTTP-POST

Artifact Resolution Service:

Profile/Binding Type Location URL

i =

SAML 2.0 HTTP-POST Save

Next Step

< Previous Step
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| ncomnon' Federation Manager: INternet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - User Interface Elements

Add Identity Provider - T Seone:

Delegated Administrators I D PSS 0 Desci pto r El‘ltit}’ ID Value ECD[}E Value
User Interface _
g S NTE Entity ID Contacts Elements Error URL  IDP350QDesciptor
IDPSSODescriptor

Documentation

Interop Note: We recommend including both HTTP-POST and HTTP-Redirect for interop with all InCommon deployments.

FM Change Log

Single Sign On Services:

Profile/Binding Type Location URL
€ SAML 2.0 HTTP-POST https://test.idp-eas/idp/profile/SAML/Redirect/Ss0 Delete
<SingleSignOnService Binding="urm:oasis:names:tc:SAML2 O:bhindings:HTTP-Redirect” Location="https://testidpd56. example/id p/profile/SAMLZ/Redirect/S50" /=

Save

o =

SAML 2.0 HTTP-POST

Single Logout Service:

Profile/Binding Type Location URL

o =

SAML 2.0 HTTP-POST

Artifact Resolution Service:

Profile/Binding Type Location URL

i

SAML 2.0 HTTP-POST

INTERNET.
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| nco_mnon' Federation Manager: Internet2 e

Home SA Dashboard / Add Identity Provider - User Interface Elements

Add Identity Provider - T Seone:

Delegated Administrators I D PSS 0 Desci pto r El‘ltit}’ ID Value ECD[}E Value
User Interface _
g S NTE Entity ID Contacts Elements Error URL  IDP350QDesciptor
IDPSSODescriptor

Documentation

Interop Note: We recommend including both HTTP-POST and HTTP-Redirect for interop with all InCommon deployments.

FM Change Log

Single Sign On Services:

Profile/Binding Type Location URL

SAML 2.0 HTTP-POST = https://test.idp-eas/idp/profile/SAML/Redirect/SS0 Save |

o

SAML 2.0 HTTP-POST

Save

Single Logout Service:

Profile/Binding Type Location URL

o=

SAML 2.0 HTTP-POST

Artifact Resolution Service:

Profile/Binding Type Location URL

i =

SAML 2.0 HTTP-POST Save

< Previous Step

INTERNET.
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| ncomnon' Federation Manager: INternet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - User Interface Elements

Add Identity PrOVider = Entity ID: Scope:

Delegated Administrators I D PSSO Desci ptor EI‘IEiE}" D Value SEU[}E Value
. User Interface _
g S NTE Entity ID Contacts Elements Error URL  IDP350Desciptor
IDPSSODescriptor

Documentation

Interop Note: We recommend including both HTTP-POST and HTTP-Redirect for interop with all InCommon deployments.

FM Change Log

Single Sign On Services:

Profile/Binding Type Location URL

€ SAML 2.0 HTTP-POST https://test.idp-eas/idp/profile/SAML/Redirect/SS0 Delete

https://test.idp-eas/idp/profile/SAML/Redirect/SS0

o

SAML 2.0 HTTP-POST

Single Logout Service:

Profile/Binding Type Location URL

o=

SAML 2.0 HTTP-POST

Artifact Resolution Service:

Profile/Binding Type Location URL

i =

SAML 2.0 HTTP-POST Save

< Previous Step

INTERNET.
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| ncomnon' Federation Manager: INternet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - User Interface Elements

Add Identity PrOVider = Entity ID: Scope:

Delegated Administrators I D PSSO Desci ptor EI‘IEiE}" D Value SEU[}E Value
. User Interface _
g S NTE Entity ID Contacts Elements Error URL  IDP350Desciptor
IDPSSODescriptor

Documentation

Interop Note: We recommend including both HTTP-POST and HTTP-Redirect for interop with all InCommon deployments.

FM Change Log

Single Sign On Services:

Profile/Binding Type Location URL
€ SAML 2.0 HTTP-POST https://test.idp-eas/idp/profile/SAML/Redirect/Ss0 Delete
€ SAML 2.0 HTTP-POST https://test.idp-eas/idp/profile/SAML/Redirect/SS0O Delete

o =

SAML 2.0 HTTP-POST

Save

Single Logout Service:

Profile/Binding Type Location URL

o=

SAML 2.0 HTTP-POST

Artifact Resolution Service:

Profile/Binding Type Location URL

i =

SAML 2.0 HTTP-POST Save

< Previous Step

INTERNET.
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InConmmon.

Home

Delegated Administrators

Your Account

Documentation

FM Change Log

INTERNET.

© Copyright InCommon 2018

Federation Manager: INternet2 serickson@unicon.net ~ Logout

SA Dashboard / Add Identity Provider - Attribute Authority Descriptor

Add Identity Provider - o— —
Attribute AUthOrlty Descriptor Entity ID Value Scope Value

User Interface Attribute Authority
Entity ID Contacts Elements Error URL  IDPS50Desciptor Descriptor

Attribute Services

Profile/Binding Type Location URL

SAML 2.0 HTTP-POST

o =

Digital Certificates

Certificate”:

Please paste your X.509 Certificate in PEM format and check the box below.

| understand and acknowledge that InCommon does not verify the information
contained in this certificate or in any certificate within the federtaion metadata.

Add

< Previous Step

Home | Help | Your Account | Privacy Policy



InConmmon.

Home

Delegated Administrators

Your Account

Documentation

FM Change Log

INTERNET.

© Copyright InCommon 2018

Federation Manager: INternet2 serickson@unicon.net ~ Logout

SA Dashboard / Add Identity Provider - Attribute Authority Descriptor

Add Identity Provider - — —
Attribute Authority Descriptor Entity 1D Value Scope Value

User Interface Attribute Authority
Entity ID Contacts Elements Error URL  IDP5S0Desciptor Descriptor

Attribute Services

Profile/Binding Type Location URL

SAML 2.0 HTTP-POST = https://testidp-eas/idp/profile/SAML/Redirect/S50

Digital Certificates

Certificate”:

Please paste your X.509 Certificate in PEM format and check the box below.

| understand and acknowledge that InCommon does not verify the information
contained in this certificate or in any certificate within the federtaion metadata.

Add

< Previous Step

Home | Help | Your Account | Privacy Policy



| ncomnon Federation Manager: Internet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - Entity Attributes

Add Identity Provider - Entity ID: —
Entity Attributes Entity ID Value Scope Value

Delegated Administrators

US_EI-' Interface ) Att”bute .I‘I_!'Luthﬂﬂty Eﬂti'[}i’
Your Account Entity ID Contacts Elements Error URL  IDP350Desciptor Descriptor Attributes
Entity Attributes
Documentation
Assert Display Name Attribute Name Attribute Value Required

FM Change Log

(i) SIRTFLI urn:oasis:names:tc:SAML:attribute https://refeds.org/sirtfi Required Value 1

:assurance-certification Required Value 2
o Hide from Discovery https://macedir.org/entity-category ~ https://refeds.org/category/
hide-from-discovery

i Entity Attribute 3 Name 3 Value 3

i Entity Attribute 4 Name 4 Value 4

(i Entity Attribute 5 Name 5 Value 5

INTERNET.
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| ncomnon Federation Manager: Internet2 serickson@unicon.net ~

Home SA Dashboard / Add Identity Provider - Entity Attributes

Add Identity Provider - Entity ID: —
Entity Attributes Entity ID Value Scope Value

Delegated Administrators

User Interface _ Attribute Authority Entity
Your Account Entity ID Contacts Elements Error URL  IDP350Desciptor Descriptor Attributes
Entity Attributes
Documentation
Assert Display Name Attribute Name Attribute Value Required
FM Change Log
0 SIRTFLI urn:oasis:names:tc:SAML:attribute https://refeds.org/sirtfi Required Value 1
:assurance-certification Required Value 2

o Hide from Discovery https://macedir.org/entity-category ~ https://refeds.org/category/
hide-from-discovery

v Entity Attribute 3 Name 3 Value 3
i Entity Attribute 4 Name 4 Value 4
0 ¢ Entity Attribute 5 Name 5 Value 5

INTERNET.

© Copyright InCommon 2018 Home | Help | Your Account | Privacy Policy



InConmon.

Home

Delegated Administrators

Your Account

Documentation

FM Change Log

INTERNET.

© Copyright InCommon 2018

Federation Manager: INternet2 serickson@unicon.net ~ Logout

SA Dashboard / Add Identity Provider - Metadata Export Options

Add Identity PrOVider - Entity ID: Scope:
Metadata Export Options Entity IDValue  Scope Value

User Interface Attribute Authority Entity

Export
Entity ID Contacts Elements Error URL  IDPSS50ODesciptor Descriptor

Attributes Options

Metadata Export Options

It you want your |dP metadata to be included in the InCommon export aggregate, check the box below. If you do
not want your |dP metadata to be exported, leave the box unchecked. The box is checked by default.

¥ Include this IdP metadata in the InCommon export aggregate

Should I include my IdP metadata in the export aggregate? Visit our wiki to find out more about the Incommon
Export Aggregate.

Home | Help | Your Account | Privacy Policy



| ncomnon Federation Manager: Internet2 serickson@unicon.net ~ LDgDUt

Home SA Dashboard / Add Identity Provider - Finalize

Add Identity PfOVider = Entity ID: Scope:
Finalize Entity ID Value Scope Value

Delegated Administrators

User Interface Attribute Authority Entity Export

vour Account Entity ID Contacts Elements Error URL  IDP550Desciptor Descriptor Attributes Options Finalize

Metadata

Documentation

<EntityDescriptor xmlns="urn:oasis:names:tc:3AML: 2. 8:metadata™ xmlns:ds="http:/ v . w3.org/2000/89 xnldsigd"” xmlns:shibed="urn:mace:shi
<Extensions xmlns:mdattr="urn:oasis:names:tc:SAML:metadata:attribute™ »mlns:mdrpi="urn:oasis:names: tc:SAML:metadata: rpl™>
<mdrpi:RegistrationInfo registrationAuthority="https://incommon.org™/>
<mdattr:EntityAttributes xmlns:saml="urn:ocasis:names:tc:5AML:2. B assertion™

FM Change Log

<saml:Attribute NameFormat="urn:oasis:names:tc:5AML:2.@:attrname-format:uri” Name="http://macedir.orgfentity-category™>»
<saml:AttributeValuerhttp://refeds.org/category/hide-from-discovery</saml: AttributeValues
<saml:AttributeValuexhttp://id. incommon.org/category/registered-by-incommon</saml : AttributeValue>
«/saml : Attribute>
</mdattr:EntityAttributes>
</Extensions>
<IDP5S0Descriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.8:protocol” errorURL="https://www.internet2.edu/errorferror.h
<Extensions>
<shibmd:5cope regexp="false"»tieri.interneti.edu</shibmd:S5copes
emdui:UIInfo xmlns:mdui="urn:oasis:names:tc:SAML :metadatazui™>
<mdui:DisplayName xml:lang="en">Internet2 Test</mdui:DisplayName>
<mdui:Description xml:lang="en">Internet TIER demo workbench IdP</mdui:Description:
<mdui:InformationURL xml:lang="en"»https://www.internet2.edu/media/IdP/Information</mdui: InformationURL>
<mdui:PrivacyStatementURL xml:lang="en">https://www.internet2.edu/policies/privacy/</mdui:PrivacyStatementURL>
<mdui:logo xml:lang="en" width="200" height="280"*https://wiw.internetl. edu/media/medialibrary/ 2013718715/ internet2 _logo 208pxt
< /mdui :UIInfo>

< fExtensionss

4 | 3

< Previous Step

INTERNET.
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