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Agenda 

•  New & improved in latest & upcoming 
releases!

•  Qualtrics!
•  Confluence!
•  Kuali Rice eDoclite workflow!
•  Loader and provisioning!
•  External users and Secure Space!

April 2012!2!



Roadmap – v2.2 

3! April 2012!

Release ! Item ! Description!

2.2! New Grouper 
UI!

Provide new UI capabilities that better meet 
community needs.!

2.2! Services in 
Grouper!

Tag objects in Grouper so that folders, groups, 
permissions can be associated with a "service“ to 
make it easier for users to perform tasks in Grouper. !

2.2  
!

Improved 
Grouper 
configuration  
!

Make Grouper more easily deployable and 
upgradeable across environments with cascaded 
config files and expression language in config file 
entries. !

On-going ! Grouper Core! Continue adding capabilities to meet requirements 
from the field. !

On-going ! Community 
contributions !

Solicit and publicize community contributions of 
extensions and complements to Grouper. !



Roadmap – v2.2 

4! April 2012!

Release ! Item ! Description!

2.2!
Legacy 
attribute 
migration!

Migrate legacy attributes into the new attribute 
framework.!

2.2! Unix GID 
management ! Built-in support for managing unix GIDs  !



Penn and Grouper 

•  Used Grouper centrally at Penn for 5 
years!

•  120k groups!
•  2.7 million immediate memberships!
•  10k permission assignments!
•  We use: UI, WS, GSH, loader, LDAP, 

client, external users, workflow with 
Kuali Rice edoclite, heavily delegated!
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Penn Grouper project team 

•  ~20% technical person!
•  ~20% data analyst!
•  Small requirements from various other 

people: manager, sysadmins, ldap 
admins, etc!

•  Note: during upgrades time 
requirements increase, these are 
average times!
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Example application: Qualtrics 

•  Cloud survey tool which is not licensed 
to everyone at Penn!

•  People in various schools or centers 
see a different branded site!

•  Loader manages affiliate groups!
•  Responsible parties can add ad hoc 

members!
•  Shib entitlements communicate rights to 

qualtrics cloud application on login!
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Example application: Qualtrics 
(continued) 
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Example application: custom app 
admin console 
•  Custom app framework does groups 

(pre-dated Grouper), though not 
centrally!

•  Integrated so groups could be linked 
externally to Grouper!

•  For admins (all powerful), it is required 
that users be in the admins group!
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Example application: custom app 
admin console (continued) 
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Example application: Confluence wiki 

•  Confluence (our version at least) can 
have external groups (hopefully ldap)!

•  We externalized users and groups so 
we have single signon, and ability to 
use Grouper features:!
•  Loader           -     Auto-deprovisioning!
•  Reuse groups in other apps!
•  Central report to see who has what!
•  Decentralized management!
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Example application: Confluence wiki 

•  Note: we have a rule for auto-assigning 
privileges!
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Grouper loader 

•  Daemon that periodically sync’ed 
external sources with Grouper!

•  Can work for groups or permissions 
(e.g. org chart)!

•  SQL or LDAP sources (note: PSP does 
LDAP too)!

•  Grouper admins can configure jobs 
based on attributes!
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Grouper loader (continued) 

•  Can sync multiple groups from one 
query/filter (e.g. courses or orgs)!

•  Penn has 92 SQL Grouper Loader jobs!
•  Generally we run these daily, though 

some run a handful of times throughout 
the day!

14! April 2012!



Provisioning 

•  Grouper PSP can provision grouper 
data to LDAP or AD (other targets can 
be created)!

•  Grouper change log can send 
notifications to XMPP, ESB, etc (other 
targets can be created)!

•  Generally we aim for periodic full 
refresh, with near real time updates!
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Auditing 

•  “User audit” will audit who does what!
•  Point-In-Time auditing will keep track of 

the history of the repository!
•  Who was in this group at a point in time (or 

time range) in the past!
•  Who are all the people who have been in 

this group!
•  What groups was this person in at a point 

in the past (or time range)!
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Grouper Kuali Rice edoclite workflow 

17! April 2012!



•  In 2009 Penn wanted to convert paper 
access management forms to eForms!

18	  –	  6/3/13,	  ©	  2009	  Internet2	  

Paper	  form	  screenshot	  



19	  –	  6/3/13,	  ©	  2009	  Internet2	  

Paper	  form	  screenshot	  (con0nued)	  
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Paper	  form	  screenshot	  (con0nued)	  



21	  –	  6/3/13,	  ©	  2009	  Internet2	  

Paper	  form	  screenshot	  (con0nued)	  
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Paper	  form	  screenshot	  (con0nued)	  



23	  –	  6/3/13,	  ©	  2009	  Internet2	  

Paper	  form	  exis0ng	  list	  



•  Autofill personal information!
•  Common includes (privacy statement)!
•  Fill out form on behalf of someone else!
•  Org chart picker for data access!
•  Person picker from group (employee)!
•  Notification to requester when complete!
•  Report on form data!
•  Should require no Java to create forms!

24	  –	  6/3/13,	  ©	  2009	  Internet2	  

Requirements	  



•  Route to members of Grouper group!
•  Route to selected group (pick school)!
•  Ability to return to previous route 

node!
•  Route to multiple groups at once!
•  Conditional routing!
•  Dynamic routing to someone entered 

on form!

25	  –	  6/3/13,	  ©	  2009	  Internet2	  

Rou0ng	  requirements	  



•  Submitters can see current and past 
forms!

•  Approvers can see current and past 
forms!

•  Certain people can edit certain forms!

26	  –	  6/3/13,	  ©	  2009	  Internet2	  

Security	  requirements	  



27	  –	  6/3/13,	  ©	  2009	  Internet2	  

Kuali	  Rice	  overridable	  services	  

Rice 
request 

grouperRice.jar 

Kuali DB 

Rice server 

Grouper 
Registry 

Grouper WS server 

Grouper.client.properties 

grouperClient.jar 



28	  –	  6/3/13,	  ©	  2009	  Internet2	  

eForms	  workflow	  with	  Grouper	  
Initiator fills out form 

Grouper 
Registry 

Kuali DB 

Get members to 
route to and emails 

Grouper WS 

Routes to approver group 

Routes to approver groupN 

Final Add a member to a 
Grouper group/role and/or 
assign permissions 

On login to Rice, 
get subject details 

Archive the document data, 
and workflow history 

One in group 
approves 

1 

3 

4 

5 

Grouper UI 

Person / org pickers 2 



29	  –	  6/3/13,	  ©	  2009	  Internet2	  

Salary	  management	  eForm	  



30	  –	  6/3/13,	  ©	  2009	  Internet2	  

Salary	  management	  eForm	  (con0nued)	  
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Salary	  management	  eForm	  (con0nued)	  



32	  –	  6/3/13,	  ©	  2009	  Internet2	  

eForms	  demo	  workflow	  
Initiator fills out form If on behalf of someone else, they need to 

approve it, unless it is a ‘remove access’  1 

4 

Supervisor (person picker) 
2 On behalf of 

remove? 

3 
No Yes 

Grouper group selected from available schools 

Note: supervisor cannot be the 
same as ‘On behalf of’ 

School admin 

HR 

Payroll 
HR and payroll could approve in parallel in future 

8 Operations Grant access that isn’t automatically provisioned 

Change KEW initiator to ‘on behalf of’ user 

7 Data admin Assert that form is valid 

9 Data admin Assert that privileges were granted correctly 

Final Send email to ‘on behalf of’ user 10 

5 

6 



33	  –	  6/3/13,	  ©	  2009	  Internet2	  

Grouper	  Rice	  demo	  
• Demo	  movie	  



34	  –	  6/3/13,	  ©	  2009	  Internet2	  

Grouper	  Rice	  group	  provisioning	  
• Grouper	  can	  provision	  groups	  and	  permissions	  
when	  forms	  are	  complete,	  but	  generally	  Penn	  
does	  not	  use	  it	  that	  way	  



Grouper and external users 

35! April 2012!



Penn’s Secure Space 

•  Penn launched Secure Space in Fall 
2010!

•  Initially it was for PennKey holders only!
•  2011 we enabled external users!
•  2013 we will retire this service in favor 

of Box.net!



Penn’s Secure Space (continued) 

•  Secure Space is built on Grouper with 
three groups per space: admins, users, 
readonly!

•  When logging in, the grouper client / 
WS is used to cache the list of groups 
for user!

•  On create/delete space, GC/WS is used 
to create/delete groups!

•  Group memberships are managed via 
the membership lite UI screen!



Penn’s Secure Space (continued) 

•  Penn’s Grouper has rules to only allow 
external users in certain SS folders!

•  Penn’s Grouper external users must be 
invited to be able to register!

•  SecureSpace uses InCommon!
•  EPPN is required for external users!
•  External users self-register their name, 

email, institution!



Penn’s Secure Space (continued) 

•  Penn installed Shibboleth Discovery 
Service (DS/WAYF), customized:!
•  Pennify!
•  Support channel!
•  Make it easy for Penn users!
•  Recommend ProtectNetwork for users who 

don’t have an InCommon account which 
releases EPPN!



Penn’s Secure Space (continued) 

•  Grouper shows external users with 
different icon, and description:!

•  [unverifiedInfo] First Last - institution 
[externalUserId] userId@institution.suf!

•  External users do not show in results for 
groups which do not allow external 
users!

•  Demo!
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Thanks! 
 

Further information: 
 
Infosheets, mail lists, wiki, downloads, etc: 
www.internet2.edu/grouper 
 
Grouper demo server: 
https://grouperdemo.internet2.edu/ 
 


