
Deprovisioning



Definition

Deprovisioning - removing the ability for someone to access resources when 
something changes and they should not have access (previously could)

This is not the opposite of “provisioning” which is creating and syncing accounts 
and access from an identity management component (e.g. Sailpoint) to another 
system (related but not directly opposite)



Composite group

● Simple deprovisioning - though issue re-entering intake



Attestation

● Reminder to review
● Not instantaneous
● Mitigated by composite
● People ignore these
● Attestation with teeth?

○ Disable group is not attested 
regularly



Rule to remove

● Rule to remove members if condition not met (e.g. not an employee)
● https://spaces.at.internet2.edu/display/Grouper/Grouper+rules+use+case+-

+Composite-ng+intersection
● Might be in error (e.g. contracting status erroneously ends)
● Need to go back through intake process to fix

○ I.e. someone add back to group

https://spaces.at.internet2.edu/display/Grouper/Grouper+rules+use+case+-+Composite-ng+intersection
https://spaces.at.internet2.edu/display/Grouper/Grouper+rules+use+case+-+Composite-ng+intersection


Rule for grace period

● Rule to set disabled date for members if condition not met (e.g. not an 
employee)

● https://spaces.at.internet2.edu/display/Grouper/Grouper+rules+use+case+-
+Disabled-date+addition+to+grace+period+group+when+removed+effectiv
ely+from+a+policy+subgroup 

● Might be in error, need a rule to re-enable (e.g. contracting status 
erroneously ends)

https://spaces.at.internet2.edu/display/Grouper/Grouper+rules+use+case+-+Disabled-date+addition+to+grace+period+group+when+removed+effectively+from+a+policy+subgroup
https://spaces.at.internet2.edu/display/Grouper/Grouper+rules+use+case+-+Disabled-date+addition+to+grace+period+group+when+removed+effectively+from+a+policy+subgroup
https://spaces.at.internet2.edu/display/Grouper/Grouper+rules+use+case+-+Disabled-date+addition+to+grace+period+group+when+removed+effectively+from+a+policy+subgroup


Email group managers when users might not be eligible

● User org changes
○ Either they leave penn
○ The switch jobs

● Email group manages to review access
● https://spaces.at.internet2.edu/display/Grouper/Grouper+rules+use+case+-

+Email+admins+of+content+editors+group+when+content+editors+leave+o
rgs 

https://spaces.at.internet2.edu/display/Grouper/Grouper+rules+use+case+-+Email+admins+of+content+editors+group+when+content+editors+leave+orgs
https://spaces.at.internet2.edu/display/Grouper/Grouper+rules+use+case+-+Email+admins+of+content+editors+group+when+content+editors+leave+orgs
https://spaces.at.internet2.edu/display/Grouper/Grouper+rules+use+case+-+Email+admins+of+content+editors+group+when+content+editors+leave+orgs


Inline composite demo

● View users who do not meet a condition



Banner deprovisioning

https://confluence.apps.upenn.edu/confluence/display/ngss/NGSS+-+Banner+sec
urity+-+coarse-grained+PROD

https://confluence.apps.upenn.edu/confluence/display/ngss/NGSS+-+Banner+security+-+coarse-grained+PROD
https://confluence.apps.upenn.edu/confluence/display/ngss/NGSS+-+Banner+security+-+coarse-grained+PROD


PennGroups deprovisioning


