
Grouper Use Cases
Base Camp 2021

© 2021 University Corporation for Advanced Internet Development



Agenda

• Look at Penn use cases using Grouper
• Features
• Platform
• Screenshots

1. Campus VPN
2. SRA VPN
3. Student system collaboration
4. Banner security



Campus VPN



Campus VPN

• SSO/SAML
• Front door
• Grouper is authoritative
• Eligibility requirements
• Exceptions
• Delegation
• User feedback (fewer tickets)
• Helpdesk analysis (quicker tier 1 tickets)



Campus VPN



Campus VPN
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SRA VPN (department level)



SRA VPN (department level)

• LDAP provisioning
• “Roles” (single choice)
• Grouper is authoritative
• Eligibility requirements
• Exceptions
• Rules
• Delegation
• Template for easy setup
• Template for easy management
• Deprovisioning
• Reports
• Attestation



SRA VPN (department level)



SRA VPN rules



Templates



SRA
Templates



SRA Setup
Template

• Run by networking staff
• Can add or edit



SRA Setup
Template Output

• Imagine doing these 
steps by hand????



SRA Manage
Template

• Run by dept admins
• Can fully manage users 

easily



SRA Manage
User

• Run by dept admins
• Do not need to know 

which group to use



SRA Manage
End date

• Run by dept admins
• Do not forget to remove 

guests!



SRA Reports

• Created by template
• Reviewable by dept 

admins



SRA Reports



SRA
Attestation

• VPN owners need to 
review access



Student system collaboration



Student system collaboration

• Provisioning (SAML, Box, Atlassian, LDAP)
• Grouper is authoritative or at least a front door
• Eligibility requirements
• Exceptions (temporary)
• Delegation
• Notification of issues
• Deprovisioning
• Reports
• Analysis screen
• Error screen



Student system 
collaboration
(consuming systems)



Student system 
collaboration
(policy)



Student system 
collaboration
(policy)



Student 
system 
exceptions

• Add an exception, 
automatically 
expire in a week



Student 
system 
notifications

• Email admins
about who will
soon expire
from training
or affiliation



Student 
system 
notifications



Student 
system 
notifications



Student 
system 
notifications



Student 
system 
notifications



Student system report



Student system custom UIs



Student system 
analysis page

• Anyone on team can 
run this on anyone 
else

• This is also the error 
page for non-prod 
Banner if locked at 
front door



Student system 
analysis page

• Helpdesk can run on 
anyone



Student system 
error page

• If locked at front 
door



Banner security

• Provisioning (SAML, LDAP)
• Grouper is read-only from Banner and authoritative to other systems
• Delegation
• Templates



Banner security
read-only 
from Banner



Banner security
read from other
apps



Banner security map groups to other groups



Banner security
map groups
to other groups



Banner security
map groups
to other groups



Banner security
map groups
to other groups



Banner security
user report



Banner security
user report



Banner security
env compare



Banner security
env compare



Done!


