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 - Use Grouper groups in Kuali applications and middleware, and use Kuali Enterprise Workflow in GrouperGrouper integration with Kuali Rice
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Please see updated news on the Atlassian interface

The grouper Atlassian connector implements the Atlassian access and profile providers (which are OpenSymphony interfaces, so other software
which uses those interfaces might be able to use this as well).  The connector uses the grouperClient which uses Grouper REST web services. 
Note that you can connect Atlassian products to LDAP, which can be provisioned from Grouper.  One difference between that and this connector
is this connector is read/write.  This connector has been tested with Grouper 1.6 and Atlassian as of 12/2010 (e.g. Jira 4.2.1). 

To set this up, check it out and build it:

[mchyzer@flash grouperAtlassian]$ svn co http:
//anonsvn.internet2.edu/svn/i2mi/branches/GROUPER_1_6_BRANCH/grouper-misc/grouperAtlassianConnector
[mchyzer@flash grouperAtlassian]$ cd grouperAtlassianConnector/
[mchyzer@flash grouperAtlassianConnector]$ ant

Take the grouper.client.example.properties in the grouperAtlassianConnector/conf/grouper.client.example.properties, and put the connector
properties in your own grouper.client.properties:

################################
## Atlassian connector settings
################################

# put a folder name that is the root  atlassian groupsfor
atlassian.root =

# atlassian source to use (leave blank  all sources)for
atlassian.subject.search.sourceId =

# atlassian search by id, identifier, or idOrIdentifer (idOrIdentifier is Grouper 2.0+)
atlassian.subject.search.subjectId = identifier

# number of minutes to cache reads
# defaults to 10.  Note, crank  up  to 25 hours  you are doing XMPP notificationsthis if
atlassian.cache.minutes = 10

# number of minutes to cache profile reads
# defaults to 10
atlassian.cache.profile.minutes = 20
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# each cache has a failsafe cache, so that  grouper is down, and the data has been loaded,if
# since atlassian has been started, the stale verison of the data can be retrieved
atlassian.cache.failsafe.hours = 48

# list all sources here, and how to get the atlassian id
atlassian.source.jdbc.sourceId = jdbc
# should be  or an attribute name to get the identifier  atlassian"id" for
atlassian.source.jdbc.idOrAttribute = loginid
# email attribute   source (needed  using the ProfileProvider)for this if
atlassian.source.jdbc.emailAttribute = EMAIL
# should be  or  or an attribute name to get the name  atlassian (needed "name" "description" for if
using the ProfileProvider)
atlassian.source.jdbc.nameAttribute = name

#atlassian name of group which has all users in it, e.g. jira-users
atlassian.usersGroup = jira-users

# grouper group name of all users that have ever been in atlassian (profile service has access to
these).  Leave blank to
# just use the users group
atlassian.grouperAllUsersGroup =

#  you are doing XMPP  cache clearing, set to , and set the XMPP sections of  configif for true this
atlassian.registerXmppListeners = false

#  incremental changes come through, then dont clear now, clear sometime in the  so thatif future
multiple changes
# cause fewer cache refreshes.  Note that changes come through the change log so that they are already
buffered a little bit
#  should probably at least be 15 seconds...this
atlassian.xmppIncrementalClearCacheSecondsInFuture = 75

#  all users must be in atlassian.grouperAllUsersGroup,if
# or  lookups of old users can be done without having to be in  groupif this
atlassian.requireGrouperAllUsersGroupForLookups = false

# groups which should be assigned to various privileges   groups created in confluencefor new
atlassian.updaters =
atlassian.admins =
atlassian.readers =

# pretend these memberships exist (e.g. to bootstrap or  users not in grouper)for
atlassian.autoadd.administrators.groupname = jira-administrators
atlassian.autoadd.administrators.usernames = admin

atlassian.autoadd.users.groupname = jira-users
atlassian.autoadd.users.usernames = admin

# users not in idm,  is needed  using the profile providerthis if
atlassian.autoadd.admin.user.id = admin
atlassian.autoadd.admin.user.name = Atlassian ADMIN
atlassian.autoadd.admin.user.email = you@yourschool.edu

#ignore calls on  user to the web servicethis
atlassian.ws.users.to.ignore = admin

#put a valid subject id or identifier here  testing, and that user's email and namefor
atlassian.test.subjectIdOrIdentifier =
atlassian.test.email =
atlassian.test.name =

#  you are using theif
edu.internet2.middleware.grouperAtlassianConnector.GrouperLoggingAccessProviderWrapper
# to log an access provider, set the underlying class here
atlassian.logging.accessProvider.class = com.atlassian.jira.user.osuser.JiraOFBizAccessProvider

#  you are using theif
edu.internet2.middleware.grouperAtlassianConnector.GrouperLoggingAccessProviderWrapper



# to log an access provider, set the underlying class here
atlassian.logging.profileProvider.class = com.atlassian.jira.user.osuser.JiraOFBizProfileProvider

#  using the external authenticator, then  says  we should store the user token in sessionif this if
# as opposed to getting it from the external authentication each time
atlassian.authentication.cacheUserToken = false

#  using the external authenticator, then  is the request attribute where the principal name isif this
# note,  it is REMOTE_USER, that will already be checkedif
atlassian.authentication.requestPrincipalAttributeName =

#  you are not in prod, and you want to backdoor as someone , put a parameter name here (e.g.if else
gibberish alphanumeric, or backdoorNetid)
# and  that param is in the URL or posted to the application, it will be used.  Note,  you use if if

 then cacheUserToken will be this true
# since  will not be in the URL  every requestthis for
atlassian.authentication.backdoorRequestParameterName =

#  you are not in prod, and you want to backdoor as someone , put comma separated usernames hereif else
who



# are allowed to backdoor as someone else
atlassian.authentication.backdoorAllowedUsers =

Configure the WS url, and authentication in the grouper.client.properties, as you normally would, here is a kerberos (cleansed) example

# url of web service, should include everything up to the first resource to access
 # e.g. http://groups.school.edu:8090/grouper-ws/servicesRest
# e.g. https://groups.school.edu/grouper-ws/servicesRest
grouperClient.webService.url = https://groups.school.edu/grouper-ws/servicesRest

 # kerberos principal used to connect to web service
 grouperClient.webService.login = atlassianGrouper/server.school.edu

 # password  shared secret authentication to web servicefor
 # or you can put a filename with an encrypted password
grouperClient.webService.password = /home/user/pass/atlassianGrouper.pass
 

Take the grouperAtlassianConnector/dist/grouperAtlassianConnector.jar, the grouperClient.jar, and put them in the jira edit-webapp/WEB-INF/lib
dir.  Take the grouper.client.properties and put it in the jira edit-webapps/WEB-INF/classes dir.  Take the osuser.xml file that was in the jira
WEB-INF/classes dir.  Comment out the existing access and profile (optional) providers, and configure the grouper one(s)

<!-- provider class= >"com.atlassian.jira.user.osuser.JiraOFBizCredentialsProvider"
    <property name= > </property>"exclusive-access" true
  </provider>

        <provider class= >"com.atlassian.jira.user.osuser.JiraOFBizProfileProvider"
    <property name= > </property>"exclusive-access" true
  </provider>

  <provider class= >"com.atlassian.jira.user.osuser.JiraOFBizAccessProvider"
    <property name= > </property>"exclusive-access" true
  </provider -->

        <provider class=
>"edu.internet2.middleware.grouperAtlassianConnector.GrouperCredentialsProvider"

    <property name= > </property>"exclusive-access" true
  </provider>

        <provider class= >"edu.internet2.middleware.grouperAtlassianConnector.GrouperProfileProvider"
    <property name= > </property>"exclusive-access" true
  </provider>

  <provider class= >"edu.internet2.middleware.grouperAtlassianConnector.GrouperAccessProvider"
    <property name= > </property>"exclusive-access" true
  </provider>
 

For confluence, the file looks a little different, but same concept:



<!--
    <provider class= >"bucket.user.providers.CachingCredentialsProvider"
        <property name="chain.classname"
>com.opensymphony.user.provider.hibernate.HibernateCredentialsProvider</property>
        <property name="chain.configuration.provider.class"
>bucket.user.BucketHibernateConfigProvider</property>
    </provider>

    <provider class= >"bucket.user.providers.CachingAccessProvider"
        <property name="chain.classname"
>com.opensymphony.user.provider.hibernate.HibernateAccessProvider</property>
        <property name="chain.configuration.provider.class"
>bucket.user.BucketHibernateConfigProvider</property>
    </provider>

    <provider class= >"bucket.user.providers.CachingProfileProvider"
        <property name="chain.classname"
>com.opensymphony.user.provider.hibernate.HibernateProfileProvider</property>
        <property name="chain.configuration.provider.class"
>bucket.user.BucketHibernateConfigProvider</property>
    </provider>
-->

        <provider class=
>"edu.internet2.middleware.grouperAtlassianConnector.GrouperCredentialsProvider"

                <property name= > </property>"exclusive-access" true
        </provider>

        <provider class= >"edu.internet2.middleware.grouperAtlassianConnector.GrouperProfileProvider"
                <property name= > </property>"exclusive-access" true
        </provider>

        <provider class= >"edu.internet2.middleware.grouperAtlassianConnector.GrouperAccessProvider"
                <property name= > </property>"exclusive-access" true
        </provider>

Note, for confluence, you also need to edit the atlassian-user.xml file:

<osuser key=  name= />"osuserRepository" "OSUser Repository"

        <!-- Default confluence user repository -->
        <hibernate name=  key=   description="Hibernate Repository" "hibernateRepository" "Hibernate

 cache= />Repository" " "true

 

Stop the jira tomcat, build the package, delete the webapps/jira dir in the tomcat, and start the jira tomcat again (note: these steps will vary on how
you installed Jira, but in generally, you need the two jars, the client config, and the osuser.xml config in the right place in WEB-INF subdirs.

Note, in the system settings for Jira/Confluence, you can check the checkbox for external user management, or external password management. 
Note that these affect more than just if users can update their profile, external user management means you cant edit groups or memberships
from the UI anymore...

Modules

There are 4 modules to this connector:

AccessProvider: externalizes groups

ProfileProvider: externalize name/email/user list to grouper and subjects

CredentialsProvider: integrates external authentication with external profile provider

external authentication: allows web server plugin authentication

External authenticator



If you use shib or cosign or some web server plugin for authentication, there are other ways to integrate with confluence, but this jar has a way
too. Just set this in the seraph-config.xml

<!-- authenticator class= / -->"com.atlassian.confluence.user.ConfluenceAuthenticator"
    <authenticator class=
"edu.internet2.middleware.grouperAtlassianConnector.externalAuthentication.ExternalConfluenceAuthenticator"
/>

 

Note that you can enable the backdoor with this in the grouper.client.properties to allow certain people to be able to login as other users:

#  you are not in prod, and you want to backdoor as someone , put a parameter name here (e.g.if else
gibberish alphanumeric, or backdoorNetid)
 # and  that param is in the URL or posted to the application, it will be used.  Note,  you use if if

 then cacheUserToken will be this true
 # since  will not be in the URL  every requestthis for
 atlassian.authentication.backdoorRequestParameterName = backdoorNetId

 #  you are not in prod, and you want to backdoor as someone , put comma separated usernamesif else
here who
 # are allowed to backdoor as someone else
 atlassian.authentication.backdoorAllowedUsers = jsmith, whoever

 

Then, close all your browser windows to stop your session. Then open a browser and go to this URL:

https://server.school.edu/jira/secure/Dashboard.jspa?backdoorNetId=rwilson

Migrate Jira groups and memberships

First step should be when exporting stuff from old jira to new, look at group names, and search and replace the old names to new names of
groups you want to rename.  e.g. if there is a space of invalid char, you could replace with a dash or underscore or whatever you want to do. 
Then import.

Note, you will need to migrate existing groups and memberships to grouper.  You can easily do this with some database scripts that create GSH
scripts.  Here is an example of a group create script for mysql:

We are creating a script with a line for each group like this:

addGroup(parent stem name, extension, displayExtension)
 

Run a query like this against the atlassian schema:

SELECT CONCAT(CONCAT(CONCAT(CONCAT('addGroup( , , "test:school:apps:atlassian:groups" "', groupname), '"
);') AS gsh_script FROM groupbase;"'), groupname), '"

 

Run the resulting GSH script against grouper.

grouperSession = GrouperSession.startRootSession();
 grantPriv( , ,"test:school:apps:atlassian:groups:some-group" "test:school:apps:atlassian:admin:admins"
AccessPrivilege.ADMIN); grantPriv( , "test:school:apps:atlassian:groups:another-group"

, AccessPrivilege.ADMIN);"test:school:apps:atlassian:admin:admins"
 

If you want to set privileges in grouper, then do a SQL script like this:

https://server.school.edu/jira/secure/Dashboard.jspa?backdoorNetId=rwilson


SELECT CONCAT(CONCAT('grantPriv( , "test:school:apps:atlassian:groups:', groupname), '"
, AccessPrivilege.ADMIN);') AS gsh_script FROM groupbase"test:school:apps:atlassian:admin:admins"

SELECT CONCAT(CONCAT('grantPriv( , "test:school:apps:atlassian:groups:', groupname), '"
, AccessPrivilege.READ);') AS gsh_script FROM groupbase"test:school:apps:atlassian:admin:readers"

SELECT CONCAT(CONCAT('grantPriv( , "test:school:apps:atlassian:groups:', groupname), '"
, AccessPrivilege.UPDATE);') AS gsh_script FROM groupbase"test:school:apps:atlassian:admin:updaters"

 

Then do the memberships:

addMember(group name, subject id)
 

Run thie sql script

SELECT CONCAT(CONCAT(CONCAT(CONCAT('addMember( , "test:school:apps:atlassian:groups:', group_name), '"
);') AS gsh_script FROM membershipbase WHERE user_name <> 'admin' AND user_name NOT"'), user_name), '"

LIKE '%.%' AND user_name NOT LIKE '%@%' AND user_name NOT LIKE '%\_%' ;
 

Once you are migrated, keep a backup of groupbase and membershipbase, and truncate those tables

Migrate Confluence groups and memberships

Generate a GSH script for groups

SELECT CONCAT(CONCAT(CONCAT(CONCAT('addGroup( , "test:school:apps:atlassian:groupsConfluence" "',
, );') AS gsh_script FROM groups;groupname), '" "'), groupname), '"

 

This script looks like this, add a grouper session and run with GSH (gsh.sh file.script):

subject = findSubject( );"atlassianGrouper/school.edu"
 grouperSession = GrouperSession.start(subject);
 addGroup( , , "test:school:apps:atlassian:groupsConfluence" "admin_systems_financials_users"

);"admin_systems_financials_users"
 addGroup( , , );"test:school:apps:atlassian:groupsConfluence" "admissions_admin" "admissions_admin"
 addGroup( , , );"test:school:apps:atlassian:groupsConfluence" "ait" "ait"
 addGroup( , , ); ..."test:school:apps:atlassian:groupsConfluence" "ait_directors" "ait_directors"
 

Generate a GSH script for privileges

SELECT CONCAT(CONCAT('grantPriv( , "test:school:apps:atlassian:groupsConfluence:', groupname), '"
, AccessPrivilege.ADMIN);') AS gsh_script FROM groups;"test:school:apps:atlassian:admin:admins"

 

Run the script (gsh.sh file.script):

subject = findSubject( );"atlassianGrouper/school.edu"
 grouperSession = GrouperSession.start(subject);
 grantPriv( , "test:school:apps:atlassian:groupsConfluence:admin_systems_financials_users"

, AccessPrivilege.ADMIN);"test:school:apps:atlassian:admin:admins"
 grantPriv( , "test:school:apps:atlassian:groupsConfluence:admissions_admin"

, AccessPrivilege.ADMIN);"test:school:apps:atlassian:admin:admins"
 grantPriv( , "test:school:apps:atlassian:groupsConfluence:ait"

, AccessPrivilege.ADMIN); ..."test:school:apps:atlassian:admin:admins"
 



Generate script:

SELECT CONCAT(CONCAT('grantPriv( , "test:school:apps:atlassian:groupsConfluence:', groupname), '"
, AccessPrivilege.READ);') AS gsh_script FROM groups;"test:school:apps:atlassian:admin:readers"

 

Run the GSH

subject = findSubject( );"atlassianGrouper/school.edu"
 grouperSession = GrouperSession.start(subject);
 grantPriv( , "test:school:apps:atlassian:groupsConfluence:admin_systems_financials_users"

, AccessPrivilege.READ);"test:school:apps:atlassian:admin:readers"
 grantPriv( , "test:school:apps:atlassian:groupsConfluence:admissions_admin"

, AccessPrivilege.READ); ..."test:school:apps:atlassian:admin:readers"
 

Generate script:

SELECT CONCAT(CONCAT('grantPriv( , "test:school:apps:atlassian:groupsConfluence:', groupname), '"
, AccessPrivilege.READ);') AS gsh_script FROM groups;"test:school:apps:atlassian:admin:readers"

 

Run the GSH:

subject = findSubject( );"atlassianGrouper/school.edu"
 grouperSession = GrouperSession.start(subject);
 grantPriv( , "test:school:apps:atlassian:groupsConfluence:admin_systems_financials_users"

, AccessPrivilege.UPDATE);"test:school:apps:atlassian:admin:updaters"
 grantPriv( , "test:school:apps:atlassian:groupsConfluence:admissions_admin"

, AccessPrivilege.UPDATE);"test:school:apps:atlassian:admin:updaters"
 

Generate membership script:

SELECT CONCAT(CONCAT(CONCAT(CONCAT('addMember("test:school:apps:atlassian:groupsConfluence:',
, );') AS gsh_script FROM groups AS the_group, users ASthe_group.groupname), '" "'), the_user.name), '"

the_user, local_members AS the_membership WHERE the_group.id = the_membership.groupid AND the_user.id
= the_membership.userid AND the_user.name NOT LIKE '% %' AND the_user.name <> 'admin' AND
the_user.name NOT LIKE '%.%' AND the_user.name NOT LIKE '%@%' AND the_user.name NOT LIKE '%\_%' ;
 

Run the GSH script

subject = findSubject( );"atlassianPenngroups/medley.isc-seo.upenn.edu"
grouperSession = GrouperSession.start(subject);
addMember( , );"test:school:ait:apps:atlassian:groupsConfluence:admin_systems_financials_users" "jsmith"
addMember( , );"test:school:ait:apps:atlassian:groupsConfluence:admin_systems_financials_users" "asmith"
addMember( , );"test:school:ait:apps:atlassian:groupsConfluence:admin_systems_financials_users" "bsmith"
addMember( , );"test:school:ait:apps:atlassian:groupsConfluence:admin_systems_financials_users" "csmith"
addMember( , );"test:school:ait:apps:atlassian:groupsConfluence:some_other_confluence_group" "asmith"

sdf

Logging

The connector has excellent logging, each method will log in DEBUG mode, including if it was cached, and how long the method call took. 
Change this in the log4j.properties of jira/confluence



#log4j.logger.edu.internet2.middleware.grouperAtlassianConnector.GrouperAccessProvider = DEBUG
#log4j.logger.edu.internet2.middleware.grouperAtlassianConnector.GrouperLoggingProfileProviderWrapper
= DEBUG
log4j.logger.edu.internet2.middleware.grouperAtlassianConnector.GrouperProfileProvider = DEBUG
#log4j.logger.edu.internet2.middleware.grouperAtlassianConnector.GrouperCredentialsProvider = DEBUG
#log4j.logger.edu.internet2.middleware.grouperAtlassianConnector.externalAuthentication = DEBUG
#log4j.logger.edu.internet2.middleware.grouperAtlassianConnector.xmpp = DEBUG

#log4j.logger.org.jivesoftware.smack = DEBUG
 

The logs look like this:

2010-12-18 15:53:22,516 TP-Processor8 DEBUG admin 953x51x1 x4b0lo 1.2.3.4 /plugins/servlet/streams
[internet2.middleware.grouperAtlassianConnector.GrouperProfileProvider] operation: getPropertySet,
username: myuser, retrievedFromPropertySetCache: , fullName: Chris Hyzer ADMIN, email:true
mchyzer@school.edu, timeMillis: 0
2010-12-18 15:53:22,516 TP-Processor8 DEBUG admin 953x51x1 x4b0lo 1.2.3.4 /plugins/servlet/streams
[internet2.middleware.grouperAtlassianConnector.GrouperProfileProvider] operation: list,
retrievedFromUserCache: , resultList: Size 262: asmith, bsmith, csmith, dsmith..., timeMillis: 0true
2010-12-18 15:53:22,516 TP-Processor8 DEBUG admin 953x51x1 x4b0lo 1.2.3.4 /plugins/servlet/streams
[internet2.middleware.grouperAtlassianConnector.GrouperProfileProvider] operation: handles, username:
myuser, retrievedFromPropertySetCache: , fullName: Chris Hyzer ADMIN, email: mchyzer@school.edu,true
timeMillis: 0
 

Not, in the logs above, you see the wrapper providers, if you want to see how atlassian handles things, configure the atlassian default connector
to be the provider in the grouper.client.properties, and configure the osuser.xml to point to the grouper wrapper, and it will print to the logs (INFO
level) what the atlassian connector (or other connector) is doing.

Access provider

The atlassian root folder in grouper is where the atlassian groups are sandboxed.  I believe you could have descendants in that folder, put a group
name in atlassian with a colon in it, but I havent tried it.  The access provider allows you to add / remove memberships from the Atlassian (e.g.
Jira) admin console, or from Grouper.  You can create/delete groups in the atlassian UI also.  Note, obviously the WS user that atlassian uses
needs access to the all the relevant groups.

Profile provider

This allows users id's, names, and emails to be retrieved from Grouper.  Note that if there is a user in Atlassian that is not resolvable in Grouper,
that you would need to add it to the grouper.client.properties file as an autoadd user.  Note that users cannot be added/edited/deleted from the
Atlassian admin console since Grouper does not control that.

Unit tests

Every method of the profile interfaces are unit tested.  To get these to work, you need to enter information in the grouper.client.properties
(described above).  You can run these tests against a real installation and it will not negatively affect anything (shouldnt do this in prod though

unless you are careful  )

Caching

Atlassian calls methods frequently, so the connector does a lot of caching.  The default is to cache for 10 minutes.  If the write action is performed
in Atlassian admin console, the caches are cleared.  Otherwise it could take 10 minutes for Grouper actions to propagate to Atlassian (or however
you configure in grouper.client.properties). Note that if you have lots of groups, and lots of members, the cache refreshes can take some time
(5-20 seconds?) For this reason you could have a long cache timeout, and use XMPP notifications for real time updates.



# number of minutes to cache reads
 # defaults to 10.  Note, crank  up  to 25 hours  you are doing XMPP notificationsthis if
 atlassian.cache.minutes = 10

 # number of minutes to cache profile reads
 # defaults to 10
 atlassian.cache.profile.minutes = 20

 # each cache has a failsafe cache, so that  grouper is down, and the data has been loaded,if
 # since atlassian has been started, the stale verison of the data can be retrieved
 atlassian.cache.failsafe.hours = 48
 

Note, in the config above, there is a failsafe cache. This means that the last successful call to Grouper is cached, and stored until it times out or
until another successful call. So if Grouper is down, and Jira/Confluence is not restarted, it should be fine. Note that the calls to Grouper are
batched so if there is a group query, all groups and memberships are retrieved.

XMPP notifications for real time updates

If you want to set the cache timeout to something long (1 day?), then you can enable XMPP notifications from the grouper-loader server to the jira
or confluence system. Note, when a message comes from Grouper, the grouper.client.properties specifies a number of seconds to buffer the
request. The cache clear will take place normally in the background so users will not notice. Also, there is a croned full refresh that happens in the
background so users do not notice a delay. Here is an example of the grouper.client.properties config (note: you need grouper client 1.6.4+, if it is
not released, you can build it from SVN or ask the Grouper team for a build of it):

################################
## XMPP client settings
## Note: you need the smack.jar in your classpath, see the grouper xmpp wiki  usagefor
## https://spaces.internet2.edu/display/GrouperWG/Grouper+XMPP+notifications+v1.6.0
################################

## general xmpp configuration
grouperClient.xmpp.server.host = jabber.school.edu
grouperClient.xmpp.server.port = 5222
grouperClient.xmpp.user = atlassianjabber
# note, pass can be in an external file with morphstring
grouperClient.xmpp.pass = /home/dir/pass/grouper/grouperjabberClient.pass
grouperClient.xmpp.resource = jiraProd
# note, you need the exact id and resource here or it wont match
grouperClient.xmpp.trustedMessagesFromJabberIds = grouperjabber@school.edu/grouperServer

#  , then each quartz trigger name will be uniqueif true
#    atlassian since it doesnt  quartz right, and wont delete or reuse old triggersdo this for do
grouperClient.xmpp.uniqueQuartzTriggerNames = true

# just need a group here, any group, preferably not too large
grouperClient.xmpp.job.atlassian.groupNames = school:atlassian:groupsJira:jira-administrators
grouperClient.xmpp.job.atlassian.elfilter = (event.eventType eq 'MEMBERSHIP_DELETE' || event.eventType
eq 'MEMBERSHIP_ADD') && event.membershipType eq 'flattened' &&
event.groupName.startsWith('school:apps:atlassian:groupsJira')
grouperClient.xmpp.job.atlassian.handlerClass =
edu.internet2.middleware.grouperAtlassianConnector.xmpp.GrouperAtlassianXmppHandler
# set  to reload_group or incremental  not reload on each eventthis if
grouperClient.xmpp.job.atlassian.eventAction = incremental
# how often a full refresh should occur regardless of events
grouperClient.xmpp.job.atlassian.fullRefreshQuartzCronString =
grouperClient.xmpp.job.atlassian.subjectAttributeNames =
# subjects wont notify in not in these sources, comma separated, or blank  allfor
grouperClient.xmpp.job.atlassian.requireSources =
# subjects wont notify  they dont have a non blank value  these attributes, or blank  allif for for
grouperClient.xmpp.job.atlassian.requireAttributes =

Here is an example of the grouper-loader.properties that will send the XMPP:



###################################
## XMPP notifications
## (note, uncomment the consumer class and cron above)
##  will get grouper ws getMembers  lite xmp:this rest
## http:
//anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/getMembers/WsSampleGetMembersRestLite_xml.txt?view=log
###################################

## general xmpp configuration
xmpp.server.host = jabber.school.edu
xmpp.server.port = 5222
xmpp.user = grouperjabber
# note, pass can be in an external file with morphstring
xmpp.pass = /home/dir/pass/grouper/grouperjabber.pass
xmpp.resource = grouperServer

changeLog.consumer.atlassianProd.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbConsumer
changeLog.consumer.atlassianProd.quartzCron = 0 * * * * ?
#match all events that are add or remove membership, only flattened,  the subject is from the jdbcif
source, with the loginid attribute and in the folder test:xmppGroups
changeLog.consumer.atlassianProd.elfilter = (event.eventType eq 'MEMBERSHIP_DELETE' || event.eventType
eq 'MEMBERSHIP_ADD') && event.membershipType == 'flattened' && event.groupName =~
'^school\\:apps\\:atlassian\\:.*$'
changeLog.consumer.atlassianProd.publisher.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbXmppPublisher
#add in the recipients
changeLog.consumer.atlassianProd.publisher.recipient = atlassianjabber@school.edu/jiraProd,
atlassianjabber@schools.edu/confluenceProd
#changeLog.consumer.atlassianProd.publisher.addSubjectAttributes =

Note, you also need to add these jars to the confluence WEB-INF/lib: ezmorph.jar, json-lib.jar, smack.jar (copies are in the
grouperAtlassianConnector project)

sdf

Member search and sort columns

Wiki Home Download Grouper Grouper Guides Community Contributions Developer Resources Grouper Website

In order to allow searches for members in a group and sorting of members in a group without having to resolve subjects, we have added
additional columns to the grouper_members table.

name - This would contain subject.getName()
description - This would contain subject.getDescription().
sort_string0
sort_string1
sort_string2
sort_string3
sort_string4
search_string0
search_string1
search_string2
search_string3
search_string4

Search strings will allow up to 2K of data and sort strings will allow up to 50 bytes of data.  Each sort and search string would be attributes
configured in the sources.xml file.  They would be configured for each source.  Keeping the attributes consistent for each index (for people
sources at least) would make the searching/sorting more useful.  If there's more than the maximum characters allowed, it will simply be truncated
rather than causing an error.  Each source will require at least one search string and one sort string, otherwise there will be an error during
startup.

Note that since the sources.xml file supports virtual attributes, you also have the option of having multiple attributes within one search index
(comma separated) and then just give the user a single search option.  To specify the search and sort attributes for the Group Source Adapter

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/


(g:gsa) or person sources that are configured in sources.xml, add an init-param for each attribute where the param-name is searchAttribute[0-4]
or sortAttribute[0-4] and the param-value is the name of the attribute.

     <init-param>
       <param-name>subjectVirtualAttribute_0_searchAttribute0</param-name>
       <param-value>${subject.name},${subjectUtils.defaultIfBlank(subject.getAttributeValue('LFNAME'),
"")},${subjectUtils.defaultIfBlank(subject.getAttributeValue('LOGINID'), "
")},${subjectUtils.defaultIfBlank(subject.description, "

")}</param-value>")},${subjectUtils.defaultIfBlank(subject.getAttributeValue('EMAIL'), "
     </init-param>
     <init-param>
       <param-name>sortAttribute0</param-name>
       <param-value>LFNAME</param-value>
     </init-param>
     <init-param>
       <param-name>sortAttribute1</param-name>
       <param-value>LOGINID</param-value>
     </init-param>
     <init-param>
       <param-name>searchAttribute0</param-name>
       <param-value>searchAttribute0</param-value>
     </init-param>

We would allow subjects to have "internal" attributes so that these comma-separated virtual attributes are not included in the Subject API like
Subject.getAttributeValue() by default unless a new overloaded method is used. You would be able to specify which attributes are internal
attributes in the sources.xml file. 

<internal-attribute>internalAttribute0</internal-attribute>
<internal-attribute>internalAttribute1</internal-attribute>
<internal-attribute>internalAttribute2</internal-attribute>

The sort and search column configuration for the internal and external subject sources are in grouper.properties:

# Search and sort strings  internal usersfor
internalSubjects.searchAttribute0.el = ${subject.name},${subject.id}
internalSubjects.sortAttribute0.el = ${subject.name}

...

#search and sort strings added to member objects
externalSubjects.searchAttribute0.el =
${subject.name},${subjectUtils.defaultIfBlank(subject.getAttributeValue( ), "institution"

identifier"")},${subjectUtils.defaultIfBlank(subject.getAttributeValue(" "), "
email ")}")},${subject.id},${subjectUtils.defaultIfBlank(subject.getAttributeValue(" "), "

externalSubjects.sortAttribute0.el = ${subject.name}
externalSubjects.sortAttribute1.el = ${subjectUtils.defaultIfBlank(subject.getAttributeValue(

), "")}"identifier"
externalSubjects.sortAttribute2.el = ${subjectUtils.defaultIfBlank(subject.getAttributeValue(

), "")}"institution"

The data in these new columns would get updated when a subject is resolved by id or identifier or when a new member row is created.  Also,
group names would get updated when groups are renamed. 

The search columns would contain lowercase characters and searches would be substring searches of each word in the string. So a search for
"John Doe" on search_string0 would be ... where search_string0 like '%john%' and search_string0 like '%doe%'.

You can restrict users that are allowed to search/sort on each column using groups. The configuration is in grouper.properties. By default,
everybody has access.



# By , all users have access to sort using any of the sort strings in the member table anddefault
search using any of the search strings in the member table.
# You can restrict to wheel only or to a certain group.
#security.member.sort.string0.allowOnlyGroup = etc:someGroup
#security.member.sort.string1.allowOnlyGroup = etc:someGroup
#security.member.sort.string2.wheelOnly = true
#security.member.sort.string3.wheelOnly = true
#security.member.sort.string4.wheelOnly = true
#security.member.search.string0.allowOnlyGroup = etc:someGroup
#security.member.search.string1.allowOnlyGroup = etc:someGroup
#security.member.search.string2.wheelOnly = true
#security.member.search.string3.wheelOnly = true
#security.member.search.string4.wheelOnly = true

We also have config options to specify the default indexes to use for searching and sorting if one is not specified.

###################################
## Member sort and search
###################################

# Attributes of members are kept in the grouper_members table to allow easy sorting and searching (for
instance when listing group members).
# When performing a sort or search and an index is not specified, then a  index will be used asdefault
configured below.  The value is comma-separated,
# so that  the user does not have access to the first index, then next will be tried and so forth.if
# Note:  all sources should have attributes configured  all  indexes.for default
member.search.defaultIndexOrder=0
member.sort.defaultIndexOrder=0

Currently, this functionality is available in the admin and lite UIs when displaying the membership list of a group.  It is also partially available in the
API using Group.getImmediateMembers(Field, Set<Source>, QueryOptions, SortStringEnum, SearchStringEnum, String).   For the UIs, using the
media.properties configuration file, you can specify if you want to enable or disable member sorting and searching.  For sorting, you also have the
option to specify if you want to allow users to use the default sort index only or if you want them to be able to choose how they want to sort.

#### Member sorting and searching
# Whether to enable member sorting using sort attributes stored in Grouper.
member.sort.enabled=true

# Whether to use  sorting only and not allow users to specify which sort attribute to use.default
member.sort.defaultOnly=false

# Whether to enable member searching using search attributes stored in Grouper.
member.search.enabled=true

If you're not using default only sorting, you can specify the labels that users would see for each sort index.

# If you have enabled member sorting (member.sort.enabled) and disabled  sortingdefault
(member.sort.defaultOnly), be sure to add labels  each  sort string configured infor default
grouper.properties (member.sort.defaultIndexOrder).
member.sort.string0=Name
member.sort.string1=Login Id

So here's one way the data may be stored.

  sort0 sort1 sort2 search0 search1 (Name) 

person source displayName sn uid displayName,uid,ou uid,ou 
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group source displayName null null name,displayName name,displayName

sort0 = Sort by name
sort1 = Sort by last name
sort2 = Sort by login id
search0 = default search for privileged users
search1 = default search for all other users

Sync Member Attributes

If you make a change to the sort or search strings, you should sync the member attributes. For subjects that are people, you can use USDU:

gsh 0% // run USDU to resolve all the subjects with type=person
gsh 1% subject=SubjectFinder.findById( )"GrouperSystem"
subject: id='GrouperSystem' type='application' source='g:isa' name='GrouperSysAdmin'
gsh 2% session=GrouperSession.start(subject)
edu.internet2.middleware.grouper.GrouperSession:
8106bdad683d43f88bf24c8e683f6162,'GrouperSystem','application'
gsh 3% usdu()
usdu completed successfully

For subjects that are groups, you can run the following line using GSH:

gsh 0% GrouperSession.startRootSession()
gsh 1%  (  g : HibernateSession.byHqlStatic().createQuery( ).listSet(for String "select uuid from Group"

.class)) { subj = SubjectFinder.findByIdAndSource(g, , );String "g:gsa" true
GrouperDAOFactory.getFactory().getMember().findBySubject(subj).updateMemberAttributes(subj, ); }true

Grouper Getting Started Quickly
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These instructions on how to get started with Grouper quickly are provided as an example by University of Pennsylvania.

API:

Unzip the grouper binary api ( )Grouper download page
If you checked it out, or got the source dist, run: ant dist
Hsql doesnt work too well (though if you want to use it instructions below), so switch to mysql.  Create a schema and user in mysql (e.g.
grouperuser@localhost).  I recommend the free version of sqlyog to manage mysql.
Change these settings in conf/grouper.hibernate.properties

hibernate.dialect               = org.hibernate.dialect.MySQL5Dialect
hibernate.connection.driver_class = com.mysql.jdbc.Driver
hibernate.connection.url = jdbc:mysql://localhost:3306/grouper
hibernate.connection.username         = grouper
hibernate.connection.password         = whateverYouSet

Add tables: bin\gsh -registry -runscript
If there is an error, check the logs carefully, check the db, to be sure it failed.  If a lot of views are there, things might be ok.  If
grouper_fields is empty, run: bin\gsh -registry -reset
You should now be able to browse the DB with sqlYog ot whatever tool you use to admin the db

Check tables:  bin\gsh -registry -check
Should output: NOTE: database table/object structure (ddl) is up to date

Start gsh and add a subject: bin\gsh
gsh 0% addSubject("mchyzer", "person", "Chris Hyzer")
gsh 1% exit

 In grouper.properties, I will change/add these settings:
groups.wheel.use                      = true
groups.wheel.group                    = etc:sysadmingroup
configuration.autocreate.group.name.0 = etc:sysadmingroup
configuration.autocreate.group.description.0 = super users
configuration.autocreate.group.subjects.0 = mchyzer
configuration.autocreate.group.name.1 = etc:webServiceUsers

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
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http://www.internet2.edu/grouper/
http://www.internet2.edu/grouper/software.html


8.  
a.  

9.  
a.  

10.  

a.  
b.  

1.  
a.  

2.  
3.  

a.  
b.  
c.  

4.  
5.  

a.  

6.  
a.  

7.  
8.  
9.  

1.  
a.  

2.  
3.  
4.  

a.  

5.  
a.  

6.  
7.  

a.  

configuration.autocreate.group.description.1 = users allowed to log in to the WS
configuration.autocreate.group.subjects.1 = mchyzer
configuration.autocreate.group.name.2 = etc:webServiceActAsUsers
configuration.autocreate.group.description.2 = users allowed to act as other in the WS
configuration.autocreate.group.subjects.2 = mchyzer

Start gsh again: bin\gsh      see if the user is in the groups
gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession: f802d876-b876-4315-b76e-0586bcc561b1,'GrouperSystem','application'
gsh 1% subject = findSubject("mchyzer");
subject: id='mchyzer' type='person' source='jdbc' name='Chris Hyzer'
gsh 2% member = MemberFinder.findBySubject(grouperSession, subject);
member: id='mchyzer' type='person' source='jdbc' uuid='1324c75e-9435-4c45-97e9-af40f2b71046'
gsh 3% member.getGroups();
group: name='etc:sysadmingroup' displayName='etc:sysadmingroup' uuid='38990f70-3d93-4a80-933c-6358c524024c'
group: name='etc:wsActAsUsers' displayName='etc:webServiceActAsUsers' uuid='e87171ed-69e4-4cf8-91ea-c463770b71b1'
group: name='etc:wsUsers' displayName='etc:webServiceUsers' uuid='6b2928d8-08f7-4cab-91f0-cb42dc794456'
group: name='etc:uiUsers' displayName='etc:userInterfaceUsers' uuid='4103ede1-fdd1-419b-a5a7-0d2a6b3220eb'
gsh 4%

If you want quickstart data,  into quickstart.xml, and  into subjects.sql.  (note, you need to act as admin, or adjustdownload this file this file
permissions to see this data, but you can verify in the DB that there a lot of groups/stems/etc)

Import with: bin\gsh -registry -runsqlfile subjects.sql
Import with: bin\gsh -xmlimportold GrouperSystem quickstart.xml

Grouper UI

Download or unzip grouper-ui ( )Grouper download page
e.g. for 2.0.0 download the UI here

Run ant    -   exit
Edit the build.properties,

set the grouper.folder where the API is, if not ../grouper
set dist.home,  e.g. dist.home=dist
set no metainf context: should.copy.context.xml.to.metainf=false

Run ant    -    dist
Edit your tomcat_home/conf/server.xml, add a context for the UI

<Engine defaultHost="localhost" name="Catalina">
  <Realm className="org.apache.catalina.realm.UserDatabaseRealm" resourceName="UserDatabase"/>
  <Host appBase="webapps" autoDeploy="true" name="localhost" unpackWARs="true" xmlNamespaceAware="false"
xmlValidation="false">
    <Context docBase="C:\dev_inst\eclipse\workspace_v33\grouper-ui\dist\grouper" path="/grouper"
reloadable="false"/>
  </Host>
</Engine>

Add the user/pass to your tomcat_home/conf/tomcat-users.xml
<tomcat-users>
  <role rolename="grouper_user"/>
  <user username="mchyzer" password="whateveryouwant" roles="grouper_user"/>
</tomcat-users>

Start tomcat
Go to URL:  (or wherever you mapped this to tomcat)http://localhost:8080/grouper
You should be able to login with the credentials in the tomcat-users.xml, and you should see the act as admin dropdown in the upper
right

Grouper Web Services

Checkout or download grouper web services ( )Grouper download page
e.g. for the 2.0.0, download the WS here

Stop tomcat
Do a build in ws: ant quick
Change these settings in the build.properties:

grouper.lib.dir=../grouper/lib/grouper
grouper.jar.name=../grouper/dist/lib/grouper.jar
grouper.conf.dir=../grouper/conf
generated.client.project.dir=../grouper-ws-java-generated-client_HEAD

Edit these lines in the grouper-ws.properties
ws.act.as.group = etc:webServiceActAsUsers
ws.client.user.group.name = etc:webServiceUsers

Do another build: ant quick
Edit your tomcat_home/conf/server.xml, add a context for the WS

<Engine defaultHost="localhost" name="Catalina">
  <Realm className="org.apache.catalina.realm.UserDatabaseRealm" resourceName="UserDatabase"/>
  <Host appBase="webapps" autoDeploy="true" name="localhost" unpackWARs="true" xmlNamespaceAware="false"
xmlValidation="false">

     <Context docBase="C:\dev_inst\eclipse\workspace_v33\grouper-ui\dist\grouper" path="/grouper" reloadable="false"/>

http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-qs-builder/quickstart.xml?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-qs-builder/subjects.sql?view=co
http://www.internet2.edu/grouper/software.html
http://www.internet2.edu/grouper/release/2.0.0/grouper.ui-2.0.0.tar.gz
http://localhost:8080/grouper
http://www.internet2.edu/grouper/software.html
http://www.internet2.edu/grouper/release/2.0.0/grouper.ws-2.0.0.tar.gz
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    <Context docBase="C:\dev_inst\eclipse\workspace_v33\grouper-ws_HEAD\build\dist\grouper-ws"
path="/grouperWs" reloadable="false"/>
  </Host>
</Engine>

 Start tomcat

Grouper Client

 Download or checkout grouper client ( )Grouper download page
e.g. for the 2.0.0 download here

Run from grouper_client_home: ant
Customize these in the conf/grouper.client.properties

grouperClient.webService.url = http://localhost:8090/grouperWs/servicesRest
grouperClient.webService.login = mchyzer
grouperClient.webService.password = whateveryouwant

Do another build: ant
Cd to the institution dir, and try to run the grouper client:

 F:\temp\grouperClientTemp\dist\institution\grouperClient.institution-1.4.0-rc2> java -jar grouperClient.jar
--operation=getGroupsWs --subjectIds=mchyzer
SubjectIndex 0: success: T: code: SUCCESS: subject: mchyzer: groupIndex: 0: etc:sysadmingroup
SubjectIndex 0: success: T: code: SUCCESS: subject: mchyzer: groupIndex: 1: etc:webServiceActAsUsers
SubjectIndex 0: success: T: code: SUCCESS: subject: mchyzer: groupIndex: 2: etc:webServiceUsers
SubjectIndex 0: success: T: code: SUCCESS: subject: mchyzer: groupIndex: 3: etc:userInterfaceUsers

F:\temp\grouperClientTemp\dist\institution\grouperClient.institution-1.4.0-rc2>

asdf

Hsql

To use hsql, you should go in server mode.  To do this,

start the server:

F:\temp\grouper1.4\grouper-api-1.4.1\bin>java -cp ..\lib\jdbcSamples\hsqldb.jar org.hsqldb.Server
-database.0 file:grouper -dbname.0 grouper

* Change your grouper.hibernate.properties:

hibernate.dialect               = org.hibernate.dialect.HSQLDialect
hibernate.connection.driver_class = org.hsqldb.jdbcDriver
hibernate.connection.url = jdbc:hsqldb:hsql://localhost/grouper
hibernate.connection.username         = sa
hibernate.connection.password         =

* Start admin tool if you like

F:\temp\grouper1.4\grouper-api-1.4.1\bin>java -cp ..\lib\jdbcSamples\hsqldb.jar
org.hsqldb.util.DatabaseManager -url jdbc:hsqldb:hsql://localhost/grouper

* To delete the database, delete the files from the dir where you started hsqldb: grouper.log, grouper.properties, grouper.script

Planning Guide - Grouper Installation & Deployment
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This is a sample planning guide for Grouper Installation and Deployment, with content contributed by New York University. It is intended to
provide a framework as you are getting started implementing Grouper at your site. There are three primary stages :

Planning
Install/Test/Roll-out
Developing Integration Materials

I - Planning Stage

http://www.internet2.edu/grouper/software.html
http://www.internet2.edu/grouper/release/2.0.0/grouper.clientBinary-2.0.0.tar.gz
http://localhost:8090/grouperWs/servicesRest
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
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Gain a basic understanding of Grouper

Review Grouper introductory/overview documentation.
Imagine how you expect Grouper to fit into your identity and application architecture
(Install Grouper in a test environment to familiarize yourself with Grouper...)

Set initial goals

Establish a set of specific goals for your initial project.

Are you planning an exploratory investigation of Grouper for possible future use, or have you settled on implementing Grouper in
production for, at least, an initial set of purposes?
What applications or application uses will be integrated with Grouper?
What Grouper software components need to be installed for initial use?
Will Grouper to manage ALL your groups, or will some group data be managed by other means?
Do you have existing groups data and groups management software from which you need to migrate?
Can you install, and begin to use, Grouper in phases?

Plan hardware and software environments

What Grouper environments will you initially install? A development instance? A test (Q/A) instance? A production instance? All three or
just one or two?
For your software environments, what host machines will you run on? What ports will be used, what firewall settings might need to be
made?
Will you run Grouper software "as root" or as another user?

Plan groups data hierarchy and naming

What basic categories of groups do you wish to manage? (e.g. classes, committees, workgroups, groups that share an entitlement, major
subsets of your community, such as students/freshman/faculty/IT staff, etc. etc. etc.)
Determine a basic stem / folder structure that supports two or more initial categories of groups. .See examples from other sites
Determine your groups naming scheme.
Flat or bushy?

Determine application and data components to use

The Grouper software consists of a number of major application and data components, not all of which you may wish to install and run from the
beginning....

What database (existing or new) will form your Grouper database repository?
What database (existing) will provide you with subject data
Do you plan to replicate groups data out to LDAP or some other database?
Do you plan to automate groups management (for some or all groups) based on one or more data sources (and using the Grouper
Loader)?
Should you use just an application server or an application server + web server to enable web access?
Which interfaces to groups data do plan to initially implement and support? Web browser access? Web services access? Grouper shell
access? How do you expect end-users and applications to interface for read-only and for read-write purposes to groups data?
Security considerations (e.g. wheel group)

II - Installation, Testing, Rollout

Sketch out your actual installation, testing, and rollout process, including:

Confirm access to hardware/software environments, data sources and destinations
Outline steps for installation and configuration of Grouper software elements
Finalize initials stems/folders to create, authentication approach, initial groups to create and populate
Plan basic testing of functionality
Plan for ongoing operations, considering your desired approach to such duties as
Monitoring / Management / Maintenance
Support for Application developers/managers integrating their apps with Grouper
Support for any end-users
Plan to document your installation and configuration as your go along

Install & Test

III - Develop integration materials

Develop documentation, sample code, examples for use by app developers who wish to integrate their software with your Grouper installation. 

To help other sites and facilitate the success of the Grouper community, please contribute your documents to the Grouper Community
 area.Contributions

https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Community+Contributions


Grouper external subjects
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Grouper has support for external or federated users (invitation, registry, self-serve attributes, etc).  In order for Grouper to be used in a Federated
environment, external subjects must be able to be fed into a subject source.  In this case federated or external is similar, but the intent is that the
subject id would be an eppn (whether or not the IdP's are in a federation).  However, the subject id's do not have to be an eppn, but they do need
to be unique in the source.  This should be handled by an Identity management system, though generally it is not.  So to prevent many institutions
from having to create their own custom process, Grouper has a built-in that can be used.  Note, a custom or IdM solution could be used instead,
or it could be disabled entirely.   has a solution for this, and this solution is similar to theirs.COmanage

The enhancement to Grouper consists of a few DB tables, and some UI screens.  Users will self register (perhaps from an invite).

Admins can just enter the subjectId of external users.  This might be rare since it is difficult to know what the user id will be until they login to the
UI screen.

Grouper external users on demo server

Data model

Grouper has two tables similar to the quickstart subject tables which are:

Configuration

grouper.properties

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
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#####################################
## External subjects
#####################################

externalSubjects.desc.el = ${grouperUtil.appendIfNotBlankString(externalSubject.name, ' - ',
externalSubject.institution)}
#   the description should be managed via EL (config above)true if
externalSubjects.desc.manual = false

# quartz cron where subjects are recalculated  necessary (empty means dont run), e.g. everyday atif
3am
externalSubjects.calc.fields.cron = 0 0 3 * * ?

externalSubjects.name.required = true
externalSubjects.email.required = false
externalSubjects.email.enabled = true

# these field names (uuid, institution, identifier, uuid, email, name) or attribute names
# will be toLowered, and appended with comma separators
externalSubjects.searchStringFields = name, institution, identifier, uuid, email, jabber

externalSubjects.institution.required = false
externalSubjects.institution.enabled = true

# note,  must be only alphanumeric lower  or underscorethis case
# (valid db column name, subject attribute name)
externalSubjects.attributes.jabber.systemName = jabber
externalSubjects.attributes.jabber.required = false
# comment on column in DB (no special characters allowed)
externalSubjects.attributes.jabber.comment = The jabber ID of the user

#  wheel or root can edit external usersif
externalSubjects.wheelOrRootCanEdit = true

# group which is allowed to edit external users
externalSubjects.groupAllowedForEdit =

#  the view on the external subjects should be created.if
# turn  off  it doesnt compile, othrewise should be finethis if
externalSubjects.createView = true

#name of external subject source, defaults to grouperExternal
externalSubject.sourceName = grouperExternal

# grouper can auto create a jdbc2 source  the external subjectsfor
externalSubjects.autoCreateSource = false

# put in fully qualified classes to add to the EL context.  Note that they need a  constructordefault
# comma separated.  The alias will be the simple class name without a first cap.
# e.g.  the class is test.Test the alias is if "test"
externalSubjects.customElClasses =

# change these to affect the storage where external subjects live (e.g. to store in ldap),
# must implement each respective storable interface
externalSubjects.storage.ExternalSubjectStorable.class =
edu.internet2.middleware.grouper.externalSubjects.ExternalSubjectDbStorage
externalSubjects.storage.ExternalSubjectAttributeStorable.class =
edu.internet2.middleware.grouper.externalSubjects.ExternalSubjectAttributeDbStorage

# you can use the variables $newline$, $inviteLink$.  Note, you need to change   message...this default
externalSubjectsInviteDefaultEmail = Hello,$newline$$newline$This is an invitation to register at our
site to be able to access our applications.  This invitation expires in 7 days.  Click on the link
below and sign in with your InCommon credentials.  If you  not have InCommon credentials you cando
register at a site like protectnetwork.com and use those
credentials.$newline$$newline$$inviteLink$$newline$$newline$Regards.

#  subject  emaildefault for
externalSubjectsInviteDefaultEmailSubject = Register to access applications



# numner of days after which  request will expire.  If -1, then will not expirethis
externalSubjectsInviteExpireAfterDays = 7

#put some group names comma separated  groups to auto add subjects tofor
externalSubjects.autoaddGroups=
#should be insert, or update, or insert,update
externalSubjects.autoaddGroupActions=insert,update
#  a number is here, expire the group assignment after a certain number of daysif
externalSubjects.autoaddGroupExpireAfterDays=

#add multiple group assignment actions by URL param: externalSubjectInviteName
externalSubjects.autoadd.testingLibrary.externalSubjectInviteName=library
#comma separated groups to add   type of invitefor this
externalSubjects.autoadd.testingLibrary.groups=
#should be insert, update, or insert,update
externalSubjects.autoadd.testingLibrary.actions=insert,update
#should be insert, update, or insert,update
externalSubjects.autoadd.testingLibrary.expireAfterDays=

#  registrations are only allowed  invited or existing...if if
externalSubjects.registerRequiresInvite=true

#make sure the identifier when logging in is like an email address or eppn, e.g. username@school.edu
externalSubjects.validateIndentiferLikeEmail=true

#put regexes here, increment the 0  multiple entries, e.g. restrict your own institutionfor
#note, the extensions must be sequential (dont skip), regex e.g. ^.*@myschool.edu$



externalSubjects.regexForInvalidIdentifier.0=

Built in field metadata

The built in subject fields can be enabled/disabled or required or not.  Things like email are in the subject table since they might be common in
deployments.

externalSubjects.name.required = true
externalSubjects.email.required = false
externalSubjects.email.enabled = true
externalSubjects.institution.required = false
externalSubjects.institution.enabled = true

External subject attributes

Grouper allows configuration of which external subject attributes to keep for all external users.  E.g. phone, email, jabber, firstName, lastName,
etc.  This is in the grouper.properties. You can configure the friendly name, comment, if required, etc

#  can change, and is shown on screenthis
externalSubjects.attributes.jabber.friendlyName = Jabber ID
# note,  must be only alphanumeric lower  or underscorethis case
# (valid db column name, subject attribute name)
externalSubjects.attributes.jabber.systemName = jabber
externalSubjects.attributes.jabber.required = false
# comment on column in DB (no special characters allowed)
externalSubjects.attributes.jabber.comment = The jabber ID of the user

Auto provisioning into groups

When someone logs in, they can be auto provisioned into groups.  You can pass parameters in the URL to change which groups are assigned

Auto provision into groups no matter the URL

#put some group names comma separated  groups to auto add subjects tofor
externalSubjects.autoaddGroups=someStem:someGroup
#should be insert, or update, or insert,update
externalSubjects.autoaddGroupActions=insert,update
#  a number is here, expire the group assignment after a certain number of daysif
externalSubjects.autoaddGroupExpireAfterDays=

If you want to add to a group based on URL, use these configs (you can add multiple):



#add multiple group assignment actions by URL param: externalSubjectInviteName
externalSubjects.autoadd.testingLibrary.externalSubjectInviteName=library
#comma separated groups to add   type of invitefor this
externalSubjects.autoadd.testingLibrary.groups=someStem:libraryUsers
#should be insert, update, or insert,update
externalSubjects.autoadd.testingLibrary.actions=insert,update
#should be insert, update, or insert,update
externalSubjects.autoadd.testingLibrary.expireAfterDays=365

#add multiple group assignment actions by URL param: externalSubjectInviteName
externalSubjects.autoadd.testingWhatever.externalSubjectInviteName=otherApplication
#comma separated groups to add   type of invitefor this
externalSubjects.autoadd.testingWhatever.groups=someStem:otherApplication
#should be insert, update, or insert,update
externalSubjects.autoadd.testingWhatever.actions=insert,update
#should be insert, update, or insert,update
externalSubjects.autoadd.testingWhatever.expireAfterDays=

Based on these configs, these are the URLs for users to use:

https://server.school.edu/grouper/grouperExternal/appHtml/grouper.html?operation=ExternalSubjectSelfRegister.externalSubjectSelfRegister&externalSubjectInviteName=library

-or-

https://server.school.edu/grouper/grouperExternal/appHtml/grouper.html?operation=ExternalSubjectSelfRegister.externalSubjectSelfRegister&externalSubjectInviteName=otherApplication

Validate the identifier

If you are using shib, you can make sure the identifier is in the format a@b.c, and you can also filter out some regexes (e.g. filter out from your
own institution by suffix).

#make sure the identifier when logging in is like an email address or eppn, e.g. username@school.edu
externalSubjects.validateIndentiferLikeEmail=true

#put regexes here, increment the 0  multiple entries, e.g. restrict your own institutionfor
#note, the extensions must be sequential (dont skip), regex e.g. ^.*@myschool.edu$
externalSubjects.regexForInvalidIdentifier.0=

Note, if you filter out your own institution, if someone gets an invite, then notifications about registration will still be sent, and the user will still be
provisioned into groups based on their local ID.  This is assuming that the external identifier (e.g. user@myschool.edu) is an identifier in the local
subject source...

Pluggability

This uses the Grouper UI pluggable authenticator so that Shib or non-Shib authentication would work or would be pluggable. 

The storage is pluggable also so someone could use a different storage e.g. ldap.   Implement the external subject storable interfaces (one for
subject, one for attribute).  The built in implementation just call the Grouper DAO to store in the Grouper DB

# change these to affect the storage where external subjects live (e.g. to store in ldap),
# must implement each respective storable interface
externalSubjects.storage.ExternalSubjectStorable.class =
edu.internet2.middleware.grouper.externalSubjects.ExternalSubjectDbStorage
externalSubjects.storage.ExternalSubjectAttributeStorable.class =
edu.internet2.middleware.grouper.externalSubjects.ExternalSubjectAttributeDbStorage

Here are examples of the interfaces:

https://server.school.edu/grouper/grouperExternal/appHtml/grouper.html?operation=ExternalSubjectSelfRegister.externalSubjectSelfRegister&externalSubjectInviteName=library
https://server.school.edu/grouper/grouperExternal/appHtml/grouper.html?operation=ExternalSubjectSelfRegister.externalSubjectSelfRegister&externalSubjectInviteName=otherApplication


package edu.internet2.middleware.grouper.externalSubjects;

 java.util.Set;import

 edu.internet2.middleware.grouper.internal.dao.QueryOptions;import

/**
 * implement  to change how external subjects are storedthis
 * @author mchyzer
 */

  ExternalSubjectStorable {public interface

  /**
   * find all external subjects which have a disabled date which are not disabled
   * @  the set of subjectsreturn
   */
   Set<ExternalSubject> findAllDisabledMismatch();public

  /**
   * find all external subjects
   * @  the set of subjectsreturn
   */
   Set<ExternalSubject> findAll();public

  /**
   * find an external subject by identifier
   * @param identifier
   * @param exceptionIfNotFound
   * @param queryOptions
   * @  the external subject or  or exceptionreturn null
   */
  ExternalSubject findByIdentifier(  identifier,  exceptionIfNotFound, QueryOptionsString boolean
queryOptions);

  /**
   * delete an external subject and all its attributes
   * @param externalSubject
   */
  void delete(ExternalSubject externalSubject);

  /**
   * insert or update an external subject to the DB
   * @param externalSubject
   */
  void saveOrUpdate( ExternalSubject externalSubject );

}



package edu.internet2.middleware.grouper.externalSubjects;

 java.util.Set;import

 edu.internet2.middleware.grouper.internal.dao.QueryOptions;import

/**
 *  to implement to keep external subjects somewhere besides in the Grouper DBinterface
 * @author mchyzer
 */

  ExternalSubjectAttributeStorable {public interface
  /**
   * delete an external subject and all its attributes
   * @param externalSubjectAttribute
   */
  void delete(ExternalSubjectAttribute externalSubjectAttribute);

  /**
   * insert or update an external subject attribute to the DB
   * @param externalSubjectAttribute
   */
  void saveOrUpdate( ExternalSubjectAttribute externalSubjectAttribute );

  /**
   * find an external subject attribute by identifier
   * @param uuid
   * @param exceptionIfNotFound
   * @param queryOptions
   * @  the external subject or  or exceptionreturn null
   */
  ExternalSubjectAttribute findByUuid(  uuid,  exceptionIfNotFound, QueryOptionsString boolean
queryOptions);

  /**
   * find attributes by subject, order by system name
   * @param subjectUuid
   * @param queryOptions
   * @  the external subject or  or exceptionreturn null
   */
  Set<ExternalSubjectAttribute> findBySubject(  subjectUuid, QueryOptions queryOptions);String

}

Calculated fields

Some fields are or can be calculated.  The search string (string where subject searches are based on) is based on certain fields, and the
description can be based on expression language.  These calculations will be recalculated whenever a subject is changed (or attributes), or when
the daemon runs.

externalSubjects.desc.el = ${grouperUtil.appendIfNotBlankString(externalSubject.name, ' - ',
externalSubject.institution)}
#   the description should be managed via EL (config above)true if
externalSubjects.desc.manual = false

# these field names (uuid, institution, identifier, uuid, email, name) or attribute names
# will be toLowered, and appended with comma separators
externalSubjects.searchStringFields = name, institution, identifier, uuid, email, jabber

For the expression language, you can add custom classes



# put in fully qualified classes to add to the EL context.  Note that they need a  constructordefault
# comma separated.  The alias will be the simple class name without a first cap.
# e.g.  the class is test.Test the alias is if "test"
externalSubjects.customElClasses =

Built in subject source

Grouper can auto create a jdbc subject source 2 view for the subjects and attributes, and it can auto create a source for that view.  Or you can
disabled that and do it yourself.

#  the view on the external subjects should be created.if
# turn  off  it doesnt compile, othrewise should be finethis if
externalSubjects.createView = true

# grouper can auto create a jdbc2 source  the external subjectsfor
externalSubjects.autoCreateSource = true

The view will look like this (depending on which fields and attributes are enabled/included):

CREATE VIEW grouper_ext_subj_v (uuid, name, identifier, description, institution, email,
search_string_lower, jabber)
AS SELECT ges.uuid, ges.name, ges.identifier, ges.description , ges.institution , ges.email ,
ges.search_string_lower ,
(SELECT gesa.attribute_value FROM grouper_ext_subj_attr gesa WHERE gesa.subject_uuid = ges.uuid AND
gesa.attribute_system_name = 'jabber' ) AS jabber
FROM grouper_ext_subj ges WHERE ges.enabled = 'T';

The auto created source does not need anything in the sources.xml and will map to the above view with the jdbc2 source adapter which allows for
more intelligent searching (put in a phrase, and any string in the phrase.cna be anywhere in the search string will match a subject)

External user security

Wheel or root can be enabled to edit external subjects, or a group can be configured:

#  wheel or root can edit external usersif
externalSubjects.wheelOrRootCanEdit = true

# group which is allowed to edit external users
externalSubjects.groupAllowedForEdit =

Enabled/disabled subjects

External subjects can have expire dates.  These dates work like membership delete dates where the disabledDate daemon will check for deltas
and update the enabled flag.

Calculated fields daemon

There is a daemon which runs in the grouper-loader on a cron which will recalculate the calculated fields (e.g. nightly).  This needs to be done if
the configuration changes, or if data changes without recalculating (not sure why this would happen).  Just set the quartz cron in the
grouper.properties

# quartz cron where subjects are recalculated  necessary (empty means dont run), e.g. everyday atif
3am
externalSubjects.calc.fields.cron = 0 0 3 * * ?

If you want to kick off the recalc manually (e.g. if you change how subjects look), you can do that in GSH:



gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% ExternalSubject.internal_daemonCalcFields();

GSH commands

These commands can create, edit, and delete external subjects

gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
552eb161e98f47c4b98876528e36a409,'GrouperSystem','application'

//create a  external subjectnew
gsh 1% externalSubject =  ExternalSubject();new
edu.internet2.middleware.grouper.externalSubjects.ExternalSubject:
gsh 2% externalSubject.setIdentifier( );"abcd@school.edu"
gsh 3% externalSubject.setInstitution( );"My Institution"
gsh 4% externalSubject.setName( );"My Name"
gsh 5% externalSubject.setEmail( );"a@b.c"
gsh 6% externalSubject.store();

//assign an attribute
gsh 7% externalSubject.assignAttribute( , );"jabber" "e@r.t"
true

//find the object to edit it
gsh 8% externalSubject = GrouperDAOFactory.getFactory().getExternalSubject().findByIdentifier(

, , );"abcd@school.edu" true null
edu.internet2.middleware.grouper.externalSubjects.ExternalSubject: uuid:
759cf0f0b6874cef886a4f3138244125, identifier: abcd@school.edu, name: My Name, description: My Name -
My Institution,

//search by subject in grouper by the subject api
gsh 9% subject = SubjectFinder.findByIdentifier( , );"abcd@school.edu" true
subject: id='759cf0f0b6874cef886a4f3138244125' type='person' source='grouperExternal' name='My Name'
gsh 10% subject.getName();
My Name

//edit the external subject
gsh 11% externalSubject.setName( );"My Name2"
gsh 12% externalSubject.store();

//find by any substring of the subject
gsh 14% subject = SubjectFinder.findAll( ).iterator().next();"naMe2 mY INSTITUTION"
subject: id='759cf0f0b6874cef886a4f3138244125' type='person' source='grouperExternal' name='My Name2'

//note that all attributes are exposed by the subject api
gsh 15% subject.getAttributeValue( );"jabber"
e@r.t

//delete the external subject
gsh 16% externalSubject.delete();

//note its not there
gsh 17% subject = SubjectFinder.findByIdentifier( , );"abcd@school.edu" false

//recalculate descriptions (e.g.  the format has changed)if
gsh 18% ExternalSubject.internal_daemonCalcFields();
24
gsh 19%

Self service screen

The fields below can be customized per institution, as well as the text, look and feel, etc.  Some applications might require a lot of user data, and
others do not need as much data about the user.  It would be nice to have a lot of data, e.g. so the application can use the data (e.g. email



address), and so we can have descriptive person pickers, though it is a little risky since the data is user entered and unvetted.

URLs and servlets

There is a new external servlet so that external users can be protected by Shib (or whatever), and the rest of the UI can be protected by a local
singl sign on system.  Or both.  Or you could run the UI twice.  The URL of the external part is e.g.

http:
//localhost:8090/grouper/grouperExternal/appHtml/grouper.html?operation=ExternalSubjectSelfRegister.externalSubjectSelfRegister

All the ajax is in grouperExternal.  The admin UI is all struts do's and jsp's.  The lite UI is in grouper/grouperUi/etc.  You cannot access the admin
console, or lite UI from the external URL and vise versa.  Note there is a new servlet mapping and filter mapping in the web.xml

Admin console

There could be an admin screen where certain groups of users could add/edit users.  There could be a delete screen to delete users.  There
could also be a time to live on users for admins to set.

How to change your login ID

For example, if a user is not a member of the federation, and signs up at protect network, uses services, and then later on their home institution
becomes a member of incommon, a Grouper admin could edit the "identifier" attribute of the user via GSH or SQL.  This will keep the
memberships of the user intact, but allow them to log in with the new ID.

Allowed to register?

This paramter affects if a user is allowed to register their information

From grouper.properties

#  registrations are only allowed  invited or existing...if if
externalSubjects.registerRequiresInvite=true

Invite required? Invite UUID in URL? User previously registered (edit not insert)? Error message? Result 

F F F F Continue to screen 

F F T F Continue to screen



F Invalid UUID F T Continue to screen

F Invalid UUID T T Continue to screen

F Valid UUID F F Continue to screen

F Valid UUID T F Continue to screen

T F F T Do NOT continue to screen

T F T T Continue to screen

T Invalid UUID F T Do NOT continue to screen

T Invalid UUID T T Continue to screen

T Valid UUID F F Continue to screen

T Valid UUID T F Continue to screen

sda

External users hook

You can have custom java logic executed when someone registers or edits their information.

Configure this in the grouper.properties:

#implement an external subject hook by extending
edu.internet2.middleware.grouper.hooks.ExternalSubjectHooks
#hooks.externalSubject.class=edu.yourSchool.it.YourSchoolExternalSubjectHooks

The class you extend looks like this:

public  class ExternalSubjectHooks {abstract

  //*****  START GENERATED WITH GenerateMethodConstants.java *****//

  /** constant  method name : postEditExternalSubject */for for
      METHOD_POST_EDIT_EXTERNAL_SUBJECT = ;public static final String "postEditExternalSubject"

  //*****  END GENERATED WITH GenerateMethodConstants.java *****//
/**
   * called right after an edit of external subject (same transaction)
   * @param hooksContext
   * @param editBean
   */
   void postEditExternalSubject(HooksContext hooksContext, HooksExternalSubjectBean editBean) {public

  }
}

Override the postEditExternalSubject method and do whatever you want...

Invites with group provisioning

A picker to allow the person inviting the external subjects to mark them to be added to group(s) once they register.  Note the security (inviter
needs UPDATE on groups) will be checked at the invite time, and provisioning time, there is no actAs once the users register.  This information
should be put in the email to the inviter (if applicable).  At some point we could do something similar for permissions as well.  Note when an invite
email is clicked on, all pending invites for that email address are processed...

Here is the invite screen



You can restrict who has access to the invite screen with this setting in the media.properties (blank means everyone has access):

#users must be in  group to invite external users to grouperthis
require.group. .inviteExternalSubjects.logins=etc:externalSubjectInvitersfor

You can allow wheel groups to have invites (normally this is not allowed)

#  the wheel group is allowed to be invitedif
inviteExternalMembers.allowWheelInInvite = false

You can enable or disable the invite or registration screen (default is to not be enabled):

#  the registration screen is enabledif
externalMembers.enabledRegistration = false

#  the invitation screen is enabledif
inviteExternalMembers.enableInvitation = false

Email to invitee

When someone invites an external user, an email is sent to each use invited in the "email addresses of people to invite" field.

The default template is in grouper.properties if an email message or subject is not specified in the invite:



# you can use the variables $newline$, $inviteLink$.  Note, you need to change   message...this default
externalSubjectsInviteDefaultEmail = Hello,$newline$$newline$This is an invitation to register at our
site to be able to access our applications.  This invitation expires in 7 days.  Click on the link
below and sign in with your InCommon credentials.  If you  not have InCommon credentials you cando
register at a site like protectnetwork.org and use those
credentials.$newline$$newline$$inviteLink$$newline$$newline$Regards.
#  subject  emaildefault for
externalSubjectsInviteDefaultEmailSubject = Register to access applications

If someone typed in a subject, that will be used, if someone types in an email in the invite screen, then that will be used, but the link to register is
appended to it (needs to be generated since there is a UUID in it)

An example of this email looks like this:

From:  <groupersystem@gmail.com>    <--  is configurable in"groupersystem@gmail.com" this
grouper.properties
To: someuser@yahoo.com
Sent: Sun, November 28, 2010 10:42:21 AM
Subject: TEST:Register to access applications

Hello,

This is an invitation to register at our site to be able to access our applications.  This invitation
expires in 7 days.  Click on the link below and sign in with your InCommon credentials.  If you  notdo
have InCommon credentials you can register at a site like protectnetwork.org and use those
credentials.

https:
//server.school.edu/grouper/grouperExternal/appHtml/grouper.html?operation=ExternalSubjectSelfRegister.externalSubjectSelfRegister&externalSubjectInviteId=55a61c064d62499d97650866824693cc

Regards.

Email addresses to notify when registered

If there are email addresses filled in to the invite screen, then people can be notified when people register (one email sent as each person
registers).  The email format is specified in the grouper.properties:

# you can use the variables $newline$, $inviteeIdentifier$, $inviteeEmailAddress$.  Note, you need to
change   message...this default
externalSubjectsNotifyInviterEmail = Hello,$newline$$newline$This is a notification that user
$inviteeIdentifier$ from email address $inviteeEmailAddress$ has registered with the identity
management service.  They can now use applications at  institution.$newline$$newline$Regards.this
externalSubjectsNotifyInviterSubject = $inviteeIdentifier$ has registered

The email to the those people looks like this (depending on the template):

From:  <groupersystem@gmail.com>    <-- note,  is configurable in"groupersystem@gmail.com" this
grouper.properties
To: someone@someschool.edu
Sent: Sun, November 28, 2010 10:01:31 AM
Subject: TEST:user1@school.edu has registered                <-- in non prod env's a prefix can be
specified in grouper.properties

Hello,

This is a notification that user user1@school.edu from email address person@yahoo.com has registered
with the identity management service.  They can now use applications at  institution.this

Regards.

sda



Invite by entering in user id's

If you think your users will know the exact user ID of who they want to invite, you can enabled invites by user id's.  The user will have the choice
of inviting by email address or user id.

Set this in the media.properties:

#  we should allow invite by identifierif
inviteExternalMembers.allowInviteByIdentifier = true

Then the invite screen has that option

If you invite by login ID, then you will see all the results when clicking submit (nothing is emailed to the user)

sdaf



Invite view

Note that invites are stored as attributes on a stem, there is no dedicated table for them, but there is a view so you can easily see which invites
are pending.  Note once an invite is clicked on form the email, it is processed and deleted.

The view is grouper_ext_subj_invite_v

Invite linking from other screens

The invite screen (to invite other users) can be passed a groupId or groupName in the URL, and that will prepopulate the invite screen to
provision the group specified in the URL.  You can pass the groupId or groupName but not both.  e.g.

If the URL is: 
http://localhost:8091/grouper/grouperUi/appHtml/grouper.html?operation=InviteExternalSubjects.inviteExternalSubject&groupId=0e0262d9be924774914052c12f0e7fd2

or: 
http://localhost:8091/grouper/grouperUi/appHtml/grouper.html?operation=InviteExternalSubjects.inviteExternalSubject&groupName=aStem:aGroup

then the screen will propulate like this:

Link from group membership screens

There is a link from the Admin UI group membership screen.  Enable this in the media.properties:

inviteExternalPeople.link-from-admin-ui = true

Configure the button text and tooltip in nav.properties

ui-lite.invite-link=Invite external people
tooltipTargetted.ui-lite.invite-link=Invite external people who are not already registered to be a
member of  group.<br />Note: the systems that use  group must be ready to use externalthis this
people<br/>(Opens in a  window)new

ad

http://localhost:8091/grouper/grouperUi/appHtml/grouper.html?operation=InviteExternalSubjects.inviteExternalSubject&groupId=0e0262d9be924774914052c12f0e7fd2
http://localhost:8091/grouper/grouperUi/appHtml/grouper.html?operation=InviteExternalSubjects.inviteExternalSubject&groupName=aStem:aGroup


Enable lite UI link from media.properties:

inviteExternalPeople.link-from-lite-ui

Configure the button text and tooltip in nav.properties

ui-lite.invite-menu=Invite external people
ui-lite.invite-menuTooltip=Invite external people who are not already registered to be a member of 

 group.  Note: the systems that use  group must be ready to use external people.this this

See the menu item on groups that allow it and that the user has privileges for:



Note if you are linking to the invite screen from the admin or lite UI, and the group ID is passed in, then there will be links back to the admin or lite
UI

You can customize the text in the nav.properties:

ui-lite.fromInvite-link=Lite UI
tooltipTargetted.ui-lite.fromInvite-link=Return to the lite membership management UI   groupfor this

ui-lite.fromInvite-admin-link=Admin UI
tooltipTargetted.ui-lite.fromInvite-admin-link=Return to the admin UI   groupfor this



sdf

Vetted email addresses

Once a user registers based on email, then it is vetted that the email address that the user was invited by is a vetted email address.  There is a
column in the external subject table to hold a list of comma separated email addresses that are vetted.  Currently this is not used for anything (i.e.
it is not a subject attribute), however, if an admin wants to contact someone, these are email addresses that the user has responded to...

Web service interface

If you are adding a member (batches or lite, or with client), you can specify addExternalSubjectIfNotFound T or F, if this is a search by id or
identifier, with no source, or the external source, and the subject is not found, then add an external subject (if the user is allowed to do this)

Admin audit emails

If you enable admin emails for invites in media.properties:

#  admins should be emailed after each action, put comma separated addresses hereif
inviteExternalMembers.emailAdminsAddressesAfterActions = mchyzer@isc.upenn.edu

Then this email is sent to the admins after each invitation:

-----Original Message-----
From: noreply@yourschool.edu [mailto:noreply@yourschool.edu]   <--  is configurable inthis
grouper.properties
Sent: Monday, November 29, 2010 2:24 PM
To: Chris Hyzer
Subject: TEST:Grouper external person invitation

Hey,

The Grouper external subject invite screen was used by Subject id: GrouperSystem, sourceId: g:isa -
GrouperSysAdmin

Email addresses to invite: someone@yahoo.com
Email addresses to notify once registered: inviter@school.edu
Email subject: test subject
Message to users: test body
Group Names (ID Path) to assign: etc:webServiceClientUsers
Group UUIDs to assign: 9662c7ee3e4d4e089a2ea8e376483601
Invitation expires on: 2010-12-06 14:24:16.826

Regards.

You can get emails to admins on registrations too, configure in media.properties

#  admins should be emailed after each action, put comma separated addresses hereif
externalMembers.emailAdminsAddressesAfterActions = mchyzer@isc.upenn.edu

Here is an example of an email



-----Original Message-----
From: noreply@school.edu                         <---  is configurable in grouper.propertiesthis
Sent: Monday, November 29, 2010 3:40 PM
To: Chris Hyzer
Subject: TEST:Grouper external person registration

Hey,

The Grouper external person registration screen was used by user1@school.edu

User: uuid: 2e4b40f631b442ae828d669da3e14007, identifier: user1@school.edu, name: User One,
description: User One - institution,
From invite? true
Edit type: update
Valid identifier: true
Message to user on screen: Success: your invitation from GrouperSysAdmin has been processed.  You were
added to the roles: webServiceClientUsers.<br /><br />

Regards.

Auditing

Each invitation, registration, edit of personal information, or delete of personal information will insert a user audit record into the database.  Here is
the user audit view showing some of the fields: grouper_audit_entry_v

A Use Case Implementation For Reference

You may want to read about the  of handling external subjectsPenn Secure Space Implementation

To do

Add multiple search strings and sort fields based on new member columns

Grouper external users on demo server

Wiki Home Download Grouper Grouper Guides Community Contributions Developer Resources Grouper Website

Grouper 2.0a is on the demo server, with external users support.

Click here to register: 
https://grouperdemo.internet2.edu/grouper_v2_0_0/grouperExternal/appHtml/grouper.html?operation=ExternalSubjectSelfRegister.externalSubjectSelfRegister

Note: if you do not have an InCommon ID, you can get one free at http://protectnetwork.org

After registering, click here to go to the UI: https://grouperdemo.internet2.edu/grouper_v2_0_0/

To be added to the library group,
go to this URL: 
https://grouperdemo.internet2.edu/grouper_v2_0_0/grouperExternal/appHtml/grouper.html?operation=ExternalSubjectSelfRegister.externalSubjectSelfRegister&externalSubjectInviteName=library

When you registered you were added to etc:externalSubjectInviters, which allows you to invite other people to register to this server.

To invite others,
go to this URL: 
https://grouperdemo.internet2.edu/grouper_v2_0_0/grouperUi/appHtml/grouper.html?operation=InviteExternalSubjects.inviteExternalSubject

http://www.internet2.edu/presentations/fall11/20111005-hyzer-externalusers.pdf
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
https://grouperdemo.internet2.edu/grouper_v2_0_0/grouperExternal/appHtml/grouper.html?operation=ExternalSubjectSelfRegister.externalSubjectSelfRegister
http://protectnetwork.org
https://grouperdemo.internet2.edu/grouper_v2_0_0/
https://grouperdemo.internet2.edu/grouper_v2_0_0/grouperExternal/appHtml/grouper.html?operation=ExternalSubjectSelfRegister.externalSubjectSelfRegister&externalSubjectInviteName=library
https://grouperdemo.internet2.edu/grouper_v2_0_0/grouperUi/appHtml/grouper.html?operation=InviteExternalSubjects.inviteExternalSubject


These groups are public if you want to assign people to them (e.g. through the invite process): test:testGroup0, test:testTestGroup1,
test:testGroup2, test:testGroup3

Auto-provision groups

When registering, users will be automatically added to etc:uiUsers and etc:externalSubjectInviters, which is the group which is required to use the
UI, and the group which lets you invite others.  When registering in the library URL, the user will be added to the aStem:library group

Configuration

grouper.properties: (everything is default except)

configuration.autocreate.group.name.2 = etc:uiGroup
configuration.autocreate.group.description.2 = user  usersinterface
configuration.autocreate.group.subjects.2 = mchyzer

configuration.autocreate.group.name.3 = aStem:library
configuration.autocreate.group.description.3 = access to the library application
configuration.autocreate.group.subjects.3 =

externalSubjects.autoCreateSource = true

#put some group names comma separated  groups to auto add subjects tofor
externalSubjects.autoaddGroups=etc:uiGroup,etc:externalSubjectInviters
#should be insert, update, or insert,update
externalSubjects.autoaddGroupActions=insert,update
#  a number is here, expire the group assignment after a certain number of daysif
externalSubjects.autoaddGroupExpireAfterDays=

#add multiple group assignment actions by URL param: externalSubjectInviteName
externalSubjects.autoadd.testingLibrary.externalSubjectInviteName=library
#comma separated groups to add   type of invitefor this
externalSubjects.autoadd.testingLibrary.groups=aStem:library
#should be insert, update, or insert,update
externalSubjects.autoadd.testingLibrary.actions=insert,update
#should be insert, update, or insert,update
externalSubjects.autoadd.testingLibrary.expireAfterDays=

#####################################
## mail settings (optional, e.g.  daily report form loader)for
#####################################

#smtp server is a domain name or dns name, must be simple clear text stmp with no authentication
mail.smtp.server = smtp.gmail.com

#leave blank  unauthenticatedif
mail.smtp.user = groupersystem@gmail.com

#leave blank  unauthenticatedif
mail.smtp.pass = *************

#leave blank or   no ssl,   sslfalse for true for
mail.smtp.ssl = true

#leave blank   (probably 25),  ssl is ,  is 465,  specifyfor default if true default else
#mail.smtp.port =

#  is the  email address where mail from grouper will come fromthis default
mail.from.address = groupersystem@gmail.com

#  is the subject prefix of emails, which will help differentiate prod vs test vs dev etcthis
mail.subject.prefix = GROUPERDEMO_2_0_0:

#when running junit tests,  is the address that will be usedthis
mail.test.address = mchyzer@yahoo.com
 



httpd.conf (note, in this case the admin UI and external UI part are protected by shib, but in reality, maybe the admin UI would not let external
users in, just the external UI)

#match anything that is not grouperExternal
<LocationMatch ^/grouper_v2_0[^/]*/(?!grouperExternal/)>
  AuthType shibboleth
  ShibRequestSetting requireSession 1
  require valid-user

</LocationMatch>

#match anything that is grouperExternal, but not public
<LocationMatch ^/grouper_v2_0[^/]*/grouperExternal/(?! /)>public
  AuthType shibboleth
  ShibRequestSetting requireSession 1
  require valid-user

</LocationMatch>

Note, shib might loop if someone goes in with non SSL, and the SP requires SSL, so you could add something like this to the httpd.conf
(depending on which url you are mapped, to, in this case "grouper"):

RewriteCond %{HTTPS} off
RewriteCond %{REQUEST_URI} ^/grouper/
RewriteRule (.*) https://%{HTTP_HOST}%{REQUEST_URI}

media.properties:

restrict UI users to users in this group, or else they get an erro, enabled registration, and invites, and invites by identifier, etc



1.  
2.  

1.  

2.  

require.group. .logins=etc:uiUsersfor

#users must be in  group to invite external users to grouperthis
require.group. .inviteExternalSubjects.logins=etc:externalSubjectInvitersfor

##################################
## External subjects invitation
##################################

#  the registration screen is enabledif
externalMembers.enabledRegistration = true

#  admins should be emailed after each action, put comma separated addresses hereif
externalMembers.emailAdminsAddressesAfterActions = me@myschool.edu

##################################
## Invite external members
##################################

#  the invitation screen is enabledif
inviteExternalMembers.enableInvitation = true

#  link from admin UIif
inviteExternalPeople.link-from-admin-ui = true

#  link from lite UIif
inviteExternalPeople.link-from-lite-ui = true

#  admins should be emailed after each action, put comma separated addresses hereif
inviteExternalMembers.emailAdminsAddressesAfterActions = me@myschool.edu

#  we should allow invite by identifierif
inviteExternalMembers.allowInviteByIdentifier = true

sd

Setup on the demo server

Turn off the UI default basic auth in the web.xml by commenting out the security sections in web.core.xml and web.ajax.xml
Shibbolize the app, except for the external part (per above config)

See that you are not prompted for shib authn here (well, in our case, we want shib for the UI too):
https://grouperdemo.internet2.edu/grouper_v2_0_0/
But you are prompted for shib authn here:
https://grouperdemo.internet2.edu/grouper_v2_0_0/grouperExternal/appHtml/grouper.html?operation=ExternalSubjectSelfRegister.index

Run these commands to rebuild from svn

https://grouperdemo.internet2.edu/grouper_v2_0_0/
https://grouperdemo.internet2.edu/grouper_v2_0_0/grouperExternal/appHtml/grouper.html?operation=ExternalSubjectSelfRegister.index


GrouperApi:
[mchyzer@i2mibuild bin]$ buildGrouper.sh trunk
[mchyzer@i2midev1 grouper2.0]$ cd /tmp/grouper2.0/
[mchyzer@i2midev1 grouper2.0]$ sftp i2mibuild
sftp> get /home/mchyzer/tmp/grouper/build_mchyzer/grouper.apiBinary-2.0.0.tar.gz
[appadmin@i2midev1 2.0.0]$ cd /opt/grouper/2.0.0
[appadmin@i2midev1 2.0.0]$ rm -rf grouper.apiBinary-2.0.0*
[appadmin@i2midev1 2.0.0]$ cp /tmp/grouper2.0/grouper.apiBinary-2.0.0.tar.gz .
[appadmin@i2midev1 2.0.0]$ tar xzvf grouper.apiBinary-2.0.0.tar.gz
[appadmin@i2midev1 2.0.0]$ cp -Rv filesGrouper/* grouper.apiBinary-2.0.0/
[appadmin@i2midev1 2.0.0]$ cd grouper.apiBinary-2.0.0/bin
[appadmin@i2midev1 bin]$ ./gsh.sh
gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% addStem( , , );null "test" "test"
gsh 2% addGroup( , , );"test" "testGroup0" "testGroup0"
gsh 4% addGroup( , , );"test" "testGroup1" "testGroup1"
gsh 5% addGroup( , , );"test" "testGroup2" "testGroup2"
gsh 6% addGroup( , , );"test" "testGroup3" "testGroup3"
gsh 7% grantPriv( , , AccessPrivilege.UPDATE);"test:testGroup0" "GrouperAll"
gsh 8% grantPriv( , , AccessPrivilege.UPDATE);"test:testGroup1" "GrouperAll"
gsh 9% grantPriv( , , AccessPrivilege.UPDATE);"test:testGroup2" "GrouperAll"
gsh 10% grantPriv( , , AccessPrivilege.UPDATE);"test:testGroup3" "GrouperAll"
gsh 11% grantPriv( , , AccessPrivilege.UPDATE);"etc:externalSubjectInviters" "GrouperAll"

GrouperUi:
[mchyzer@i2mibuild bin]$ buildGrouperUi.sh trunk
[mchyzer@i2midev1 grouper2.0]$ cd /tmp/grouper2.0/
[mchyzer@i2midev1 grouper2.0]$ sftp i2mibuild
sftp> get /home/mchyzer/tmp/grouperUi/build_mchyzer/grouper.ui-2.0.0.tar.gz
[mchyzer@i2midev1 grouper2.0]$ sudo su - appadmin
[appadmin@i2midev1 ~]$ cd /opt/grouper/2.0.0/
[appadmin@i2midev1 2.0.0]$ rm -rf grouper.ui-2.0.0*
[appadmin@i2midev1 2.0.0]$ cp /tmp/grouper2.0/grouper.ui-2.0.0.tar.gz .
[appadmin@i2midev1 2.0.0]$ tar xzf grouper.ui-2.0.0.tar.gz
[appadmin@i2midev1 2.0.0]$ cp -Rv filesGrouperUi/* grouper.ui-2.0.0/
[appadmin@i2midev1 2.0.0]$ cd grouper.ui-2.0.0
[appadmin@i2midev1 grouper.ui-2.0.0]$ ant clean
[appadmin@i2midev1 2.0.0]$ cd /opt/grouper/2.0.0/
[appadmin@i2midev1 2.0.0]$ cp -Rv filesGrouperUiTomcat/* /opt/tomcats/tomcat_e/webapps/grouper_v2_0_0/

[appadmin@i2midev1 2.0.0]$ /sbin/service tomcat_e restart

sdf

Grouper Role and Permission Management
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Role and Permission Management as of v2.0

Grouper permission limits
Grouper permissions allow and disallow

Grouper has the capability to manage external applications' roles and permissions, and can function as a central permission management
system. 

Note that "privilege" is interchangeable with "permission", but Grouper already has documents about internal Grouper privileges on Groups /
folders / etc. so the word "permission" is used here.

Roles can be stored in Grouper.  Roles can be assigned to subjects or groups.
External application permission objects can be stored in Grouper.
Permissions can be assigned to roles or to subjects since they are modeled as types of attributes on role memberships or roles.
Roles can be configured to imply other roles.  For example a Senior Loan Administrator is a Loan Administrator, plus a few more security
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grants.  Roles can be connected like a directed graph of role inheritance
Permissions can grouped into permissionSets.  E.g. if an organization hierarchy was represented as permissions, then the higher level
organizations can imply the lower level ones.  Note this does not have to be a hierarchy
Permission assignments have an optional "action" qualifier.  This is a free form string which is configured per permission definition.  E.g. a
user can READ certain orgs, and WRITE certain other orgs.
Permission actions can imply other actions.  e.g. Having ADMIN on a permission resource implies being able to READ or WRITE it. 
Note, there are no built in actions (though a default "assign" exists if none specified).  So the actions and action inheritance needs to be
defined
Permission assignments can be .  With all the inheritance (permission resource, role, action, memberships),ALLOWED or DISALLOWED
if a permission is allowed to a wide population, then it can be narrowed with a disallow.  For example, someone could be assigned to
READ all orgs in the University in the payroll system, except for the user's own org.
Permission limits can be assigned to direct permission assignments.  The limit can have a value or type string, numeric, date, etc.  The
limit has logic associated with it to use the optional value and context from the caller to decide if the permission is allowed or not.  There
are  for value (e.g. allowed to approve if value less then 50000), time of day (only allowed during business hours), ipbuilt-in limits
address, etc.
All permissions operations are exposed through the Grouper Lite UI
Videos:

Demo of permissions
Attribute definitions (definition holds security, name, actions for all permission names associated)
Attribute definition privileges (attribute definition privileges control who can list the permissions, or assign them)
Permission name hierarchies
Role editor
Directed graph visualization
Permissions demos of allow/deny

Common setup
Role assignment vs individual assignment
Role assignment vs individual assignment up the hierarchy
Role assignment vs individual assignment up the hierarchy2
Action directed graph priority
Various role assignments
Role inheritance
Directed graph priority
Directed graph priority with tie
Resource directed graph tie with different actions

Permission limits UI

See also the  page for guidelines of when to use rules, roles, permission limits, and enabled / disabledOverview of Access Management Features
dates.

GSH commands

Create a role

gsh 30% userSharerRole = rolesStem.addChildRole( , );"userSharer" "userSharer"

Add a member to a role (in this case a group)

gsh 38% userSharerRole.addMember(studentsGroup.toSubject());

Create a permission definition

gsh 51% resourcesDef = resourcesStem.addChildAttributeDef( ,"secureShareWebResources"
AttributeDefType.perm);

Add one permissions resource name to another (permissionSet)

gsh 63% receiveSetResource.getAttributeDefNameSetDelegate().addToAttributeDefNameSet(splashResource);

Assign a permission to a role

gsh 70% userSharerRole.getPermissionRoleDelegate().assignRolePermission(sendSetResource);

Assign a permission to a member in a role

http://www.youtube.com/watch?v=E2-fGjE2obQ
http://www.youtube.com/watch?v=EYH_T86IJ9k
http://www.youtube.com/watch?v=Qqg7aVJ-SkE
http://www.youtube.com/watch?v=w0z4AA3p1aQ
http://www.youtube.com/watch?v=IVObg36d4Qs
http://www.youtube.com/watch?v=DzBvOteaXJM
http://www.youtube.com/watch?v=axvbV7-Bhbc
http://www.youtube.com/watch?v=gqooNOjVioQ
http://www.youtube.com/watch?v=tVivglVIudw
http://www.youtube.com/watch?v=aPRzX5gQTHM
http://www.youtube.com/watch?v=G8R7XUAaG1M
http://www.youtube.com/watch?v=0oLzYvMFCPw
http://www.youtube.com/watch?v=qcH14ada-5k
http://www.youtube.com/watch?v=0YUftOqeWtA
http://www.youtube.com/watch?v=I9Sp92rzoWI
http://www.youtube.com/watch?v=FU57u3pIA2E
http://www.youtube.com/watch?v=06l381Myjxg


gsh 73% adminRole.getPermissionRoleDelegate().assignSubjectRolePermission(adminEmailButtonResource,
schleindMember);

Grouper permission limits
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Overview of Grouper Permission Limits

Grouper permission limits are used to set up runtime constraints on permissions. You can limit a permission to a condition in the environment or
data passed to Grouper.  Note, limits can only apply to permissions which are allowed, not disallowed.

A limit is an attribute of type limit assigned on the permission assignment, or assigned to the role membership, or assigned to the role.

At runtime, Grouper, or custom logic, or the caller of the API or WS could set environment variables for the request that the limit logic can use.

You may want to review the  to see if any of them apply to your use case.permission limit built-in implementations

See also the  page for guidelines of when to use rules, roles, permission limits, and enabled / disabledAccess Management Features Overview
dates.

Example

For instance, a built-in limit expression language could be (note, you set the Root folder where Grouper creates built in things, in this case it is
school:etc):

school:etc:limits:expressionLanguage

When it is assigned, the value could be:

amount <= 50000

Those limits would take the environment variables available to the limit, and put them as EL variables.

There could be helper variables or classes to do common things (in this case no arguments are required, though the caller could override)...

hourOfDay >= 9 && hourOfDay <= 17

Or here the caller passes the user's ip address (ipv4 still :) )

limitElUtils.ipOnNetworks(ipAddress, '1.2.3.4/24, 2.3.4.5/26')

In the grouper.properties you could configure other helper classes that are in scope in the expression language

In the grouper.properties you could associate custom limits with subclass of a limit base clase (or an implementation of a Java interface) to take
the environment variables, the value of the limit attribute, and other data about the calculation, and give an answer.

The UI for limits has type checking for values, and validates the inputs.

If there are errors, the exception will be thrown so the caller can see what is going on without looking in the server logs.

The UI can set environment variables to simulate a real query and see the red/green results

Limit logic

For each limit, you need to associate a logic class.  You can do this with Java. The Grouper administrator needs to register the implementation,
though in the future we could do this with JSON/EL (Expression Language) where the admin does not need to help.

Generally you should extend the edu.internet2.middleware.grouper.permissions.limits.PermissionLimitBase class.  If you really want to implement
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an interface, you can implement edu.internet2.middleware.grouper.permissions.limits.PermissionLimitInterface, though if more methods are
added with default implementations, you will have to change your code when you upgrade Grouper.  Here are the methods:

  /**
   *  the limit allowed the permission to be allowedif
   * @param permissionEntry to check
   * @param limitAssignment the assignment of the limit (e.g. to the permission
   * assignment a parent assignment, or the role, etc)
   * @param limitAssignmentValues
   * @param limitEnvVars value could be , , or String Long Double
   * @    allowed,   notreturn true if false if
   */
     allowPermission(PermissionEntry permissionEntry, AttributeAssignpublic abstract boolean
limitAssignment,
      Set<AttributeAssignValue> limitAssignmentValues, Map< , > limitEnvVars);String Object

  /**
   * validate a user entered value(s) on the limit assignment
   * @param limitAssign
   * @  the UI key  the error code (arbitrary, in Grouper should put in nav.properties)return for
   * or   oknull for
   */
     validateLimitAssignValue(AttributeAssign limitAssign);public abstract String

  /**
   *  a UI key to documentation about the limit.   Grouper, put in nav.propertiesreturn for
   * @  a UI keyreturn
   */
     documentationKey();public abstract String

  /**
   *  we can cache the result  a some minutes.if for
   * i.e.  the same attribute assignment and value and input map, is the result the same...for
   * e.g. ip address math can be cached, amount limits, etc.  If there are conditions about the
   * permission names, then dont cache
   * @  the number of minutes to cachereturn
   */
     cacheLimitValueResultforMinutes();public abstract int

Register the limit attribute definition name with the logic class in the grouper.properties:

# permission limits linked to subclasses of
edu.internet2.middleware.grouper.permissions.limits.PermissionLimitBase
grouper.permissions.limits.logic.someName.limitName =
grouper.permissions.limits.logic.someName.logicClass =

Security

If the attribute definitions of the limits are not set correctly (e.g. so the same subjects who can READ the permissions can READ the limits), then if
limit security worked like Grouper security, then the limits would not be seen and a wider set of ALLOWs would potentially occur than should. 
So... if you are reading permissions, and processing limits, or reading limits, you will see them if you can see the permissions.  Note, the limit
execution context is not as GrouperSystem, so if there is something in there that doesnt work, it should throw an exception or return false.

Caching

The Logic implementation can cache the result per the limit, limit values, and env variables.  Note that if there are other data used in the logic (e.g.
based on the subject the permission is for), that you shouldnt cache with this strategy, you should use your own caching or dont cache.  Also,
note if you want a configurable cache, just return a number from GrouperConfig.getPropertyInt().  Normally this is just a boolean, cache for a few
minutes, or dont cache at all.

Limit assignment types

The obvious place to assign limits would be on permissions assignments.  You can do this in Grouper, but you can also assign limits to other



objects to make more general limits.  For instance, here is a limit assigned to a permission assignment

    .adminRole.getPermissionRoleDelegate().assignSubjectRolePermission(this
        .readString, .artsAndSciences, .subj0, PermissionAllowed.ALLOWED);this this this
    
    AttributeAssign attributeAssign =  PermissionFinder().addSubject( .subj0).addAction(new this this
.readString)
      .addPermissionName( .artsAndSciences).addRole( .adminRole).assignImmediateOnly(this this true
).findPermission( ).getAttributeAssign();true
    
   
attributeAssign.getAttributeValueDelegate().assignValue(PermissionLimitUtils.limitElAttributeDefName().getName(),

);"hourOfDay >= 9 && hourOfDay <= 17"

If you want to assign a limit to a role, then all permissions assignments to that role, or permissions assignments to individuals in the context of that
role will inherit that limit.  This way you do not have to assign the limit to all permissions assignments for that role.  Note, there is no way to
change this limit further down the inheritance chain, all subjects in this role will have this limit.  However, if you have custom logic, and you want to
have an algorithm to do this, it is possible.

this
.adminRole.getAttributeValueDelegate().assignValue(PermissionLimitUtils.limitElAttributeDefName().getName(),

);"amount < 50000"

If you want to assign a limit to all the permissions for a user in a role, you can assign it to the AnyMembership (immediate or effective) of a subject
and role.

GroupMember groupMember =  GroupMember( .adminRole, .subj0);new this this

groupMember.getAttributeValueDelegate().assignValue(PermissionLimitUtils.limitIpOnNetworksName(), 
);"1.2.3.0/24, 2.3.4.0/16"

Permission limit builtin implementations
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This document shows the Grouper built-in implementations to .Grouper permissions limits

Basics

Permission limits are pluggable, so if the one you needs isn't built in, then you can build your own.  The Grouper team can help, ask the
grouper-users list.  If you create one that seems like it would be useful to others, contribute it back and we can make a comparable built-in.  The
built-in limits are are created automatically if you set this in the grouper.properties:

# root stem in grouper where built in attributes are put
grouper.attribute.rootStem = etc:attribute

#  the attribute loader attributes, and other attributes should be autoconfigured (created, etc)if
grouper.attribute.loader.autoconfigure = true

Note, each institution sets their own grouper.attribute.rootStem, so the built in attributes might be in different places.  If you are in the UI and
search for the extension of the attribute you need, it will show you where it is, or you can ask your Grouper administrator.  Note that each user
who is using the built in attributes needs privileges to do so... Or the admin could make them public by setting ATTR_READ and ATTR_UPDATE
to GrouperAll.  You can make them public when created (default)

#  the permissions limits should be readable and updatable by GrouperAll (set when created)...if
grouper.permissions.limits.builtin.createAs.  = public true

Permission Limit Built-In Implementations are:
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Weekday 9 to 5 limit
Amount less than limit
Amount less than or equal limit
Labels contain limit
IP address on networks limit
IP address on network realm limit
Expression language (EL) limit

Weekday 9 to 5 limit

Use this if you want the permission allowed from 9 to 5 on a weekday

AttributeAssign attributeAssign =  PermissionFinder().addSubject( .subj0).addAction(new this this
.readString)
      .addPermissionName( .artsAndSciences).addRole( .adminRole).assignImmediateOnly(this this true
).findPermission( ).getAttributeAssign();true
    
attributeAssign.getAttributeDelegate().assignAttributeByName(PermissionLimitUtils.limitWeekday9to5Name());

//check by time on client (6pm)

 PermissionFinder().addSubject( .subj0)new this
        .addAction( .readString).addPermissionName( .english)this this
       
.assignPermissionProcessor(PermissionProcessor.FILTER_REDUNDANT_PERMISSIONS_AND_ROLES_AND_PROCESS_LIMITS)
       
.addLimitEnvVar( , ).hasPermission()"( )hourOfDay"int "18"

//check by time on server
 PermissionFinder().addSubject( .subj0)new this

        .addAction( .readString).addPermissionName( .english)this this
       
.assignPermissionProcessor(PermissionProcessor.FILTER_REDUNDANT_PERMISSIONS_AND_ROLES_AND_PROCESS_LIMITS)
       
.hasPermission()

Amount less than limit

This limit makes sure that the amount environment variable is less than a certain amount.  Note, if the amount environment variable is not passed
in when the permissions query happens (assuming the call requests a permissions limit processing step), then there will be an exception

AttributeAssign attributeAssign =  PermissionFinder().addSubject( .subj0).addAction(new this this
.readString)
      .addPermissionName( .artsAndSciences).addRole( .adminRole).assignImmediateOnly(this this true
).findPermission( ).getAttributeAssign();true
    
    attributeAssign.getAttributeValueDelegate().assignValueInteger(
        PermissionLimitUtils.limitAmountLessThanName(), 50000L);
    
     PermissionFinder().addSubject( .subj0)new this
        .addAction( .readString).addPermissionName( .english)this this
       
.assignPermissionProcessor(PermissionProcessor.FILTER_REDUNDANT_PERMISSIONS_AND_ROLES_AND_PROCESS_LIMITS)
       
.addLimitEnvVar( , ).hasPermission();"( )amount"int "49999"

Amount less than or equal limit

This limit makes sure that the amount environment variable is less or equal to a certain amount.  Note, if the 'amount' environment variable is not
passed in when the permissions query happens (assuming the call requests a permissions limit processing step), then there will be an exception



AttributeAssign attributeAssign =  PermissionFinder().addSubject( .subj0).addAction(new this this
.readString)
      .addPermissionName( .artsAndSciences).addRole( .adminRole).assignImmediateOnly(this this true
).findPermission( ).getAttributeAssign();true

    attributeAssign.getAttributeValueDelegate().assignValueInteger(
        PermissionLimitUtils.limitAmountLessThanOrEqualName(), 50000L);

     PermissionFinder().addSubject( .subj0)new this
        .addAction( .readString).addPermissionName( .english)this this
       
.assignPermissionProcessor(PermissionProcessor.FILTER_REDUNDANT_PERMISSIONS_AND_ROLES_AND_PROCESS_LIMITS)
.addLimitEnvVar( , ).hasPermission();"( )amount"int "50000"

Labels contain limit

This limit allows you to configure a comma separated list of labels where the user needs one of them. Note, if the 'labels' environment variable is
not passed in when the permissions query happens (assuming the call requests a permissions limit processing step), then there will be an
exception.  If the user has no labels, pass in the variable with an empty value.

AttributeAssign attributeAssign =  PermissionFinder().addSubject( .subj0).addAction(new this this
.readString)
      .addPermissionName( .artsAndSciences).addRole( .adminRole).assignImmediateOnly(this this true
).findPermission( ).getAttributeAssign();true
    
    attributeAssign.getAttributeValueDelegate().assignValue(
        PermissionLimitUtils.limitLabelsContainName(), );"twoFactor, certificate"

    //  will  , since the user has two factor, and that is one of the required labelsthis return true
 PermissionFinder().addSubject( .subj0)new this

        .addAction( .readString).addPermissionName( .english)this this
       
.assignPermissionProcessor(PermissionProcessor.FILTER_REDUNDANT_PERMISSIONS_AND_ROLES_AND_PROCESS_LIMITS)
       
.addLimitEnvVar( , ).hasPermission()"labels" "threeFactor, twoFactor, biometric"

IP address on networks limit

Note, this assumes IPv4.  Note, if the caller is requesting to process limits, and does not pass the ipAddress env variable, then an exception will
be thrown

AttributeAssign attributeAssign =  PermissionFinder().addSubject( .subj0).addAction(new this this
.readString)
      .addPermissionName( .artsAndSciences).addRole( .adminRole).assignImmediateOnly(this this true
).findPermission( ).getAttributeAssign();true
    
    attributeAssign.getAttributeValueDelegate().assignValue(
        PermissionLimitUtils.limitIpOnNetworksName(), );"1.2.3.0/24, 2.3.4.0/16"

     PermissionFinder().addSubject( .subj0)new this
        .addAction( .readString).addPermissionName( .english)this this
       
.assignPermissionProcessor(PermissionProcessor.FILTER_REDUNDANT_PERMISSIONS_AND_ROLES_AND_PROCESS_LIMITS)
       
.addLimitEnvVar( , ).hasPermission()"ipAddress" "1.2.3.40"

IP address on network realm limit

Note, this assumes IPv4.  This allows you to centrally manage the ip networks being checked.  Register them by name in the grouper.properties. 
Note, if the caller is requesting to process limits, and does not pass the ipAddress env variable, then an exception will be thrown



//put  in the grouper.properties: grouper.permissions.limits.realm.myInstitutionLocal2 =this
4.1.6.0/24, 6.1.0.0/16

    AttributeAssign attributeAssign =  PermissionFinder().addSubject( .subj0).addAction(new this this
.readString)
      .addPermissionName( .artsAndSciences).addRole( .adminRole).assignImmediateOnly(this this true
).findPermission( ).getAttributeAssign();true
    
    attributeAssign.getAttributeValueDelegate().assignValue(
        PermissionLimitUtils.limitIpOnNetworkRealmName(), );"myInstitutionLocal2"
 
     PermissionFinder().addSubject( .subj0)new this
        .addAction( .readString).addPermissionName( .english)this this
       
.assignPermissionProcessor(PermissionProcessor.FILTER_REDUNDANT_PERMISSIONS_AND_ROLES_AND_PROCESS_LIMITS)
       
.addLimitEnvVar( , ).hasPermission()"ipAddress" "4.1.6.40"

Expression language (EL) limit

This limit allows a scriptlet in expression language to do pretty much anything you want, though it can be complex for non technical people set it
up.  There is documentation to help though.  We use .Jakarta commons JEXL

If you are doing numeric limits (e.g. amount < 50000), this is an easy one to use.  You can do boolean combinations, etc.

If you are calculating limits, and you do not pass in a variable used in the EL, then it will throw an exception

attributeAssign.getAttributeValueDelegate().assignValue(PermissionLimitUtils.limitElAttributeDefName().getName(),
);"amount < 50000"

 PermissionFinder().addSubject( .subj0).addAction( .readString).addPermissionName(new this this this
.english)
       
.assignPermissionProcessor(PermissionProcessor.FILTER_REDUNDANT_PERMISSIONS_AND_ROLES_AND_PROCESS_LIMITS).hasPermission();
//note:  ExpressionLanguageMissingVariableExceptionthrows
//the exception message says: variable 'amount' is not defined in script: 'amount < 50000'

You can use built-in variables (which you can override by passing them in the env var map:

calendar: the current calendar
dayOfWeek: from calendar.SUNDAY to calendar.SATURDAY.  Note that these are integers are 1-7
hourOfDay: from 0 to 23
minuteOfHour: from 0 to 59
minuteOfDay: from 0 to 1439
monthOfYear: from calendar.JANUARY to calendar.DECEMBER.  Note that these are integers from 0 to 11

These are built in variables that you cannot override:

limitElUtils: instance of LimitElUtils
limitAssignmentId: assignmentId of the limit
permissionAction: action we are checking
permissionMemberId: memberId we are checking if permission is assigned to member
permissionRoleId: role id of the permission we are checking
permissionRoleName: role name of the permission we are checking
permissionAttributeDefNameId: attribute def name id of the permission
permissionAttributeDefNameName: attribute def name of the permission

You can put in your own custom variables in the grouper.properties to run your own logic:

grouper.permissions.limits.el.classes = some.fully.qualified.SomeClassName,
some.fully.other.AnotherClassName

Those classes will be registered with the variable names: someClassName and anotherClassName, note they will be instances (but can still use
static methods), and need a default public constructor

So, if you want to check time, you can do this with time on client, or server.  Here is an example of time on client (at 10:13am), allowed between
9am and 5pm:

http://commons.apache.org/jexl/reference/


.adminRole.getPermissionRoleDelegate().assignSubjectRolePermission(this
        .readString, .artsAndSciences, .subj0, PermissionAllowed.ALLOWED);this this this
    
    AttributeAssign attributeAssign =  PermissionFinder().addSubject( .subj0).addAction(new this this
.readString)
      .addPermissionName( .artsAndSciences).addRole( .adminRole).assignImmediateOnly(this this true
).findPermission( ).getAttributeAssign();true
    
   
attributeAssign.getAttributeValueDelegate().assignValue(PermissionLimitUtils.limitElAttributeDefName().getName(),

);"hourOfDay >= 9 && hourOfDay <= 17"

     PermissionFinder().addSubject( .subj0)new this
        .addAction( .readString).addPermissionName( .english)this this
       
.assignPermissionProcessor(PermissionProcessor.FILTER_REDUNDANT_PERMISSIONS_AND_ROLES_AND_PROCESS_LIMITS)
       
.addLimitEnvVar( , ).hasPermission()"( )hourOfDay"int "10"

Here is an example of time on server (just dont pass in a variable, and it wont override whats there)

 PermissionFinder().addSubject( .subj0)new this
        .addAction( .readString).addPermissionName( .english)this this
       
.assignPermissionProcessor(PermissionProcessor.FILTER_REDUNDANT_PERMISSIONS_AND_ROLES_AND_PROCESS_LIMITS)
       
.hasPermission()

Here is an example of checking an ip address to be on a network (note, if processing limits on the server, the env var ipAddress must be passed
in):

AttributeAssign attributeAssign =  PermissionFinder().addSubject( .subj0).addAction(new this this
.readString)
      .addPermissionName( .artsAndSciences).addRole( .adminRole).assignImmediateOnly(this this true
).findPermission( ).getAttributeAssign();true

attributeAssign.getAttributeValueDelegate().assignValue(PermissionLimitUtils.limitElAttributeDefName().getName(),
       
);"limitElUtils.ipOnNetwork(ipAddress, '1.2.3.0', 24)"

 PermissionFinder().addSubject( .subj0)new this
        .addAction( .readString).addPermissionName( .english)this this
       
.assignPermissionProcessor(PermissionProcessor.FILTER_REDUNDANT_PERMISSIONS_AND_ROLES_AND_PROCESS_LIMITS)
       
.addLimitEnvVar( , ).hasPermission();"ipAddress" "1.2.3.40"

//check to see  on multiple networks:if
attributeAssign.getAttributeValueDelegate().assignValue(PermissionLimitUtils.limitElAttributeDefName().getName(),
       

);"limitElUtils.ipOnNetworks(ipAddress, '1.2.3.0/24, 2.3.4.0/16')"

 PermissionFinder().addSubject( .subj0)new this
        .addAction( .readString).addPermissionName( .english)this this
       
.assignPermissionProcessor(PermissionProcessor.FILTER_REDUNDANT_PERMISSIONS_AND_ROLES_AND_PROCESS_LIMITS)
       
.addLimitEnvVar( , ).hasPermission();"ipAddress" "1.2.3.40"

//centrally manage the networks:
attributeAssign.getAttributeValueDelegate().assignValue(PermissionLimitUtils.limitElAttributeDefName().getName(),
       

);"limitElUtils.ipOnNetworkRealm(ipAddress, 'myInstitutionLocal')"

//note: there is a grouper.properties entry: grouper.permissions.limits.realm.myInstitutionLocal =
4.5.6.0/24, 6.7.0.0/16new PermissionFinder().addSubject( .subj0)this
        .addAction( .readString).addPermissionName( .english)this this
       
.assignPermissionProcessor(PermissionProcessor.FILTER_REDUNDANT_PERMISSIONS_AND_ROLES_AND_PROCESS_LIMITS)
       
.addLimitEnvVar( , ).hasPermission();"ipAddress" "4.5.6.40"



You can test a label set to see if the user has that label

AttributeAssign attributeAssign =  PermissionFinder().addSubject( .subj0).addAction(new this this
.readString)
      .addPermissionName( .artsAndSciences).addRole( .adminRole).assignImmediateOnly(this this true
).findPermission( ).getAttributeAssign();true
    
   
attributeAssign.getAttributeValueDelegate().assignValue(PermissionLimitUtils.limitElAttributeDefName().getName(),
       

);"limitElUtils.labelsContain(authnAttributes, 'twoFactor, certificate')"

    //  is  since one of the strings is twoFactor, and that is one of the ones checking ...this true for
 PermissionFinder().addSubject( .subj0)new this

        .addAction( .readString).addPermissionName( .english)this this
       
.assignPermissionProcessor(PermissionProcessor.FILTER_REDUNDANT_PERMISSIONS_AND_ROLES_AND_PROCESS_LIMITS)
       
.addLimitEnvVar( , ).hasPermission()"authnAttributes" "twoFactor, threeFactor, biometric"

sdf

Grouper permissions allow and disallow
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Grouper 2.0 adds allow/deny to .  This means that permission assignments have a true/false flag which indicates if the assignment ispermissions
an allow or deny. 

Instead of Deny being a Deny, it is a DisAllow, where you filter the allows.  An equal inherited allow and deny will result in an allow, and the depth
of the inheritance is a factor.

Grouper has permissions for external applications.

i.e. msmith can READ org MATH101 for application payrollUser

or

payrollUser can access the studentSearch screen of the payroll application, and msirota is assigned the payrollUser role.

There are inheritance directed graphs of the resources (MATH101), actions (READ), and roles (payrollUser).  And for Penn to use this it needs to
be able to DENY as well as ALLOW a permission.  Currently Grouper can only allow.  So if we add DENY, then a payroll ADMIN could get
ALLOW on the entire university, and DENY exec_pay, and DENY their own org.

An issue is depending on the directed graph assignments if the overall result of a permission query is an allow or deny.

Screen movie of setting this up

Here is the GSH which sets this up

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
http://www.youtube.com/watch?v=axvbV7-Bhbc


1.  
2.  
3.  

1.  

2.  

grouperSession = GrouperSession.startRootSession();
top =  StemSave(grouperSession).assignName( ).assignDisplayExtension(new "top" "top display name"
).save();
adminRole =  GroupSave(grouperSession).assignName(new "top:admin"
).assignTypeOfGroup(TypeOfGroup.role).save();
seniorAdmin =  GroupSave(grouperSession).assignName(new "top:seniorAdmin"
).assignTypeOfGroup(TypeOfGroup.role).save();
seniorAdmin.getRoleInheritanceDelegate().addRoleToInheritFromThis(adminRole);
user =  GroupSave(grouperSession).assignName(new "top:user"
).assignTypeOfGroup(TypeOfGroup.role).save();

permissionDef =  AttributeDefSave(grouperSession).assignName(new "top:permissionDef"
).assignAttributeDefType(AttributeDefType.perm).assignToEffMembership( ).assignToGroup(true true
).save();
english =  AttributeDefNameSave(grouperSession, permissionDef).assignName(new "top:english"
).assignDisplayExtension( ).save();"English"
math =  AttributeDefNameSave(grouperSession, permissionDef).assignName(new "top:math"
).assignDisplayExtension( ).save();" "Math
electricalEngineering =  AttributeDefNameSave(grouperSession, permissionDef).assignName(new

).assignDisplayExtension( ).save();"top:electricalEngineering" "Electrical Engineering"
chemicalEngineering =  AttributeDefNameSave(grouperSession, permissionDef).assignName(new

).assignDisplayExtension( ).save();"top:chemicalEngineering" "Chemical Engineering"
artsAndSciences =  AttributeDefNameSave(grouperSession, permissionDef).assignName(new

).assignDisplayExtension( ).save();"top:artsAndSciences" "Arts and Sciences"
engineering =  AttributeDefNameSave(grouperSession, permissionDef).assignName(new "top:engineering"
).assignDisplayExtension( ).save();"Engineering"
all =  AttributeDefNameSave(grouperSession, permissionDef).assignName(new "top:all"
).assignDisplayExtension( ).save();"All"

all.getAttributeDefNameSetDelegate().addToAttributeDefNameSet(engineering);
all.getAttributeDefNameSetDelegate().addToAttributeDefNameSet(artsAndSciences);
artsAndSciences.getAttributeDefNameSetDelegate().addToAttributeDefNameSet(english);
artsAndSciences.getAttributeDefNameSetDelegate().addToAttributeDefNameSet(math);
engineering.getAttributeDefNameSetDelegate().addToAttributeDefNameSet(math);
engineering.getAttributeDefNameSetDelegate().addToAttributeDefNameSet(electricalEngineering);
engineering.getAttributeDefNameSetDelegate().addToAttributeDefNameSet(chemicalEngineering);

permissionDef.getAttributeDefActionDelegate().configureActionList( );"read, write, readWrite, admin"
read = permissionDef.getAttributeDefActionDelegate().findAction( , );"read" true
write = permissionDef.getAttributeDefActionDelegate().findAction( , );"write" true
readWrite = permissionDef.getAttributeDefActionDelegate().findAction( , );"readWrite" true
admin = permissionDef.getAttributeDefActionDelegate().findAction( , );"admin" true

readWrite.getAttributeAssignActionSetDelegate().addToAttributeAssignActionSet(read);
readWrite.getAttributeAssignActionSetDelegate().addToAttributeAssignActionSet(write);
admin.getAttributeAssignActionSetDelegate().addToAttributeAssignActionSet(readWrite);

subj0 = addSubject( , , );"subj0" "person" "subj0"
subj0 = SubjectFinder.findById( , );"subj0" true

Algorithm summary

Direct assignments trump inherited assignments
A lower depth inherited assignment trumps a higher depth inherited assignment (on the directed graph of inheritance)
Inherited ALLOW assignments (of equal depth) trump inherited NOT_ALLOW assignments

Note: one requirement is to be able to determine the result with only one DB query.  There is probably a better way to do this if more queries are
available, but we need performance to be fast.

Algorithm

Note: assignments of permissions directly to subjects are only in the context of a role.  So if the user loses that role, they lose the
individual permission assignments.  This can be used for deprovisioning (e.g. the role assignment is based on a composite group or rule
that the subject must be in the employee group)
Permissions can be computed flattened across all roles in the application, or for a certain role (the user would "actAs" a certain role as
they use the application, sometimes needing to elevate their permissions).  If the permissions are flattened, then any ALLOW will cause



2.  

3.  
4.  
5.  

6.  

7.  
a.  

b.  

c.  
i.  

ii.  

the overall results to be an ALLOW
If there is no relevant assignment, then the result is default DENY
Assignments to as individual subject will trump assignments to a role that the subject is assigned to
Assignments to a role the subject is assigned to will trump assignment to a role the subject's role inherits from.  Lower depth role
assignments trump higher depth assignments.
If there are only assignments to inherited roles of equal depth, then if any of those assignments is an ALLOW, then the result will be a
ALLOW.  If all are NOT_ALLOW, then the result will be NOT_ALLOW
If there are two assignments that conflict based on role, then look at the resources:

If the resource has a direct assignment (not possible to have two conflicting assignments to the same resource, action, role,
subject), then use it, it trumps an inherited assignment.  Lower depth inherited assignments trump higher depth inherited
assignments.
If there are inherited permissions of the same depth, then if any is a ALLOW, then the result is ALLOW.  If all are NOT_ALLOW,
then result is NOT_ALLOW
If there are two direct assignments to the same resource (not inherited) with different ACTIONS:

If the ACTION has a DIRECT assignment, then if it is ALLOW, then result is ALLOW, else DENY.  Lower depth action
assignments trump higher depth assignments.
If there are inherited ACTIONS of the same depth, then if any is an ALLOW, then the result is ALLOW.  If all are
NOT_ALLOW, then result is NOT_ALLOW

Various role assignments

Assignments:

Role<Admin> allows: Action<Read> of Resource<Arts and sciences>

Role<User> denies: Action<Read> of Resource<Arts and sciences>

User jsmith is assigned Role<Admin> and Role<User>

Result:

Overall, jsmith is allowed Arts and sciences since if a user is allowed in any role, they are allowed.

If the application supports users acting as a certain role instead of flattening all permissions into one permissions set (i.e. ability to elevate
permissions), then as a User, jsmith cannot Read Arts and Sciences, but as an Admin, jsmith can Read Arts and Sciences

Screen movie of setting this up and analyzing result

GSH commands:

adminRole.getPermissionRoleDelegate().assignRolePermission( , artsAndSciences,"read"
PermissionAllowed.ALLOWED);
user.getPermissionRoleDelegate().assignRolePermission( , artsAndSciences,"read"
PermissionAllowed.DISALLOWED);

adminRole.addMember(subj0, );false
user.addMember(subj0, );false

PermissionFinder.hasPermission(subj0, english, );"read"
PermissionFinder.hasPermission(subj0, adminRole, english, );"read"
PermissionFinder.hasPermission(subj0, user, english, );"read"

Role inheritance

Assignments: 

Role<Admin> denies: Action<Read> of Resource<Arts and sciences> 

Role<Senior admin> allows: Action<Read> of Resource<All> 

User jsmith is assigned Role<Senior admin> 

Result: 

Overall, jsmith is allowed Action<Read> of Resource<Arts and sciences> since the subject is assigned directly to Senior admin, it will trump
inherited role assignments

Screen movie of setting this up and analyzing result

GSH commands:

http://www.youtube.com/watch?v=0oLzYvMFCPw
http://www.youtube.com/watch?v=qcH14ada-5k


adminRole.getPermissionRoleDelegate().assignRolePermission( , artsAndSciences,"read"
PermissionAllowed.DISALLOWED);
seniorAdmin.getPermissionRoleDelegate().assignRolePermission( , all, PermissionAllowed.ALLOWED);"read"
seniorAdmin.addMember(subj0, );true

PermissionFinder.hasPermission(subj0, artsAndSciences, );"read"
PermissionFinder.hasPermission(subj0, seniorAdmin, artsAndSciences, );"read"

Role assignment vs individual assignment

Assignments:

Role<Admin> allows: Action<Read> of Resource<Arts and sciences>

User jsmith is assigned Role<Admin>

User jsmith is assigned permission Deny, Action<Read>, Resource<Arts and sciences>, in the context of Role<Admin>

Result:

jsmith is not allowed to Read Arts and sciences (overall, or role specific) since an individual assignment trumps a generic role assignment

Screen movie of setting this up and analyzing result

GSH commands:

adminRole.getPermissionRoleDelegate().assignRolePermission( , artsAndSciences,"read"
PermissionAllowed.ALLOWED);
seniorAdmin.addMember(subj0, );true
adminRole.getPermissionRoleDelegate().assignSubjectRolePermission( , artsAndSciences, subj0,"read"
PermissionAllowed.DISALLOWED);

PermissionFinder.hasPermission(subj0, artsAndSciences, );"read"
PermissionFinder.hasPermission(subj0, seniorAdmin, artsAndSciences, );"read"

Role assignment vs individual assignment up the hierarchy

Assignments: 

Role<Admin> denies: Action<Read> of Resource<Arts and sciences> 

User jsmith is assigned Role<Admin> 

User jsmith is assigned permission Allow, Action<Read>, Resource<All>, in the context of Role<Admin> 

Result: 

jsmith is allowed to Read Resource<Math> (overall, or role specific) since an individual assignment, even up the resource graph, trumps a generic
role assignment.  The user can read all resources.

Screen movie of setting this up and analyzing result

GSH commands:

adminRole.getPermissionRoleDelegate().assignRolePermission( , artsAndSciences,"read"
PermissionAllowed.DISALLOWED);
adminRole.addMember(subj0, );false
adminRole.getPermissionRoleDelegate().assignSubjectRolePermission( , artsAndSciences, subj0,"read"
PermissionAllowed.ALLOWED);

PermissionFinder.hasPermission(subj0, artsAndSciences, );"read"
PermissionFinder.hasPermission(subj0, adminRole, artsAndSciences, );"read"

Role assignment vs individual assignment up the hierarchy example 2

Assignments: 

http://www.youtube.com/watch?v=gqooNOjVioQ
http://www.youtube.com/watch?v=tVivglVIudw


Role<Admin> allows: Action<Read> of Resource<Arts and sciences> 

User jsmith is assigned Role<Admin> 

User jsmith is assigned permission Deny, Action<Read>, Resource<All>, in the context of Role<Admin> 

Result: 

jsmith is not allowed to Read Resource<Math> (overall, or role specific) since an individual assignment, even up the resource graph, trumps a
generic role assignment.  The user cannot read any resources.

Screen movie of setting this up and analyzing result

GSH commands:

adminRole.getPermissionRoleDelegate().assignRolePermission( , artsAndSciences,"read"
PermissionAllowed.ALLOWED);
adminRole.addMember(subj0, );false
adminRole.getPermissionRoleDelegate().assignSubjectRolePermission( , artsAndSciences, subj0,"read"
PermissionAllowed.DISALLOWED);

PermissionFinder.hasPermission(subj0, math, );"read"
PermissionFinder.hasPermission(subj0, adminRole, math, );"read"

Resource directed graph priority

Assignments:

Role<Admin> allows Action<Read> of Resource<All>

Role<Admin> denies Action<Read> of Resource<Arts and sciences>

User jsmith is assigned Role<Admin> 

Result:

User jsmith is denied Action<Read> of Resource<English> and Resource<Math> since there are only inherited assignments and the ones with
lower depth have priority

Screen movie of setting this up and analyzing result

GSH commands:

adminRole.getPermissionRoleDelegate().assignRolePermission( , all, PermissionAllowed.ALLOWED);"read"
adminRole.getPermissionRoleDelegate().assignRolePermission( , artsAndSciences,"read"
PermissionAllowed.DISALLOWED);
adminRole.addMember(subj0, );false

PermissionFinder.hasPermission(subj0, math, );"read"
PermissionFinder.hasPermission(subj0, adminRole, math, );"read"
PermissionFinder.hasPermission(subj0, english, );"read"
PermissionFinder.hasPermission(subj0, adminRole, english, );"read"

Resource directed graph priority with tie

Assignments:

Role<Admin> allows Action<Read> of Resource<Engineering>

Role<Admin> denies Action<Read> of Resource<Arts and sciences>

User jsmith is assigned Role<Admin>

Result:

User jsmith is allowed Action<Read> of Resource<Math> since there are only inherited assignments with the same depth and one is ALLOW

http://www.youtube.com/watch?v=aPRzX5gQTHM
http://www.youtube.com/watch?v=aPRzX5gQTHM


Screen movie of setting this up and analyzing result

GSH commands:

adminRole.getPermissionRoleDelegate().assignRolePermission( , engineering,"read"
PermissionAllowed.ALLOWED);
adminRole.getPermissionRoleDelegate().assignRolePermission( , artsAndSciences,"read"
PermissionAllowed.DISALLOWED);
adminRole.addMember(subj0, );false

PermissionFinder.hasPermission(subj0, math, );"read"
PermissionFinder.hasPermission(subj0, adminRole, math, );"read"

Resource directed graph priority with tie and different actions

Assignments:

Role<Admin> allows Action<Read / write> of Resource<Engineering>

Role<Admin> denies Action<Admin> of Resource<Arts and sciences>

User jsmith is assigned Role<Admin>

Result:

User jsmith is allowed Action<Read> of Resource<Math> since there are only inherited assignments and the one with the lower depth (tie in
resource, Read/Write is lower than Action<Admin>)

Screen movie of setting this up and analyzing result

GSH commands:

adminRole.getPermissionRoleDelegate().assignRolePermission( , engineering,"readWrite"
PermissionAllowed.ALLOWED);
adminRole.getPermissionRoleDelegate().assignRolePermission( , artsAndSciences,"admin"
PermissionAllowed.DISALLOWED);
adminRole.addMember(subj0, );false

PermissionFinder.hasPermission(subj0, math, );"read"
PermissionFinder.hasPermission(subj0, adminRole, math, );"read"

Action directed graph priority

Assignments:

Role<Admin> allows Action<Admin> of Resource<All>

Role<Admin> denies Action<Read / write> of Resource<All>

User jsmith is assigned Role<Admin>

Result:

User jsmith is denied from Action<Read> and Action<Write> of Resource<Math> since there are only inherited assignments and the one with the
lower depth (tie in resource, Read/Write is lower than Action<Admin>)

Screen movie of setting this up and analyzing result

GSH commands:

http://www.youtube.com/watch?v=I9Sp92rzoWI
http://www.youtube.com/watch?v=FU57u3pIA2E
http://www.youtube.com/watch?v=G8R7XUAaG1M


adminRole.getPermissionRoleDelegate().assignRolePermission( , all, PermissionAllowed.ALLOWED);"read"
adminRole.getPermissionRoleDelegate().assignRolePermission( , artsAndSciences,"read"
PermissionAllowed.DISALLOWED);
adminRole.addMember(subj0, );true

PermissionFinder.hasPermission(subj0, math, );"read"
PermissionFinder.hasPermission(subj0, adminRole, math, );"read"
PermissionFinder.hasPermission(subj0, math, );"english"
PermissionFinder.hasPermission(subj0, adminRole, math, );"english"

See Also

Grouper Role and Permission Management

Grouper Permission Limits

Grouper rules
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Grouper rules are available in Grouper v2.0 and above.

use cases

setup with Grouper Client

setup with Web Services

Grouper rules are configurable declarative scripts which run at certain times and perform actions on the registry.  They are similar to  thoughhooks
you don't have to write Java, and it does not require a change to a config file to enable a rule (i.e. anyone with authority in the folder hierarchy
could enable a rule).  This is similar to JBoss drools.  There is no heuristic to find the best rule, it finds all matching rules to fire.  Rules are
unordered.  Some rule "Then" clauses could kick off more rules.

Here is an object which has a rule on it.  Note: rules are configured with the  .  The attributes that set the rules metadata are setattribute framework
in a configured namespace. Ask your Grouper admins which folder holds these attributes.

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/


Here is a diagram which describes what happens when rules fire, and in the background
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Use cases

Click here to  of how the Grouper rules engine can address themsee the use cases and examples

Example of setting up a rule with grouper client

Example of setting up a rule with WS

Rule structure

The rule structure is custom for Grouper since we want it to be performant and secure, however it is inspired from drools.  There are several parts
to a rule:

actAs: subject that the rule will act as.  If blank, then it will be filled in with the user who created the rule (probably a bad idea since the
person might leave at some point, unless it is a service principal).  There can be configurations in the grouper.properties which allow
users to act as other users or GrouperSysAdmin.

check:  this is when the rule is fired.  This will generally have a checkType, which tells grouper when to fire the check, and some data
which narrows down the search.  e.g. checkType could be flattenedMembershipRemove, and the data could be groupName: a:b:c.  the
data is stored in the checkOwner attribute

ifCondition: this might not be needed if the check contains all the information about when the rule should fire.  You can configure a
premade check (enum) or a scriptlet or EL (Expression language).  e.g.

${!RulesUtils.hasMember(groupName, subjectSourceId, subjectId)}

then: this is a premade (enum) or scriptlet (EL: expression language).  e.g. thenType is removeMember and groupName is a:b, or a
scriptlet:

${RulesUtils.removeMember(groupName, subjectSourceId, subjectId}

Rule check

The check component will see if the rule should continue to the "if condition".  The check part is an enum class: 
edu.internet2.middleware.grouper.rules.RuleCheckType

Look at the javadoc or source for the most recent check types, currently they are:

http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper/src/grouper/edu/internet2/middleware/grouper/rules/RuleCheckType.java?view=co


flattenedMembershipRemove
groupCreate
membershipRemove
stemCreate

Here is an example of setting a rule check:

AttributeAssign attributeAssign = groupA.getAttributeDelegate().assignAttribute(
    RuleUtils.ruleAttributeDefName()).getAttributeAssign();

attributeAssign.getAttributeValueDelegate().assignValue(RuleUtils.ruleCheckTypeName(),
RuleCheckType.membershipRemove.name());

attributeAssign.getAttributeValueDelegate().assignValue(RuleUtils.ruleCheckOwnerNameName(), );"stem:b"

The second part of the check is the owner.  This can either be set by name or id.  If the check is for objects in a folder or subfolder, there is also a
stem scope attribute for ONE or SUB

Rule data

The rule will be an attribute of a grouper object (group, stem, etc).  There are attributes on the assignment which configure the params

//add a rule on stem:a saying  you are out of stem:b, then remove from stem:aif
AttributeAssign attributeAssign = groupA
      .getAttributeDelegate().assignAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), );"g:isa"
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleActAsSubjectIdName(), );"GrouperSystem"
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleCheckOwnerNameName(), );"stem:b"
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleCheckTypeName(),
        RuleCheckType.membershipRemove.name());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleIfConditionEnumName(),
        RuleConditionEnum.thisGroupHasImmediateMember.name());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenElName(),
        );"${ruleElUtils.removeMemberFromGroupId(ownerGroupId, memberId)}"

GSH

Print out the rules for an owner in GSH:

RuleApi.rulesToString(groupA)

Print out all rules from GSH:

RuleApi.rulesToString()

Error handling

If the rule execution fails for some reason, it should be logged (which could include emailing administrators), but it probably should not affect the
transaction of the operation that triggered the rule.  Maybe this can be a setting on a per rule basis and where applicable (e.g. if it is a flattened
membership rule trigger, then there is no transaction since the rule fires post commit anyways.

Act as



Note that the subject source should be set before the subject id or identifier (if the id or identifier arent unique).  Anyways, you can act as yourself,
though I dont know why you would want to do that since if you leave the institution the rule might break.  You can configure in the
grouper.properties what the act as rules are, similar to the grouper WS act as.

# Rules users who are in the following group can use the actAs field to act as someone else
# You can put multiple groups separated by commas.  e.g. a:b:c, e:f:g
# You can put a single entry as the group the calling user has to be in, and the grouper the actAs has
to be in
# separated by 4 colons
# e.g.  the configured values is:       a:b:c, e:f:d :::: r:e:w, x:e:wif
# then  the calling user is in a:b:c or x:e:w, then the actAs can be anyoneif
#  not, then  the calling user is in e:f:d, then the actAs must be in r:e:w.  If multiple rules,if if
then
#  one passes, then it is a success,  they all fail, then fail.if if
rules.act.as.group = etc:rulesActAsGroup

Validation

There are certain validation constraints to make a rule valid.  i.e. you need some check, you need some then, you need an act as subject, etc.  So
each time you change a rule attribute value, all the attributes are validated, and the attribute "ruleValid" is managed by that hook.  If the rule
attributes are not valid, you will get a ruleValid value of something like: "INVALID: Rule check type required", if they are valid, then the value will
be "T".  Only rules with a value of T will be processed.  The attribute stores this state so the rules dont have to be validated each time they are
read from the DB, and so the user can get some feedback.

Allow users to be able to assign rules

This is a normal attribute framework NG concept.  The user needs to be able to assign attributes to the owner object.  e.g. for a group, the user
needs ADMIN access on the group.  Then the user needs UPDATE/READ on the attributeDefs (there are two).  Also note, the user needs
privileges in the actAs.  Maybe add to an actAs group, if acting as the user itself, might need access to READ another group where the rule is
fired from, etc.

stem2.grantPriv(SubjectTestHelper.SUBJ9, NamingPrivilege.CREATE, );false
    stem2.grantPriv(SubjectTestHelper.SUBJ9, NamingPrivilege.STEM, );false

    RuleUtils.ruleTypeAttributeDef().getPrivilegeDelegate().grantPriv(SubjectTestHelper.SUBJ9,
AttributeDefPrivilege.ATTR_UPDATE, );false
    RuleUtils.ruleAttrAttributeDef().getPrivilegeDelegate().grantPriv(SubjectTestHelper.SUBJ9,
AttributeDefPrivilege.ATTR_UPDATE, );false
    RuleUtils.ruleTypeAttributeDef().getPrivilegeDelegate().grantPriv(SubjectTestHelper.SUBJ9,
AttributeDefPrivilege.ATTR_READ, );false
    RuleUtils.ruleAttrAttributeDef().getPrivilegeDelegate().grantPriv(SubjectTestHelper.SUBJ9,
AttributeDefPrivilege.ATTR_READ, );false

Logging

You can turn debug logging on to see information about rules which fire.  log4j.properties

log4j.logger.edu.internet2.middleware.grouper.rules = DEBUG

If you want to only log certain rules, you can specify them in the grouper.properties.  (and you need to set the RulesEngine to INFO level at least)

# uuids (comma separated) of the attribute assign record which is the rule type to the owner object
# e.g. SELECT gaagv.attribute_assign_id FROM grouper_attr_asn_group_v gaagv WHERE
gaagv.attribute_def_name_name LIKE '%:rule' AND gaagv.group_name = 'stem:a'
# make sure log info level is set  RuleEnginefor
# log4j.logger.edu.internet2.middleware.grouper.rules.RuleEngine = INFO
rules.attributeAssignTypeIdsToLog = 446bb6b3bbd8417b9a3e386b3bc894c1

You will see log messages like this:



2010-08-21 15:24:13,032: [main] INFO  RuleEngine.fireRule(248) - Rules engine processing rulesBean:
group: stem:b, membership:
Membership[createTime=1282418648019,creatorUuid=8b10ad84a2ab4e4d912aeca154866bbc,depth=0,listName=members,listType=list,
memberUuid=ddbbbb1615964f109e4b5f85c05098f7,groupId=291dbf3b736e42de9985a70e2ac11177,type=immediate,
uuid=4f249fd2636247a78158fc358aa58a32:bb46e541e12049618c199e162056e715],
subject: Subject id: test.subject.0, sourceId: jdbc, ,
found 1 matching rule definitions, ruleDefinition should fire: attributeAssignTypeId:
446bb6b3bbd8417b9a3e386b3bc894c1,
sourceId: g:isa, subjectId: GrouperSystem, checkOwnerName: stem:b, checkType: membershipRemove,
ifConditionEnum: thisGroupHasImmediateEnabledMembership, thenEl:
${ruleElUtils.removeMemberFromGroupId(ownerGroupId, memberId)}, ,
EL variables:
membershipId(4f249fd2636247a78158fc358aa58a32:bb46e541e12049618c199e162056e715),groupId(291dbf3b736e42de9985a70e2ac11177),
groupName(stem:b),ruleElUtils,ownerGroupId(b38004ccf99d44f08f5a0971153ad6a9),subjectId(test.subject.0),memberId(ddbbbb1615964f109e4b5f85c05098f7),
checkOwnerName(stem:b),sourceId(jdbc),,
elResult: , shouldFire count: 1true

Veto

You can have the "then" clause veto an action (if it is a transactional check), by using the grouper util veto EL method.  Note, if you are writing a
custom EL class and want a veto, return the exception, dont throw it.  Also the exception should be a RuleVeto exception (which is runtime) or a
subclass.  This example will veto an add to group A if the person is not a member of group B

//act as GrouperSystem
attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), );"g:isa"
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleActAsSubjectIdName(), );"GrouperSystem"

    //fire the rule when a membership is added to group A
attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleCheckOwnerNameName(), );"stem:a"
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleCheckTypeName(),
        RuleCheckType.membershipAdd.name());

    //  with the rule  the member is not a member of Bcontinue if
attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleIfConditionEnumName(),
        RuleIfConditionEnum.groupHasNoImmediateEnabledMembership.name());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleIfOwnerNameName(),
        );"stem:b"

    //  we get  far, veto the action with a descriptive reasonif this
attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenElName(),
        "${ruleElUtils.veto('rule.entity.must.be.a.member.of.stem.b', 'Entity cannot be a member of

);stem:a  not a member of stem:b')}"if

Daemon

There is a daemon which runs on the loader which validates the rules and marks invalid ones as invalid.  Those need manual fixes to get them
valid again (due to actas permissions).  You can configure the quartz cron in the grouper-loader.properties:

###################################
## Rules config
###################################

# when the rules validations and daemons run.  Leave blank to not run
rules.quartz.cron = 0 0 7 * * ?

The daemon will also run rule logic to sync up data inconsistencies (if it slipped by the rule somehow, or existed before the rule did).  The rule
must be eligibile for daemon logic, meaning it must have an enum for the CHECK part, or either a blank or enum IF condition.  Also, the CHECK
and IF enum must support daemon logic (basically it needs to be implemented), and the "ruleRunDaemon" attribute must be blank or T, and not
F.



You can run the rules on an owner (daemon mode) with GSH:

RuleApi.runRulesForOwner(groupA)

Email config

To get emails to be sent from EL, you need to configure grouper email and rules email

In the grouper.proeprties set the SMTP settings for your institution's SMTP server

#####################################
## mail settings (optional, e.g.  daily report form loader)for
#####################################

#smtp server is a domain name or dns name
mail.smtp.server = server.school.edu

#leave blank  unauthenticatedif
#mail.smtp.user =

#leave blank  unauthenticatedif
#mail.smtp.pass =

#  is the  email address where mail from grouper will come fromthis default
mail.from.address = noreply@school.edu

#  is the subject prefix of emails, which will help differentiate prod vs test vs dev etcthis
mail.subject.prefix = TEST:

#need to identify the email address attributes of each subject source
mail.source.someName.name = jdbc
mail.source.someName.emailAttributeName = email
#
#mail.source.someName2.name = jdbc2
#mail.source.someName2.emailAttributeName = EMAIL_ADDRESS

To test an email, run this in gsh:

gsh 0%  GrouperEmail().setTo( ).setBody( ).setSubject(new "something@somewhere.edu" "email body" "email
).send();subject"

Extended EL API

There is a special group which has access to more objects in EL:

# any actAs subject in  group has access to more objects when the EL fires onthis
# the IF or THEN EL clause
rules.accessToApiInEl.group =

This is because the RuleUtils class might be too limiting in some cases, but if everyone had access to the API, it might not be secure.  So if you
need this, configure a group here, put in trusted admins/users, then act as those users in your rule.  e.g.in this case the attributeAssignType
object is in scope

attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleIfConditionElName(),
        "${ruleElUtils.hasMembershipByGroupId(attributeAssignType.getOwnerGroupId(), memberId, , 'null

);')}"true

Note, to see which objects are in EL scope, turn debug logging on for rules and check the logs



log4j.logger.edu.internet2.middleware.grouper.rules = DEBUG

Custom EL classes

You can configure custom EL classes to help with logic you need if not in the Grouper API.  Here is an example:

# put in fully qualified classes to add to the EL context.  Note that they need a  constructordefault
# comma separated.  The alias will be the simple class name without a first cap.
# e.g.  the class is test.Test the alias is if "test"
rules.customElClasses = edu.internet2.middleware.grouper.rules.MyRuleUtils

Make a class:

/**
 * @author mchyzer
 * $Id: MyRuleUtils.java 6947 2010-08-23 15:33:36Z mchyzer $
 */

 edu.internet2.middleware.grouper.rules;package

 org.apache.commons.logging.Log;import

 edu.internet2.middleware.grouper.Group;import
 edu.internet2.middleware.grouper.GroupFinder;import
 edu.internet2.middleware.grouper.GrouperSession;import
 edu.internet2.middleware.grouper.Member;import
 edu.internet2.middleware.grouper.MemberFinder;import
 edu.internet2.middleware.grouper.util.GrouperUtil;import

/**
 *
 */

 class MyRuleUtils {public

  /**
   * remove a member of a group
   * @param groupId
   * @param memberId
   * @    removed,   notreturn true if false if
   */
     removeMemberFromGroupId(  groupId,  memberId) {public static boolean String String
     (LOG.isDebugEnabled()) {if
      LOG.debug(  + memberId +  + groupId);"Removing member: " ", from group: "
    }
    Group group = GroupFinder.findByUuid(GrouperSession.staticGrouperSession(), groupId, );true
    Member member = MemberFinder.findByUuid(GrouperSession.startRootSession(), memberId, );true
     result = group.deleteMember(member, );boolean false
     (LOG.isDebugEnabled()) {if
      LOG.debug(  + member.getSubjectId()"Removing subject: "
          +  + group.getName() +  + result);", from group: " ", result: "
    }
     result;return
  }
  /** logger */
     Log LOG = GrouperUtil.getLog(MyRuleUtils.class);private static final

}

Use that in an EL:



attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenElName(),
        );"${myRuleUtils.removeMemberFromGroupId(ownerGroupId, memberId)}"

sdf

Troubleshooting rules

To troubleshoot rules, set the logging debug level, and check the grouper logs.  Edit the log4j.properties:

log4j.logger.edu.internet2.middleware.grouper.rules = DEBUG

Make sure the rule is valid, print out the rule by owner, or check the DB under grouper_attribute_assign_value table

RuleApi.rulesToString(groupA)

Developers could also debug and set breakpoints in the RuleEngine class

To do:

document the GSH parts on the GSH page (2.0+)
invalidate duplicate rules (one of them?)
group and stem move and copy should reflect in rule assignments (and clear rules engine?)
member change subject should reflect in rules (and clear rules engine?)
validate email template name with regex?
add to image diagram the change log consumer?  every minute
rules engine externalized to work as PDP
add a way to configure rules in an external file to work like the loader works

See also the  page for guidelines of when to use rules, roles, permission limits and enabled/disabledOverview of Access Management Features
dates.

Grouper rules setup with grouper client
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Grouper rules

Here is an example of adding and testing a rule with the grouper client, which is a command line client that if you have WS access you can use. 
This is the group intersection rule where you have to be in one group (e.g. employees) to be in another group (e.g. app users).  If you fall out of
employee, you will fall out of users.  A nightly daemon cleans up inconsistencies.

Note, the names of the attribute depends on where your grouper admin put them in your folder structure.

//create the groups
c:\temp\gc>java -jar grouperClient.jar --operation=groupSaveWs --name=stem:a
--createParentStemsIfNotExist=T
Success: T: code: SUCCESS_INSERTED: stem:a
c:\temp\gc>java -jar grouperClient.jar --operation=groupSaveWs --name=stem:b
--createParentStemsIfNotExist=T
Success: T: code: SUCCESS_INSERTED: stem:b

//add a rule to one group
c:\temp\gc>java -jar grouperClient.jar --operation=assignAttributesWs --attributeAssignType=group
--attributeAssignOperation=add_attr --attributeDefNameNames=etc:attribute:rules:rule
--ownerGroupNames=stem:a
Index: 0: attributeAssignType: group, owner: stem:a, attributeDefNameName: etc:attribute:rules:rule,
action: assign, values: none, enabled: T, id: ac0da4c4802b43589fbcc0a888ba0d33, changed: T, deleted:
F, valuesChanged: F
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//assign the rule values to the rule assignment
c:\temp\gc>java -jar grouperClient.jar --operation=assignAttributesWs --attributeAssignType=group_asgn
--attributeAssignOperation=assign_attr
--attributeDefNameNames=etc:attribute:rules:ruleActAsSubjectSourceId
--ownerAttributeAssignUuids=ac0da4c4802b43589fbcc0a888ba0d33
--attributeAssignValueOperation=assign_value --values0System=g:isa
Index: 0: attributeAssignType: group_asgn, owner: ac0da4c4802b43589fbcc0a888ba0d33,
attributeDefNameName: etc:attribute:rules:ruleActAsSubjectSourceId, action: assign, values: g:isa,
enabled: T, id: cbd0b7bcdc7e4fb8be6fe51286285164, changed: T, deleted: F, valuesChanged: T

c:\temp\gc>java -jar grouperClient.jar --operation=assignAttributesWs --attributeAssignType=group_asgn
--attributeAssignOperation=assign_attr --attributeDefNameNames=etc:attribute:rules:ruleActAsSubjectId
--ownerAttributeAssignUuids=ac0da4c4802b43589fbcc0a888ba0d33
--attributeAssignValueOperation=assign_value --values0System=GrouperSystem
Index: 0: attributeAssignType: group_asgn, owner: ac0da4c4802b43589fbcc0a888ba0d33,
attributeDefNameName: etc:attribute:rules:ruleActAsSubjectId, action: assign, values: GrouperSystem,
enabled: T, id: 07566868e528408e977db37fb9e3bd0b, changed: T, deleted: F, valuesChanged: T

c:\temp\gc>java -jar grouperClient.jar --operation=assignAttributesWs --attributeAssignType=group_asgn
--attributeAssignOperation=assign_attr --attributeDefNameNames=etc:attribute:rules:ruleCheckOwnerName
--ownerAttributeAssignUuids=ac0da4c4802b43589fbcc0a888ba0d33
--attributeAssignValueOperation=assign_value --values0System=stem:b
Index: 0: attributeAssignType: group_asgn, owner: ac0da4c4802b43589fbcc0a888ba0d33,
attributeDefNameName: etc:attribute:rules:ruleCheckOwnerName, action: assign, values: stem:b, enabled:
T, id: 1333885cbbf7453aa312d8472fd93268, changed: T,deleted: F, valuesChanged: T

c:\temp\gc>java -jar grouperClient.jar --operation=assignAttributesWs --attributeAssignType=group_asgn
--attributeAssignOperation=assign_attr --attributeDefNameNames=etc:attribute:rules:ruleCheckType
--ownerAttributeAssignUuids=ac0da4c4802b43589fbcc0a888ba0d33
--attributeAssignValueOperation=assign_value --values0System=membershipRemove
Index: 0: attributeAssignType: group_asgn, owner: ac0da4c4802b43589fbcc0a888ba0d33,
attributeDefNameName: etc:attribute:rules:ruleCheckType, action: assign, values: membershipRemove,
enabled: T, id: 0ecf19c9b08c4554a72224eeadb60279, changed: T, deleted: F, valuesChanged: T

c:\temp\gc>java -jar grouperClient.jar --operation=assignAttributesWs --attributeAssignType=group_asgn
--attributeAssignOperation=assign_attr --attributeDefNameNames=etc:attribute:rules:ruleIfConditionEnum
--ownerAttributeAssignUuids=ac0da4c4802b43589fbcc0a888ba0d33
--attributeAssignValueOperation=assign_value --values0System=thisGroupHasImmediateEnabledMembership
Index: 0: attributeAssignType: group_asgn, owner: ac0da4c4802b43589fbcc0a888ba0d33,
attributeDefNameName: etc:attribute:rules:ruleIfConditionEnum, action: assign, values:
thisGroupHasImmediateEnabledMembership, enabled: T, id: 816c21a0ada040798f4ad53799effb23, changed: T,
deleted: F, valuesChanged: T

c:\temp\gc>java -jar grouperClient.jar --operation=assignAttributesWs --attributeAssignType=group_asgn
--attributeAssignOperation=assign_attr --attributeDefNameNames=etc:attribute:rules:ruleThenEnum
--ownerAttributeAssignUuids=ac0da4c4802b43589fbcc0a888ba0d33
--attributeAssignValueOperation=assign_value --values0System=removeMemberFromOwnerGroup
Index: 0: attributeAssignType: group_asgn, owner: ac0da4c4802b43589fbcc0a888ba0d33,
attributeDefNameName: etc:attribute:rules:ruleThenEnum, action: assign, values:
removeMemberFromOwnerGroup, enabled: T, id: 63331ddaddd54f22b7fbe33338473f8c, changed: T, deleted: F,
valuesChanged: T

//check everything, make sure rule is valid
c:\temp\gc>java -jar grouperClient.jar --operation=getAttributeAssignmentsWs
--attributeAssignType=group --attributeDefNameNames=etc:attribute:rules:rule --ownerGroupNames=stem:a
--includeAssignmentsOnAssignments=T
Index: 0: attributeAssignType: group, owner: stem:a, attributeDefNameName: etc:attribute:rules:rule,
action: assign, values: none, enabled: T, id:ac0da4c4802b43589fbcc0a888ba0d33
Index: 1: attributeAssignType: group_asgn, owner: ac0da4c4802b43589fbcc0a888ba0d33,
attributeDefNameName: etc:attribute:rules:ruleActAsSubjectId, action: assign, values: GrouperSystem,
enabled: T, id: 07566868e528408e977db37fb9e3bd0b
Index: 2: attributeAssignType: group_asgn, owner: ac0da4c4802b43589fbcc0a888ba0d33,
attributeDefNameName: etc:attribute:rules:ruleActAsSubjectSourceId, action: assign, values: g:isa,
enabled: T, id: cbd0b7bcdc7e4fb8be6fe51286285164
Index: 3: attributeAssignType: group_asgn, owner: ac0da4c4802b43589fbcc0a888ba0d33,
attributeDefNameName: etc:attribute:rules:ruleCheckOwnerName, action: assign, values: stem:b, enabled:
T, id: 1333885cbbf7453aa312d8472fd93268
Index: 4: attributeAssignType: group_asgn, owner: ac0da4c4802b43589fbcc0a888ba0d33,



attributeDefNameName: etc:attribute:rules:ruleCheckType, action: assign, values: membershipRemove,
enabled: T, id: 0ecf19c9b08c4554a72224eeadb60279
Index: 5: attributeAssignType: group_asgn, owner: ac0da4c4802b43589fbcc0a888ba0d33,
attributeDefNameName: etc:attribute:rules:ruleIfConditionEnum, action: assign, values:
thisGroupHasImmediateEnabledMembership, enabled: T, id: 816c21a0ada040798f4ad53799effb23
Index: 6: attributeAssignType: group_asgn, owner: ac0da4c4802b43589fbcc0a888ba0d33,
attributeDefNameName: etc:attribute:rules:ruleThenEnum, action: assign, values:
removeMemberFromOwnerGroup, enabled: T, id: 63331ddaddd54f22b7fbe33338473f8c
Index: 7: attributeAssignType: group_asgn, owner: ac0da4c4802b43589fbcc0a888ba0d33,
attributeDefNameName: etc:attribute:rules:ruleValid, action: assign, values: T, enabled: T, id:
1137697e77b649789f80ec1c806cf0c3

//add a membership to both groups
c:\temp\gc>java -jar grouperClient.jar --operation=addMemberWs --groupName=stem:a
--subjectIds=test.subject.0
Index 0: success: T: code: SUCCESS: test.subject.0
c:\temp\gc>java -jar grouperClient.jar --operation=addMemberWs --groupName=stem:b
--subjectIds=test.subject.0
Index 0: success: T: code: SUCCESS: test.subject.0

//remove from the one that will trigger the rule
c:\temp\gc>java -jar grouperClient.jar --operation=deleteMemberWs --groupName=stem:b
--subjectIds=test.subject.0
Index 0: success: T: code: SUCCESS: test.subject.0

//see that it is removed from other group
c:\temp\gc>java -jar grouperClient.jar --operation=hasMemberWs --groupName=stem:a
--subjectIds=test.subject.0



Index 0: success: T: code: IS_NOT_MEMBER: test.subject.0: false

Grouper rules setup with WS
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Grouper rules

Here is an example of adding and testing a rule with WS rest (generated from grouper client).  This is the group intersection rule where you have
to be in one group (e.g. employees) to be in another group (e.g. app users).  If you fall out of employee, you will fall out of users.  A nightly
daemon cleans up inconsistencies.

Note, the names of the attribute depends on where your grouper admin put them in your folder structure.

Create group A request

<WsRestGroupSaveRequest>
 <wsGroupToSaves>
  <WsGroupToSave>
   <wsGroupLookup>
    <groupName>stem:a</groupName>
   </wsGroupLookup>
   <wsGroup>
    <displayExtension>a</displayExtension>
    <name>stem:a</name>
   </wsGroup>
   <createParentStemsIfNotExist>T</createParentStemsIfNotExist>
  </WsGroupToSave>
 </wsGroupToSaves>
</WsRestGroupSaveRequest>

Create group A response
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<WsGroupSaveResults>
 <results>
  <WsGroupSaveResult>
   <wsGroup>
    <extension>a</extension>
    <displayExtension>a</displayExtension>
    <displayName>stem:a</displayName>
    <name>stem:a</name>
    <uuid>7aa346e9d5ef42de842f490f49d08115</uuid>
   </wsGroup>
   <resultMetadata>
    <resultCode>SUCCESS_INSERTED</resultCode>
    <success>T</success>
   </resultMetadata>
  </WsGroupSaveResult>
 </results>
 <resultMetadata>
  <resultCode>SUCCESS</resultCode>
  <resultMessage>Success : clientVersion: 1.6.0, wsGroupToSaves:for
   Array size: 1: [0]: WsGroupToSave[
   wsGroupLookup=WsGroupLookup[groupName=stem:a],
   wsGroup=WsGroup[displayExtension=a,name=stem:a],createParentStemsIfNotExist=T]

   , actAsSubject: , txType: NONE, paramNames:null
   , params: </resultMessage>null
  <success>T</success>
 </resultMetadata>
 <responseMetadata>
  <resultWarnings></resultWarnings>
  <millis>8752</millis>
  <serverVersion>2.0.0</serverVersion>
 </responseMetadata>
</WsGroupSaveResults>

Create group B request

<WsRestGroupSaveRequest>
 <wsGroupToSaves>
  <WsGroupToSave>
   <wsGroupLookup>
    <groupName>stem:b</groupName>
   </wsGroupLookup>
   <wsGroup>
    <displayExtension>b</displayExtension>
    <name>stem:b</name>
   </wsGroup>
   <createParentStemsIfNotExist>T</createParentStemsIfNotExist>
  </WsGroupToSave>
 </wsGroupToSaves>
</WsRestGroupSaveRequest>

Create group B response



<WsGroupSaveResults>
 <results>
  <WsGroupSaveResult>
   <wsGroup>
    <extension>b</extension>
    <displayExtension>b</displayExtension>
    <displayName>stem:b</displayName>
    <name>stem:b</name>
    <uuid>826d8f94fcff4865b4a0a51c74dfbaff</uuid>
   </wsGroup>
   <resultMetadata>
    <resultCode>SUCCESS_INSERTED</resultCode>
    <success>T</success>
   </resultMetadata>
  </WsGroupSaveResult>
 </results>
 <resultMetadata>
  <resultCode>SUCCESS</resultCode>
  <resultMessage>Success : clientVersion: 1.6.0, wsGroupToSaves:for
   Array size: 1: [0]: WsGroupToSave[
   wsGroupLookup=WsGroupLookup[groupName=stem:b],
   wsGroup=WsGroup[displayExtension=b,name=stem:b],createParentStemsIfNotExist=T]

   , actAsSubject: , txType: NONE, paramNames:null
   , params: </resultMessage>null
  <success>T</success>
 </resultMetadata>
 <responseMetadata>
  <resultWarnings></resultWarnings>
  <millis>370</millis>
  <serverVersion>2.0.0</serverVersion>
 </responseMetadata>
</WsGroupSaveResults>

Rule assign type request

<WsRestAssignAttributesRequest>
 <attributeAssignOperation>add_attr</attributeAssignOperation>
 <attributeAssignType>group</attributeAssignType>
 <wsAttributeDefNameLookups>
  <WsAttributeDefNameLookup>
   <name>etc:attribute:rules:rule</name>
  </WsAttributeDefNameLookup>
 </wsAttributeDefNameLookups>
 <wsOwnerGroupLookups>
  <WsGroupLookup>
   <groupName>stem:a</groupName>
  </WsGroupLookup>
 </wsOwnerGroupLookups>
</WsRestAssignAttributesRequest>

Rule assign type response

<WsAssignAttributesResults>
 <wsAttributeDefs>
  <WsAttributeDef>
   <extension>rulesTypeDef</extension>
   <name>etc:attribute:rules:rulesTypeDef</name>
   <uuid>955c3c7f331942d7852796b9a24951aa</uuid>
   <attributeDefType>type</attributeDefType>
   <multiAssignable>T</multiAssignable>



   <multiValued>F</multiValued>
   <valueType>marker</valueType>
  </WsAttributeDef>
 </wsAttributeDefs>
 <wsAttributeDefNames>
  <WsAttributeDefName>
   <extension>rule</extension>
   <displayExtension>rule</displayExtension>
   <description>is a rule</description>
   <displayName>etc:attribute:rules:rule</displayName>
   <name>etc:attribute:rules:rule</name>
   <uuid>edbfac27573049a8835144c484c31309</uuid>
   <attributeDefId>955c3c7f331942d7852796b9a24951aa</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesTypeDef</attributeDefName>
  </WsAttributeDefName>
 </wsAttributeDefNames>
 <wsAttributeAssignResults>
  <WsAssignAttributeResult>
   <wsAttributeAssigns>
    <WsAttributeAssign>
     <attributeAssignActionType>immediate</attributeAssignActionType>
     <attributeAssignDelegatable>FALSE</attributeAssignDelegatable>
     <attributeAssignActionId>d9da714141024e658e2784299abf337f
     </attributeAssignActionId>
     <attributeAssignActionName>assign</attributeAssignActionName>
     <attributeAssignType>group</attributeAssignType>
     <attributeDefNameId>edbfac27573049a8835144c484c31309
     </attributeDefNameId>
     <attributeDefNameName>etc:attribute:rules:rule
     </attributeDefNameName>
     <attributeDefId>955c3c7f331942d7852796b9a24951aa</attributeDefId>
     <attributeDefName>etc:attribute:rules:rulesTypeDef
     </attributeDefName>
     <createdOn>2010/09/27 02:14:46.664</createdOn>
     <enabled>T</enabled>
     <id>ac0da4c4802b43589fbcc0a888ba0d33</id>
     <lastUpdated>2010/09/27 02:14:46.664</lastUpdated>
     <ownerGroupId>7aa346e9d5ef42de842f490f49d08115</ownerGroupId>
     <ownerGroupName>stem:a</ownerGroupName>
    </WsAttributeAssign>
   </wsAttributeAssigns>
   <changed>T</changed>
   <valuesChanged>F</valuesChanged>
   <deleted>F</deleted>
  </WsAssignAttributeResult>
 </wsAttributeAssignResults>
 <resultMetadata>
  <resultCode>SUCCESS</resultCode>
  <resultMessage>, Found 1 results.  </resultMessage>
  <success>T</success>
 </resultMetadata>
 <responseMetadata>
  <resultWarnings></resultWarnings>
  <millis>313</millis>
  <serverVersion>2.0.0</serverVersion>
 </responseMetadata>
 <wsGroups>
  <WsGroup>
   <extension>a</extension>
   <displayExtension>a</displayExtension>
   <displayName>stem:a</displayName>
   <name>stem:a</name>
   <uuid>7aa346e9d5ef42de842f490f49d08115</uuid>
  </WsGroup>
 </wsGroups>
 <wsStems />
 <wsMemberships />



 <wsSubjects />
</WsAssignAttributesResults>

Rule act as source request

<WsRestAssignAttributesRequest>
 <attributeAssignOperation>assign_attr</attributeAssignOperation>
 <attributeAssignValueOperation>assign_value
 </attributeAssignValueOperation>
 <wsOwnerAttributeAssignLookups>
  <WsAttributeAssignLookup>
   <uuid>ac0da4c4802b43589fbcc0a888ba0d33</uuid>
  </WsAttributeAssignLookup>
 </wsOwnerAttributeAssignLookups>
 <values>
  <WsAttributeAssignValue>
   <valueSystem>g:isa</valueSystem>
  </WsAttributeAssignValue>
 </values>
 <attributeAssignType>group_asgn</attributeAssignType>
 <wsAttributeDefNameLookups>
  <WsAttributeDefNameLookup>
   <name>etc:attribute:rules:ruleActAsSubjectSourceId</name>
  </WsAttributeDefNameLookup>
 </wsAttributeDefNameLookups>
</WsRestAssignAttributesRequest>

Rule act as source response

<WsAssignAttributesResults>
 <wsAttributeDefs>
  <WsAttributeDef>
   <extension>rulesAttrDef</extension>
   <name>etc:attribute:rules:rulesAttrDef</name>
   <uuid>fce499cda6254a80a5a5dc5904e721d5</uuid>
   <attributeDefType>attr</attributeDefType>
   <multiAssignable>F</multiAssignable>
   <multiValued>F</multiValued>
   <valueType>string</valueType>
  </WsAttributeDef>
 </wsAttributeDefs>
 <wsAttributeDefNames>
  <WsAttributeDefName>
   <extension>ruleActAsSubjectSourceId</extension>
   <displayExtension>ruleActAsSubjectSourceId</displayExtension>
   <description>subject source id to act as</description>
   <displayName>etc:attribute:rules:ruleActAsSubjectSourceId
   </displayName>
   <name>etc:attribute:rules:ruleActAsSubjectSourceId</name>
   <uuid>0cfadaf18db743779e6b8b5143a7f4e6</uuid>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
  </WsAttributeDefName>
 </wsAttributeDefNames>
 <wsAttributeAssignResults>
  <WsAssignAttributeResult>
   <wsAttributeAssignValueResults>
    <WsAttributeAssignValueResult>
     <changed>T</changed>
     <deleted>F</deleted>
     <wsAttributeAssignValue>
      <id>0e572f7ce7e04893afc5b649185c7027</id>
      <valueSystem>g:isa</valueSystem>
     </wsAttributeAssignValue>
    </WsAttributeAssignValueResult>



   </wsAttributeAssignValueResults>
   <wsAttributeAssigns>
    <WsAttributeAssign>
     <attributeAssignActionType>immediate</attributeAssignActionType>
     <attributeAssignDelegatable>FALSE</attributeAssignDelegatable>
     <attributeAssignActionId>385880a5f2224f8989f2d5295834af52
     </attributeAssignActionId>
     <attributeAssignActionName>assign</attributeAssignActionName>
     <attributeAssignType>group_asgn</attributeAssignType>
     <attributeDefNameId>0cfadaf18db743779e6b8b5143a7f4e6
     </attributeDefNameId>
     <attributeDefNameName>etc:attribute:rules:ruleActAsSubjectSourceId
     </attributeDefNameName>
     <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
     <attributeDefName>etc:attribute:rules:rulesAttrDef
     </attributeDefName>
     <wsAttributeAssignValues>
      <WsAttributeAssignValue>
       <id>0e572f7ce7e04893afc5b649185c7027</id>
       <valueSystem>g:isa</valueSystem>
      </WsAttributeAssignValue>
     </wsAttributeAssignValues>
     <createdOn>2010/09/27 02:27:29.349</createdOn>
     <enabled>T</enabled>
     <id>cbd0b7bcdc7e4fb8be6fe51286285164</id>
     <lastUpdated>2010/09/27 02:27:29.349</lastUpdated>
     <ownerAttributeAssignId>ac0da4c4802b43589fbcc0a888ba0d33
     </ownerAttributeAssignId>
    </WsAttributeAssign>
   </wsAttributeAssigns>
   <changed>T</changed>
   <valuesChanged>T</valuesChanged>
   <deleted>F</deleted>
  </WsAssignAttributeResult>
 </wsAttributeAssignResults>
 <resultMetadata>
  <resultCode>SUCCESS</resultCode>
  <resultMessage>, Found 1 results.  </resultMessage>
  <success>T</success>
 </resultMetadata>
 <responseMetadata>
  <resultWarnings></resultWarnings>
  <millis>914</millis>
  <serverVersion>2.0.0</serverVersion>
 </responseMetadata>
 <wsGroups />
 <wsStems />
 <wsMemberships />
 <wsSubjects />



</WsAssignAttributesResults>

Rule act as subject id request

<WsRestAssignAttributesRequest>
 <attributeAssignOperation>assign_attr</attributeAssignOperation>
 <attributeAssignValueOperation>assign_value
 </attributeAssignValueOperation>
 <wsOwnerAttributeAssignLookups>
  <WsAttributeAssignLookup>
   <uuid>ac0da4c4802b43589fbcc0a888ba0d33</uuid>
  </WsAttributeAssignLookup>
 </wsOwnerAttributeAssignLookups>
 <values>
  <WsAttributeAssignValue>
   <valueSystem>GrouperSystem</valueSystem>
  </WsAttributeAssignValue>
 </values>
 <attributeAssignType>group_asgn</attributeAssignType>
 <wsAttributeDefNameLookups>
  <WsAttributeDefNameLookup>
   <name>etc:attribute:rules:ruleActAsSubjectId</name>
  </WsAttributeDefNameLookup>
 </wsAttributeDefNameLookups>
</WsRestAssignAttributesRequest>

Rule act as subject id response

<WsAssignAttributesResults>
 <wsAttributeDefs>
  <WsAttributeDef>
   <extension>rulesAttrDef</extension>
   <name>etc:attribute:rules:rulesAttrDef</name>
   <uuid>fce499cda6254a80a5a5dc5904e721d5</uuid>
   <attributeDefType>attr</attributeDefType>
   <multiAssignable>F</multiAssignable>
   <multiValued>F</multiValued>
   <valueType>string</valueType>
  </WsAttributeDef>
 </wsAttributeDefs>
 <wsAttributeDefNames>
  <WsAttributeDefName>
   <extension>ruleActAsSubjectId</extension>
   <displayExtension>ruleActAsSubjectId</displayExtension>
   <description>subject id to act as, mutually exclusive with identifier
   </description>
   <displayName>etc:attribute:rules:ruleActAsSubjectId</displayName>
   <name>etc:attribute:rules:ruleActAsSubjectId</name>
   <uuid>02647c65f2e04546bf53722d02cd1f0c</uuid>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
  </WsAttributeDefName>
 </wsAttributeDefNames>
 <wsAttributeAssignResults>
  <WsAssignAttributeResult>
   <wsAttributeAssignValueResults>
    <WsAttributeAssignValueResult>
     <changed>T</changed>
     <deleted>F</deleted>
     <wsAttributeAssignValue>
      <id>84c3ccd5264748c4b61878901f98d069</id>
      <valueSystem>GrouperSystem</valueSystem>
     </wsAttributeAssignValue>
    </WsAttributeAssignValueResult>



   </wsAttributeAssignValueResults>
   <wsAttributeAssigns>
    <WsAttributeAssign>
     <attributeAssignActionType>immediate</attributeAssignActionType>
     <attributeAssignDelegatable>FALSE</attributeAssignDelegatable>
     <attributeAssignActionId>385880a5f2224f8989f2d5295834af52
     </attributeAssignActionId>
     <attributeAssignActionName>assign</attributeAssignActionName>
     <attributeAssignType>group_asgn</attributeAssignType>
     <attributeDefNameId>02647c65f2e04546bf53722d02cd1f0c
     </attributeDefNameId>
     <attributeDefNameName>etc:attribute:rules:ruleActAsSubjectId
     </attributeDefNameName>
     <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
     <attributeDefName>etc:attribute:rules:rulesAttrDef
     </attributeDefName>
     <wsAttributeAssignValues>
      <WsAttributeAssignValue>
       <id>84c3ccd5264748c4b61878901f98d069</id>
       <valueSystem>GrouperSystem</valueSystem>
      </WsAttributeAssignValue>
     </wsAttributeAssignValues>
     <createdOn>2010/09/27 02:31:16.337</createdOn>
     <enabled>T</enabled>
     <id>07566868e528408e977db37fb9e3bd0b</id>
     <lastUpdated>2010/09/27 02:31:16.337</lastUpdated>
     <ownerAttributeAssignId>ac0da4c4802b43589fbcc0a888ba0d33
     </ownerAttributeAssignId>
    </WsAttributeAssign>
   </wsAttributeAssigns>
   <changed>T</changed>
   <valuesChanged>T</valuesChanged>
   <deleted>F</deleted>
  </WsAssignAttributeResult>
 </wsAttributeAssignResults>
 <resultMetadata>
  <resultCode>SUCCESS</resultCode>
  <resultMessage>, Found 1 results.  </resultMessage>
  <success>T</success>
 </resultMetadata>
 <responseMetadata>
  <resultWarnings></resultWarnings>
  <millis>546</millis>
  <serverVersion>2.0.0</serverVersion>
 </responseMetadata>
 <wsGroups />
 <wsStems />
 <wsMemberships />
 <wsSubjects />



</WsAssignAttributesResults>

Rule check owner name request

<WsRestAssignAttributesRequest>
 <attributeAssignOperation>assign_attr</attributeAssignOperation>
 <attributeAssignValueOperation>assign_value
 </attributeAssignValueOperation>
 <wsOwnerAttributeAssignLookups>
  <WsAttributeAssignLookup>
   <uuid>ac0da4c4802b43589fbcc0a888ba0d33</uuid>
  </WsAttributeAssignLookup>
 </wsOwnerAttributeAssignLookups>
 <values>
  <WsAttributeAssignValue>
   <valueSystem>stem:b</valueSystem>
  </WsAttributeAssignValue>
 </values>
 <attributeAssignType>group_asgn</attributeAssignType>
 <wsAttributeDefNameLookups>
  <WsAttributeDefNameLookup>
   <name>etc:attribute:rules:ruleCheckOwnerName</name>
  </WsAttributeDefNameLookup>
 </wsAttributeDefNameLookups>
</WsRestAssignAttributesRequest>

Rule check owner name response

<WsAssignAttributesResults>
 <wsAttributeDefs>
  <WsAttributeDef>
   <extension>rulesAttrDef</extension>
   <name>etc:attribute:rules:rulesAttrDef</name>
   <uuid>fce499cda6254a80a5a5dc5904e721d5</uuid>
   <attributeDefType>attr</attributeDefType>
   <multiAssignable>F</multiAssignable>
   <multiValued>F</multiValued>
   <valueType>string</valueType>
  </WsAttributeDef>
 </wsAttributeDefs>
 <wsAttributeDefNames>
  <WsAttributeDefName>
   <extension>ruleCheckOwnerName</extension>
   <displayExtension>ruleCheckOwnerName</displayExtension>
   <description>when the check should be to see  rule should fire,if
     is owner of type, mutually exclusice with id</description>this
   <displayName>etc:attribute:rules:ruleCheckOwnerName</displayName>
   <name>etc:attribute:rules:ruleCheckOwnerName</name>
   <uuid>2e690ae1b3054d32b41f24adb6d35036</uuid>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
  </WsAttributeDefName>
 </wsAttributeDefNames>
 <wsAttributeAssignResults>
  <WsAssignAttributeResult>
   <wsAttributeAssignValueResults>
    <WsAttributeAssignValueResult>
     <changed>T</changed>
     <deleted>F</deleted>
     <wsAttributeAssignValue>
      <id>c5079562c62f4730811bc257c686ce74</id>
      <valueSystem>stem:b</valueSystem>
     </wsAttributeAssignValue>
    </WsAttributeAssignValueResult>
   </wsAttributeAssignValueResults>



   <wsAttributeAssigns>
    <WsAttributeAssign>
     <attributeAssignActionType>immediate</attributeAssignActionType>
     <attributeAssignDelegatable>FALSE</attributeAssignDelegatable>
     <attributeAssignActionId>385880a5f2224f8989f2d5295834af52
     </attributeAssignActionId>
     <attributeAssignActionName>assign</attributeAssignActionName>
     <attributeAssignType>group_asgn</attributeAssignType>
     <attributeDefNameId>2e690ae1b3054d32b41f24adb6d35036
     </attributeDefNameId>
     <attributeDefNameName>etc:attribute:rules:ruleCheckOwnerName
     </attributeDefNameName>
     <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
     <attributeDefName>etc:attribute:rules:rulesAttrDef
     </attributeDefName>
     <wsAttributeAssignValues>
      <WsAttributeAssignValue>
       <id>c5079562c62f4730811bc257c686ce74</id>
       <valueSystem>stem:b</valueSystem>
      </WsAttributeAssignValue>
     </wsAttributeAssignValues>
     <createdOn>2010/09/27 02:34:11.909</createdOn>
     <enabled>T</enabled>
     <id>1333885cbbf7453aa312d8472fd93268</id>
     <lastUpdated>2010/09/27 02:34:11.909</lastUpdated>
     <ownerAttributeAssignId>ac0da4c4802b43589fbcc0a888ba0d33
     </ownerAttributeAssignId>
    </WsAttributeAssign>
   </wsAttributeAssigns>
   <changed>T</changed>
   <valuesChanged>T</valuesChanged>
   <deleted>F</deleted>
  </WsAssignAttributeResult>
 </wsAttributeAssignResults>
 <resultMetadata>
  <resultCode>SUCCESS</resultCode>
  <resultMessage>, Found 1 results.  </resultMessage>
  <success>T</success>
 </resultMetadata>
 <responseMetadata>
  <resultWarnings></resultWarnings>
  <millis>480</millis>
  <serverVersion>2.0.0</serverVersion>
 </responseMetadata>
 <wsGroups />
 <wsStems />
 <wsMemberships />
 <wsSubjects />
</WsAssignAttributesResults>



Rule check type request

<WsRestAssignAttributesRequest>
 <attributeAssignOperation>assign_attr</attributeAssignOperation>
 <attributeAssignValueOperation>assign_value
 </attributeAssignValueOperation>
 <wsOwnerAttributeAssignLookups>
  <WsAttributeAssignLookup>
   <uuid>ac0da4c4802b43589fbcc0a888ba0d33</uuid>
  </WsAttributeAssignLookup>
 </wsOwnerAttributeAssignLookups>
 <values>
  <WsAttributeAssignValue>
   <valueSystem>membershipRemove</valueSystem>
  </WsAttributeAssignValue>
 </values>
 <attributeAssignType>group_asgn</attributeAssignType>
 <wsAttributeDefNameLookups>
  <WsAttributeDefNameLookup>
   <name>etc:attribute:rules:ruleCheckType</name>
  </WsAttributeDefNameLookup>
 </wsAttributeDefNameLookups>
</WsRestAssignAttributesRequest>

Rule check type response

<WsAssignAttributesResults>
 <wsAttributeDefs>
  <WsAttributeDef>
   <extension>rulesAttrDef</extension>
   <name>etc:attribute:rules:rulesAttrDef</name>
   <uuid>fce499cda6254a80a5a5dc5904e721d5</uuid>
   <attributeDefType>attr</attributeDefType>
   <multiAssignable>F</multiAssignable>
   <multiValued>F</multiValued>
   <valueType>string</valueType>
  </WsAttributeDef>
 </wsAttributeDefs>
 <wsAttributeDefNames>
  <WsAttributeDefName>
   <extension>ruleCheckType</extension>
   <displayExtension>ruleCheckType</displayExtension>
   <description>when the check should be to see  rule should fire,if
    : RuleCheckType</description>enum
   <displayName>etc:attribute:rules:ruleCheckType</displayName>
   <name>etc:attribute:rules:ruleCheckType</name>
   <uuid>48a7e42ce4d14075b5aae2d25ff86445</uuid>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
  </WsAttributeDefName>
 </wsAttributeDefNames>
 <wsAttributeAssignResults>
  <WsAssignAttributeResult>
   <wsAttributeAssignValueResults>
    <WsAttributeAssignValueResult>
     <changed>T</changed>
     <deleted>F</deleted>
     <wsAttributeAssignValue>
      <id>1b29367e30e44a5380c1bea2670702fb</id>
      <valueSystem>membershipRemove</valueSystem>



     </wsAttributeAssignValue>
    </WsAttributeAssignValueResult>
   </wsAttributeAssignValueResults>
   <wsAttributeAssigns>
    <WsAttributeAssign>
     <attributeAssignActionType>immediate</attributeAssignActionType>
     <attributeAssignDelegatable>FALSE</attributeAssignDelegatable>
     <attributeAssignActionId>385880a5f2224f8989f2d5295834af52</attributeAssignActionId>
     <attributeAssignActionName>assign</attributeAssignActionName>
     <attributeAssignType>group_asgn</attributeAssignType>
     <attributeDefNameId>48a7e42ce4d14075b5aae2d25ff86445</attributeDefNameId>
     <attributeDefNameName>etc:attribute:rules:ruleCheckType</attributeDefNameName>
     <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
     <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
     <wsAttributeAssignValues>
      <WsAttributeAssignValue>
       <id>1b29367e30e44a5380c1bea2670702fb</id>
       <valueSystem>membershipRemove</valueSystem>
      </WsAttributeAssignValue>
     </wsAttributeAssignValues>
     <createdOn>2010/09/27 02:37:07.676</createdOn>
     <enabled>T</enabled>
     <id>0ecf19c9b08c4554a72224eeadb60279</id>
     <lastUpdated>2010/09/27 02:37:07.676</lastUpdated>
     <ownerAttributeAssignId>ac0da4c4802b43589fbcc0a888ba0d33</ownerAttributeAssignId>
    </WsAttributeAssign>
   </wsAttributeAssigns>
   <changed>T</changed>
   <valuesChanged>T</valuesChanged>
   <deleted>F</deleted>
  </WsAssignAttributeResult>
 </wsAttributeAssignResults>
 <resultMetadata>
  <resultCode>SUCCESS</resultCode>
  <resultMessage>, Found 1 results.  </resultMessage>
  <success>T</success>
 </resultMetadata>
 <responseMetadata>
  <resultWarnings></resultWarnings>
  <millis>466</millis>
  <serverVersion>2.0.0</serverVersion>
 </responseMetadata>
 <wsGroups />
 <wsStems />
 <wsMemberships />
 <wsSubjects />



</WsAssignAttributesResults>

Rule if condition enum request

<WsRestAssignAttributesRequest>
 <attributeAssignOperation>assign_attr</attributeAssignOperation>
 <attributeAssignValueOperation>assign_value</attributeAssignValueOperation>
 <wsOwnerAttributeAssignLookups>
  <WsAttributeAssignLookup>
   <uuid>ac0da4c4802b43589fbcc0a888ba0d33</uuid>
  </WsAttributeAssignLookup>
 </wsOwnerAttributeAssignLookups>
 <values>
  <WsAttributeAssignValue>
   <valueSystem>thisGroupHasImmediateEnabledMembership</valueSystem>
  </WsAttributeAssignValue>
 </values>
 <attributeAssignType>group_asgn</attributeAssignType>
 <wsAttributeDefNameLookups>
  <WsAttributeDefNameLookup>
   <name>etc:attribute:rules:ruleIfConditionEnum</name>
  </WsAttributeDefNameLookup>
 </wsAttributeDefNameLookups>
</WsRestAssignAttributesRequest>

Rule if condition enum response

<WsAssignAttributesResults>
 <wsAttributeDefs>
  <WsAttributeDef>
   <extension>rulesAttrDef</extension>
   <name>etc:attribute:rules:rulesAttrDef</name>
   <uuid>fce499cda6254a80a5a5dc5904e721d5</uuid>
   <attributeDefType>attr</attributeDefType>
   <multiAssignable>F</multiAssignable>
   <multiValued>F</multiValued>
   <valueType>string</valueType>
  </WsAttributeDef>
 </wsAttributeDefs>
 <wsAttributeDefNames>
  <WsAttributeDefName>
   <extension>ruleIfConditionEnum</extension>
   <displayExtension>ruleIfConditionEnum</displayExtension>
   <description>RuleConditionEnum that sees  rule should fire, orif
    blank  should run always</description>if
   <displayName>etc:attribute:rules:ruleIfConditionEnum</displayName>
   <name>etc:attribute:rules:ruleIfConditionEnum</name>
   <uuid>b86358d4f54b4b1da0395deadbf5623b</uuid>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
  </WsAttributeDefName>
 </wsAttributeDefNames>
 <wsAttributeAssignResults>
  <WsAssignAttributeResult>
   <wsAttributeAssignValueResults>
    <WsAttributeAssignValueResult>
     <changed>T</changed>
     <deleted>F</deleted>
     <wsAttributeAssignValue>
      <id>0a5621c587484f7d992a3dad27d77831</id>
      <valueSystem>thisGroupHasImmediateEnabledMembership</valueSystem>
     </wsAttributeAssignValue>
    </WsAttributeAssignValueResult>
   </wsAttributeAssignValueResults>



   <wsAttributeAssigns>
    <WsAttributeAssign>
     <attributeAssignActionType>immediate</attributeAssignActionType>
     <attributeAssignDelegatable>FALSE</attributeAssignDelegatable>
     <attributeAssignActionId>385880a5f2224f8989f2d5295834af52</attributeAssignActionId>
     <attributeAssignActionName>assign</attributeAssignActionName>
     <attributeAssignType>group_asgn</attributeAssignType>
     <attributeDefNameId>b86358d4f54b4b1da0395deadbf5623b</attributeDefNameId>
     <attributeDefNameName>etc:attribute:rules:ruleIfConditionEnum</attributeDefNameName>
     <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
     <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
     <wsAttributeAssignValues>
      <WsAttributeAssignValue>
       <id>0a5621c587484f7d992a3dad27d77831</id>
       <valueSystem>thisGroupHasImmediateEnabledMembership</valueSystem>
      </WsAttributeAssignValue>
     </wsAttributeAssignValues>
     <createdOn>2010/09/27 02:38:47.685</createdOn>
     <enabled>T</enabled>
     <id>816c21a0ada040798f4ad53799effb23</id>
     <lastUpdated>2010/09/27 02:38:47.685</lastUpdated>
     <ownerAttributeAssignId>ac0da4c4802b43589fbcc0a888ba0d33</ownerAttributeAssignId>
    </WsAttributeAssign>
   </wsAttributeAssigns>
   <changed>T</changed>
   <valuesChanged>T</valuesChanged>
   <deleted>F</deleted>
  </WsAssignAttributeResult>
 </wsAttributeAssignResults>
 <resultMetadata>
  <resultCode>SUCCESS</resultCode>
  <resultMessage>, Found 1 results.  </resultMessage>
  <success>T</success>
 </resultMetadata>
 <responseMetadata>
  <resultWarnings></resultWarnings>
  <millis>369</millis>
  <serverVersion>2.0.0</serverVersion>
 </responseMetadata>
 <wsGroups />
 <wsStems />
 <wsMemberships />
 <wsSubjects />



</WsAssignAttributesResults>

Rule then enum request

<WsRestAssignAttributesRequest>
 <attributeAssignOperation>assign_attr</attributeAssignOperation>
 <attributeAssignValueOperation>assign_value
 </attributeAssignValueOperation>
 <wsOwnerAttributeAssignLookups>
  <WsAttributeAssignLookup>
   <uuid>ac0da4c4802b43589fbcc0a888ba0d33</uuid>
  </WsAttributeAssignLookup>
 </wsOwnerAttributeAssignLookups>
 <values>
  <WsAttributeAssignValue>
   <valueSystem>removeMemberFromOwnerGroup</valueSystem>
  </WsAttributeAssignValue>
 </values>
 <attributeAssignType>group_asgn</attributeAssignType>
 <wsAttributeDefNameLookups>
  <WsAttributeDefNameLookup>
   <name>etc:attribute:rules:ruleThenEnum</name>
  </WsAttributeDefNameLookup>
 </wsAttributeDefNameLookups>
</WsRestAssignAttributesRequest>

Rule then enum response

<WsAssignAttributesResults>
 <wsAttributeDefs>
  <WsAttributeDef>
   <extension>rulesAttrDef</extension>
   <name>etc:attribute:rules:rulesAttrDef</name>
   <uuid>fce499cda6254a80a5a5dc5904e721d5</uuid>
   <attributeDefType>attr</attributeDefType>
   <multiAssignable>F</multiAssignable>
   <multiValued>F</multiValued>
   <valueType>string</valueType>
  </WsAttributeDef>
 </wsAttributeDefs>
 <wsAttributeDefNames>
  <WsAttributeDefName>
   <extension>ruleThenEnum</extension>
   <displayExtension>ruleThenEnum</displayExtension>
   <description>RuleThenEnum to run when the rule fires</description>
   <displayName>etc:attribute:rules:ruleThenEnum</displayName>
   <name>etc:attribute:rules:ruleThenEnum</name>
   <uuid>fd84ef842cf04039a55b169ba3de9c68</uuid>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
  </WsAttributeDefName>
 </wsAttributeDefNames>
 <wsAttributeAssignResults>
  <WsAssignAttributeResult>
   <wsAttributeAssignValueResults>
    <WsAttributeAssignValueResult>
     <changed>T</changed>
     <deleted>F</deleted>
     <wsAttributeAssignValue>
      <id>67b2097fd446499ba8348fc15b595ee5</id>
      <valueSystem>removeMemberFromOwnerGroup</valueSystem>
     </wsAttributeAssignValue>
    </WsAttributeAssignValueResult>
   </wsAttributeAssignValueResults>



   <wsAttributeAssigns>
    <WsAttributeAssign>
     <attributeAssignActionType>immediate</attributeAssignActionType>
     <attributeAssignDelegatable>FALSE</attributeAssignDelegatable>
     <attributeAssignActionId>385880a5f2224f8989f2d5295834af52</attributeAssignActionId>
     <attributeAssignActionName>assign</attributeAssignActionName>
     <attributeAssignType>group_asgn</attributeAssignType>
     <attributeDefNameId>fd84ef842cf04039a55b169ba3de9c68</attributeDefNameId>
     <attributeDefNameName>etc:attribute:rules:ruleThenEnum</attributeDefNameName>
     <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
     <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
     <wsAttributeAssignValues>
      <WsAttributeAssignValue>
       <id>67b2097fd446499ba8348fc15b595ee5</id>
       <valueSystem>removeMemberFromOwnerGroup</valueSystem>
      </WsAttributeAssignValue>
     </wsAttributeAssignValues>
     <createdOn>2010/09/27 02:40:38.134</createdOn>
     <enabled>T</enabled>
     <id>63331ddaddd54f22b7fbe33338473f8c</id>
     <lastUpdated>2010/09/27 02:40:38.134</lastUpdated>
     <ownerAttributeAssignId>ac0da4c4802b43589fbcc0a888ba0d33</ownerAttributeAssignId>
    </WsAttributeAssign>
   </wsAttributeAssigns>
   <changed>T</changed>
   <valuesChanged>T</valuesChanged>
   <deleted>F</deleted>
  </WsAssignAttributeResult>
 </wsAttributeAssignResults>
 <resultMetadata>
  <resultCode>SUCCESS</resultCode>
  <resultMessage>, Found 1 results.  </resultMessage>
  <success>T</success>
 </resultMetadata>
 <responseMetadata>
  <resultWarnings></resultWarnings>
  <millis>402</millis>
  <serverVersion>2.0.0</serverVersion>
 </responseMetadata>
 <wsGroups />
 <wsStems />
 <wsMemberships />
 <wsSubjects />



</WsAssignAttributesResults>

Make sure valid request

<WsRestGetAttributeAssignmentsRequest>
 <attributeAssignType>group</attributeAssignType>
 <wsAttributeDefNameLookups>
  <WsAttributeDefNameLookup>
   <name>etc:attribute:rules:rule</name>
  </WsAttributeDefNameLookup>
 </wsAttributeDefNameLookups>
 <wsOwnerGroupLookups>
  <WsGroupLookup>
   <groupName>stem:a</groupName>
  </WsGroupLookup>
 </wsOwnerGroupLookups>
 <includeAssignmentsOnAssignments>T</includeAssignmentsOnAssignments>
</WsRestGetAttributeAssignmentsRequest>

Make sure valid response

<WsGetAttributeAssignmentsResults>
 <wsAttributeDefs>
  <WsAttributeDef>
   <extension>rulesAttrDef</extension>
   <name>etc:attribute:rules:rulesAttrDef</name>
   <uuid>fce499cda6254a80a5a5dc5904e721d5</uuid>
   <attributeDefType>attr</attributeDefType>
   <multiAssignable>F</multiAssignable>
   <multiValued>F</multiValued>
   <valueType>string</valueType>
  </WsAttributeDef>
  <WsAttributeDef>
   <extension>rulesTypeDef</extension>
   <name>etc:attribute:rules:rulesTypeDef</name>
   <uuid>955c3c7f331942d7852796b9a24951aa</uuid>
   <attributeDefType>type</attributeDefType>
   <multiAssignable>T</multiAssignable>
   <multiValued>F</multiValued>
   <valueType>marker</valueType>
  </WsAttributeDef>
 </wsAttributeDefs>
 <wsAttributeDefNames>
  <WsAttributeDefName>
   <extension>rule</extension>
   <displayExtension>rule</displayExtension>
   <description>is a rule</description>
   <displayName>etc:attribute:rules:rule</displayName>
   <name>etc:attribute:rules:rule</name>
   <uuid>edbfac27573049a8835144c484c31309</uuid>
   <attributeDefId>955c3c7f331942d7852796b9a24951aa</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesTypeDef</attributeDefName>
  </WsAttributeDefName>
  <WsAttributeDefName>
   <extension>ruleActAsSubjectId</extension>
   <displayExtension>ruleActAsSubjectId</displayExtension>
   <description>subject id to act as, mutually exclusive with identifier
   </description>
   <displayName>etc:attribute:rules:ruleActAsSubjectId</displayName>
   <name>etc:attribute:rules:ruleActAsSubjectId</name>
   <uuid>02647c65f2e04546bf53722d02cd1f0c</uuid>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
  </WsAttributeDefName>
  <WsAttributeDefName>



   <extension>ruleActAsSubjectSourceId</extension>
   <displayExtension>ruleActAsSubjectSourceId</displayExtension>
   <description>subject source id to act as</description>
   <displayName>etc:attribute:rules:ruleActAsSubjectSourceId
   </displayName>
   <name>etc:attribute:rules:ruleActAsSubjectSourceId</name>
   <uuid>0cfadaf18db743779e6b8b5143a7f4e6</uuid>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
  </WsAttributeDefName>
  <WsAttributeDefName>
   <extension>ruleCheckOwnerName</extension>
   <displayExtension>ruleCheckOwnerName</displayExtension>
   <description>when the check should be to see  rule should fire,if
     is owner of type, mutually exclusice with id</description>this
   <displayName>etc:attribute:rules:ruleCheckOwnerName</displayName>
   <name>etc:attribute:rules:ruleCheckOwnerName</name>
   <uuid>2e690ae1b3054d32b41f24adb6d35036</uuid>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
  </WsAttributeDefName>
  <WsAttributeDefName>
   <extension>ruleCheckType</extension>
   <displayExtension>ruleCheckType</displayExtension>
   <description>when the check should be to see  rule should fire,if
    : RuleCheckType</description>enum
   <displayName>etc:attribute:rules:ruleCheckType</displayName>
   <name>etc:attribute:rules:ruleCheckType</name>
   <uuid>48a7e42ce4d14075b5aae2d25ff86445</uuid>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
  </WsAttributeDefName>
  <WsAttributeDefName>
   <extension>ruleIfConditionEnum</extension>
   <displayExtension>ruleIfConditionEnum</displayExtension>
   <description>RuleConditionEnum that sees  rule should fire, orif
    blank  should run always</description>if
   <displayName>etc:attribute:rules:ruleIfConditionEnum</displayName>
   <name>etc:attribute:rules:ruleIfConditionEnum</name>
   <uuid>b86358d4f54b4b1da0395deadbf5623b</uuid>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
  </WsAttributeDefName>
  <WsAttributeDefName>
   <extension>ruleThenEnum</extension>
   <displayExtension>ruleThenEnum</displayExtension>
   <description>RuleThenEnum to run when the rule fires</description>
   <displayName>etc:attribute:rules:ruleThenEnum</displayName>
   <name>etc:attribute:rules:ruleThenEnum</name>
   <uuid>fd84ef842cf04039a55b169ba3de9c68</uuid>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
  </WsAttributeDefName>
  <WsAttributeDefName>
   <extension>ruleValid</extension>
   <displayExtension>ruleValid</displayExtension>
   <description>T|F    rule is valid, or the reason, managed byfor if this
    hook automatically</description>
   <displayName>etc:attribute:rules:ruleValid</displayName>
   <name>etc:attribute:rules:ruleValid</name>
   <uuid>e7da4d50b57c4227b265796575fc919d</uuid>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
  </WsAttributeDefName>
 </wsAttributeDefNames>
 <wsAttributeAssigns>
  <WsAttributeAssign>
   <attributeAssignActionType>immediate</attributeAssignActionType>
   <attributeAssignDelegatable>FALSE</attributeAssignDelegatable>
   <attributeAssignActionId>d9da714141024e658e2784299abf337f



   </attributeAssignActionId>
   <attributeAssignActionName>assign</attributeAssignActionName>
   <attributeAssignType>group</attributeAssignType>
   <attributeDefNameId>edbfac27573049a8835144c484c31309
   </attributeDefNameId>
   <attributeDefNameName>etc:attribute:rules:rule</attributeDefNameName>
   <attributeDefId>955c3c7f331942d7852796b9a24951aa</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesTypeDef</attributeDefName>
   <createdOn>2010/09/27 02:14:46.664</createdOn>
   <enabled>T</enabled>
   <id>ac0da4c4802b43589fbcc0a888ba0d33</id>
   <lastUpdated>2010/09/27 02:14:46.664</lastUpdated>
   <ownerGroupId>7aa346e9d5ef42de842f490f49d08115</ownerGroupId>
   <ownerGroupName>stem:a</ownerGroupName>
  </WsAttributeAssign>
  <WsAttributeAssign>
   <attributeAssignActionType>immediate</attributeAssignActionType>
   <attributeAssignDelegatable>FALSE</attributeAssignDelegatable>
   <attributeAssignActionId>385880a5f2224f8989f2d5295834af52
   </attributeAssignActionId>
   <attributeAssignActionName>assign</attributeAssignActionName>
   <attributeAssignType>group_asgn</attributeAssignType>
   <attributeDefNameId>02647c65f2e04546bf53722d02cd1f0c
   </attributeDefNameId>
   <attributeDefNameName>etc:attribute:rules:ruleActAsSubjectId
   </attributeDefNameName>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
   <wsAttributeAssignValues>
    <WsAttributeAssignValue>
     <id>84c3ccd5264748c4b61878901f98d069</id>
     <valueSystem>GrouperSystem</valueSystem>
    </WsAttributeAssignValue>
   </wsAttributeAssignValues>
   <createdOn>2010/09/27 02:31:16.337</createdOn>
   <enabled>T</enabled>
   <id>07566868e528408e977db37fb9e3bd0b</id>
   <lastUpdated>2010/09/27 02:31:16.337</lastUpdated>
   <ownerAttributeAssignId>ac0da4c4802b43589fbcc0a888ba0d33
   </ownerAttributeAssignId>
  </WsAttributeAssign>
  <WsAttributeAssign>
   <attributeAssignActionType>immediate</attributeAssignActionType>
   <attributeAssignDelegatable>FALSE</attributeAssignDelegatable>
   <attributeAssignActionId>385880a5f2224f8989f2d5295834af52
   </attributeAssignActionId>
   <attributeAssignActionName>assign</attributeAssignActionName>
   <attributeAssignType>group_asgn</attributeAssignType>
   <attributeDefNameId>0cfadaf18db743779e6b8b5143a7f4e6
   </attributeDefNameId>
   <attributeDefNameName>etc:attribute:rules:ruleActAsSubjectSourceId
   </attributeDefNameName>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
   <wsAttributeAssignValues>
    <WsAttributeAssignValue>
     <id>0e572f7ce7e04893afc5b649185c7027</id>
     <valueSystem>g:isa</valueSystem>
    </WsAttributeAssignValue>
   </wsAttributeAssignValues>
   <createdOn>2010/09/27 02:27:29.349</createdOn>
   <enabled>T</enabled>
   <id>cbd0b7bcdc7e4fb8be6fe51286285164</id>
   <lastUpdated>2010/09/27 02:27:29.349</lastUpdated>
   <ownerAttributeAssignId>ac0da4c4802b43589fbcc0a888ba0d33
   </ownerAttributeAssignId>
  </WsAttributeAssign>
  <WsAttributeAssign>
   <attributeAssignActionType>immediate</attributeAssignActionType>
   <attributeAssignDelegatable>FALSE</attributeAssignDelegatable>



   <attributeAssignActionId>385880a5f2224f8989f2d5295834af52
   </attributeAssignActionId>
   <attributeAssignActionName>assign</attributeAssignActionName>
   <attributeAssignType>group_asgn</attributeAssignType>
   <attributeDefNameId>2e690ae1b3054d32b41f24adb6d35036
   </attributeDefNameId>
   <attributeDefNameName>etc:attribute:rules:ruleCheckOwnerName
   </attributeDefNameName>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
   <wsAttributeAssignValues>
    <WsAttributeAssignValue>
     <id>c5079562c62f4730811bc257c686ce74</id>
     <valueSystem>stem:a</valueSystem>
    </WsAttributeAssignValue>
   </wsAttributeAssignValues>
   <createdOn>2010/09/27 02:34:11.909</createdOn>
   <enabled>T</enabled>
   <id>1333885cbbf7453aa312d8472fd93268</id>
   <lastUpdated>2010/09/27 02:34:11.909</lastUpdated>
   <ownerAttributeAssignId>ac0da4c4802b43589fbcc0a888ba0d33
   </ownerAttributeAssignId>
  </WsAttributeAssign>
  <WsAttributeAssign>
   <attributeAssignActionType>immediate</attributeAssignActionType>
   <attributeAssignDelegatable>FALSE</attributeAssignDelegatable>
   <attributeAssignActionId>385880a5f2224f8989f2d5295834af52
   </attributeAssignActionId>
   <attributeAssignActionName>assign</attributeAssignActionName>
   <attributeAssignType>group_asgn</attributeAssignType>
   <attributeDefNameId>48a7e42ce4d14075b5aae2d25ff86445
   </attributeDefNameId>
   <attributeDefNameName>etc:attribute:rules:ruleCheckType
   </attributeDefNameName>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
   <wsAttributeAssignValues>
    <WsAttributeAssignValue>
     <id>1b29367e30e44a5380c1bea2670702fb</id>
     <valueSystem>membershipRemove</valueSystem>
    </WsAttributeAssignValue>
   </wsAttributeAssignValues>
   <createdOn>2010/09/27 02:37:07.676</createdOn>
   <enabled>T</enabled>
   <id>0ecf19c9b08c4554a72224eeadb60279</id>
   <lastUpdated>2010/09/27 02:37:07.676</lastUpdated>
   <ownerAttributeAssignId>ac0da4c4802b43589fbcc0a888ba0d33
   </ownerAttributeAssignId>
  </WsAttributeAssign>
  <WsAttributeAssign>
   <attributeAssignActionType>immediate</attributeAssignActionType>
   <attributeAssignDelegatable>FALSE</attributeAssignDelegatable>
   <attributeAssignActionId>385880a5f2224f8989f2d5295834af52
   </attributeAssignActionId>
   <attributeAssignActionName>assign</attributeAssignActionName>
   <attributeAssignType>group_asgn</attributeAssignType>
   <attributeDefNameId>b86358d4f54b4b1da0395deadbf5623b
   </attributeDefNameId>
   <attributeDefNameName>etc:attribute:rules:ruleIfConditionEnum
   </attributeDefNameName>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
   <wsAttributeAssignValues>
    <WsAttributeAssignValue>
     <id>0a5621c587484f7d992a3dad27d77831</id>
     <valueSystem>thisGroupHasImmediateEnabledMembership</valueSystem>
    </WsAttributeAssignValue>
   </wsAttributeAssignValues>
   <createdOn>2010/09/27 02:38:47.685</createdOn>
   <enabled>T</enabled>



   <id>816c21a0ada040798f4ad53799effb23</id>
   <lastUpdated>2010/09/27 02:38:47.685</lastUpdated>
   <ownerAttributeAssignId>ac0da4c4802b43589fbcc0a888ba0d33
   </ownerAttributeAssignId>
  </WsAttributeAssign>
  <WsAttributeAssign>
   <attributeAssignActionType>immediate</attributeAssignActionType>
   <attributeAssignDelegatable>FALSE</attributeAssignDelegatable>
   <attributeAssignActionId>385880a5f2224f8989f2d5295834af52
   </attributeAssignActionId>
   <attributeAssignActionName>assign</attributeAssignActionName>
   <attributeAssignType>group_asgn</attributeAssignType>
   <attributeDefNameId>fd84ef842cf04039a55b169ba3de9c68
   </attributeDefNameId>
   <attributeDefNameName>etc:attribute:rules:ruleThenEnum
   </attributeDefNameName>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
   <wsAttributeAssignValues>
    <WsAttributeAssignValue>
     <id>67b2097fd446499ba8348fc15b595ee5</id>
     <valueSystem>removeMemberFromOwnerGroup</valueSystem>
    </WsAttributeAssignValue>
   </wsAttributeAssignValues>
   <createdOn>2010/09/27 02:40:38.134</createdOn>
   <enabled>T</enabled>
   <id>63331ddaddd54f22b7fbe33338473f8c</id>
   <lastUpdated>2010/09/27 02:40:38.134</lastUpdated>
   <ownerAttributeAssignId>ac0da4c4802b43589fbcc0a888ba0d33
   </ownerAttributeAssignId>
  </WsAttributeAssign>
  <WsAttributeAssign>
   <attributeAssignActionType>immediate</attributeAssignActionType>
   <attributeAssignDelegatable>FALSE</attributeAssignDelegatable>
   <attributeAssignActionId>385880a5f2224f8989f2d5295834af52
   </attributeAssignActionId>
   <attributeAssignActionName>assign</attributeAssignActionName>
   <attributeAssignType>group_asgn</attributeAssignType>
   <attributeDefNameId>e7da4d50b57c4227b265796575fc919d
   </attributeDefNameId>
   <attributeDefNameName>etc:attribute:rules:ruleValid
   </attributeDefNameName>
   <attributeDefId>fce499cda6254a80a5a5dc5904e721d5</attributeDefId>
   <attributeDefName>etc:attribute:rules:rulesAttrDef</attributeDefName>
   <wsAttributeAssignValues>
    <WsAttributeAssignValue>
     <id>a945a14dd9c44c228836ccf2a5444b0d</id>
     <valueSystem>T</valueSystem>
    </WsAttributeAssignValue>
   </wsAttributeAssignValues>
   <createdOn>2010/09/27 02:27:29.755</createdOn>
   <enabled>T</enabled>
   <id>1137697e77b649789f80ec1c806cf0c3</id>
   <lastUpdated>2010/09/27 02:27:29.755</lastUpdated>
   <ownerAttributeAssignId>ac0da4c4802b43589fbcc0a888ba0d33
   </ownerAttributeAssignId>
  </WsAttributeAssign>
 </wsAttributeAssigns>
 <resultMetadata>
  <resultCode>SUCCESS</resultCode>
  <resultMessage>, Found 8 results.  </resultMessage>
  <success>T</success>
 </resultMetadata>
 <responseMetadata>
  <resultWarnings></resultWarnings>
  <millis>349</millis>
  <serverVersion>2.0.0</serverVersion>
 </responseMetadata>
 <wsGroups>
  <WsGroup>



   <extension>a</extension>
   <displayExtension>a</displayExtension>
   <displayName>stem:a</displayName>
   <name>stem:a</name>
   <uuid>7aa346e9d5ef42de842f490f49d08115</uuid>
  </WsGroup>
 </wsGroups>
 <wsStems />
 <wsMemberships />



 <wsSubjects />
</WsGetAttributeAssignmentsResults>

Add to A request

<WsRestAddMemberRequest>
 <wsGroupLookup>
  <groupName>stem:a</groupName>
 </wsGroupLookup>
 <subjectLookups>
  <WsSubjectLookup>
   <subjectId>test.subject.0</subjectId>
  </WsSubjectLookup>
 </subjectLookups>
</WsRestAddMemberRequest>

Add to A response

<WsAddMemberResults>
 <results>
  <WsAddMemberResult>
   <wsSubject>
    <resultCode>SUCCESS</resultCode>
    <success>T</success>
    <id>test.subject.0</id>
    <name>my name is test.subject.0</name>
    <sourceId>jdbc</sourceId>
   </wsSubject>
   <resultMetadata>
    <resultCode>SUCCESS</resultCode>
    <success>T</success>
   </resultMetadata>
  </WsAddMemberResult>
 </results>
 <wsGroupAssigned>
  <extension>a</extension>
  <displayExtension>a</displayExtension>
  <displayName>stem:a</displayName>
  <name>stem:a</name>
  <uuid>7aa346e9d5ef42de842f490f49d08115</uuid>
 </wsGroupAssigned>
 <resultMetadata>
  <resultCode>SUCCESS</resultCode>
  <resultMessage>Success : clientVersion: 1.6.0, wsGroupLookup:for
   WsGroupLookup[groupName=stem:a], subjectLookups: Array size: 1: [0]:
   WsSubjectLookup[subjectId=test.subject.0]

   , replaceAllExisting: , actAsSubject: , fieldName: ,false null null
   txType: NONE, includeGroupDetail: , includeSubjectDetail: ,false false
   subjectAttributeNames: null
   , params: null
   , disabledDate: , enabledDate: </resultMessage>null null
  <success>T</success>
 </resultMetadata>
 <responseMetadata>
  <resultWarnings></resultWarnings>
  <millis>209</millis>
  <serverVersion>2.0.0</serverVersion>
 </responseMetadata>
</WsAddMemberResults>

Add to B request



<WsRestAddMemberRequest>
 <wsGroupLookup>
  <groupName>stem:b</groupName>
 </wsGroupLookup>
 <subjectLookups>
  <WsSubjectLookup>
   <subjectId>test.subject.0</subjectId>
  </WsSubjectLookup>
 </subjectLookups>
</WsRestAddMemberRequest>

Add to B response:

<WsAddMemberResults>
 <results>
  <WsAddMemberResult>
   <wsSubject>
    <resultCode>SUCCESS</resultCode>
    <success>T</success>
    <id>test.subject.0</id>
    <name>my name is test.subject.0</name>
    <sourceId>jdbc</sourceId>
   </wsSubject>
   <resultMetadata>
    <resultCode>SUCCESS</resultCode>
    <success>T</success>
   </resultMetadata>
  </WsAddMemberResult>
 </results>
 <wsGroupAssigned>
  <extension>b</extension>
  <displayExtension>b</displayExtension>
  <displayName>stem:b</displayName>
  <name>stem:b</name>
  <uuid>826d8f94fcff4865b4a0a51c74dfbaff</uuid>
 </wsGroupAssigned>
 <resultMetadata>
  <resultCode>SUCCESS</resultCode>
  <resultMessage>Success : clientVersion: 1.6.0, wsGroupLookup:for
   WsGroupLookup[groupName=stem:b], subjectLookups: Array size: 1: [0]:
   WsSubjectLookup[subjectId=test.subject.0]

   , replaceAllExisting: , actAsSubject: , fieldName: ,false null null
   txType: NONE, includeGroupDetail: , includeSubjectDetail: ,false false
   subjectAttributeNames: null
   , params: null
   , disabledDate: , enabledDate: </resultMessage>null null
  <success>T</success>
 </resultMetadata>
 <responseMetadata>
  <resultWarnings></resultWarnings>
  <millis>102</millis>
  <serverVersion>2.0.0</serverVersion>
 </responseMetadata>
</WsAddMemberResults>

Delete from B request



<WsRestDeleteMemberRequest>
 <wsGroupLookup>
  <groupName>stem:b</groupName>
 </wsGroupLookup>
 <subjectLookups>
  <WsSubjectLookup>
   <subjectId>test.subject.0</subjectId>
  </WsSubjectLookup>
 </subjectLookups>
</WsRestDeleteMemberRequest>

Delete from B response

<WsDeleteMemberResults>
 <results>
  <WsDeleteMemberResult>
   <wsSubject>
    <resultCode>SUCCESS</resultCode>
    <success>T</success>
    <id>test.subject.0</id>
    <name>my name is test.subject.0</name>
    <sourceId>jdbc</sourceId>
   </wsSubject>
   <resultMetadata>
    <resultCode>SUCCESS</resultCode>
    <success>T</success>
   </resultMetadata>
  </WsDeleteMemberResult>
 </results>
 <wsGroup>
  <extension>b</extension>
  <displayExtension>b</displayExtension>
  <displayName>stem:b</displayName>
  <name>stem:b</name>
  <uuid>826d8f94fcff4865b4a0a51c74dfbaff</uuid>
 </wsGroup>
 <resultMetadata>
  <resultCode>SUCCESS</resultCode>
  <resultMessage>Success : clientVersion: 1.6.0, wsGroupLookup:for
   WsGroupLookup[groupName=stem:b], subjectLookups: Array size: 1: [0]:
   WsSubjectLookup[subjectId=test.subject.0]

   , actAsSubject: , fieldName: , txType: NONEnull null
   , params: </resultMessage>null
  <success>T</success>
 </resultMetadata>
 <responseMetadata>
  <resultWarnings></resultWarnings>
  <millis>424</millis>
  <serverVersion>2.0.0</serverVersion>
 </responseMetadata>
</WsDeleteMemberResults>

See removed from A request

<WsRestHasMemberRequest>
 <wsGroupLookup>
  <groupName>stem:a</groupName>
 </wsGroupLookup>
 <subjectLookups>
  <WsSubjectLookup>
   <subjectId>test.subject.0</subjectId>
  </WsSubjectLookup>
 </subjectLookups>
</WsRestHasMemberRequest>



See removed from A response

<WsHasMemberResults>
 <results>
  <WsHasMemberResult>
   <wsSubject>
    <resultCode>SUCCESS</resultCode>
    <success>T</success>
    <id>test.subject.0</id>
    <name>my name is test.subject.0</name>
    <sourceId>jdbc</sourceId>
   </wsSubject>
   <resultMetadata>
    <resultCode>IS_NOT_MEMBER</resultCode>
    <success>T</success>
   </resultMetadata>
  </WsHasMemberResult>
 </results>
 <wsGroup>
  <extension>a</extension>
  <displayExtension>a</displayExtension>
  <displayName>stem:a</displayName>
  <name>stem:a</name>
  <uuid>7aa346e9d5ef42de842f490f49d08115</uuid>
 </wsGroup>
 <resultMetadata>
  <resultCode>SUCCESS</resultCode>
  <resultMessage>Success : clientVersion: 1.6.0, wsGroupLookup:for
   WsGroupLookup[groupName=stem:a], subjectLookups: Array size: 1: [0]:
   WsSubjectLookup[subjectId=test.subject.0]

   memberFilter: All, actAsSubject: , fieldName: , includeGroupDetail: ,null null false
   includeSubjectDetail: , subjectAttributeNames: false null
   ,params: null
                </resultMessage>
  <success>T</success>
 </resultMetadata>
 <responseMetadata>
  <resultWarnings></resultWarnings>
  <millis>38</millis>
  <serverVersion>2.0.0</serverVersion>
 </responseMetadata>
</WsHasMemberResults>

sdf

Grouper rules use cases
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Grouper rules

Here are use cases for rules, with implementation examples.  Note that for Grouper release 2.0, the features of the rules engine are driven from
the use cases below.  If you want to do something else with rules, contact the Grouper dev team.

Grouper rules use case - Composite-ng intersection
Grouper rules use case - Composite-ng intersection permissions
Grouper rules use case - Composite-org intersection
Grouper rules use case - Composite-org intersection permissions
Grouper rules use case - Disabled-date activation
Grouper rules use case - Disabled-date permissions activation
Grouper rules use case - Email notification on flattened membership add from stem
Grouper rules use case - Email notification on flattened membership remove
Grouper rules use case - Email notifications on disabled dates
Grouper rules use case - Email notifications permissions disabled dates
Grouper rules use case - Inherited privileges on attribute definitions
Grouper rules use case - Inherited privileges on folders
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Grouper rules use case - Inherited privileges on groups
Grouper rules use case - Inherited privileges on groups with a name pattern
Grouper rules use case - Veto if not eligible
Grouper rules use case - Veto if not eligible by folder
Grouper rules use case - Veto if not eligible in org
Grouper rules use case - Veto permission if not eligible

Grouper rules use case - Composite-ng intersection
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Grouper rules

If an entity is no longer a member of the employee group, remove them from the group for application X

Java example

    AttributeAssign attributeAssign = ruleGroup
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    AttributeValueDelegate attributeValueDelegate = attributeAssign.getAttributeValueDelegate();

    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), actAs.getSourceId());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectIdName(), actAs.getId());

    //note  is the group (e.g. employees)"mustBeInGroup"
attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckOwnerIdName(), mustBeInGroup.getId());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckTypeName(),
        RuleCheckType.membershipRemove.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleIfConditionEnumName(),
        RuleIfConditionEnum.thisGroupHasImmediateEnabledMembership.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumName(),
        RuleThenEnum.removeMemberFromOwnerGroup.name());

    //should be valid
 isValidString = attributeValueDelegate.retrieveValueString(String

        RuleUtils.ruleValidName());

     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

 RuleApi.groupIntersection(subjectActAs, ruleGroup, mustBeInGroup)

GSH test case
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gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
d711e17ed44842a68b885bca5f294ab3,'GrouperSystem','application'
gsh 1% groupA =  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "stem:a"

).save();true
group: name='stem:a' displayName='stem:a' uuid='4bc47ab6a6704132a73a31d34b83164b'
gsh 2% groupB =  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "stem:b"

).save();true
group: name='stem:b' displayName='stem:b' uuid='22c410c494934a3baff8555940853ad1'
gsh 3% subjectActAs = SubjectFinder.findByIdAndSource( , , );"GrouperSystem" "g:isa" true
subject: id='GrouperSystem' type='application' source='g:isa' name='GrouperSysAdmin'
gsh 4% RuleApi.groupIntersection(subjectActAs, groupA, groupB);
gsh 5% addMember( , );"stem:a" "test.subject.0"
true
gsh 6% addMember( , );"stem:b" "test.subject.0"
true
gsh 7% delMember( , );"stem:b" "test.subject.0"
true
gsh 8% hasMember( , );"stem:a" "test.subject.0"
false
gsh 9%

GSH daemon test case

Run the above test case, then continue below:

gsh 9% addMember( , );"stem:a" "test.subject.0"
true
gsh 10% status = GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records
gsh 11% hasMember( , );"stem:a" "test.subject.0"
false

Grouper rules use case - Composite-ng intersection permissions
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Grouper rules

If an entity is no longer a member of the employee group, remove them from the role for application X which hsa certain permissions assigned;
also unassign any direct permissions to the user.

Java example
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//add a rule on stem:permission saying  you are out of stem:employee,if
//then remove assignments to permission, or from roles which have the permission
AttributeAssign attributeAssign = permissionToAssignRule
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    AttributeValueDelegate attributeValueDelegate = attributeAssign.getAttributeValueDelegate();
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), actAs.getSourceId());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectIdName(), actAs.getId());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckOwnerIdName(), mustBeInGroup.getId());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckTypeName(),
        RuleCheckType.membershipRemove.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleIfConditionEnumName(),
        RuleIfConditionEnum.thisPermissionDefHasAssignment.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumName(),
        RuleThenEnum.removeMemberFromOwnerPermissionDefAssignments.name());

    //should be valid
 isValidString = attributeValueDelegate.retrieveValueString(String

        RuleUtils.ruleValidName());

     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

RuleApi.permissionGroupIntersection(SubjectFinder.findRootSubject(), permissionDef, groupEmployee);

GSH test case

gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
9351993908a847b190da1e428033c579,'GrouperSystem','application'

//make a permission definition, which is assignable to roles or users in the context of a role
gsh 1% permissionDef =  AttributeDefSave(grouperSession).assignName(new "stem:permissionDef"
).assignCreateParentStemsIfNotExist( ).assignAttributeDefType(AttributeDefType.perm).save();true
edu.internet2.middleware.grouper.attr.AttributeDef:
AttributeDef[name=stem:permissionDef,uuid=dde36f66d60841448c217dc009d4eac8]
gsh 2% permissionDef.setAssignToEffMembership( );true
gsh 3% permissionDef.setAssignToGroup( );true
gsh 4% permissionDef.store();

//employee group is the group that  the user falls out of, remove the permissions assignmentsif
gsh 5% groupEmployee =  GroupSave(grouperSession).assignName(new "stem:employee"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:employee' displayName='stem:employee' uuid='7934203d09bf407bbf813f6768759ea9'

//these are roles  the applicationfor
gsh 6% payrollUser =  GroupSave(grouperSession).assignName(new "apps:payroll:roles:payrollUser"
).assignTypeOfGroup(TypeOfGroup.role).assignCreateParentStemsIfNotExist( ).save();true
group: name='apps:payroll:roles:payrollUser' displayName='apps:payroll:roles:payrollUser'
uuid='663d14fda9aa45d48caaab84a4df11dc'
gsh 7% payrollGuest =  GroupSave(grouperSession).assignName(new "apps:payroll:roles:payrollGuest"
).assignTypeOfGroup(TypeOfGroup.role).assignCreateParentStemsIfNotExist( ).save();true
group: name='apps:payroll:roles:payrollGuest' displayName='apps:payroll:roles:payrollGuest'
uuid='bcdce97b557e46c59b663bb3c7db7126'



//subject0 is in payrollUser, subject1 is a payroll guest
gsh 10% addMember( , );"apps:payroll:roles:payrollUser" "test.subject.0"
true
gsh 11% addMember( , );"apps:payroll:roles:payrollGuest" "test.subject.1"
true

//canLogin is a permissions resource in the permission definition
gsh 12% canLogin =  AttributeDefNameSave(grouperSession, permissionDef).assignName(new

).assignCreateParentStemsIfNotExist( ).save();"apps:payroll:permissions:canLogin" true
edu.internet2.middleware.grouper.attr.AttributeDefName:
AttributeDefName[name=apps:payroll:permissions:canLogin,uuid=83107cf902544375a46376c8a4210051]

//  subject0,  permission is assigned to the role, and subject0 gets it from being a member offor this
the role
gsh 13% payrollUser.getPermissionRoleDelegate().assignRolePermission(canLogin);
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult@1d74bb1
gsh 16% subject1 = SubjectFinder.findById( , );"test.subject.1" true
subject: id='test.subject.1' type='person' source='jdbc' name='my name is test.subject.1'
gsh 17% subject0 = SubjectFinder.findById( , );"test.subject.0" true
subject: id='test.subject.0' type='person' source='jdbc' name='my name is test.subject.0'

//subject1 is a guest, and gets the permission as directly assigned in the context of role
payrollGuest
gsh 18% payrollGuest.getPermissionRoleDelegate().assignSubjectRolePermission(canLogin, subject1);
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult@c5dbb
gsh 19% member0 = MemberFinder.findBySubject(grouperSession, subject0, );false
gsh 20% member1 = MemberFinder.findBySubject(grouperSession, subject1, );false
member: id='test.subject.1' type='person' source='jdbc' uuid='bc39785bb650459585043d9b4cffc051'

//subject0 and subject1 each have one permission
gsh 21% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member0.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollUser,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.0,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=0,action_depth=0,attrDef_depth=0,perm_type=role]true true
gsh 22% permissions.size()
1
gsh 23% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin
gsh 24% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member1.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollGuest,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.1,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=-1,action_depth=0,attrDef_depth=0,perm_type=role_subject]true true
gsh 25% permissions.size()
1
gsh 26%  permissions.iterator().next().getAttributeDefNameName();
apps:payroll:permissions:canLogin

//add the rule
gsh 27% RuleApi.permissionGroupIntersection(SubjectFinder.findRootSubject(), permissionDef,
groupEmployee);

//add users to employee group
gsh 29% groupEmployee.addMember(subject0);
gsh 30% groupEmployee.addMember(subject1);

//remove the first user
gsh 33% groupEmployee.deleteMember(subject0);

//since the permission was due to role, the user should not be in role anymore, or the permissions
gsh 34% payrollUser.hasMember(subject0);
false
gsh 35% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member0.getUuid());
gsh 36% permissions.size();
0



//subject1 still have permissions in the context of the role
gsh 37% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member1.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollGuest,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.1,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=-1,action_depth=0,attrDef_depth=0,perm_type=role_subject]true true
gsh 38% permissions.size()
1
gsh 39% permissions.iterator().next().getAttributeDefNameName();
apps:payroll:permissions:canLogin

//remove subject1 from employee group
gsh 40% groupEmployee.deleteMember(subject1);

//subject1 is still a guest since guest does not have login ability...
gsh 43% payrollGuest.hasMember(subject1);
true

//however, the direct assignment to user in the context of the role is removed
gsh 44% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member1.getUuid());
gsh 45% permissions.size()



0
gsh 46%

GSH daemon test case

Run the above test case, and continue below

gsh 48% addMember( , );"apps:payroll:roles:payrollUser" "test.subject.0"
true
gsh 49% payrollGuest.getPermissionRoleDelegate().assignSubjectRolePermission(canLogin, subject1);
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.Attribu
teAssignResult@c50443
gsh 50% status = GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records
gsh 51% payrollUser.hasMember(subject0);
false
gsh 52% payrollGuest.hasMember(subject1);
true
gsh 53% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member1.getUuid());
gsh 54% permissions.size()
0
gsh 55% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member0.getUuid());
gsh 56% permissions.size()
0
gsh 57%

Grouper rules use case - Composite-org intersection
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Grouper rules

If an entity falls out of any group in the IT organization groups (meaning not a central IT employee anymore), then remove them from group X

Java example
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    //add a rule on stem:a saying  you are out of stem:b, then remove from stem:aif
AttributeAssign attributeAssign = groupA
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    AttributeValueDelegate attributeValueDelegate = attributeAssign.getAttributeValueDelegate();

    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), );"g:isa"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectIdName(), );"GrouperSystem"

    //folder where membership was removed
attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckOwnerNameName(), );"stem2"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckTypeName(),
        RuleCheckType.membershipRemoveInFolder.name());

    //SUB  all descendants, ONE  just childrenfor for
attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckStemScopeName(),
        Stem.Scope.SUB.name());

    //  there is no more membership in the folder, and there is a membership in the groupif
attributeValueDelegate.assignValue(
        RuleUtils.ruleIfConditionEnumName(),
        RuleIfConditionEnum.thisGroupAndNotFolderHasImmediateEnabledMembership.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumName(),
        RuleThenEnum.removeMemberFromOwnerGroup.name());

    //should be valid
 isValidString = attributeValueDelegate.retrieveValueString(String

        RuleUtils.ruleValidName());

     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

RuleApi.groupIntersectionWithFolder(actAsSubject, group, stem, Scope.SUB);

GSH test case



gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
d53d7312930347649eda6fab89ad7ada,'GrouperSystem','application'
gsh 1% groupA =  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "stem1:a"

).save();true
group: name='stem1:a' displayName='stem1:a' uuid='6557bf47e6d64c398a10ce4a16661c74'
gsh 2% groupB =  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "stem2:b"

).save();true
group: name='stem2:b' displayName='stem2:b' uuid='9dae005fc0d44358823fc1e1107def92'
gsh 3% groupC =  GroupSave(grouperSession).assignName(new "stem2:sub:c"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem2:sub:c' displayName='stem2:sub:c' uuid='c7290e9b53e045f8a6ee0c3a7f9ecd3f'
gsh 4% stem = StemFinder.findByName(grouperSession, , );"stem2" true
stem: name='stem2' displayName='stem2' uuid='5a68107654494485909e58f9b3c02b42'
gsh 5% RuleApi.groupIntersectionWithFolder(SubjectFinder.findRootSubject(), groupA, stem,
Stem.Scope.SUB);
gsh 6% addMember( , );"stem2:b" "test.subject.0"
true
gsh 7% addMember( , );"stem1:a" "test.subject.0"
true
gsh 8% delMember( , );"stem2:b" "test.subject.0"
true
gsh 9% hasMember( , );"stem1:a" "test.subject.0"
false
gsh 10% addMember( , );"stem2:sub:c" "test.subject.0"
true
gsh 11% addMember( , );"stem1:a" "test.subject.0"
true
gsh 12% delMember( , );"stem2:sub:c" "test.subject.0"
true
gsh 13% hasMember( , );"stem1:a" "test.subject.0"
false
gsh 14% addMember( , );"stem2:sub:c" "test.subject.0"
true
gsh 15% addMember( , );"stem2:b" "test.subject.0"
true
gsh 16% addMember( , );"stem1:a" "test.subject.0"
true
gsh 17% delMember( , );"stem2:b" "test.subject.0"
true
gsh 18% hasMember( , );"stem1:a" "test.subject.0"
true
gsh 19% delMember( , );"stem2:sub:c" "test.subject.0"
true
gsh 20% hasMember( , );"stem1:a" "test.subject.0"
false
gsh 21%

GSH daemon test case



gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
0d49834d98554f169f051ef935a02a73,'GrouperSystem','application'
gsh 1% groupA =  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "stem1:a"

).save();true
group: name='stem1:a' displayName='stem1:a' uuid='ce47626ff0ec484cbe6eb615b7ed3d45'
gsh 2% groupB =  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "stem2:b"

).save();true
group: name='stem2:b' displayName='stem2:b' uuid='c88ff0d791f143279a3f429734209c1e'
gsh 3% groupC =  GroupSave(grouperSession).assignName(new "stem2:sub:c"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem2:sub:c' displayName='stem2:sub:c' uuid='5ab490b25b9c4f32aa0c7d0d1d6acd8a'
gsh 4% stem = StemFinder.findByName(grouperSession, , );"stem2" true
stem: name='stem2' displayName='stem2' uuid='32afc339e5be416d89e6dd03921b9d6f'
gsh 5% RuleApi.groupIntersectionWithFolder(SubjectFinder.findRootSubject(), groupA, stem,
Stem.Scope.SUB);
edu.internet2.middleware.grouper.attr.assign.AttributeAssign:
AttributeAssign[id=258ed40a395d47dc9e80a5055ce5018c,action=assign,attributeDefName=etc:attribute:rules:rule,
group=Group[name=stem1:a,uuid=ce47626ff0ec484cbe6eb615b7ed3d45]]
gsh 6% addMember( , );"stem1:a" "test.subject.0"
true
gsh 7% addMember( , );"stem1:a" "test.subject.1"
true
gsh 9% addMember( , );"stem2:b" "test.subject.1"
true
gsh 10% status = GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records
gsh 11% hasMember( , );"stem1:a" "test.subject.0"
false
gsh 12% hasMember( , );"stem1:a" "test.subject.1"
true
gsh 13%

Grouper rules use case - Composite-org intersection permissions
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Grouper rules

If an entity falls out of any group in the IT organization groups (meaning not a central IT employee anymore), then remove permissions from a
permission definition or remove from roles which have assignments to the permission definition

Java example
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    //add a rule on stem:permission saying  you are out of stem:employee,if
//then remove assignments to permission, or from roles which have the permission
AttributeAssign attributeAssign = permissionToAssignRule
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    AttributeValueDelegate attributeValueDelegate = attributeAssign.getAttributeValueDelegate();

    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), actAs.getSourceId());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectIdName(), actAs.getId());

    //folder where membership was removed
attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckOwnerIdName(), mustBeInGroupInFolder.getUuid());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckTypeName(),
        RuleCheckType.membershipRemoveInFolder.name());

    //SUB  all descendants, ONE  just childrenfor for
attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckStemScopeName(),
        stemScope.name());

    //  there is no more membership in the folder, and there is a membership in the groupif
attributeValueDelegate.assignValue(
        RuleUtils.ruleIfConditionEnumName(),
        RuleIfConditionEnum.thisPermissionDefHasAssignmentAndNotFolder.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumName(),
        RuleThenEnum.removeMemberFromOwnerPermissionDefAssignments.name());

    //should be valid
 isValidString = attributeValueDelegate.retrieveValueString(String

        RuleUtils.ruleValidName());

     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

RuleApi.permissionFolderIntersection(actAsSubject, permissionDef, itEmployeeStem, Stem.Scope.SUB);

GSH test case

gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
a22fcbc1abb749b6bf3afd5f441896ca,'GrouperSystem','application'

//definition  permissionfor
gsh 1% permissionDef =  AttributeDefSave(grouperSession).assignName(new "stem:permissionDef"
).assignCreateParentStemsIfNotExist( ).assignAttributeDefType(AttributeDefType.perm).save();true
edu.internet2.middleware.grouper.attr.AttributeDef:
AttributeDef[name=stem:permissionDef,uuid=a20cf95b75154a2da7b817d19a37cf73]
gsh 2% permissionDef.setAssignToEffMembership( );true
gsh 3%  permissionDef.setAssignToGroup( );true
gsh 4% permissionDef.store();



//two groups in the org chart  the IT departmentfor
gsh 5% groupProgrammers =  GroupSave(grouperSession).assignName(new "stem:orgs:itEmployee:programmers"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:orgs:itEmployee:programmers' displayName='stem:orgs:itEmployee:programmers'
uuid='e9c49da6801446538372ef6f583b7df2'
gsh 6% groupSysadmins =  GroupSave(grouperSession).assignName(new "stem:orgs:itEmployee:sysadmins"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:orgs:itEmployee:sysadmins' displayName='stem:orgs:itEmployee:sysadmins'
uuid='14728c7b48fd4ecc82cbf692ab2aba13'

//folder  IT employeefor
gsh 7% itEmployee = StemFinder.findByName(grouperSession, , );"stem:orgs:itEmployee" true
stem: name='stem:orgs:itEmployee' displayName='stem:orgs:itEmployee'
uuid='3d55c81499ce4b059c8e1f2a147c71ae'

//two roles  the applicationfor
gsh 8% payrollUser =  GroupSave(grouperSession).assignName(new "apps:payroll:roles:payrollUser"
).assignTypeOfGroup(TypeOfGroup.role).assignCreateParentStemsIfNotExist( ).save();true
group: name='apps:payroll:roles:payrollUser' displayName='apps:payroll:roles:payrollUser'
uuid='0e93b9d5802c475f8d98350226679313'
gsh 9% payrollGuest =  GroupSave(grouperSession).assignName(new "apps:payroll:roles:payrollGuest"
).assignTypeOfGroup(TypeOfGroup.role).assignCreateParentStemsIfNotExist( ).save();true
group: name='apps:payroll:roles:payrollGuest' displayName='apps:payroll:roles:payrollGuest'
uuid='11efd3897df241e2a51e57742296aa08'

gsh 10% subject0 = SubjectFinder.findByIdAndSource( , , );"test.subject.0" "jdbc" true
subject: id='test.subject.0' type='person' source='jdbc' name='my name is test.subject.0'
gsh 11% subject1 = SubjectFinder.findByIdAndSource( , , );"test.subject.1" "jdbc" true
subject: id='test.subject.1' type='person' source='jdbc' name='my name is test.subject.1'
gsh 12% subject2 = SubjectFinder.findByIdAndSource( , , );"test.subject.2" "jdbc" true
subject: id='test.subject.2' type='person' source='jdbc' name='my name is test.subject.2'

//subject0 is assigned to payrollUser role, and that role has the permission (RBAC)
gsh 13% payrollUser.addMember(subject0, );false
true

//subject1 is a guest, and has the permission directly assigned
gsh 14% payrollGuest.addMember(subject1, );false
true

//  is the permission resourcethis
gsh 15% canLogin =  AttributeDefNameSave(grouperSession, permissionDef).assignName(new

).assignCreateParentStemsIfNotExist( ).save();"apps:payroll:permissions:canLogin" true
edu.internet2.middleware.grouper.attr.AttributeDefName:
AttributeDefName[name=apps:payroll:permissions:canLogin,uuid=bc135affbeb84c069cf53a89833c0cca]
gsh 16% payrollUser.getPermissionRoleDelegate().assignRolePermission(canLogin);
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult@1dd66fd
gsh 17% payrollGuest.getPermissionRoleDelegate().assignSubjectRolePermission(canLogin, subject1);
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult@e5d155

gsh 18% member0 = MemberFinder.findBySubject(grouperSession, subject0, );false
member: id='test.subject.0' type='person' source='jdbc' uuid='d65c59dac1494a84940c45190dd44f3e'
gsh 19% member1 = MemberFinder.findBySubject(grouperSession, subject1, );false
member: id='test.subject.1' type='person' source='jdbc' uuid='94a1f7bbc08f4c0c962b4c19b1dbecbe'

//subject0 and subject1 both have the permission
gsh 20% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member0.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollUser,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.0,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=0,action_depth=0,attrDef_depth=0,perm_type=role]true true
gsh 21% permissions.size()
1
gsh 22% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin
gsh 23% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member1.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:



PermissionEntry[roleName=apps:payroll:roles:payrollGuest,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.1,imm_mem=
,imm_perm= ,mem_depth=0,role_depth=-1,action_depth=0,attrDef_depth=0,perm_type=role_subject]true true

gsh 24% permissions.size()
1
gsh 25% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin

//configure the rule
gsh 26% RuleApi.permissionFolderIntersection(SubjectFinder.findRootSubject(), permissionDef,
itEmployee, Stem.Scope.SUB);

gsh 27% groupProgrammers.addMember(subject0, );false
gsh 28% groupSysadmins.addMember(subject0, );false
true
gsh 29% groupProgrammers.addMember(subject1, );false
true
gsh 30% groupSysadmins.addMember(subject1, );false
true
gsh 31% groupProgrammers.addMember(subject2, );false
true
gsh 32% groupSysadmins.addMember(subject2, );false
true

//  subject2 is removed, nothing should happen (subject2 didnt have permissions)if
gsh 33% groupProgrammers.deleteMember(subject2);
gsh 34% groupSysadmins.deleteMember(subject2);

//remove subject0 from one group, should still have permissions
gsh 35% groupProgrammers.deleteMember(subject0);
gsh 36% GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member0.getUuid()).size();
1

//remove from the other org group, and the permissions should be gone, should not be in the role
anymore
gsh 37% groupSysadmins.deleteMember(subject0);
gsh 38% GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member0.getUuid()).size();
0

//subject1 still have permission
gsh 39% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member1.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollGuest,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.1,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=-1,action_depth=0,attrDef_depth=0,perm_type=role_subject]true true
gsh 40% permissions.size()
1
gsh 41% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin

//remove subject1 from one org, should still have permission
gsh 42% groupSysadmins.deleteMember(subject1);
gsh 43% GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member1.getUuid()).size();
1

//remove from other and loses permission
gsh 44% groupProgrammers.deleteMember(subject1);
gsh 45% payrollGuest.hasMember(subject1)
true
gsh 46% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member1.getUuid())



gsh 47% permissions.size();
0

GSH daemon test case

Run the above GSH commands, then continue below:

gsh 48% payrollUser.addMember(subject0, );false
true
gsh 49% payrollGuest.getPermissionRoleDelegate().assignSubjectRolePermission(canLogin, subject1);
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult@692a88
gsh 50% payrollUser.addMember(subject2, );false
true
gsh 51% subject3 = SubjectFinder.findByIdAndSource( , , );"test.subject.3" "jdbc" true
subject: id='test.subject.3' type='person' source='jdbc' name='my name is test.subject.3'
gsh 52% payrollGuest.addMember(subject3, );false
true
gsh 53% payrollGuest.getPermissionRoleDelegate().assignSubjectRolePermission(canLogin, subject3);
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult@1d6e77
gsh 54% groupProgrammers.addMember(subject2, );false
true
gsh 55% groupProgrammers.addMember(subject3, );false
true
gsh 56% status = GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records
gsh 57% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member0.getUuid());
gsh 58% permissions.size();
0
gsh 59% payrollUser.hasMember(subject0);
false
gsh 60% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member1.getUuid());
gsh 61% permissions.size();
0
gsh 62% payrollGuest.hasMember(subject1);
true
gsh 65% member2 = MemberFinder.findBySubject(grouperSession, subject2, );false
member: id='test.subject.2' type='person' source='jdbc' uuid='2ccf68d9fe4241888822be1a0546c8e5'
gsh 66% member3 = MemberFinder.findBySubject(grouperSession, subject3, );false
member: id='test.subject.3' type='person' source='jdbc' uuid='efcec181c7e34907abafa6ba1fa1143f'
gsh 67% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member2.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollUser,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.2,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=0,action_depth=0,attrDef_depth=0,perm_type=role]true true
gsh 68% permissions.size();
1
gsh 69% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin
gsh 70% payrollUser.hasMember(subject2);
true
gsh 71% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member3.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollGuest,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.3,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=-1,action_depth=0,attrDef_depth=0,perm_type=role_subject]true true
gsh 72% permissions.size();
1
gsh 73% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin
gsh 74% payrollGuest.hasMember(subject3);
true
gsh 75%
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Grouper rules use case - Disabled-date activation
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Grouper rules

If a student is no longer a member of the course X group, then change the membership in the course wiki group to have an end date in one
week.  The optional (e.g. nightly) daemon will look for members of the wiki who aren't in the course group and set their end date.

Java example

    AttributeAssign attributeAssign = ruleGroup
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    AttributeValueDelegate attributeValueDelegate = attributeAssign.getAttributeValueDelegate();

    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), actAs.getSourceId());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectIdName(), actAs.getId());

    //  the user falls out of mustBeInGroup, then set a disabled date in  groupif this
attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckOwnerIdName(), mustBeInGroup.getId());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckTypeName(),
        RuleCheckType.membershipRemove.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleIfConditionEnumName(),
        RuleIfConditionEnum.thisGroupHasImmediateEnabledNoEndDateMembership.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumName(),
RuleThenEnum.assignMembershipDisabledDaysForOwnerGroupId.name());

    //number of days in  that disabled date should be setfuture
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg0Name(), );"7"

    //  the membership in owner group doesnt exist, should it be added?  T|Fif
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg1Name(), );"F"

    //should be valid
 isValidString = attributeValueDelegate.retrieveValueString(String

        RuleUtils.ruleValidName());

     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

RuleApi.groupIntersection(subjectActAs, groupA, groupB, 7);

GSH test case

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
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gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
f234aa6876784ea0990ae1aba754d5a7,'GrouperSystem','application'
gsh 1% groupA =  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "stem:a"

).save();true
group: name='stem:a' displayName='stem:a' uuid='4354a7db631e42bf93ac08eb5288b2c9'
gsh 2%  groupB =  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "stem:b"

).save();true
group: name='stem:b' displayName='stem:b' uuid='fa2fe9a442a44169875e82954386a332'
gsh 3% subjectActAs = SubjectFinder.findByIdAndSource( , , );"GrouperSystem" "g:isa" true
subject: id='GrouperSystem' type='application' source='g:isa' name='GrouperSysAdmin'
gsh 4% RuleApi.groupIntersection(subjectActAs, groupA, groupB, 7);
gsh 5% addMember( , );"stem:a" "test.subject.0"
true
gsh 6% addMember( , );"stem:b" "test.subject.0"
true
gsh 7% delMember( , );"stem:b" "test.subject.0"
true
gsh 8% hasMember( , );"stem:a" "test.subject.0"
true
gsh 10% subject0 = SubjectFinder.findById( , );"test.subject.0" true
subject: id='test.subject.0' type='person' source='jdbc' name='my name is test.subject.0'
gsh 11% member0 = MemberFinder.findBySubject(grouperSession, subject0, );false
member: id='test.subject.0' type='person' source='jdbc' uuid='d20d4de2c7074da0a6a286f2b249d5ec'
gsh 12% membership = groupA.getImmediateMembership(Group.getDefaultList(), member0, , );true true
edu.internet2.middleware.grouper.Membership:
Membership[createTime=1283754246504,creatorUuid=b0ad34466f1f401ba33c49cba4197cdb,depth=0,listName=members,listType=list,memberUuid=d20d4de2c7074da0a6a286f2b249d5ec,groupId=4354a7db631e42bf93ac08eb5288b2c9,type=immediate,uuid=4e107bdd371f49428ac65615fe43eab6:95f8d90414704e27bd558d41b03f9ba0]
gsh
13% membership.getDisabledTime()
java.sql.Timestamp: 2010-09-13 02:24:20.167
gsh 14%

GSH daemon test case

Run the above commands, and continue below



//get back to normal data
gsh 13% delMember( , );"stem:a" "test.subject.0"
true

//subject0 should not be there
gsh 15% addMember( , );"stem:a" "test.subject.0"
true

//subject1 is ok
gsh 16% addMember( , );"stem:a" "test.subject.1"
true

//subject2 has a disabled date already, and shouldnt be touched
gsh 17% addMember( , );"stem:a" "test.subject.2"
true

gsh 18% addMember( , );"stem:b" "test.subject.1"
true
gsh 20% subject1 = SubjectFinder.findById( , );"test.subject.1" true
subject: id='test.subject.1' type='person' source='jdbc' name='my name is test.subject.1'
gsh 21% subject2 = SubjectFinder.findById( , );"test.subject.2" true
subject: id='test.subject.2' type='person' source='jdbc' name='my name is test.subject.2'
gsh 22% member1 = MemberFinder.findBySubject(grouperSession, subject1, );false
member: id='test.subject.1' type='person' source='jdbc' uuid='328d340a9d6d4774af8d12c1a6753d8e'
gsh 23% member2 = MemberFinder.findBySubject(grouperSession, subject2, );false
member: id='test.subject.2' type='person' source='jdbc' uuid='8f039afe4adf4770ad5ade263031f558'

//set disabled date  subject2for
gsh 24% membership = groupA.getImmediateMembership(Group.getDefaultList(), member2, , );true true
edu.internet2.middleware.grouper.Membership:
Membership[createTime=1285559733570,creatorUuid=7a06fd612353403dafe003630a5205a7,depth=0,listName=members,listType=list,memberUuid=8f039afe4adf4770ad5ade263031f558,groupId=9c1f128179d444c6970499e1a274dfa4,type=immediate,uuid=d3508dd616954915be37a6bbb2cdbce9:65d65d4d43d049358ca5348e81a6a1a3]
gsh
26% membership.setDisabledTime(  java.sql.Timestamp( .currentTimeMillis() + (3 * 24 * 60 * 60 *new System
1000)));
gsh 27% GrouperDAOFactory.getFactory().getMembership().update(membership);

//run the daemon
gsh 28% status = GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records

//all groups should still have the members
gsh 29% hasMember( , );"stem:a" "test.subject.0"
true
gsh 30% hasMember( , );"stem:a" "test.subject.1"
true
gsh 31% hasMember( , );"stem:a" "test.subject.2"
true

//the first one has 7 day forward disabled date
gsh 32% membership = groupA.getImmediateMembership(Group.getDefaultList(), member0, , );true true
edu.internet2.middleware.grouper.Membership:
Membership[createTime=1285559719988,creatorUuid=7a06fd612353403dafe003630a5205a7,depth=0,listName=members,listType=list,memberUuid=090557f1838d40c4b594234632d82dae,groupId=9c1f128179d444c6970499e1a274dfa4,type=immediate,uuid=6d4e0e55ad7d496785a5d4df522fbbab:65d65d4d43d049358ca5348e81a6a1a3]
gsh
33% membership.getDisabledTime()
java.sql.Timestamp: 2010-10-03 23:58:37.904

//second one is ok, has no disabled date
gsh 34% membership = groupA.getImmediateMembership(Group.getDefaultList(), member1, , );true true
edu.internet2.middleware.grouper.Membership:
Membership[createTime=1285559728869,creatorUuid=7a06fd612353403dafe003630a5205a7,depth=0,listName=members,listType=list,memberUuid=328d340a9d6d4774af8d12c1a6753d8e,groupId=9c1f128179d444c6970499e1a274dfa4,type=immediate,uuid=64ed8f25035d475490f774bd798910a0:65d65d4d43d049358ca5348e81a6a1a3]
gsh
35% membership.getDisabledTime()

//subject2 should keep the old disabled date, 3 days in future
gsh 36% membership = groupA.getImmediateMembership(Group.getDefaultList(), member2, , );true true
edu.internet2.middleware.grouper.Membership:
Membership[createTime=1285559733570,creatorUuid=7a06fd612353403dafe003630a5205a7,depth=0,listName=members,listType=list,memberUuid=8f039afe4adf4770ad5ade263031f558,groupId=9c1f128179d444c6970499e1a274dfa4,type=immediate,uuid=d3508dd616954915be37a6bbb2cdbce9:65d65d4d43d049358ca5348e81a6a1a3]
gsh
37% membership.getDisabledTime()
java.sql.Timestamp: 2010-09-29 23:58:07.517
gsh 38%
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Grouper rules

If a student is no longer a member of the course X group, then end date the permissions in the course wiki group with end date in one week, or
end date assignments to roles which have those permissions

Java example

    //add a rule on stem:permission saying  you are out of stem:employee,if
//then put disabled date on assignments to permission, or from roles which have the permission
AttributeAssign attributeAssign = permissionToAssignRule
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    AttributeValueDelegate attributeValueDelegate = attributeAssign.getAttributeValueDelegate();
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), actAs.getSourceId());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectIdName(), actAs.getId());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckOwnerIdName(), mustBeInGroup.getId());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckTypeName(), RuleCheckType.membershipRemove.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleIfConditionEnumName(),
RuleIfConditionEnum.thisPermissionDefHasNoEndDateAssignment.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumName(),
RuleThenEnum.assignDisabledDaysToOwnerPermissionDefAssignments.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg0Name(), );"7"

    //should be valid
 isValidString = attributeValueDelegate.retrieveValueString(String

        RuleUtils.ruleValidName());

     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

 RuleApi.permissionGroupIntersection(SubjectFinder.findRootSubject(), permissionDef, groupEmployee,
7);

GSH test case

gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
1e2e6443d9d34012b66f8d970ec16a1b,'GrouperSystem','application'

//permissions definition
gsh 1% permissionDef =  AttributeDefSave(grouperSession).assignName(new "stem:permissionDef"
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).assignCreateParentStemsIfNotExist( ).assignAttributeDefType(AttributeDefType.perm).save();true
edu.internet2.middleware.grouper.attr.AttributeDef:
AttributeDef[name=stem:permissionDef,uuid=65b85a8e4bf74780bec99c04e508853e]
gsh 2% permissionDef.setAssignToEffMembership( );true
gsh 3% permissionDef.setAssignToGroup( );true
gsh 4% permissionDef.store();

//employee group which users must be in
gsh 5% groupEmployee =  GroupSave(grouperSession).assignName(new "stem:employee"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:employee' displayName='stem:employee' uuid='61581214aef04fd589a5a24338067021'

//roles  permissionsfor
gsh 6% payrollUser =  GroupSave(grouperSession).assignName(new "apps:payroll:roles:payrollUser"
).assignTypeOfGroup(TypeOfGroup.role).assignCreateParentStemsIfNotExist( ).save();true
group: name='apps:payroll:roles:payrollUser' displayName='apps:payroll:roles:payrollUser'
uuid='fc738d64b8eb46a1ab78d2e03961129b'
gsh 7% payrollGuest =  GroupSave(grouperSession).assignName(new "apps:payroll:roles:payrollGuest"
).assignTypeOfGroup(TypeOfGroup.role).assignCreateParentStemsIfNotExist( ).save();true
group: name='apps:payroll:roles:payrollGuest' displayName='apps:payroll:roles:payrollGuest'
uuid='ac4b956bd8b04e12ac8cc661e104493c'

gsh 8% subject0 = SubjectFinder.findByIdAndSource( , , );"test.subject.0" "jdbc" true
subject: id='test.subject.0' type='person' source='jdbc' name='my name is test.subject.0'
gsh 9% subject1 = SubjectFinder.findByIdAndSource( , , );"test.subject.1" "jdbc" true
subject: id='test.subject.1' type='person' source='jdbc' name='my name is test.subject.1'
gsh 10% subject2 = SubjectFinder.findByIdAndSource( , , );"test.subject.2" "jdbc" true
subject: id='test.subject.2' type='person' source='jdbc' name='my name is test.subject.2'

gsh 11% payrollUser.addMember(subject0, );false
true
gsh 12% payrollGuest.addMember(subject1, );false
true

//permission resource
gsh 13% canLogin =  AttributeDefNameSave(grouperSession, permissionDef).assignName(new

).assignCreateParentStemsIfNotExist( ).save();"apps:payroll:permissions:canLogin" true
edu.internet2.middleware.grouper.attr.AttributeDefName:
AttributeDefName[name=apps:payroll:permissions:canLogin,uuid=f9a2001a66c3427287ae2846cd606dd0]

//assign the permission to a role
gsh 14% payrollUser.getPermissionRoleDelegate().assignRolePermission(canLogin);
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult@f8f104

//assign the permission directly to a user in a different role
gsh 15% payrollGuest.getPermissionRoleDelegate().assignSubjectRolePermission(canLogin, subject1);
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult@1c624e2

gsh 16% member0 = MemberFinder.findBySubject(grouperSession, subject0, );false
member: id='test.subject.0' type='person' source='jdbc' uuid='c24d4c437d0e439397a66659ee36e548'
gsh 17% member1 = MemberFinder.findBySubject(grouperSession, subject1, );false
member: id='test.subject.1' type='person' source='jdbc' uuid='df1329086d6a4ae9aea3d6c9777c68d5'

//permission that user0 hsa
gsh 18% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member0.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollUser,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.0,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=0,action_depth=0,attrDef_depth=0,perm_type=role]true true
gsh 19% permissions.size()
1
gsh 20% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin

//permission that user1 has
gsh 21% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member1.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:



PermissionEntry[roleName=apps:payroll:roles:payrollGuest,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.1,imm_mem=
,imm_perm= ,mem_depth=0,role_depth=-1,action_depth=0,attrDef_depth=0,perm_type=role_subject]true true

gsh 22% permissions.size()
1
gsh 23% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin

//assign the rule
gsh 24% RuleApi.permissionGroupIntersection(SubjectFinder.findRootSubject(), permissionDef,
groupEmployee, 7);

//add users to employee role
gsh 25% groupEmployee.addMember(subject0);
gsh 26% groupEmployee.addMember(subject1);

//subject2 has no permissions, so  is a no-opthis
gsh 27% groupEmployee.addMember(subject2);
gsh 28% groupEmployee.deleteMember(subject2);

//  should set some delete datesthis
gsh 29% groupEmployee.deleteMember(subject0);
gsh 30%  membership = ((Group)payrollUser).getImmediateMembership(Group.getDefaultList(), member0, 

, );true true
edu.internet2.middleware.grouper.Membership:
Membership[createTime=1283882925393,creatorUuid=b0ad34466f1f401ba33c49cba4197cdb,depth=0,listName=members,listType=list,memberUuid=c24d4c437d0e439397a66659ee36e548,groupId=fc738d64b8eb46a1ab78d2e03961129b,type=immediate,uuid=40a51c707a4048f48fca32bd9d0f52c7:9a7d5f4525fe4bbab7bd89d96abd91f9]
gsh
31% membership.getDisabledTime()
java.sql.Timestamp: 2010-09-14 14:10:55.171
gsh 35%  java.sql.Timestamp( .currentTimeMillis());new System
java.sql.Timestamp: 2010-09-07 14:11:53.141

gsh 36% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member0.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollUser,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.0,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=0,action_depth=0,attrDef_depth=0,perm_type=role]true true
gsh 37% permissions.size()
1
gsh 38% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin
gsh 39% GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member1.getUuid()).size()
1

//delete subject1 from employee group
gsh 40% groupEmployee.deleteMember(subject1);

//  causes the delete date to be applied to the permission assignment to that user, not to the rolethis
assignment
gsh 41% payrollGuest.hasMember(subject1)
true
gsh 42% membership = ((Group)payrollGuest).getImmediateMembership(Group.getDefaultList(), member1, 

, );true true
edu.internet2.middleware.grouper.Membership:
Membership[createTime=1283882930256,creatorUuid=b0ad34466f1f401ba33c49cba4197cdb,depth=0,listName=members,listType=list,memberUuid=df1329086d6a4ae9aea3d6c9777c68d5,groupId=ac4b956bd8b04e12ac8cc661e104493c,type=immediate,uuid=8f27f66ad3884c9a89f686a096a43342:3660b4d6c0894c938d24bc7ba2f9d5a7]
gsh
44% membership.getDisabledTime() == null
true
gsh 45% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member1.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollGuest,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.1,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=-1,action_depth=0,attrDef_depth=0,perm_type=role_subject]true true
gsh 46% permissions.size()
1
gsh 47% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin



gsh 48% permissions.iterator().next().getDisabledTime()
java.sql.Timestamp: 2010-09-14 14:12:45.946

GSH daemon test case

gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
b7dabce2a6f940128760c2a93a60b40b,'GrouperSystem','application'
gsh 1% permissionDef =  AttributeDefSave(grouperSession).assignName(new "stem:permissionDef"
).assignCreateParentStemsIfNotExist( ).assignAttributeDefType(AttributeDefType.perm).save();true
edu.internet2.middleware.grouper.attr.AttributeDef:
AttributeDef[name=stem:permissionDef,uuid=73fedb4157d34cf7a7a659f4f8ef3ef2]
gsh 2% permissionDef.setAssignToEffMembership( );true
gsh 3% permissionDef.setAssignToGroup( );true
gsh 4% permissionDef.store();

//employee that subjects must be in
gsh 5% groupEmployee =  GroupSave(grouperSession).assignName(new "stem:employee"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:employee' displayName='stem:employee' uuid='0c534753d63f43ae9c91430b14f7f79d'

//user has permissions in role
gsh 6% payrollUser =  GroupSave(grouperSession).assignName(new "apps:payroll:roles:payrollUser"
).assignTypeOfGroup(TypeOfGroup.role).assignCreateParentStemsIfNotExist( ).save();true
group: name='apps:payroll:roles:payrollUser' displayName='apps:payroll:roles:payrollUser'
uuid='18b530bf87ca4b419c9e4145b3b5d510'

//guest has no permissions, and must be assigned per uesr
gsh 7% payrollGuest =  GroupSave(grouperSession).assignName(new "apps:payroll:roles:payrollGuest"
).assignTypeOfGroup(TypeOfGroup.role).assignCreateParentStemsIfNotExist( ).save();true
group: name='apps:payroll:roles:payrollGuest' displayName='apps:payroll:roles:payrollGuest'
uuid='d9c8e5231e41442797b129a2c4c60500'

//subject0 and 1 need permissions end dates,  role, and direct permissionsfor
gsh 8% subject0 = SubjectFinder.findByIdAndSource( , , );"test.subject.0" "jdbc" true
subject: id='test.subject.0' type='person' source='jdbc' name='my name is test.subject.0'
gsh 9% subject1 = SubjectFinder.findByIdAndSource( , , );"test.subject.1" "jdbc" true
subject: id='test.subject.1' type='person' source='jdbc' name='my name is test.subject.1'

//subject3 and 4 are employees, dont edit the date of these
gsh 10% subject2 = SubjectFinder.findByIdAndSource( , , );"test.subject.2" "jdbc" true
subject: id='test.subject.2' type='person' source='jdbc' name='my name is test.subject.2'
gsh 11% subject3 = SubjectFinder.findByIdAndSource( , , );"test.subject.3" "jdbc" true
subject: id='test.subject.3' type='person' source='jdbc' name='my name is test.subject.3'
gsh 12% subject4 = SubjectFinder.findByIdAndSource( , , );"test.subject.4" "jdbc" true
subject: id='test.subject.4' type='person' source='jdbc' name='my name is test.subject.4'

//subjecct5 and 6 already have delete dates, so dont edit these, even though not employees
gsh 13% subject5 = SubjectFinder.findByIdAndSource( , , );"test.subject.5" "jdbc" true
subject: id='test.subject.5' type='person' source='jdbc' name='my name is test.subject.5'
gsh 14% subject6 = SubjectFinder.findByIdAndSource( , , );"test.subject.6" "jdbc" true
subject: id='test.subject.6' type='person' source='jdbc' name='my name is test.subject.6'

//all users need a role to get permissions
gsh 15% payrollUser.addMember(subject0, );false
true
gsh 16% payrollGuest.addMember(subject1, );false
true
gsh 17% payrollUser.addMember(subject3, );false
true
gsh 18% payrollGuest.addMember(subject4, );false
true
gsh 19% payrollUser.addMember(subject5, );false
true
gsh 20% payrollGuest.addMember(subject6, );false
true



//permission resource
gsh 21% canLogin =  AttributeDefNameSave(grouperSession, permissionDef).assignName(new

).assignCreateParentStemsIfNotExist( ).save();"apps:payroll:permissions:canLogin" true
edu.internet2.middleware.grouper.attr.AttributeDefName:
AttributeDefName[name=apps:payroll:permissions:canLogin,uuid=208ad5241a6241179d110d8818930411]

//user has  resourcethis
gsh 22% payrollUser.getPermissionRoleDelegate().assignRolePermission(canLogin);
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult@8920dc

//guest needs individual assignments
gsh 23% payrollGuest.getPermissionRoleDelegate().assignSubjectRolePermission(canLogin, subject1);
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult@af2a50
gsh 24% payrollGuest.getPermissionRoleDelegate().assignSubjectRolePermission(canLogin, subject4);
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult@91a0c3

//  subject6, add assignment with end datefor
gsh 25% attributeAssign =
payrollGuest.getPermissionRoleDelegate().assignSubjectRolePermission(canLogin,
subject6).getAttributeAssign();
edu.internet2.middleware.grouper.attr.assign.AttributeAssign:
AttributeAssign[id=8cce0e3c2b5b4e3da77b21594fd5d932,action=assign,attributeDefName=apps:payroll:permissions:canLogin,
group=Group[name=apps:payroll:roles:payrollGuest,uuid=d9c8e5231e41442797b129a2c4c60500],
  subjectId='test.subject.6'/'person'/'jdbc']
gsh 27% attributeAssign.setDisabledTime(  java.sql.Timestamp( .currentTimeMillis() + (3 * 24 *new System
60 * 60 * 1000)));
gsh 28% attributeAssign.saveOrUpdate();

gsh 29% member0 = MemberFinder.findBySubject(grouperSession, subject0, );false
member: id='test.subject.0' type='person' source='jdbc' uuid='0ae163cbea4648d5b0c76bef232af200'
gsh 30% member1 = MemberFinder.findBySubject(grouperSession, subject1, );false
member: id='test.subject.1' type='person' source='jdbc' uuid='f134f1544b9843528c2a14d98cb36071'
gsh 31% member2 = MemberFinder.findBySubject(grouperSession, subject2, );true
member: id='test.subject.2' type='person' source='jdbc' uuid='2715a01a4c6d4b548938c745a129ae2e'
gsh 32% member3 = MemberFinder.findBySubject(grouperSession, subject3, );false
member: id='test.subject.3' type='person' source='jdbc' uuid='fcccb4aab2f14b2487dee145fbcd6b9f'
gsh 33% member4 = MemberFinder.findBySubject(grouperSession, subject4, );false
member: id='test.subject.4' type='person' source='jdbc' uuid='7947dd875ce64dd09da5ca297d6f84c1'
gsh 34% member5 = MemberFinder.findBySubject(grouperSession, subject5, );false
member: id='test.subject.5' type='person' source='jdbc' uuid='262dde39e72749b796cac885ab48d87c'
gsh 35% member6 = MemberFinder.findBySubject(grouperSession, subject6, );false
member: id='test.subject.6' type='person' source='jdbc' uuid='2279d0c547a04a3486f54598e2386059'

//subject5 has an end date on the role membership
gsh 36% membership = ((Group)payrollUser).getImmediateMembership(Group.getDefaultList(), member5, true
, );true
edu.internet2.middleware.grouper.Membership:
Membership[createTime=1285560929805,creatorUuid=7a06fd612353403dafe003630a5205a7,depth=0,listName=members,listType=list,memberUuid=262dde39e72749b796cac885ab48d87c,groupId=18b530bf87ca4b419c9e4145b3b5d510,type=immediate,uuid=40457f55bfd04ac1b3262d2c1b43d3c1:c19e178c7b4945cb942fcd17da3219bb]
gsh
39% membership.setDisabledTime(  java.sql.Timestamp( .currentTimeMillis() + (3 * 24 * 60 * 60 *new System
1000)));
gsh 40% GrouperDAOFactory.getFactory().getMembership().update(membership);

//currently all the permissions are there
gsh 41% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member0.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollUser,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.0,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=0,action_depth=0,attrDef_depth=0,perm_type=role]true true
gsh 42% permissions.size()
1
gsh 43% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin
gsh 44% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member1.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:



PermissionEntry[roleName=apps:payroll:roles:payrollGuest,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.1,imm_mem=
,imm_perm= ,mem_depth=0,role_depth=-1,action_depth=0,attrDef_depth=0,perm_type=role_subject]true true

gsh 45% permissions.size()
1
gsh 46% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin

//add the rule
gsh 47% RuleApi.permissionGroupIntersection(SubjectFinder.findRootSubject(), permissionDef,
groupEmployee, 7);
edu.internet2.middleware.grouper.attr.assign.AttributeAssign:
AttributeAssign[id=2943cc4d8a844845963e5be5ba15b1df,action=assign,attributeDefName=etc:attribute:rules:rule,
attributeDef=AttributeDef[name=stem:permissionDef,uuid=73fedb4157d34cf7a7a659f4f8ef3ef2]]

//these are employees
gsh 48% groupEmployee.addMember(subject2);
gsh 49% groupEmployee.addMember(subject3);
gsh 50% groupEmployee.addMember(subject4);

//member5 has an end date, shouldnt be changed
gsh 51% membership = ((Group)payrollUser).getImmediateMembership(Group.getDefaultList(), member5, true
, );true
edu.internet2.middleware.grouper.Membership:
Membership[createTime=1285560929805,creatorUuid=7a06fd612353403dafe003630a5205a7,depth=0,listName=members,listType=list,memberUuid=262dde39e72749b796cac885ab48d87c,groupId=18b530bf87ca4b419c9e4145b3b5d510,type=immediate,uuid=40457f55bfd04ac1b3262d2c1b43d3c1:c19e178c7b4945cb942fcd17da3219bb]
gsh
54% membership.setDisabledTime(  java.sql.Timestamp( .currentTimeMillis() + (3 * 24 * 60 * 60 *new System
1000)));
gsh 55% GrouperDAOFactory.getFactory().getMembership().update(membership);

//run the daemon
gsh 56% status = GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records

//subject0 gets an end date in 7 days
gsh 57% membership = ((Group)payrollUser).getImmediateMembership(Group.getDefaultList(), member0, true
, );true
edu.internet2.middleware.grouper.Membership:
Membership[createTime=1285560907707,creatorUuid=7a06fd612353403dafe003630a5205a7,depth=0,listName=members,listType=list,memberUuid=0ae163cbea4648d5b0c76bef232af200,groupId=18b530bf87ca4b419c9e4145b3b5d510,type=immediate,uuid=6f32bf25d4ab4a5fa519cc2492d8b6b9:c19e178c7b4945cb942fcd17da3219bb]
gsh
58% membership.getDisabledTime()
java.sql.Timestamp: 2010-10-04 00:19:15.237

//member3 shouldnt get an end date
gsh 59% membership = ((Group)payrollUser).getImmediateMembership(Group.getDefaultList(), member3, true
, );true
edu.internet2.middleware.grouper.Membership:
Membership[createTime=1285560917319,creatorUuid=7a06fd612353403dafe003630a5205a7,depth=0,listName=members,listType=list,memberUuid=fcccb4aab2f14b2487dee145fbcd6b9f,groupId=18b530bf87ca4b419c9e4145b3b5d510,type=immediate,uuid=c93b4f495e054dde8a4a590b22ccf10d:c19e178c7b4945cb942fcd17da3219bb]
gsh
60% membership.getDisabledTime()

//member5's end date should not be edited
gsh 61% membership = ((Group)payrollUser).getImmediateMembership(Group.getDefaultList(), member5, true
, );true
edu.internet2.middleware.grouper.Membership:
Membership[createTime=1285560929805,creatorUuid=7a06fd612353403dafe003630a5205a7,depth=0,listName=members,listType=list,memberUuid=262dde39e72749b796cac885ab48d87c,groupId=18b530bf87ca4b419c9e4145b3b5d510,type=immediate,uuid=40457f55bfd04ac1b3262d2c1b43d3c1:c19e178c7b4945cb942fcd17da3219bb]
gsh
62% membership.getDisabledTime()
java.sql.Timestamp: 2010-09-30 00:19:01.783

//subject3 should not have an end date
gsh 64% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member3.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollUser,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.3,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=0,action_depth=0,attrDef_depth=0,perm_type=role]true true
gsh 65% permissions.size()
1
gsh 66% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin

//member4 should not have an end date
gsh 67% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member4.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:



PermissionEntry[roleName=apps:payroll:roles:payrollGuest,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.4,imm_mem=
,imm_perm= ,mem_depth=0,role_depth=-1,action_depth=0,attrDef_depth=0,perm_type=role_subject]true true

gsh 68% permissions.size()
1
gsh 69% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin

//all roles still have all users
gsh 70% payrollUser.hasMember(subject0)
true
gsh 71% payrollGuest.hasMember(subject1)
true
gsh 72% payrollUser.hasMember(subject3)
true
gsh 73% payrollGuest.hasMember(subject4)
true
gsh 74% payrollUser.hasMember(subject5)
true
gsh 75% payrollGuest.hasMember(subject6)
true

//subject0 and 1 have 7 day end dates
gsh 76% membership = ((Group)payrollGuest).getImmediateMembership(Group.getDefaultList(), member1, 

, );true true
edu.internet2.middleware.grouper.Membership:
Membership[createTime=1285560912318,creatorUuid=7a06fd612353403dafe003630a5205a7,depth=0,listName=members,listType=list,memberUuid=f134f1544b9843528c2a14d98cb36071,groupId=d9c8e5231e41442797b129a2c4c60500,type=immediate,uuid=0fb0b547eadf485a81e99d1f15719093:6e3ee7c24649479c87d7a877ad807f6e]
gsh
77% membership.getDisabledTime()
gsh 78% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member0.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollUser,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.0,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=0,action_depth=0,attrDef_depth=0,perm_type=role,true true
  imm_mship_disabled=2010-10-04 00:19:15.237]
gsh 79% permissions.size()
1
gsh 80% permissions.iterator().next().getImmediateMshipDisabledTime()
java.sql.Timestamp: 2010-10-04 00:19:15.237
gsh 81% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member1.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollGuest,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.1,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=-1,action_depth=0,attrDef_depth=0,perm_type=role_subject]true true
gsh 82% permissions.size()
1
gsh 83% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin
gsh 84% permissions.iterator().next().getDisabledTime()
java.sql.Timestamp: 2010-10-04 00:19:15.297

//subject2 has nothing
gsh 85% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member2.getUuid());
gsh 86% permissions.size()
0

//subject3,4 have no end dates
gsh 87% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member3.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollUser,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.3,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=0,action_depth=0,attrDef_depth=0,perm_type=role]true true
gsh 88% permissions.size()
1
gsh 89% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin
gsh 90% timestamp = permissions.iterator().next().getDisabledTime();
gsh 91% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member4.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollGuest,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.4,imm_mem=



,imm_perm= ,mem_depth=0,role_depth=-1,action_depth=0,attrDef_depth=0,perm_type=role_subject]true true
gsh 92% permissions.size()
1
gsh 93% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin
gsh 94% timestamp = permissions.iterator().next().getDisabledTime();

//subject5 and 6 have their old end dates
gsh 95% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member5.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollUser,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.5,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=0,action_depth=0,attrDef_depth=0,perm_type=role,true true
  imm_mship_disabled=2010-09-30 00:19:01.783]
gsh 96% permissions.size()
1
gsh 97% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin
gsh 98% timestamp = permissions.iterator().next().getImmediateMshipDisabledTime();
java.sql.Timestamp: 2010-09-30 00:19:01.783
gsh 99% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member6.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollGuest,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.6,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=-1,action_depth=0,attrDef_depth=0,perm_type=role_subject]true true
gsh 100% permissions.size()
1
gsh 101% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin
gsh 102% timestamp = permissions.iterator().next().getDisabledTime();



java.sql.Timestamp: 2010-09-30 00:16:24.841
gsh 103%

sdf

Grouper rules use case - Email notification on flattened membership add from stem
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Grouper rules

If an entity is flattened added (added by a new path, doesnt have an existing path) to a group in a stem, send an email to the employee and an
admin

Java example

    //add a rule on stem:a saying  you are added to a group in the stem by a  paths (flattened),if new
then send an email
AttributeAssign attributeAssign = ruleStem
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(),actAsSubject.getSourceId());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleActAsSubjectIdName(), actAsSubject.getId());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleCheckTypeName(),
        RuleCheckType.flattenedMembershipAddInFolder.name());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleCheckStemScopeName(),
        Stem.Scope.SUB.name());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumName(), RuleThenEnum.sendEmail.name());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumArg0Name(), emailToValue);
    //the to, subject, or body could be text with EL variables, or could be a template.  If template,
it is
//read from the classpath from : grouperRulesEmailTemplates/theTemplateName.txtpackage
//or you could configure grouper.properties to keep them in an external folder, not in the classpath
attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumArg1Name(), emailSubjectValue);

    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumArg2Name(), emailBodyValue);

    //should be valid
 isValidString = attributeAssign.getAttributeValueDelegate().retrieveValueString(String

        RuleUtils.ruleValidName());
     (\!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

RuleApi.emailOnFlattenedMembershipAddFromStem(SubjectFinder.findRootSubject(), stem, Stem.Scope.SUB, 
, "mchyzer@isc.upenn.edu, ${safeSubject.emailAddress}" "template:

, testEmailGroupSubjectFlattenedAddInFolder" "Hello ${safeSubject.name},\n\nJust letting you know you
were removed from group ${groupDisplayExtension} in the central Groups management system.&nbsp; Please

); not respond to  email.\n\nRegards."do this
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GSH test case

gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
6fe6c4ab74fb4f61b1a9d0d6aefeb6f3,'GrouperSystem','application'

//  is the parent groupthis

gsh 1% groupEmployee =  GroupSave(grouperSession).assignName(new "stem:employee"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:employee' displayName='stem:employee' uuid='0f4cf36b7fde40dfb8c23e87115c3ac9'

//two child groups

gsh 2% groupProgrammer =  GroupSave(grouperSession).assignName(new "stem:programmer"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:programmer' displayName='stem:programmer' uuid='d74baa8c2ddd4210aa63e10cb87ebc65'
gsh 3% groupResearcher =  GroupSave(grouperSession).assignName(new "stem:researcher"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:researcher' displayName='stem:researcher' uuid='c5d399ef395a496180e7d8e689a58fc5'
gsh 4% groupEmployee.addMember(groupProgrammer.toSubject());
gsh 5% groupEmployee.addMember(groupResearcher.toSubject());

//stem of groups
gsh 6% stem = StemFinder.findByName(grouperSession, , );"stem" true
stem: name='stem' displayName='stem' uuid='5757e8b804c84152ad7df876d5daf3f4'
gsh 7% subject0 = SubjectFinder.findByIdAndSource( , , );"test.subject.0" "jdbc" true
subject: id='test.subject.0' type='person' source='jdbc' name='my name is test.subject.0'
//add the rule
gsh 8% RuleApi.emailOnFlattenedMembershipAddFromStem(SubjectFinder.findRootSubject(), stem,
Stem.Scope.SUB, , "a@b.c, ${safeSubject.emailAddress}" "template:

, testEmailGroupSubjectFlattenedAddInFolder" "Hello ${safeSubject.name},\n\nJust letting you know you
were removed from group ${groupDisplayExtension} in the central Groups management system.&nbsp; Please

); not respond to  email.\n\nRegards."do this
//run the change log daemon (  not running in background and wait a minute)if
gsh 10% edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"CHANGE_LOG_changeLogTempToChangeLog"
loader ran successfully: Ran the changeLogTempToChangeLog daemon
//run the rules change log daemon (  not running in background and wait a minute)if
gsh 11% edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"CHANGE_LOG_consumer_grouperRules"
loader ran successfully: null
//add someone to the child group
gsh 12% groupProgrammer.addMember(subject0, );false
true
gsh 13%&nbsp;
edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"CHANGE_LOG_changeLogTempToChangeLog"
loader ran successfully: Ran the changeLogTempToChangeLog daemon
//  will trigger two emails, one  the child group, one  the parent groupthis for for
gsh 14% edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"CHANGE_LOG_consumer_grouperRules"
loader ran successfully: null
gsh 15% GrouperEmail.testingEmailCount
java.lang. : 2Long
//add to the other child group
gsh 16% groupResearcher.addMember(subject0, );false
true
gsh 17% edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"CHANGE_LOG_changeLogTempToChangeLog"
loader ran successfully: Ran the changeLogTempToChangeLog daemon
gsh 18% edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"CHANGE_LOG_consumer_grouperRules"
loader ran successfully: null



//note, there is only one flat add since already a member of the parent, send one more email
gsh 19% GrouperEmail.testingEmailCount
java.lang. : 3Long
//  you add to the parent, then no additional emails aill go outif
gsh 20% groupEmployee.addMember(subject0);
gsh 21% edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"CHANGE_LOG_changeLogTempToChangeLog"
loader ran successfully: Ran the changeLogTempToChangeLog daemon
gsh 22% edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"CHANGE_LOG_consumer_grouperRules"
loader ran successfully: null
gsh 23% GrouperEmail.testingEmailCount



java.lang. : 3Long
gsh 24%

An example email looks like this (based on configuration and optional templates):

From: whatever@configured.grouper.properties
To: a@b.c, test.subject.0@somewhere.someSchool.edu
Subject: You will be removed from group: employee

Body:
Hello my name is test.subject.0,

Just letting you know you were removed from group employee in the central Groups management system. 
Please  not respond to  email.do this

Regards.

GSH daemon

There is no daemon for this email rule

sdf

Grouper rules use case - Email notification on flattened membership remove

Wiki Home Download Grouper Grouper Guides Community Contributions Developer Resources Grouper Website

Grouper rules

If an entity is no longer a member of the employee group, send an email to the employee and an admin

Java example
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    //add a rule on stem:a saying  you are out of the group by all paths (flattened), then send anif
email
AttributeAssign attributeAssign = ruleGroup
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), actAsSubject.getSourceId());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleActAsSubjectIdName(), actAsSubject.getId());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleCheckTypeName(),
        RuleCheckType.flattenedMembershipRemove.name());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumName(), RuleThenEnum.sendEmail.name());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumArg0Name(), emailToValue);
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumArg1Name(), emailSubjectValue);

    //the to, subject, or body could be text with EL variables, or could be a template.  If template,
it is
//read from the classpath from : grouperRulesEmailTemplates/theTemplateName.txtpackage
//or you could configure grouper.properties to keep them in an external folder, not in the classpath
attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumArg2Name(), emailBodyValue);

    //should be valid
 isValidString = attributeAssign.getAttributeValueDelegate().retrieveValueString(String

        RuleUtils.ruleValidName());

     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

RuleApi.emailOnFlattenedMembershipRemove(SubjectFinder.findRootSubject(), groupEmployee, 
, "mchyzer@isc.upenn.edu, ${safeSubject.emailAddress}" "You will be removed from group:

, );${groupDisplayExtension}" "template: testEmailGroupBodyFlattenedRemove"

GSH test case



gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
7e02ec4d078c4edcac5ba92f257c3eeb,'GrouperSystem','application'
gsh 1% groupEmployee =  GroupSave(grouperSession).assignName(new "stem:employee"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:employee' displayName='stem:employee' uuid='b336b02622ff421394de1c70e6f4fc12'
gsh 2% groupProgrammer =  GroupSave(grouperSession).assignName(new "stem:programmer"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:programmer' displayName='stem:programmer' uuid='d14cdd6d96cd4822b74b7dfae89ba2da'
gsh 3% groupResearcher =  GroupSave(grouperSession).assignName(new "stem:researcher"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:researcher' displayName='stem:researcher' uuid='8d140e4054f34cf08c1ca1ce7ef43f3c'
gsh 4% groupEmployee.addMember(groupProgrammer.toSubject());
gsh 5% groupEmployee.addMember(groupResearcher.toSubject());
gsh 6% subject0 = SubjectFinder.findByIdAndSource( , , );"test.subject.0" "jdbc" true
subject: id='test.subject.0' type='person' source='jdbc' name='my name is test.subject.0'
gsh 7% groupProgrammer.addMember(subject0, );false
true
gsh 8% groupResearcher.addMember(subject0, );false
true
gsh 9% RuleApi.emailOnFlattenedMembershipRemove(SubjectFinder.findRootSubject(), groupEmployee, 

, "a@b.school.edu, ${safeSubject.emailAddress}" "You will be removed from group:
, );${groupDisplayExtension}" "template: testEmailGroupBodyFlattenedRemove"

gsh 10% groupProgrammer.deleteMember(subject0);
gsh 18% edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"CHANGE_LOG_changeLogTempToChangeLog"
gsh 19% 
edu.internet2.middleware.grouper.app.loader.GrouperLoader.GrouperLoader.runOnceByJobName(grouperSession,

);"CHANGE_LOG_consumer_grouperRules"
gsh 21% groupResearcher.deleteMember(subject0);
gsh 22% edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"CHANGE_LOG_changeLogTempToChangeLog"
gsh 23% 
edu.internet2.middleware.grouper.app.loader.GrouperLoader.GrouperLoader.runOnceByJobName(grouperSession,

);"CHANGE_LOG_consumer_grouperRules"

GSH daemon

There is no daemon for this email rule

Grouper rules use case - Email notifications on disabled dates
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Grouper rules

If an entity is going to be disabled from an employee group, send an email to the subject and an admin

Java example
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     //add a rule on stem:a saying  you are about to be out of the group by all paths (flattened),if
then send an email
    AttributeAssign attributeAssign = groupEmployee
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();
   
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), );"g:isa"
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleActAsSubjectIdName(), );"GrouperSystem"
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleCheckTypeName(),
        RuleCheckType.membershipDisabledDate.name());

    //min days in advance to look  disabled membershipsfor
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleCheckArg0Name(), );"6"

    //max number of days in advance to look  disabled membershipsfor
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleCheckArg1Name(), );"8"
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumName(), RuleThenEnum.sendEmail.name());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumArg0Name(), );"a@b.c, ${safeSubject.emailAddress}"
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumArg1Name(), "You will be removed from group: ${groupDisplayExtension} on

);${ruleElUtils.formatDate(membershipDisabledTimestamp, 'yyyy/MM/dd')}"
 
    //the to, subject, or body could be text with EL variables, or could be a template.  If template,
it is
    //read from the classpath from : grouperRulesEmailTemplates/theTemplateName.txtpackage
    //or you could configure grouper.properties to keep them in an external folder, not in the
classpath
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumArg2Name(), "Hello ${safeSubject.name},\n\nJust letting you know you
will be removed from group ${groupDisplayExtension} on
${ruleElUtils.formatDate(membershipDisabledTimestamp, 'yyyy/MM/dd')} in the central Groups management

);system.  Please  not respond to  email.\n\nRegards."do this
   
    //should be valid
     isValidString = attributeAssign.getAttributeValueDelegate().retrieveValueString(String
        RuleUtils.ruleValidName());
    assertEquals( , isValidString);"T"

GSH shorthand method

 RuleApi.vetoMembershipIfNotInGroupInFolder(SubjectFinder.findRootSubject(), ruleGroup, mustBeInStem,
Stem.Scope.SUB, , "rule.entity.must.be.in.IT.employee.to.be.in.group" "Entity cannot be a member of

);group  not in the IT department org"if

GSH test case

gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
a6ca2976e1a74c2295a8e9bb3e14746f,'GrouperSystem','application'

//two groups, one in the other
gsh 1% groupEmployee =  GroupSave(grouperSession).assignName(new "stem:employee"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:employee' displayName='stem:employee' uuid='788af52ea4a3426f840714cd22227b9c'



gsh 2% groupProgrammer =  GroupSave(grouperSession).assignName(new "stem:programmer"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:programmer' displayName='stem:programmer' uuid='eb3f81f6cf09426f9a72a655091e8111'
gsh 3% groupEmployee.addMember(groupProgrammer.toSubject());
gsh 4% subject0 = SubjectFinder.findByIdAndSource( , , );"test.subject.0" "jdbc" true
subject: id='test.subject.0' type='person' source='jdbc' name='my name is test.subject.0'

//add a rule to email on memberships going to expire in one week
gsh 6% RuleApi.emailOnFlattenedDisabledDate(SubjectFinder.findRootSubject(), groupEmployee, 6, 8, 

, "a@b.c, ${safeSubject.emailAddress}" "You will be removed from group: ${groupDisplayExtension} on
, ${ruleElUtils.formatDate(membershipDisabledTimestamp, 'yyyy/MM/dd')}" "Hello

${safeSubject.name},\n\nJust letting you know you will be removed from group ${groupDisplayExtension}
on ${ruleElUtils.formatDate(membershipDisabledTimestamp, 'yyyy/MM/dd')} in the central Groups

);management system.  Please  not respond to  email.\n\nRegards."do this
edu.internet2.middleware.grouper.attr.assign.AttributeAssign:
AttributeAssign[id=4341245100cf4c95b30a212586b3b2cd,action=assign,attributeDefName=etc:attribute:rules:rule,
 
group=Group[name=stem:employee,uuid=788af52ea4a3426f840714cd22227b9c]]

//no emails yet
gsh 7% initialEmailCount = GrouperEmail.testingEmailCount;
java.lang. : 0Long

gsh 8% groupEmployee.addMember(subject0, );false
true
gsh 10% edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"MAINTENANCE__rules"
loader ran successfully: Ran rules daemon, changed 0 records
gsh 11% member0 = MemberFinder.findBySubject(grouperSession, subject0, );false
member: id='test.subject.0' type='person' source='jdbc' uuid='a603033b08d2403185153984bd524c89'

//set the disabled date to 1 week in the future
gsh 12% membership = groupEmployee.getImmediateMembership(Group.getDefaultList(), member0, , true true
);
edu.internet2.middleware.grouper.Membership:
Membership[createTime=1284179017233,creatorUuid=e568ae12357840198f98fa30d4ed0838,depth=0,listName=members,listType=list,memberUuid=a603033b08d2403185153984bd524c89,groupId=788af52ea4a3426f840714cd22227b9c,type=immediate,uuid=3cc204ff8bf24825b123f2837f65dbaa:baa0f45ed8ca44658f7672b5a013354e]
gsh
14% membership.setDisabledTime(  java.sql.Timestamp( .currentTimeMillis() + (7 * 24 * 60 * 60 *new System
1000)));
gsh 15% membership.update();

//run the daemon
gsh 17% edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"MAINTENANCE__rules"
loader ran successfully: Ran rules daemon, changed 0 records

//one email sent out
gsh 18% GrouperEmail.testingEmailCount
java.lang. : 1Long

//set it 5 days  he  (out of range)int future
gsh 19% membership.setDisabledTime(  java.sql.Timestamp( .currentTimeMillis() + (5 * 24 * 60 *new System
60 * 1000)));
gsh 20% membership.update();
gsh 21% edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"MAINTENANCE__rules"
loader ran successfully: Ran rules daemon, changed 0 records

//no more emails
gsh 21% GrouperEmail.testingEmailCount
java.lang. : 1Long

//nine days in the future
gsh 22% membership.setDisabledTime(  java.sql.Timestamp( .currentTimeMillis() + (9 * 24 * 60 *new System
60 * 1000)));
gsh 23% membership.update();
gsh 24% edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"MAINTENANCE__rules"
loader ran successfully: Ran rules daemon, changed 0 records

//did not email
gsh 25% GrouperEmail.testingEmailCount



java.lang. : 1Long

//7 days again, it emails
gsh 26% membership.setDisabledTime(  java.sql.Timestamp( .currentTimeMillis() + (7 * 24 * 60 *new System
60 * 1000)));
gsh 27% membership.update();
gsh 28% edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"MAINTENANCE__rules"
loader ran successfully: Ran rules daemon, changed 0 records
gsh 29% GrouperEmail.testingEmailCount
java.lang. : 2Long

//  there is a non disabled dated membership by another path, then dont send another emailif
gsh 30% groupProgrammer.addMember(subject0);
gsh 31% edu.internet2.middleware.grouper.app.loader.GrouperLoader.runOnceByJobName(grouperSession, 

);"MAINTENANCE__rules"
loader ran successfully: Ran rules daemon, changed 0 records
gsh 32% GrouperEmail.testingEmailCount



java.lang. : 2Long
gsh 33%

Example email

From: noreply@school.edu [mailto:noreply@school.edu]

Sent: Friday, September 10, 2010 11:44 PM
To: a@b.c; test.subject.0@somewhere.someSchool.edu
Subject: TEST:You will be removed from group: employee on 2010/09/17

Hello my name is test.subject.0,

Just letting you know you will be removed from group employee on 2010/09/17 in the central Groups
management system.  Please  not respond to  email.do this

Regards.

safd

Grouper rules use case - Email notifications permissions disabled dates
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Grouper rules

If an entity is going to be disabled from permissions, send an email to the employee and an admin

Java example
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    //add a rule on the permission definition saying  you are about to lose a permission by allif
paths (flattened), then send an email
AttributeAssign attributeAssign = permissionDef
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), actAsSubject.getSourceId());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleActAsSubjectIdName(), actAsSubject.getId());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleCheckTypeName(),
        RuleCheckType.permissionDisabledDate.name());

    //will find memberships with a disabled date at least 6 days from now.  blank means no min
attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleCheckArg0Name(), daysInFutureDisabledDateMin ==  ?  :null null
daysInFutureDisabledDateMin.toString());

    //will find memberships with a disabled date at most 8 days from now.  blank means no max
attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleCheckArg1Name(), daysInFutureDisabledDateMax ==  ?  :null null
daysInFutureDisabledDateMax.toString());

    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumName(), RuleThenEnum.sendEmail.name());
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumArg0Name(), emailToValue);
    attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumArg1Name(), emailSubjectValue);

    //the to, subject, or body could be text with EL variables, or could be a template.  If template,
it is
//read from the classpath from : grouperRulesEmailTemplates/theTemplateName.txtpackage
//or you could configure grouper.properties to keep them in an external folder, not in the classpath
attributeAssign.getAttributeValueDelegate().assignValue(
        RuleUtils.ruleThenEnumArg2Name(), emailBodyValue);

    //should be valid
 isValidString = attributeAssign.getAttributeValueDelegate().retrieveValueString(String

        RuleUtils.ruleValidName());

     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

RuleApi.emailOnFlattenedPermissionDisabledDate(SubjectFinder.findRootSubject(), permissionDef, 6, 8,
GrouperConfig.getProperty( ) + , "mail.test.address" ", ${safeSubject.emailAddress}" "You will have this
permission unassigned: ${attributeDefNameDisplayExtension} in role ${roleDisplayExtension}, removed on

, ${ruleElUtils.formatDate(permissionDisabledTimestamp, 'yyyy/MM/dd')}" "Hello
${safeSubject.name},\n\nJust letting you know you will have  permission removedthis
${attributeDefNameDisplayExtension} in role ${roleDisplayExtension}, removed on
${ruleElUtils.formatDate(permissionDisabledTimestamp, 'yyyy/MM/dd')} in the central Groups /

);Permissions management system.  Please  not respond to  email.\n\nRegards."do this

GSH test case

gsh 0% grouperSession = GrouperSession.startRootSession();



edu.internet2.middleware.grouper.GrouperSession:
755a39e6672d4f60bfca6cc5ed065b5d,'GrouperSystem','application'

//permission definition
gsh 1% permissionDef =  AttributeDefSave(grouperSession).assignName(new "stem:permissionDef"
).assignCreateParentStemsIfNotExist( ).assignAttributeDefType(AttributeDefType.perm).save();true
edu.internet2.middleware.grouper.attr.AttributeDef:
AttributeDef[name=stem:permissionDef,uuid=a1522fe8665443538a4f7a7529c5996d]
gsh 2% permissionDef.setAssignToEffMembership( );true
gsh 3% permissionDef.setAssignToGroup( );true
gsh 4% permissionDef.store();

//run daemon once
gsh 6% RuleApi.emailOnFlattenedPermissionDisabledDate(SubjectFinder.findRootSubject(), permissionDef,
6, 8, , "a@b.c, ${safeSubject.emailAddress}" "You will have  permission unassigned:this
${attributeDefNameDisplayExtension} in role ${roleDisplayExtension}, removed on

, ${ruleElUtils.formatDate(permissionDisabledTimestamp, 'yyyy/MM/dd')}" "Hello
${safeSubject.name},\n\nJust letting you know you will have  permission removedthis
${attributeDefNameDisplayExtension} in role ${roleDisplayExtension}, removed on
${ruleElUtils.formatDate(permissionDisabledTimestamp, 'yyyy/MM/dd')} in the central Groups /

);Permissions management system.  Please  not respond to  email.\n\nRegards."do this
edu.internet2.middleware.grouper.attr.assign.AttributeAssign:
AttributeAssign[id=01e759e67c424ded95665ddf0ee0f6b6,action=assign,attributeDefName=etc:attribute:rules:rule,
attributeDef=AttributeDef[name=stem:permissionDef,uuid=a1522fe8665443538a4f7a7529c5996d]]

//hasnt fired yet
gsh 7% GrouperEmail.testingEmailCount
java.lang. : 0Long

//two roles
gsh 8% payrollUser =  GroupSave(grouperSession).assignName(new "apps:payroll:roles:payrollUser"
).assignTypeOfGroup(TypeOfGroup.role).assignCreateParentStemsIfNotExist( ).save();true
group: name='apps:payroll:roles:payrollUser' displayName='apps:payroll:roles:payrollUser'
uuid='bd2872af67bc42b3ada16566985854c4'
gsh 9% payrollGuest =  GroupSave(grouperSession).assignName(new "apps:payroll:roles:payrollGuest"
).assignTypeOfGroup(TypeOfGroup.role).assignCreateParentStemsIfNotExist( ).save();true
group: name='apps:payroll:roles:payrollGuest' displayName='apps:payroll:roles:payrollGuest'
uuid='104bc36f602f4dce868eba7196fee11b'

//three users
gsh 10% subject0 = SubjectFinder.findByIdAndSource( , , );"test.subject.0" "jdbc" true
subject: id='test.subject.0' type='person' source='jdbc' name='my name is test.subject.0'
gsh 11% subject1 = SubjectFinder.findByIdAndSource( , , );"test.subject.1" "jdbc" true
subject: id='test.subject.1' type='person' source='jdbc' name='my name is test.subject.1'
gsh 12% subject2 = SubjectFinder.findByIdAndSource( , , );"test.subject.2" "jdbc" true
subject: id='test.subject.2' type='person' source='jdbc' name='my name is test.subject.2'

//payroll user has the permission
gsh 13% payrollUser.addMember(subject1, );false
true

//payroll guest requires user to have permission explicitly assigned
gsh 14% payrollGuest.addMember(subject0, );false
true
gsh 15% payrollGuest.addMember(subject2, );false
true

//permission resource
gsh 16% canLogin =  AttributeDefNameSave(grouperSession, permissionDef).assignName(new

).assignCreateParentStemsIfNotExist( ).save();"apps:payroll:permissions:canLogin" true
edu.internet2.middleware.grouper.attr.AttributeDefName:
AttributeDefName[name=apps:payroll:permissions:canLogin,uuid=943475dbdcac45efa2335c6a8c399971]

//assign resource to the user role
gsh 17% payrollUser.getPermissionRoleDelegate().assignRolePermission(canLogin);
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult@15e601

//assign subject2 directly to permission
gsh 18% payrollGuest.getPermissionRoleDelegate().assignSubjectRolePermission(canLogin, subject2);



edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult@1a70476

//assign subject0 to permission, but keep assignment to be able to put disabled date on it
gsh 19% attributeAssign =
payrollGuest.getPermissionRoleDelegate().assignSubjectRolePermission(canLogin,
subject0).getAttributeAssign();
edu.internet2.middleware.grouper.attr.assign.AttributeAssign:
AttributeAssign[id=12c472cea0ce471bba0d05acb3ab167a,action=assign,attributeDefName=apps:payroll:permissions:canLogin,
group=Group[name=apps:payroll:roles:payrollGuest,uuid=104bc36f602f4dce868eba7196fee11b],
  subjectId='test.subject.0'/'person'/'jdbc']

//run daemon, still shouldnt find it.
gsh 20% GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records

gsh 21% GrouperEmail.testingEmailCount
java.lang. : 0Long

//set disabled time of permission to be 7 days in the future
gsh 23% attributeAssign.setDisabledTime(  java.sql.Timestamp( .currentTimeMillis() + (7 * 24 *new System
60 * 60 * 1000)));
gsh 24% attributeAssign.saveOrUpdate();

//find that record and send an email
gsh 25% GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records
gsh 26% GrouperEmail.testingEmailCount
java.lang. : 1Long

//set 5 days in advance, and it is not between 6 and 8, so it wont find it
gsh 27% attributeAssign.setDisabledTime(  java.sql.Timestamp( .currentTimeMillis() + (5 * 24 *new System
60 * 60 * 1000)));
gsh 28% attributeAssign.saveOrUpdate();
gsh 29% GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records

// still one email sent
gsh 30% GrouperEmail.testingEmailCount
java.lang. : 1Long

//set it 9 days in advance
gsh 31% attributeAssign.setDisabledTime(  java.sql.Timestamp( .currentTimeMillis() + (9 * 24 *new System
60 * 60 * 1000)));
gsh 32% attributeAssign.saveOrUpdate();
gsh 33% GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records

//out of bounds
gsh 34% GrouperEmail.testingEmailCount
java.lang. : 1Long
gsh 35% attributeAssign.setDisabledTime(  java.sql.Timestamp( .currentTimeMillis() + (7 * 24 *new System
60 * 60 * 1000)));
gsh 36% attributeAssign.saveOrUpdate();

//run the daemon and find another record
gsh 37% GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records
gsh 38% GrouperEmail.testingEmailCount
java.lang. : 2Long

//add another path without a disabled date, and it should not find it  timethis
gsh 39% payrollUser.addMember(subject0, );false
true
gsh 40% GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records

//same number, no  emailsnew
gsh 41% GrouperEmail.testingEmailCount
java.lang. : 2Long



gsh 42%

dsaf

Grouper rules use case - Inherited privileges on attribute definitions
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Grouper rules

If an attributeDef is created under folder a:b, then apply privileges to the attributeDef of attrRead,attrUpdate to group a:security:admins

Java example

    //add a rule on stem2 saying  you create a group underneath, then assign a reader groupif
AttributeAssign attributeAssign = stem2
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    AttributeValueDelegate attributeValueDelegate = attributeAssign.getAttributeValueDelegate();

    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), );"g:isa"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectIdName(), );"GrouperSystem"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckTypeName(), RuleCheckType.attributeDefCreate.name());

    //can be SUB or ONE   in  folder, or in  and all subfoldersfor if this this
attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckStemScopeName(), Stem.Scope.SUB.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumName(),
RuleThenEnum.assignAttributeDefPrivilegeToAttributeDefId.name());

    //  is the subject string  the subject to assign tothis for
//e.g. sourceId :::::: subjectIdentifier
//or sourceId :::: subjectId
//or :::: subjectId
//or sourceId ::::::: subjectIdOrIdentifier
//etc
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg0Name(), );"g:gsa :::::: stem1:admins"

    //can be: attrRead, attrUpdate, attrView, attrAdmin, attrOptin, attrOptout
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg1Name(), );"attrRead,attrUpdate"

    //should be valid
 isValidString = attributeValueDelegate.retrieveValueString(String

        RuleUtils.ruleValidName());

     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
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    RuleApi.inheritAttributeDefPrivileges(SubjectFinder.findRootSubject(), stem2, Scope.SUB,
groupA.toSubject(), Privilege.getInstances( ));"attrRead, attrUpdate"

GSH test case

gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
ad1415e66401474880e1322c250aa0fb,'GrouperSystem','application'
gsh 1% stem2 =  edu.internet2.middleware.grouper.StemSave(grouperSession).assignName(new "stem2"
).assignCreateParentStemsIfNotExist( ).save();true
stem: name='stem2' displayName='stem2' uuid='f76ea3ea4ebc4b28a3a7ce650def5c8a'
gsh 2% groupA =  GroupSave(grouperSession).assignName(new "stem1:admins"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem1:admins' displayName='stem1:admins' uuid='f10fdb4776484c94a4196c2c858eb9fb'
gsh 3% addMember( , );"stem1:admins" "test.subject.0"
true
gsh 4% subjectActAs = SubjectFinder.findByIdAndSource( , , );"GrouperSystem" "g:isa" true
subject: id='GrouperSystem' type='application' source='g:isa' name='GrouperSysAdmin'
gsh 5% RuleApi.inheritAttributeDefPrivileges(subjectActAs, stem2, Stem.Scope.SUB, groupA.toSubject(),
Privilege.getInstances( ));"attrRead, attrUpdate"
gsh 6% attributeDefB =  AttributeDefSave(grouperSession).assignName(new "stem2:b"
).assignCreateParentStemsIfNotExist( ).save();true
edu.internet2.middleware.grouper.attr.AttributeDef:
AttributeDef[name=stem2:b,uuid=960b452a59494a5c9a393906903b6b1b]
gsh 7% hasPriv( , , Privilege.getInstance( ))"stem2:b" "test.subject.0" "attrRead"
true
gsh 8% hasPriv( , , Privilege.getInstance( ))"stem2:b" "test.subject.0" "attrUpdate"
true
gsh 9% attributeDefD =  AttributeDefSave(grouperSession).assignName(new "stem3:d"
).assignCreateParentStemsIfNotExist( ).save();true
edu.internet2.middleware.grouper.attr.AttributeDef:
AttributeDef[name=stem3:d,uuid=6545585416004e52a49535efba1fe1b0]
gsh 10% hasPriv( , , Privilege.getInstance( ))"stem3:d" "test.subject.0" "attrRead"
false
gsh 11% hasPriv( , , Privilege.getInstance( ))"stem3:d" "test.subject.0" "attrUpdate"
false
gsh 12% attributeDefC =  AttributeDefSave(grouperSession).assignName(new "stem2:sub:c"
).assignCreateParentStemsIfNotExist( ).save();true
edu.internet2.middleware.grouper.attr.AttributeDef:
AttributeDef[name=stem2:sub:c,uuid=405cfab803524de59fca1e93218aa9d6]
gsh 13% hasPriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "attrRead"
true
gsh 14% hasPriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "attrUpdate"
true

GSH daemon

Run the above GSH code, then continue below

gsh 15% revokePriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "attrUpdate"
false
gsh 16% status = GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records
gsh 17% hasPriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "attrUpdate"
true

sdf



Grouper rules use case - Inherited privileges on folders
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Grouper rules

If a folder is created under folder a:b, then apply privileges to the folder of CREATE,STEM to group a:security:admins

Java example

    //add a rule on stem2 saying  you create a group underneath, then assign a reader groupif
AttributeAssign attributeAssign = stem
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    AttributeValueDelegate attributeValueDelegate = attributeAssign.getAttributeValueDelegate();

    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), actAs.getSourceId());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectIdName(), actAs.getId());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckTypeName(), RuleCheckType.stemCreate.name());

    //can be SUB or ONE   should be in all descendants or just on childrenfor if
attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckStemScopeName(), stemScope.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumName(), RuleThenEnum.assignStemPrivilegeToStemId.name());

    //  is the subject string  the subject to assign tothis for
//e.g. sourceId :::::: subjectIdentifier
//or sourceId :::: subjectId
//or :::: subjectId
//or sourceId ::::::: subjectIdOrIdentifier
//etc
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg0Name(), subjectToAssign.getSourceId() +  +" :::: "
subjectToAssign.getId());

    //possible privileges are stem and create
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg1Name(), Privilege.stringValue(privileges));

    //should be valid
 isValidString = attributeValueDelegate.retrieveValueString(String

        RuleUtils.ruleValidName());

     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

RuleApi.inheritFolderPrivileges(SubjectFinder.findRootSubject(), stem2, Scope.SUB, groupA.toSubject(),
Privilege.getInstances( ));"stem, create"

GSH test case
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gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
09aad006bc554a1dbc8cbe684dad5508,'GrouperSystem','application'
gsh 1% stem2 =  edu.internet2.middleware.grouper.StemSave(grouperSession).assignName(new "stem2"
).assignCreateParentStemsIfNotExist( ).save();true
stem: name='stem2' displayName='stem2' uuid='b79a373db8304cb9b8c193d3ab1684ca'
gsh 2% groupA =  GroupSave(grouperSession).assignName(new "stem1:admins"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem1:admins' displayName='stem1:admins' uuid='d94dcd40fe414881bdff1eb90b93cc56'
gsh 3% addMember( , );"stem1:admins" "test.subject.0"
true
gsh 4% subjectActAs = SubjectFinder.findByIdAndSource( , , );"GrouperSystem" "g:isa" true
subject: id='GrouperSystem' type='application' source='g:isa' name='GrouperSysAdmin'
gsh 6% RuleApi.inheritFolderPrivileges(subjectActAs, stem2, Stem.Scope.SUB, groupA.toSubject(),
Privilege.getInstances( ));"create, stem"
gsh 7% stemB =  edu.internet2.middleware.grouper.StemSave(grouperSession).assignName(new "stem2:b"
).assignCreateParentStemsIfNotExist( ).save();true
stem: name='stem2:b' displayName='stem2:b' uuid='8dc178c0e8cd40f2b1958b87c32a99be'
gsh 8% hasPriv( , , Privilege.getInstance( ))"stem2:b" "test.subject.0" "create"
true
gsh 9% hasPriv( , , Privilege.getInstance( ))"stem2:b" "test.subject.0" "stem"
true
gsh 10% stemD =  edu.internet2.middleware.grouper.StemSave(grouperSession).assignName(new "stem3:d"
).assignCreateParentStemsIfNotExist( ).save();true
stem: name='stem3:d' displayName='stem3:d' uuid='8a7f434822524652bd3e8d820e48978b'
gsh 11% hasPriv( , , Privilege.getInstance( ))"stem3:d" "test.subject.0" "create"
false
gsh 12% hasPriv( , , Privilege.getInstance( ))"stem3:d" "test.subject.0" "stem"
false
gsh 13% stemC =  edu.internet2.middleware.grouper.StemSave(grouperSession).assignName(new "stem2:sub:c"
).assignCreateParentStemsIfNotExist( ).save();true
stem: name='stem2:sub:c' displayName='stem2:sub:c' uuid='4d2a5eff7f1c4dd8b0726ff86760d0d3'
gsh 15% hasPriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "create"
true
gsh 17% hasPriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "stem"
true
gsh 18%

GSH daemon test case

Run the above GSH and then continue below

gsh 18% revokePriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "create"
false
gsh 19% status = GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records
gsh 20% hasPriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "create"
true

sdaf

Grouper rules use case - Inherited privileges on groups
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Grouper rules

If a group is created under folder a:b, then apply privileges to the group of READ,UPDATE to group a:security:admins

Java example
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    //add a rule on stem2 saying  you create a group underneath, then assign a reader and updaterif
group
AttributeAssign attributeAssign = stem2
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    AttributeValueDelegate attributeValueDelegate = attributeAssign.getAttributeValueDelegate();

    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), );"g:isa"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectIdName(), );"GrouperSystem"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckTypeName(), RuleCheckType.groupCreate.name());

    //can be SUB or ONE   in  folder, or in  and all subfoldersfor if this this
attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckStemScopeName(), Stem.Scope.SUB.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumName(), RuleThenEnum.assignGroupPrivilegeToGroupId.name());

    //  is the subject string  the subject to assign tothis for
//e.g. sourceId :::::: subjectIdentifier
//or sourceId :::: subjectId
//or :::: subjectId
//or sourceId ::::::: subjectIdOrIdentifier
//etc
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg0Name(), );"g:gsa :::::: stem1:admins"

    //privileges to assign: read, admin, update, view, optin, optout
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg1Name(), );"read, update"

    //should be valid
 isValidString = attributeValueDelegate.retrieveValueString(String

        RuleUtils.ruleValidName());

     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

    RuleApi.inheritGroupPrivileges(SubjectFinder.findRootSubject(), stem2, Scope.SUB,
groupA.toSubject(), Privilege.getInstances( ));"read, update"

GSH test case



gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
847e80d5c2d94803b02da4ed3c131475,'GrouperSystem','application'
gsh 1% stem2 =  edu.internet2.middleware.grouper.StemSave(grouperSession).assignName(new "stem2"
).assignCreateParentStemsIfNotExist( ).save();true
stem: name='stem2' displayName='stem2' uuid='7a6ce531c0654141abdebba87d4f7461'
gsh 2% groupA =  GroupSave(grouperSession).assignName(new "stem1:admins"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem1:admins' displayName='stem1:admins' uuid='2d1aee72df264626831cd4bf166f7342'
gsh 4% addMember( , );"stem1:admins" "test.subject.0"
true
gsh 5% subjectActAs = SubjectFinder.findByIdAndSource( , , );"GrouperSystem" "g:isa" true
subject: id='GrouperSystem' type='application' source='g:isa' name='GrouperSysAdmin'
gsh 6% RuleApi.inheritGroupPrivileges(subjectActAs, stem2, Stem.Scope.SUB, groupA.toSubject(),
Privilege.getInstances( ));"read, update"
gsh 7% groupB =  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "stem2:b"

).save();true
group: name='stem2:b' displayName='stem2:b' uuid='ab4d6d959e51439d8b5a583659c18760'
gsh 10% hasPriv( , , Privilege.getInstance( ))"stem2:b" "test.subject.0" "update"
true
gsh 11% hasPriv( , , Privilege.getInstance( ))"stem2:b" "test.subject.0" "read"
true
gsh 12% groupD =  GroupSave(grouperSession).assignName(new "stem3:d"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem3:d' displayName='stem3:d' uuid='d309509da52e4ed2bbca8383246fe3c4'
gsh 13% hasPriv( , , Privilege.getInstance( ))"stem3:d" "test.subject.0" "update"
false
gsh 14% hasPriv( , , Privilege.getInstance( ))"stem3:d" "test.subject.0" "read"
true
gsh 15% groupC =  GroupSave(grouperSession).assignName(new "stem2:sub:c"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem2:sub:c' displayName='stem2:sub:c' uuid='d52f784d88284b4b90e0931ad8581ebc'
gsh 16% hasPriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "update"
true
gsh 17% hasPriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "read"
true

GSH daemon test case

Run the above GSH commands, and continue below

gsh 18% revokePriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "update"
false
gsh 19% status = GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records
gsh 20% hasPriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "update"
true

safd

Grouper rules use case - Inherited privileges on groups with a name pattern
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Grouper rules

If a group is created under folder a:b, then apply privileges to the group of READ,UPDATE to group a:security:admins, if the name of the group
matches: a:b:%someGroup

Java example
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    //add a rule on stem2 saying  you create a group underneath, then assign a reader and updaterif
group
AttributeAssign attributeAssign = stem2
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    AttributeValueDelegate attributeValueDelegate = attributeAssign.getAttributeValueDelegate();

    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), );"g:isa"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectIdName(), );"GrouperSystem"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckTypeName(), RuleCheckType.groupCreate.name());

    //can be SUB or ONE   in  folder, or in  and all subfoldersfor if this this
attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckStemScopeName(), Stem.Scope.SUB.name());

    attributeValueDelegate.assignValue(
        RuleUtils.ruleIfConditionEnumName(), RuleIfConditionEnum.nameMatchesSqlLikeString.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleIfConditionEnumArg0Name(), );"a:b:%someGroup"

    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumName(), RuleThenEnum.assignGroupPrivilegeToGroupId.name());

    //  is the subject string  the subject to assign tothis for
//e.g. sourceId :::::: subjectIdentifier
//or sourceId :::: subjectId
//or :::: subjectId
//or sourceId ::::::: subjectIdOrIdentifier
//etc
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg0Name(), );"g:gsa :::::: stem1:admins"

    //privileges to assign: read, admin, update, view, optin, optout
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg1Name(), );"read, update"

    //should be valid
 isValidString = attributeValueDelegate.retrieveValueString(String

        RuleUtils.ruleValidName());

     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

    RuleApi.inheritGroupPrivileges(SubjectFinder.findRootSubject(), stem2, Scope.SUB,
groupA.toSubject(), Privilege.getInstances( ), );"read, update" "a:b:%someGroup"

GSH test case



gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
847e80d5c2d94803b02da4ed3c131475,'GrouperSystem','application'
gsh 1% stem2 =  edu.internet2.middleware.grouper.StemSave(grouperSession).assignName(new "stem2"
).assignCreateParentStemsIfNotExist( ).save();true
stem: name='stem2' displayName='stem2' uuid='7a6ce531c0654141abdebba87d4f7461'
gsh 2% groupA =  GroupSave(grouperSession).assignName(new "stem1:admins"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem1:admins' displayName='stem1:admins' uuid='2d1aee72df264626831cd4bf166f7342'
gsh 4% addMember( , );"stem1:admins" "test.subject.0"
true
gsh 5% subjectActAs = SubjectFinder.findByIdAndSource( , , );"GrouperSystem" "g:isa" true
subject: id='GrouperSystem' type='application' source='g:isa' name='GrouperSysAdmin'
gsh 6% RuleApi.inheritGroupPrivileges(subjectActAs, stem2, Stem.Scope.SUB, groupA.toSubject(),
Privilege.getInstances( ), );"read, update" "stem2:%someGroup"
gsh 7% groupB =  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "stem2:b"

).save();true
group: name='stem2:b' displayName='stem2:b' uuid='ab4d6d959e51439d8b5a583659c18760'
gsh 8% hasPriv( , , Privilege.getInstance( ))"stem2:b" "test.subject.0" "update"
false
gsh 9% hasPriv( , , Privilege.getInstance( ))"stem2:b" "test.subject.0" "read"
false
gsh 7% groupB =  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "stem2:b"

).save();true
group: name='stem2:b' displayName='stem2:b' uuid='ab4d6d959e51439d8b5a583659c18760'
gsh 8% hasPriv( , , Privilege.getInstance( ))"stem2:b" "test.subject.0" "update"
false
gsh 9% hasPriv( , , Privilege.getInstance( ))"stem2:b" "test.subject.0" "read"
false
gsh 10% groupB2 =  GroupSave(grouperSession).assignName(new "stem2:whatever:groupBsomeGroup"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem3:d' displayName='stem3:d' uuid='d309509da52e4ed2bbca8383246fe3c4'
gsh 11% hasPriv( , , Privilege.getInstance( ))"stem2:whatever:groupBsomeGroup" "test.subject.0" "update"
true
gsh 12% hasPriv( , , Privilege.getInstance( ))"stem2:whatever:groupBsomeGroup" "test.subject.0" "read"
true
gsh 15% groupC =  GroupSave(grouperSession).assignName(new "stem2:sub:c"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem2:sub:c' displayName='stem2:sub:c' uuid='d52f784d88284b4b90e0931ad8581ebc'
gsh 16% hasPriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "update"
true
gsh 17% hasPriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "read"
true

GSH daemon test case

Run the above GSH commands, and continue below



gsh 18% revokePriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "update"
false
gsh 19% status = GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records
gsh 20% hasPriv( , , Privilege.getInstance( ))"stem2:sub:c" "test.subject.0" "update"
false
gsh 18% revokePriv( , , Privilege.getInstance("stem2:whatever:groupBsomeGroup" "test.subject.0" "update"
))
false
gsh 19% status = GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records
gsh 20% hasPriv( , , Privilege.getInstance( ))"stem2:whatever:groupBsomeGroup" "test.subject.0" "update"
true

safd

Grouper rules use case - Veto if not eligible
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Grouper rules

If a user is not an employee, do not allow to be added to application group

Java example
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    //add a rule on stem:a saying  not in stem:b, then dont allow add to stem:aif
AttributeAssign attributeAssign = ruleGroup
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    AttributeValueDelegate attributeValueDelegate = attributeAssign.getAttributeValueDelegate();

    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), );"g:isa"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectIdName(), );"GrouperSystem"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckOwnerNameName(), );"stem:a"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckTypeName(), RuleCheckType.membershipAdd.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleIfConditionEnumName(),
RuleIfConditionEnum.groupHasNoImmediateEnabledMembership.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleIfOwnerNameName(), );"stem:b"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumName(), RuleThenEnum.veto.name());

    //key which would be used in UI messages file  applicableif
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg0Name(), );"rule.entity.must.be.a.member.of.stem.b"

    //error message (  key in UI messages file not there)if
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg1Name(), "Entity cannot be a member of stem:a  not a member ofif

);stem:b"

    //should be valid
 isValidString = attributeValueDelegate.retrieveValueString(String

        RuleUtils.ruleValidName());

     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

RuleApi.vetoMembershipIfNotInGroup(actAsSubject, ruleGroup, mustBeInGroup,
        , "rule.entity.must.be.a.member.of.stem.b" "Entity cannot be a member of stem:a  not a memberif

);of stem:b"

GSH test case



gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
9df8fdf1c6dd4629b6c9dacd7e0f6f4a,'GrouperSystem','application'
gsh 1% groupA =  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "stem:a"

).save();true
group: name='stem:a' displayName='stem:a' uuid='de3c5d56d14840ee9c9bded29f7f86b5'
gsh 2% groupB =  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "stem:b"

).save();true
group: name='stem:b' displayName='stem:b' uuid='fc1a3465730a4f0e86d6b0c74dcd8fcb'
gsh 3% subjectActAs = SubjectFinder.findByIdAndSource( , , );"GrouperSystem" "g:isa" true
subject: id='GrouperSystem' type='application' source='g:isa' name='GrouperSysAdmin'
gsh 8% RuleApi.vetoMembershipIfNotInGroup(subjectActAs, groupA, groupB, 

, "rule.entity.must.be.a.member.of.stem.b" "Entity cannot be a member of stem:a  not a member ofif
);stem:b"

gsh 9% addMember( , );"stem:b" "test.subject.1"
true
gsh 10% addMember( , );"stem:a" "test.subject.1"
true
gsh 11% addMember( , );"stem:a" "test.subject.0"
// Error: unable to evaluate command: Sourced file: inline evaluation of: ``addMember( , "stem:a"

);'' : Error invoking compiled command: : Error in compiled command:"test.subject.0"
edu.internet2.middleware.grouper.rules.RuleVeto: rule.entity.must.be.a.member.of.stem.b: Entity cannot
be a member of stem:a  not a member of stem:b,if
, group name: stem:a, subject: Subject id: test.subject.0, sourceId: jdbc, field: members
gsh 12% hasMember( , );"stem:a" "test.subject.0"
false
gsh 13% hasMember( , );"stem:a" "test.subject.1"
true
gsh 14%

GSH daemon test case

Run the above GSH code, then continue below

gsh 14% delMember( , );"stem:b" "test.subject.1"
true
gsh 15% hasMember( , );"stem:a" "test.subject.1"
true
gsh 16% status = GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records
gsh 17% hasMember( , );"stem:a" "test.subject.1"
false
gsh 18%

sdfa
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Grouper rules

If a user is not an employee, do not allow to be added to any group in a folder.  This is a special rule in that only one can fire, and it needs to be
hierarchical.  i.e. if things are restricted at an ancestor folder, but opened up in a descendant folder, then allow.  The ruleCheckType
subjectAssignInStem uses a custom rules engine processor to accomplish this.  subjectAssignInStem affects all group memberships,
group/folder/attributeDef privileges, and permissions (by folder of attributeDefNameName).

Phase 2 would filter subjects in a subject search to only return valid users based on group restrictions.

Phase 2.5 is a change log consumer that sees if subjects are removed from groups. 

Phase 3 could include a daemon (daily? weekly?) to clean up orphans
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Note, the ruleCheckArg0 is the subject source.  If it is blank, then the rule applies to all subject sources.  If it is filled in, then the rule only applies
to that subject source.

If you want to restrict all of a subject source (or I guess restrict all sources), then you dont need to specify a group to check membership, just dont
use a RuleIfCondition (always fire)

If you want to open up access to a subject source or all subject sources, then use RuleIfConditionEnum.never

Java example

//add a rule on stem:a saying  not in stem:b, then dont allow add to stem:aif
    AttributeAssign attributeAssign = restrictedStem
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();
    
    AttributeValueDelegate attributeValueDelegate = attributeAssign.getAttributeValueDelegate();
 
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), );"g:isa"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectIdName(), );"GrouperSystem"

    //subject use means membership add, privilege assign, permission assign, etc.
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckTypeName(), RuleCheckType.subjectAssignInStem.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckStemScopeName(), );"SUB"
    
    //  is optional to restrict to source.  I think you will want to  that, or youthis do
    //would need to have all the usable groups in the allowed group...
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckArg0Name(), );"jdbc"

    
    attributeValueDelegate.assignValue(
        RuleUtils.ruleIfConditionEnumName(), RuleIfConditionEnum.groupHasNoEnabledMembership.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleIfOwnerNameName(), employeeGroup.getName());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumName(), RuleThenEnum.veto.name());
    
    //key which would be used in UI messages file  applicableif
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg0Name(), );"rule.entity.must.be.a.member.of.etc.employee"
    
    //error message (  key in UI messages file not there)if
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg1Name(), "Entity cannot be assigned  not a member of etc:employee"if
);
 
    //should be valid
     isValidString = attributeValueDelegate.retrieveValueString(String
        RuleUtils.ruleValidName());
 
     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

RuleApi.vetoSubjectAssignInFolderIfNotInGroup(SubjectFinder.findRootSubject(), restrictedStem,
employeeGroup, , , Scope.SUB,false "jdbc"
        , "rule.entity.must.be.a.member.of.etc.employee" "Entity cannot be assigned  not a member ofif

);etc:employee"

GSH test case



gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
4ed601599087457cb12ab96387a4e2e7,'GrouperSystem','application'
gsh 1% allowedGroup =  GroupSave(grouperSession).assignName(new "stem:allowed"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:allowed' displayName='stem:allowed' uuid='6139ad6ecc004562ab491d97b9ef5829'
gsh 2% restrictedGroup =  GroupSave(grouperSession).assignName(new "stem2:restricted"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem2:restricted' displayName='stem2:restricted' uuid='fe1f2a4f944141d2b77c7400e191e69e'
gsh 3% employeeGroup =  GroupSave(grouperSession).assignName(new "etc:employee"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='etc:employee' displayName='etc:employee' uuid='b969b29cb83b48bb99cee3fb71595203'
gsh 4% restrictedStem = StemFinder.findByName(grouperSession, , );"stem2" true
stem: name='stem2' displayName='stem2' uuid='ca3cc1e40f1a413ab8862acc5d9c1b29'
gsh 6% RuleApi.vetoSubjectAssignInFolderIfNotInGroup(SubjectFinder.findRootSubject(), restrictedStem,
employeeGroup, , , Stem.Scope.SUB, , false "jdbc" "rule.entity.must.be.a.member.of.etc.employee" "Entity

);cannot be assigned  not a member of etc:employee"if
edu.internet2.middleware.grouper.attr.assign.AttributeAssign:
AttributeAssign[id=1567066d80684b849a618e06e89496f1,action=assign,attributeDefName=etc:attribute:rules:rule,
 
stem=Stem[displayName=stem2,name=stem2,uuid=ca3cc1e40f1a413ab8862acc5d9c1b29,creator=41cbc09bf1a54ece8a9761ab8ba68970]]
gsh
8% subject0 = SubjectFinder.findByIdAndSource( , , );"test.subject.0" "jdbc" true
subject: id='test.subject.0' type='person' source='jdbc' name='my name is test.subject.0'
gsh 9% restrictedGroup.addMember(subject0);
edu.internet2.middleware.grouper.rules.RuleVeto: rule.entity.must.be.a.member.of.etc.employee: Entity
cannot be assigned  not a member of etc:employee,if
gsh 12% allowedGroup.addMember(subject0);
gsh 13% employeeGroup.addMember(subject0);
gsh 14% restrictedGroup.addMember(subject0);
gsh 15%

s
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Grouper rules

If a user is not an employee in a certain org in a folder, do not allow to be added to application group

Java example
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    //add a rule on stem:a saying  not in stem:b, then dont allow add to stem:aif
AttributeAssign attributeAssign = ruleGroup
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    AttributeValueDelegate attributeValueDelegate = attributeAssign.getAttributeValueDelegate();

    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), );"g:isa"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectIdName(), );"GrouperSystem"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckTypeName(), RuleCheckType.membershipAdd.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleIfConditionEnumName(),
RuleIfConditionEnum.noGroupInFolderHasImmediateEnabledMembership.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleIfOwnerNameName(), );"stem:orgs:itEmployee"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleIfStemScopeName(), );"SUB"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumName(), RuleThenEnum.veto.name());

    //key which would be used in UI messages file  applicableif
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg0Name(), );"rule.entity.must.be.in.IT.employee.to.be.in.group"

    //error message (  key in UI messages file not there)if
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg1Name(), "Entity cannot be a member of group  not in the ITif

);department org"

    //should be valid
 isValidString = attributeValueDelegate.retrieveValueString(String

        RuleUtils.ruleValidName());

     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }

GSH shorthand method

RuleApi.vetoMembershipIfNotInGroupInFolder(SubjectFinder.findRootSubject(), ruleGroup, mustBeInStem,
Stem.Scope.SUB, , "rule.entity.must.be.in.IT.employee.to.be.in.group" "Entity cannot be a member of

);group  not in the IT department org"if

GSH test case



gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
40ed212f025c46578736f10983e929f7,'GrouperSystem','application'

//here is a group which vould be an application role
gsh 1% ruleGroup =  GroupSave(grouperSession).assignName(new "stem:a"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:a' displayName='stem:a' uuid='b806f005f9fb4937a4fc6e93256d72b7'

//org groups, IT employees are either programmers or sys admins
gsh 2% groupProgrammers =  GroupSave(grouperSession).assignName(new "stem:orgs:itEmployee:programmers"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:orgs:itEmployee:programmers' displayName='stem:orgs:itEmployee:programmers'
uuid='626eaa3e77fa444c864a690960e0e5da'
gsh 3% groupSysadmins =  GroupSave(grouperSession).assignName(new "stem:orgs:itEmployee:sysadmins"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:orgs:itEmployee:sysadmins' displayName='stem:orgs:itEmployee:sysadmins'
uuid='27553f3a41dc4f87b93957ab9dbd1b0e'
gsh 4% mustBeInStem = StemFinder.findByName(grouperSession, , );"stem:orgs:itEmployee" true
stem: name='stem:orgs:itEmployee' displayName='stem:orgs:itEmployee'
uuid='d9249cb44e0942dd9d9a4dd972c06c2f'

//setup the rule so that  you arent in the IT department, that you cant be added to the applicationif
role
gsh 5% RuleApi.vetoMembershipIfNotInGroupInFolder(SubjectFinder.findRootSubject(), ruleGroup,
mustBeInStem, Stem.Scope.SUB, , "rule.entity.must.be.in.IT.employee.to.be.in.group" "Entity cannot be a

);member of group  not in the IT department org"if
gsh 6% subject0 = SubjectFinder.findById( , );"test.subject.0" true
subject: id='test.subject.0' type='person' source='jdbc' name='my name is test.subject.0'

//since  user is not an IT employee, the assignment gets vetoedthis
gsh 7% ruleGroup.addMember(subject0);
// Error: unable to evaluate command: Sourced file: inline evaluation of:
``ruleGroup.addMember(subject0);'' : Method Invocation ruleGroup.addMember
// See error log  full stacktracefor
// caused by: edu.internet2.middleware.grouper.rules.RuleVeto:
// rule.entity.must.be.in.IT.employee.to.be.in.group: Entity cannot be a member of group  not in theif
IT department org,
, group name: stem:a, subject: Subject id: test.subject.0, sourceId: jdbc, field: members

//add the user to the org, and the user now can be a member of the application role
gsh 8% groupProgrammers.addMember(subject0);
gsh 9% ruleGroup.addMember(subject0);
gsh 10% ruleGroup.hasMember(subject0)
true

//delete the user from the groups, and  the other IT department group, should veto without IT dept,try
should be OK with
gsh 11% ruleGroup.deleteMember(subject0);
gsh 12% groupProgrammers.deleteMember(subject0);
gsh 13% ruleGroup.addMember(subject0);
// Error: unable to evaluate command: Sourced file: inline evaluation of:
``ruleGroup.addMember(subject0);'' : Method Invocation ruleGroup.addMember
// See error log  full stacktracefor
// caused by: edu.internet2.middleware.grouper.rules.RuleVeto:
// rule.entity.must.be.in.IT.employee.to.be.in.group: Entity cannot be a member of group  not in theif
IT department org,
, group name: stem:a, subject: Subject id: test.subject.0, sourceId: jdbc, field: members
gsh 14% ruleGroup.hasMember(subject0);
false
gsh 15% groupSysadmins.addMember(subject0);
gsh 16% ruleGroup.addMember(subject0);
gsh 17% ruleGroup.hasMember(subject0)
true
gsh 18%



GSH daemon test case

Run the above GSH, then continue below

gsh 19% groupSysadmins.deleteMember(subject0);
gsh 20% ruleGroup.hasMember(subject0)
true
gsh 21% status = GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records
gsh 22% ruleGroup.hasMember(subject0)
false

sdf

Grouper rules use case - Veto permission if not eligible
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Grouper rules

If a user is not an employee, do not allow to have permissions assigned

Java example

    //add a rule on stem:a saying  not in stem:b, then dont allow add to stem:aif
AttributeAssign attributeAssign = permissionDef
      .getAttributeDelegate().addAttribute(RuleUtils.ruleAttributeDefName()).getAttributeAssign();

    AttributeValueDelegate attributeValueDelegate = attributeAssign.getAttributeValueDelegate();

    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectSourceIdName(), );"g:isa"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleActAsSubjectIdName(), );"GrouperSystem"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleCheckTypeName(), RuleCheckType.permissionAssignToSubject.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleIfConditionEnumName(),
RuleIfConditionEnum.groupHasNoImmediateEnabledMembership.name());
    attributeValueDelegate.assignValue(
        RuleUtils.ruleIfOwnerNameName(), );"stem:employee"
    attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumName(), RuleThenEnum.veto.name());

    //key which would be used in UI messages file  applicableif
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg0Name(), );"rule.entity.must.be.an.employee"

    //error message (  key in UI messages file not there)if
attributeValueDelegate.assignValue(
        RuleUtils.ruleThenEnumArg1Name(), "Entity cannot be assigned these permissions unless they are

);an employee"

    //should be valid
 isValidString = attributeValueDelegate.retrieveValueString(String

        RuleUtils.ruleValidName());

     (!StringUtils.equals( , isValidString)) {if "T"
        RuntimeException(isValidString);throw new
    }
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GSH shorthand method

RuleApi.vetoPermissionIfNotInGroup(SubjectFinder.findRootSubject(), permissionDef, groupEmployee, 
, "rule.entity.must.be.an.employee" "Entity cannot be assigned these permissions unless they are an

);employee"

GSH test case

gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
a448462e34e243c5b28228c9e218c86a,'GrouperSystem','application'

//permission definition
gsh 1% permissionDef =  AttributeDefSave(grouperSession).assignName(new "stem:permissionDef"
).assignCreateParentStemsIfNotExist( ).assignAttributeDefType(AttributeDefType.perm).save();true
edu.internet2.middleware.grouper.attr.AttributeDef:
AttributeDef[name=stem:permissionDef,uuid=e9c7fed59c464274b830d6a2abd8c6e2]
gsh 2% permissionDef.setAssignToEffMembership( );true
gsh 3% permissionDef.setAssignToGroup( );true
gsh 4% permissionDef.store();

//employee group that users must be in to get permissions
gsh 5% groupEmployee =  GroupSave(grouperSession).assignName(new "stem:employee"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='stem:employee' displayName='stem:employee' uuid='6edfef8dd57444fba6f74c199230132d'

//role  applicationfor
gsh 6% payrollUser =  GroupSave(grouperSession).assignName(new "apps:payroll:roles:payrollUser"
).assignTypeOfGroup(TypeOfGroup.role).assignCreateParentStemsIfNotExist( ).save();true
group: name='apps:payroll:roles:payrollUser' displayName='apps:payroll:roles:payrollUser'
uuid='d2d23e4438a04150801f5e190c36bc5f'
gsh 7% subject0 = SubjectFinder.findByIdAndSource( , , );"test.subject.0" "jdbc" true
subject: id='test.subject.0' type='person' source='jdbc' name='my name is test.subject.0'
gsh 8% payrollUser.addMember(subject0, );false
true

//permission resource
gsh 9% canLogin =  AttributeDefNameSave(grouperSession, permissionDef).assignName(new

).assignCreateParentStemsIfNotExist( ).save();"apps:payroll:permissions:canLogin" true
edu.internet2.middleware.grouper.attr.AttributeDefName:
AttributeDefName[name=apps:payroll:permissions:canLogin,uuid=716818177e144bd9a244ede9a01612bd]

//assign the rule
gsh 10% RuleApi.vetoPermissionIfNotInGroup(SubjectFinder.findRootSubject(), permissionDef,
groupEmployee, , "rule.entity.must.be.an.employee" "Entity cannot be assigned these permissions unless

);they are an employee"

//cant get assigned since not an employee
gsh 11% payrollUser.getPermissionRoleDelegate().assignSubjectRolePermission(canLogin, subject0);
// Error: unable to evaluate command: Sourced file: inline evaluation of:
``payrollUser.getPermissionRoleDelegate().assignSubjectRolePermission(canLogin, su . . . '' : Method
Invocation assignSubjectRolePermission
// See error log  full stacktracefor
// caused by: edu.internet2.middleware.grouper.rules.RuleVeto:
// rule.entity.must.be.an.employee: Entity cannot be assigned these permissions unless they are an
employee

//does not have permission yet
gsh 12% member0 = MemberFinder.findBySubject(grouperSession, subject0, );false
member: id='test.subject.0' type='person' source='jdbc' uuid='24f532b13e1a4e4a8d16204b65dfd0ee'
gsh 13% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member0.getUuid());
gsh 14% permissions.size()
0



//add to employee group, assign permissions again
gsh 15% groupEmployee.addMember(subject0);
gsh 16% payrollUser.getPermissionRoleDelegate().assignSubjectRolePermission(canLogin, subject0);
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult@c0cd7d

//see that they have the permission now
gsh 17% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member0.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollUser,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.0,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=-1,action_depth=0,attrDef_depth=0,perm_type=role_subject]true true
gsh 18% permissions.size()
1
gsh 19% permissions.iterator().next().getAttributeDefNameName()



apps:payroll:permissions:canLogin
gsh 20%

GSH daemon test case

Run the above commands, then continue below

gsh 20% groupEmployee.deleteMember(subject0);
gsh 21% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member0.getUuid());
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=apps:payroll:roles:payrollUser,attributeDefNameName=apps:payroll:permissions:canLogin,action=assign,sourceId=jdbc,subjectId=test.subject.0,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=-1,action_depth=0,attrDef_depth=0,perm_type=role_subject]true true
gsh 22% permissions.iterator().next().getAttributeDefNameName()
apps:payroll:permissions:canLogin
gsh 23% status = GrouperLoader.runOnceByJobName(grouperSession, GrouperLoaderType.GROUPER_RULES);
loader ran successfully: Ran rules daemon, changed 0 records
gsh 24% permissions =
GrouperDAOFactory.getFactory().getPermissionEntry().findByMemberId(member0.getUuid());
gsh 25% permissions.size()
0
gsh 26% payrollUser.hasMember(subject0);
true

sdf
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Access Management Features Overview

Grouper provides features to manage access to resources and services. This page provides general guidelines on when to use each approach. 

When do I use rules?

Rules are triggers that occur when events happen in Grouper.  For example, you would use rules if you want someone to have an end date
applied to a membership when another membership is removed (e.g. when a student is out of the classlist, then add a  on the classdisabled date
wiki group for that student). A set of  is provided.rules use cases

When do I use roles?

Roles are  objects that are actually just a special type of group.  You need to use a  whenever you assign permissions.  You can assignRBAC role
permissions to the role, which means that all users who have that role will effectively have that permission.  Or you can assign permissions
directly to the user in the context of the role.  This is so shared permissions relate to an application.  For example, Mary cannot READ the
artsAndSciences org.  Mary can READ the artsAndSciences org as a user in the payroll system (payrollUser role).  Note that a role is
implemented as a special type of group, though you can think of it as a bridge between users and permissions.

When do I use permission limits?

 are run time constraints on permissions.  The permission that has a limit can be assigned to a role or to a subject in the contextPermission limits
of a role.  The limit can only be assigned to a direct permission assignment, not an inherited one.  Generally you will use a limit when there is
some information about the context of the user at the time that the permissions query is happening that limits the outcome.  For example, if the
user can only access the payroll system during business hours, then the time of day is the context.  If the user can approve below $2000, then the
amount of approval is the context.  There are built in limits, or you can implement custom ones.  These are implemented as a special type of
attribute on the permission assignment, and some Java logic.

When do I use allow/disallow?

Allow/disallow is used when there is inheritance in the permissions due to any of: resource inheritance, action inheritance, role inheritance,
membership inheritance, and there is a wider allow, and a narrower disallow.  For instance, if the org chart is modeled as permission resources,
and there is an allow of "all" for a user in the payroll system, then that user is allowed to see everyone in the payroll system.  Maybe that user
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shouldn't be able to see his/her peers, or executives.  You could assign a disallow for the executive org, and for the user's own org.  These three
assignments will solve the requirement.

When do I use enabled / disabled dates?

Enabled / Disabled Dates are used when the membership should be enabled in the future, or disabled after a certain period of time.

 The MACE-paccman wiki site has access management use cases and how to approach them in Grouper

LDAPPCNG
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LDAPPCNG - LDAP Provisioning Connector New/Next Generation as of v1.6.0

LDAPPCNG provisions group and membership information contained in the Groups Registry to an LDAP directory service.

Installation and usage information is on this page.  Overview and general documentation, including an example, is .here

Install

Download the LDAPPCNG binary provisioning plugin for Grouper and expand it.

Copy the contents of the expanded package to your Grouper API directory. Configuration files are in the  directory and java libraries are in conf
.lib/custom

Usage

LDAPPCNG is run using .GrouperShell (gsh)

For example, to maintain provisioning, polling every 60 seconds for changes :

bin/gsh.sh -ldappcng -bulkSync -interval 60

One of , , , , , or  must be specified. All other arguments are optional.-bulkCalc -bulkDiff -bulkSync -calc <id> -diff <id> -sync <id>

Key Value Description

no arguments   Display usage.

-bulkCalc   Calculate provisioning for all identifiers.

-bulkDiff   Determine provisioning difference for all identifiers. 

-bulkSync   Synchronize provisioning for all identifiers.

-calc <id> identifier Calculate provisioning for an identifier.

-diff <id> identifier Determine provisioning difference for an identifier.

-sync <id> identifier Synchronize provisioning for an identifier.

-entityName <id> entity identifier Provisioned object id. For example, group, member, etc.

-interval
<seconds>

seconds Number of seconds between the start of recurring provisioning iterations. If omitted, only one
provisioning cycle is performed.

-lastModifyTime
<id>

yyyy-MM-dd[_hh:mm:ss] Select objects changed since this time.

-conf <dir> path to configuration
files

Configuration directory.
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-logSpml   Log SPML requests and responses.

-output <file> file Print SPML responses to Output file. Default: STDOUT.

-printRequests   Print SPML requests as well as responses.

-requestID <id> request id SPML request identifier.

-returnData   Return data (identifier and attributes)

-returnEverything   Return everything (identifier, attributes, and references)

-returnIdentifier   Return identifier only.

-targetID <id>  target id Target ID.

Configuration

Configuration files should be located on the Java classpath.

ldappc-internal.xml Shibboleth Attribute Resolver

ldappc-services.xml Shibboleth Attribute Resolver

ldappc-resolver.xml Shibboleth Attribute Resolver

ldappc-ldap.xml VT Ldap connector

ldappcng.xml LDAPPCNG

ldappc.properties Macro replacement

By default, macros of the form ${name} in  will be replaced by their corresponding values in .ldappcng.xml ldappc.properties

Files prefixed with  may also be used by ldappc.ldappc

ldappcng.xml

The  file defines provisioned targets, objects, identifiers, attributes, and references.ldappcng.xml

<ldappc> - Provisioning Configuration



<ldappc xmlns="http://grouper.internet2.edu/ldappc"
        =xmlns:ldappc "http://grouper.internet2.edu/ldappc"
        =xmlns:xsi "http://www.w3.org/2001/XMLSchema-instance"
        xsi:schemaLocation= >"http://grouper.internet2.edu/ldappc classpath:/schema/ldappc.xsd"

  <targets id= >"LDAP"

    <target id=  provider=  />"ldap" "ldap-provider"

    <object id= >"stem"
      <identifier ref=  baseId= >"stem-dn" "${groupsOU}"
        <identifyingAttribute name=  value=  />"objectclass" "organizationalUnit"
      </identifier>
      <attribute name=  ref=  />"objectClass" "stem-objectclass"
      <attribute name=  ref=  />"ou" "stem-ou"
      <attribute name=  ref=  />"description" "stem-description"
    </object>

    <object id=  authoritative= >"group" "true"
      <identifier ref=  baseId= >"group-dn" "${groupsOU}"
        <identifyingAttribute name=  value=  />"objectClass" "${groupObjectClass}"
      </identifier>
      <attribute name=  ref=  />"objectClass" "group-objectclass-eduMember"
      <attribute name=  />"cn"
      <attribute name=  />"description"
      <attribute name=  ref=  />"hasMember" "hasMember"
      <attribute name=  ref=  />"isMemberOf" "groupIsMemberOf"
      <references name=  emptyValue="" >"member"
        <reference ref=  toObject=  />"members-jdbc" "member"
        <reference ref=  toObject=  />"members-g:gsa" "group"
      </references>
    </object>

    <object id= >"member"
      <identifier ref=  baseId= >"member-dn" "${peopleOU}"
        <identifyingAttribute name=  value=  />"objectclass" "person"
      </identifier>
      <attribute name=  ref=  retainAll=  />"objectClass" "member-objectclass" "true"
      <attribute name=  ref=  />"isMemberOf" "memberIsMemberOf"
    </object>

  </targets>

</ldappc>

<targets>

The targets element allows more than one target to be provisioned using the same configuration. This may be useful, for example, when
provisioning a production and test environment identically.

<targets id=  >"ID"
  <target ...
  <target ...
    <object ...
</targets>

attribute description

id Uniquely identifies a collection of targets.

<target>

A target contains objects. Each target requires a unique identifier and a provider identifier. Multiple target elements are allowed.



<target id=  provider=  />"ID" "providerID"

attribute description

id Unique identifier.

provider Identifier of a provider defined in the attribute resolver services configuration.

For example, LDAPPCNG ships with an LDAP provider using the vt-ldap distribution.

ldappcng.xml

<target id=  provider=  />"ldap" "ldap-provider"

ldappc-services.xml

<Service id=  xsi:type=  ldapPoolId= >"ldap-provider" "ldappc:LdapPoolProvider" "ldapPool"
  <ConfigurationResource file=  xsi:type=  />"/ldappc-ldap.xml" "resource:ClasspathResource"
</Service>

<object>

A provisioned object. For example, a group, member, stem, account, etc. An object consists of an identifier, attributes, and references.

<object id= >"ID"
  <identifier ...
  <attribute ...
  <references ...
</object>

attribute description

id Uniquely identifies the object per target.

<identifier>

All objects require a unique identifier. The value of the identifier is returned from the Shibboleth Attribute Resolver.

<identifier ref=  baseId= >"REF" "BASE"
  <identifyingAttribute ...
</identifier>

attribute description

ref The id of an attribute definition defined in the attribute resolver configuration.

baseId The identifier of the container (the SPML2 containerID).

<identifyingAttribute>

This element maps an object returned from a target provider to an object in the LDAPPCNG configuration. This is not specified anywhere in the
SPML specification and is likely a candidate for improvement.

<identifyingAttribute name=  value=  />"NAME" "VALUE"

attribute description

name Attribute name.



value Attribute value.

For example, an object returned from a target which has an attribute named "objectclass" with value "groupOfNames" will be identified as a
"group" object.

ldappc-services.xml

<object id= >"group"
  <identifier ref=  baseId= >"group-dn" "ou=groups,dc=example,dc=edu"
    <identifyingAttribute name=  value=  />"objectClass" "groupOfNames"
  </identifier>

<attribute>

A provisioned attribute. The value of the attribute is returned from the Shibboleth Attribute Resolver.

<attribute name=  ref=  />"NAME" "REF"

attribute description

name The name of the provisioned attribute.

ref The id of an attribute definition defined in the attribute resolver configuration.

<references>

Defines references to other objects.

<references name=  emptyValue="" >"NAME"
  <reference ... />
</references

attribute description

name The provisioned attribute name. 

empty-value Optional. Defines the value of the provisioned attribute if no references are returned from the attribute resolver. This should be
defined when provisioning a required (MUST) ldap attribute, such as "member" of an OpenLDAP directory. 

<reference>

Defines a reference to another object. The value is

<reference ref=  toObject=  /"REF" "OBJECTID"

attribute description

ref The id of an attribute definition defined in the attribute resolver configuration.

toObject The id of the Provisioned Object referred to. 

For example, the following configuration will return references to the identifiers of "member" objects for the attribute definition "members-jdbc",
and references to the identifiers of "group" objects for the attribute definition "member-g:gsa".

The "members-jdbc" attribute's values will consist of the "id" attribute for every subject which is a member of a group's "members" attribute.

The "members-g:gsa" attribute's values will consist of the "name" attribute for every group which is a member of a group's "members" attribute.

The values of the "members-jdbc" and "members-g:gsa" attributes are passed to the attribute resolver to determine their identifiers.



ldappcng.xml

<references name=  emptyValue="" >"member"
  <reference ref=  toObject=  />"members-jdbc" "member"
  <reference ref=  toObject=  />"members-g:gsa" "group"
 </references>

ldappc-resolver.xml

<resolver:AttributeDefinition id=  xsi:type=  sourceAttributeID= >"members-jdbc" "grouper:Member" "members"
  <resolver:Dependency ref=  />"GroupDataConnector"
  <grouper:Attribute id=  source=  />"id" "jdbc"
</resolver:AttributeDefinition>

<resolver:AttributeDefinition id=  xsi:type=  sourceAttributeID="members-g:gsa" "grouper:Member" "members"
>
  <resolver:Dependency ref=  />"GroupDataConnector"
  <grouper:Attribute id=  source=  />"name" "g:gsa"
</resolver:AttributeDefinition>

Example: calc

To print to STDOUT the SPML representation of how an object should be provisioned :

>bin/gsh.sh -ldappcng -calc stem:groupName

<ldappc:calcResponse status='success' requestID='2010...QKUSL7CS' ... >
  <ldappc:id ID='stem:groupName'/>
  <ldappc:pso entityName='group'>
    <psoID ID='cn=stem:groupName,ou=groups,dc=example,dc=edu' targetID='ldap'/>
    <data>
      <dsml:attr name='objectClass' ... >
        <dsml:value>top</dsml:value>
        <dsml:value>groupOfNames</dsml:value>
        <dsml:value>eduMember</dsml:value>
      </dsml:attr>
      <dsml:attr name='cn' ... >
        <dsml:value>groupName</dsml:value>
      </dsml:attr>
      <dsml:attr name='hasMember' ... >
        <dsml:value>member1</dsml:value>
        <dsml:value>member2</dsml:value>
      </dsml:attr>
      <dsml:attr name='isMemberOf' ... >
        <dsml:value>stem:otherGroup</dsml:value>
      </dsml:attr>
    </data>
    <capabilityData mustUnderstand=' ' capabilityURI='urn:oasis:names:tc:SPML:2:0:reference'>true
      <spmlref:reference typeOfReference='member' ... >
        <spmlref:toPsoID ID='cn=member1,ou=people,dc=example,dc=edu' targetID='ldap'/>
      </spmlref:reference>
      <spmlref:reference typeOfReference='member' ... >
        <spmlref:toPsoID ID='cn=member2,ou=people,dc=example,dc=edu' targetID='ldap'/>
      </spmlref:reference>
    </capabilityData>
  </ldappc:pso>
</ldappc:calcResponse>

Example: diff

To print to STDOUT the SPML representation of changes that should be made :



>bin/gsh.sh -ldappcng -diff stem:groupName

<ldappc:diffResponse status='success' requestID='2010..._QKUSQLQ0' ... >
  <modifyRequest entityName='group' requestID='2010..._QKUSQLRM' returnData='everything' ... >
    <psoID ID='cn=um:manual:g20031124220052001,ou=groups,dc=memphis,dc=edu' targetID='ldap'/>
    <modification modificationMode='add'>
      <dsml:modification name='description' operation='add' ...>
        <dsml:value>A Description</dsml:value>
      </dsml:modification>
    </modification>
  </modifyRequest>
  <ldappc:id ID='stem:groupName'/>
</ldappc:diffResponse>

LDAPPCNG Documentation
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Overview

LDAPPCNG serves as an  "provider" and LDAP "target" based on the  as well as the  and SPMLv2 Shibboleth Attribute Resolver VT Ldap
 libraries.OpenSPML

LDAPPCNG provisions objects to targets. Objects consist of identifiers, attributes, and references to other objects. Group memberships are
considered to be references.

Provisioned objects are calculated from source data processed by the Shibboleth Attribute Resolver. The Shibboleth Attribute Resolver accepts
many DataConnectors (sources), including LDAP, RDBMS, and Grouper. Custom DataConnectors may be provided.

LDAPPCNG provisions targets using a standard provisioning language, SPML. An SPML to LDAP connector is provided. Provisioning non-LDAP
targets requires a target specific connector, for example, SPML to RDBMS.

Currently, LDAPPCNG supports SPML requests represented as Java objects as provided by the Oasis implementation. The SPML requestor is
Grouper's CLI, gsh. A future iteration should be able to send and receive SPML via web services.

Requests and Responses

The Provisioning Service Provider implementation class, PSP.java, accepts and returns SPML requests, which are similar to LDAP directory
operations : add, delete, modify, lookup, and search.

Most SPML requests consist of an object identifier, target identifier, and "return data". The return data is either "identifier", "data"
(identifier+attributes), or "everything" (identifier+attributes+references).

LDAPPC defines custom requests : calc, diff, sync, bulkcalc, bulkdiff, and bulksync.

Most Responses consist of a status code ("success" or "failure") and representations of provisioned objects.
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calc

Upon receipt of a CalcRequest, the PSP will calculate how an object (or objects) should be provisioned via the Attribute Resolver, and will return
the provisioning represented as a CalcResponse.

diff

Upon receipt of a DiffRequest, the PSP first performs a CalcRequest in order to determine how objects  be provisioned. Then, the PSPshould
queries each target to determine how objects  provisioned. The PSP returns a DiffResponse representing the changes necessary toare
synchronize the provisioned objects. The changes consist of AddRequests, DeleteRequests, or ModifyRequests.

sync

Upon receipt of a SyncRequest, the PSP first performs a DiffRequest to determine provisioning changes. Then, the PSP requests targets to
perform the changes, and returns the results as a SyncResponse.

bulk*

Bulk requests operate on all groups, and are similar to the pre-NG (LDAPPC) style of operation.

Custom Extensions

LDAPPC's configuration is modeled upon Shibboleth's use of Spring, which will allow deployers to customize targets as well as the identifiers,
attributes, and references returned from the Attribute Resolver.

To provision a target other than LDAP, an implementation class must be able to handle add, delete, modify, lookup, and search requests.

The supplied LDAP target essentially maps SPML to LDAP operations.

Configuration Example

The following is an example of how a group might be provisioned.

The  attribute of , , and  elements refers to the  of an attribute as defined in the Attributeref <identifier> <attribute> <reference> id
Resolver configuration. If the  attribute is not specified, it defaults to the value of the  attribute.ref name

<object id=  ... >"group"
  <identifier ref=  baseId=  />"groupDn" "ou=groups,dc=grouper,dc=edu"
  <attribute name=  />"objectClass"
  <attribute name=  />"cn"
  <references name=  >"member"
    <reference ref=  toObject=  />"members" "group"
  </references>
</object

The corresponding Attribute Resolver configuration will contain :

<resolver:AttributeDefinition id=  xsi:type=  sourceAttributeID= >"cn" "ad:Simple" "name"
  <resolver:Dependency ref=  />"GroupDataConnector"
</resolver:AttributeDefinition>

<resolver:DataConnector id=  xsi:type=  />"GroupDataConnector" "grouper:GroupDataConnector"

LDAPPC
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LDAPPC - LDAP Provisioning Connector as of v1.5.0

LDAPPC provisions group and membership information contained in the Groups Registry to an LDAP directory service.
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See also the information on the newer provisioning connector called LDAPPC-NG

Usage

LDAPPC is run using .GrouperShell (gsh)

For example, to maintain group and membership provisioning, polling every 60 seconds for changes :

bin/gsh.sh -ldappc -groups -memberships -interval 60

One or both of  and  must be specified. All other arguments are optional.-groups -memberships

Key Value Description

no arguments   Display usage.

-groups   Provision groups. 

-memberships   Provision memberships. 

-subject subjectId The SubjectId used to establish Grouper API sessions. Defaults to GrouperSystem.

-interval interval Number of seconds between polling intervals. If omitted, only one provisioning cycle is performed.

-lastModifyTime yyyy-MM-dd[_hh:mm:ss] Select objects changed since this time.

-configManager path to configuration xml Path to configuration file. Defaults to classpath resource ldappc.xml.

-properties path to properties file Path to properties file. Defaults to classpath resource ldappc.properties. 

-resolver path to directory Path to directory containing Shibboleth Attribute Resolver configuration files. 

-calc file Calculate provisioning and write to file. 

-dryRun file Write provisioning changes to file only, do not provision changes. 

-logLDIF   While provisioning, log changes in LDIF format. 

Release Notes

Version 1.5.0 of LDAPPC includes several new features, many of which were implemented because of requests on the Grouper mailing lists.
Thank you for your involvement.

The ability to provision Active Directory has improved significantly. Integration with the Shibboleth Attribute Resolver provides customizable
attributes, potentially suitable for Exchange. Integration with vt-ldap 3.2 provides support for paging and groups with a large (>1500) number of
members.

An upcoming version of LDAPPC should include SPML 2 support.

GRP-329 Group attributes calculated by the Shibboleth Attribute Resolver may be provisioned.
GRP-335 LDAP connectivity is now provided by .vt-ldap
GRP-333 The <source-subject-identifier source="g:gsa" ...> configuration element is no longer allowed nor necessary.
GRP-325 Command line option to calculate provisioning and write to file.
GRP-326 Command line option to write provisioning changes to file, don't execute changes.
GRP-327 Command line option to log provisioning changes as LDIF.
GRP-275 Groups are provisioned in two phases to handle member groups.
GRP-332 When a subject can not be found, LDAPPC can be configured to fail, log, or ignore.
GRP-330 Multiple objectclasses may be provisioned.
GRP-328 Configuration macros in ldappc.xml and ldappc.properties are supported.
GRP-334 The bundling of attribute modifications is configurable.
GRP-331 Multiple target objects may be provisioned per subject.
GRP-339 Ignore member groups that are not in the set of groups to be provisioned.
GRP-346 More advanced query filters are supported when selecting the groups to be provisioned.
GRP-342 Error when synchronizing a group name containing a forward slash '/'.

Upgrading to LDAPPC 1.5.0

https://bugs.internet2.edu/jira/browse/GRP-329
https://bugs.internet2.edu/jira/browse/GRP-335
http://code.google.com/p/vt-middleware/wiki/vtldap
https://bugs.internet2.edu/jira/browse/GRP-333
https://bugs.internet2.edu/jira/browse/GRP-325
https://bugs.internet2.edu/jira/browse/GRP-326
https://bugs.internet2.edu/jira/browse/GRP-327
https://bugs.internet2.edu/jira/browse/GRP-275
https://bugs.internet2.edu/jira/browse/GRP-332
https://bugs.internet2.edu/jira/browse/GRP-330
https://bugs.internet2.edu/jira/browse/GRP-328
https://bugs.internet2.edu/jira/browse/GRP-334
https://bugs.internet2.edu/jira/browse/GRP-331
https://bugs.internet2.edu/jira/browse/GRP-339
https://bugs.internet2.edu/jira/browse/GRP-346
https://bugs.internet2.edu/jira/browse/GRP-342


The <ldap> configuration element in ldappc.xml is no longer allowed. LDAP connection parameters are now defined in ldappc.properties. See 
 .vt-ldap

Remove any <source-subject-identifier source="g:gsa" ...> configuration elements.

As of Grouper v1.4.1, LDAPPC is included in the Grouper API. Previously LDAPPC was a separate project.

Configuration

LDAPPC requires two files,  and . The full path to these files may be defined at runtime.ldappc.xml ldappc.properties

By default, macros of the form ${name} in  will be replaced by their corresponding values in .ldappc.xml ldappc.properties

ldappc.properties

LDAP connectivity is provided by  and is defined in .vt-ldap ldappc.properties

# Macros of the form ${name} in your configuration (  ldappc.xml)default
# will be replaced with the values of the matching keys of  file.this

edu.vt.middleware.ldap.ldapUrl=ldap://127.0.0.1:389
edu.vt.middleware.ldap.base=dc=example,dc=edu
edu.vt.middleware.ldap.authtype=simple
edu.vt.middleware.ldap.serviceUser=cn=Manager
edu.vt.middleware.ldap.serviceCredential=secret
edu.vt.middleware.ldap.tls=true

ldappc.xml

<ldappc> - Provisioning Configuration

<ldappc>
 <grouper ... />
 <source-subject-identifiers ... />
</ldappc>

The LDAPPC provisioning configuration consists of two elements : Grouper and LDAP subject parameters.

<grouper> - Grouper Configuration

<grouper>
 <grouper-queries ... />
 <groups ... />
 <memberships ... />
</grouper>

The Grouper configuration includes the selection of groups to be provisioned, and optional group and membership provisioning.

<grouper-queries> - Select Groups to be Provisioned

<grouper-queries>
 <subordinate-stem-queries ... />
 <attribute-matching-queries ... />
 <resolver-matching-queries ... />
</grouper-queries>

The groups to be provisioned may be selected by stem, attribute value, or a union of both. Currently, it is not possible to exclude a group
that otherwise matches the selection criteria from being provisioned.

<subordinate-stem-queries> - Select Groups to be Provisioned by Stem

http://code.google.com/p/vt-middleware/wiki/vtldap
http://code.google.com/p/vt-middleware/wiki/vtldap


<subordinate-stem-queries>
 <stem-list>
  uc:faculty:art<stem> </stem>
  uc:faculty:math<stem> </stem>
 </stem-list>
</subordinate-stem-queries>

All groups subordinate to any of the given stems are selected for provisioning.

<attribute-matching-queries> - Select Groups to be Provisioned by Attribute

<attribute-matching-queries>
 <attribute-list>
  <attribute name=  value=  />"attr1" "value1"
  <attribute name=  value=  />"attr2" "value2"
 </attribute-list>
</attribute-matching-queries>

All groups having the given attribute value(s) are selected for provisioning.

<attribute-matching-queries> - Select Groups to be Provisioned by Attribute Resolver

<resolver-matching-queries>
  <data-connector-list>
    <data-connector id=  />"ID"
  </data-connector-list>
</resolver-matching-queries>

All groups returned by the GroupDataConnector with the given ID will be provisioned.

<groups> - Provision Groups

<groups structure="flat"
        root-dn="ou=grouper,ou=groups,dc=example,dc=edu"
        ldap-object-class="groupOfNames"
        ldap-rdn-attribute="cn"
        grouper-attribute= >"name"
 <group-members-dn-list ... />
 <group-members-name-list ... />
 <group-attribute-mapping ... />
 <resolver-attribute-mapping ... />
</groups>

The optional <groups> element defines how entries and DNs for provisioned groups are created.

<groups>  

structure The group DN naming structure may be either "flat" or "bushy". A flat structure provisions all
groups into the same root DN using the name of the group as the RDN, e.g.
cn=stem:child-stem:group-name,root-dn. A bushy structure will provision groups
hierarchically, e.g. cn=group-name,ou=child-stem,ou=stem,root-dn.

root-dn The DN of the entry used as the root of the provisioned groups

ldap-object-class Defines the LDAP object class used to create each provisioned group. If this object class
has required attributes not populated by this provisioning process, then an error will occur.

ldap-rdn-attribute Defines the attribute in the ldap-object-class used as the RDN. This value may not be "ou"
in order to prevent naming collisions between stems and groups when the structure is
"bushy".



grouper-attribute Required when the structure is flat. Defines the attribute value of the group to be used for
the value of the ldap-rdn-attribute.

initial-cache-size Optional attribute specifying the initial size of the group cache. Setting this larger than the
likely number of groups to be provisioned should improve performance.

provision-member-groups If true, member groups should be provisioned as members. Defaults to true. Replaces the
"g:gsa" source-subject-identifier. 

provision-member-groups-ignore-queries If true, provision member groups even if they are not in the set of groups to be provisioned.
Defaults to false. This is new in v1.5.0, and the behavior of LDAPPC pre-v1.5.0 may be
reproduced by setting this to true. In other words, by default, only provision member groups
if they are in the set of groups to be provisioned, i.e. match group-queries. 

provision-groups-two-step If true, groups should be provisioned in two steps. The first step provisions all groups
without any members. The second step provisions all groups with members. Defaults to
true. If false, member groups which have not yet been provisioned may result in log
warnings or failures, depending on the value of on-not-found. 

bundle-modifications If true, a group's attribute modifications should be performed in one LDAP operation. If
false, each group attribute modification is performed as a separate LDAP operation.
Defaults to true. 

create-then-modify-members If true, groups should be created (LDAP add) without members followed by an update
(LDAP modify) to add member attributes. Defaults to false. 

<group-members-dn-list> - Provision Member DNs

<group-members-dn-list
  list-attribute="member"
  list-object-class="groupOfNames"
  list-empty-value="" />

If defined, provisioned groups will include member DNs.

<grouper-members-dn-list  

list-attribute Defines the LDAP attribute in which to store member DNs.

list-object-class Optional. Defines the LDAP object class the group entry must have to support the list-attribute. Please
note that if this object class has required attributes not populated by this provisioning process, then an
error may occur.

list-empty-value Optional. Defines the value of the list-attribute if no member DNs are stored there. If list-attribute is
optional (i.e., a MAY attribute), this value is most likely not needed. If list-attribute is required (i.e., a
MUST attribute), then this value should be defined.

<group-members-name-list> - Provision Member Names

<group-members-name-list
  list-attribute="hasMember"
  list-object-class="eduMember"
  list-empty-value="">
 <source-subject-name-mapping>
   <source-subject-name-map source=  subject-attribute=  />"sourceA" "userid"
   <source-subject-name-map source=  subject-attribute=  />"sourceB" "userid"
</group-members-name-list>

If defined, provisioned groups will include member names.

<grouper-members-name-list>  

list-attribute Defines the LDAP attribute in which to store member names.

list-object-class Optional. Defines the LDAP object class the group entry must have to support the list-attribute.
Please note that if this object class has required attributes not populated by this provisioning
process, then an error may occur.



list-empty-value Optional. Defines the value of the list-attribute if no member DNs are stored there. If list-attribute is
optional (i.e., a MAY attribute), this value is most likely not needed. If list-attribute is required (i.e., a
MUST attribute), then this value should be defined.

The <source-subject-name-mapping> element contains one or more <source-subject-name-map> elements, which defines the subject
attribute containing the subject's name.

<source-subject-name-map>  

source Source ID

subject-attribute The Subject attribute containing the Subject's name

<group-attribute-mapping> - Provision Group Attributes

<group-attribute-mapping ldap-object-class="">
 <group-attribute-map
    group-attribute="aci"
    ldap-attribute="aci"
    ldap-attribute-empty-value="" />
</group-attribute-mapping>

Optionally, group attributes may be provisioned.

<group-attribute-mapping>  

ldap-object-class Optional. Defines the LDAP object class the group entry must have to support the attribute mapping.
Please note that if this object class has required attributes not populated by this provisioning process,
then an error may occur.

The <group-attribute-mapping> element contains one or more <grouper-attribute-map> elements, which map Grouper attributes to LDAP.

<group-attribute-map>  

group-attribute The Grouper attribute name.

ldap-attribute The LDAP attribute name.

ldap-attribute-empty-value Optional. Defines the value to be placed in the ldap-attribute if no values are stored there. If ldap-attribute
is optional (i.e., a MAY attribute), this value is most likely not needed. If ldap-attribute is required (i.e., a
MUST attribute), then this value should be defined.

<resolver-attribute-mapping> - Provision Resolver Attributes

<resolver-attribute-mapping ldap-object-class="">
 <resolver-attribute-map
    resolver-attribute="sAMAccountName"
    ldap-attribute="sAMAccountName"
    ldap-attribute-empty-value="" />
</resolver-attribute-mapping>

Optionally, attributes calculated by the Shibboleth Attribute Resolver may be provisioned. If the <resolver-attribute-mapping> is specified,
then three files are required : , , and . These files should beldappc-internal.xml ldappc-services.xml ldappc-resolver.xml
located on the classpath or the directory containing these files may be given as a command line argument. The contents of these files are
the same as used by the Shibboleth IDP.

<resolver-attribute-mapping>  

ldap-object-class Optional. Defines the LDAP object class the group entry must have to support the attribute mapping.
Please note that if this object class has required attributes not populated by this provisioning process,
then an error may occur.

The <resolver-attribute-mapping> element contains one or more <resolver-attribute-map> elements, which map Shibboleth Attribute
Resolver attributes to LDAP.



<resolver-attribute-map>  

resolver-attribute The Shibboleth Attribute Resolver attribute definition id.

ldap-attribute The LDAP attribute name.

ldap-attribute-empty-value Optional. Defines the value to be placed in the ldap-attribute if no values are stored there. If ldap-attribute
is optional (i.e., a MAY attribute), this value is most likely not needed. If ldap-attribute is required (i.e., a
MUST attribute), then this value should be defined.

<membership> - Provision Membership

<memberships>
 <member-groups-list
  list-object-class="eduMember"
  list-attribute="isMemberOf"
  naming-attribute="name"
  temporary-directory="" />
</memberships>

In addition to provisioning groups, LDAPPC may provision memberships. The optional <memberships> element contains one
<member-groups-list> element, which defines the LDAP attribute of member entries containing the groups of which they are a member.

<member-groups-list  

list-object-class Optional. Defines the LDAP object class the Member's entry must have to support the group list. Please note
that if this object class has required attributes not populated by the provisioning process, then an error may
occur. 

list-attribute Defines the LDAP attribute in which to store groups.

naming-attribute The Grouper attribute used to create the list of groups for a member.

temporary-directory Optional. Defines the file system directory in which temporary files will be written. Defaults to the current
directory.

<source-subject-identifiers> - Finding Subjects in the Directory

<source-subject-identifiers>
 <source-subject-identifier
   source="jdbc"
   subject-attribute="id"
   initial-cache-size= >"350007"
  <ldap-search
    base="ou=people,dc=example,dc=edu"
    scope="onelevel_scope"
    filter=  />"(&(examplePersonId=\{0\})(objectclass=examplePerson)))"
 </source-subject-identifier>
</source-subject-identifiers>

The <source-subject-identifiers> element contains one or more <source-subject-identifier> elements, which defines for a Source the
Subject attribute and LDAP search parameters used to lookup Subjects in the directory.

<source-subject-identifier> description

source Subject Source ID

subject-attribute The name of the Subject attribute. If a value other than "id" (the subject ID) is specified, performance
may suffer as an extra Subject lookup will be performed. It is strongly recommended that the subject ID
be in the subject's directory object and that it be indexed.

initial-cache-size Optional. The initial cache size to cache subject DNs by subject ID. Specifying a larger number than the
number of subjects should give better performance.

Each <source-subject-identifier> element contains exactly one <ldap-search> element.

<ldap-search> description



base The base DN of the context or object to search.

scope Either " ", " ", or " ". The JNDI scope constants are defined in object_scope onelevel_scope subtree_scope
. For most flat people branches, "onelevel_scope" is a good choice.javax.naming.SearchControls

filter The string "{0}" in the search filter will be replaced by the value of the Subject's attribute defined by subject-attribute
in the <source-subject-identifier> element. 

on-not-found Optional, either "warn", "fail", or "ignore". Defaults to "warn". The action that should be taken if the LDAP search does
not return any results. "Warn" logs at level WARN. "Fail" throws a RuntimeException which will terminate the
LDAPPC process. "Ignore" does nothing. 

multiple-results Optional, either "true" or "false". Defaults to "false". When "false", if multiple results are returned from the LDAP
search a RuntimeException is thrown which will terminate the LDAPPC process. When "true", all results returned
from the LDAP search will be provisioned. 

Example Active Directory Configuration

An example configuration file for provisioning Active Directory might look like the following. There is no  element since Active<memberships/>
Directory handles provisioning the memberOf attribute of group members. In this example, the sAMAccountName attribute, a.k.a. pre-Windows
2000 logon name, is calculated using the Shibboleth Attribute Resolver to replace whitespace in group names with an underscore.

<?xml version=  encoding= ?>"1.0" "utf-8"

<ldappc>
  <grouper>
    <group-queries>
      <subordinate-stem-queries>
        <stem-list>
          edu<stem> </stem>
        </stem-list>
      </subordinate-stem-queries>
    </group-queries>

    <groups structure=  root-dn=  ldap-object-class="bushy" "ou=testgroups,${base}" "group"
            ldap-rdn-attribute=  grouper-attribute=  >"cn" "name"

      <group-members-dn-list list-object-class=  list-attribute=  />"group" "member"

      <group-attribute-mapping ldap-object-class= >"group"
       <group-attribute-map group-attribute=  ldap-attribute=  />"description" "description"
      </group-attribute-mapping>

      <resolver-attribute-mapping ldap-object-class= >"group"
        <resolver-attribute-map resolver-attribute=  ldap-attribute=  />"sAMAccountName" "sAMAccountName"
      </resolver-attribute-mapping>

    </groups>

  </grouper>

  <source-subject-identifiers>
    <source-subject-identifier source=  subject-attribute= >"jdbc" "id"
      <ldap-search base=  scope=  filter=  />"ou=testpeople,${base}" "subtree_scope" "(cn={0})"
    </source-subject-identifier>
  </source-subject-identifiers>

</ldappc>

Shibboleth Attribute Resolver configuration :

http://java.sun.com/j2se/1.5.0/docs/api/javax/naming/directory/SearchControls.html#OBJECT_SCOPE
http://java.sun.com/j2se/1.5.0/docs/api/javax/naming/directory/SearchControls.html#ONELEVEL_SCOPE
http://java.sun.com/j2se/1.5.0/docs/api/javax/naming/directory/SearchControls.html#SUBTREE_SCOPE
http://java.sun.com/j2se/1.5.0/docs/api/javax/naming/directory/SearchControls.html


<resolver:AttributeDefinition xsi:type=  xmlns=  id="Script" "urn:mace:shibboleth:2.0:resolver:ad"
 sourceAttributeID= >"sAMAccountName" "name"

    <resolver:Dependency ref=  />"groupDataConnector"
    <![CDATA[<Script>
      // Import Shibboleth attribute provider
      value = name.getValues().get(0);

      value = value.replaceAll( , );"\\/" "_"
      value = value.replaceAll( , );"\\/" "_"
      value = value.replaceAll( , );"\\[" "_"
      value = value.replaceAll( , );"\\]" "_"
      value = value.replaceAll( , );"\\:" "_"
      value = value.replaceAll( , );"\\;" "_"
      value = value.replaceAll( , );"\\|" "_"
      value = value.replaceAll( , );"\\=" "_"
      value = value.replaceAll( , );"\\," "_"
      value = value.replaceAll( , );"\\+" "_"
      value = value.replaceAll( , );"\\*" "_"
      value = value.replaceAll( , );"\\?" "_"

      sAMAccountName = new BasicAttribute( );"sAMAccountName"
      sAMAccountName.getValues().add(value);
      ]]></Script>
  </resolver:AttributeDefinition>

Example OpenLDAP Configuration

An example configuration file for provisioning OpenLDAP might look like :



<?xml version=  encoding= ?>"1.0" "utf-8"

<ldappc>
  <grouper>
    <group-queries>

      <subordinate-stem-queries>
        <stem-list>
          _stem_name_<stem> </stem>
        </stem-list>
      </subordinate-stem-queries>

      <attribute-matching-queries>
        <attribute-list>
          <attribute name=  value=  />"_attr_name_" "_attr_value_"
        </attribute-list>
      </attribute-matching-queries>

    </group-queries>

    <groups
      structure="flat"
      root-dn="ou=groups,${edu.vt.middleware.ldap.base}"
      ldap-object-class="groupOfNames"
      ldap-rdn-attribute="cn"
      grouper-attribute= >"name"

      <group-members-dn-list list-object-class=  list-attribute="groupOfNames" "member"
list-empty-value="" />

      <group-members-name-list list-object-class=  list-attribute= >"eduMember" "hasMember"
        <source-subject-name-mapping>
          <source-subject-name-map source=  subject-attribute=  />"_source_name_" "_attr_name_"
          <source-subject-name-map source=  subject-attribute=  />"g:gsa" "name"
        </source-subject-name-mapping>
      </group-members-name-list>

      <group-attribute-mapping ldap-object-class= >"groupOfNames"
        <group-attribute-map group-attribute=  ldap-attribute=  />"description" "description"
      </group-attribute-mapping>

    </groups>

    <memberships>
      <member-groups-list list-object-class=  list-attribute=  naming-attribute="eduMember" "isMemberOf"

 />"name"
    </memberships>

  </grouper>

  <source-subject-identifiers>
    <source-subject-identifier source=  subject-attribute= >"_source_name_" "_attr_name_"
      <ldap-search
        base="ou=people,${edu.vt.middleware.ldap.base}"
        scope="subtree_scope"
        filter=  />"(uid={0})"
    </source-subject-identifier>
  </source-subject-identifiers>

</ldappc>

Documentation for previous versions is available at https://wiki.internet2.edu/confluence/display/i2miCommon/Ldappc

       Questions or comments?   Contact us.

https://wiki.internet2.edu/confluence/display/i2miCommon/Ldappc
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LDAPPC 1.5.0 Example Configuration

As of (pending) version 1.5.0, LDAPPC :

- incorporates the Shibboleth Attribute Resolver for the calculation of attributes to be provisioned

- functions as an SPML 2 Provisioning Service Provider

- provisions LDAP and other targets for which an SPML 2 provider interface can be written

- uses vt-ldap 3.0 for LDAP communication

All attributes to be provisioned are calculated by the . Grouper specific DataConnectors are provided which returnShibboleth Attribute Resolver
Group, Member, and Stem data. Additional DataConnectors may be included in the Attribute Resolver configuration to include sources other than
Grouper.  A syntax for accessing Grouper data as attributes from within the Attribute Resolver configuration has been defined.

Somewhat in violation of the SPML specification, targets to be provisioned are assumed to also be . A Provisioning Service Provider isproviders
defined as "a software component that listens for, processes, and returns the results for well-formed SPML requests". Although the SPML
specification states (in bold) that "a target is not a provider", LDAPPC assumes that targets are able to process SPML requests. In other words,
LDAPPC uses SPML as the common language for communicating with targets.

Given a string which identifies a Group, Member, or Stem, LDAPPC requests attributes from a Shibboleth Attribute Authority and Attribute
Resolver. A simple Attribute Authority is provided which allows for filtering. These attributes are used to create a representation of the
Provisioning Service Object to be provisioned. For our purposes, an object consists of an identifier, attributes, and references. A reference is
essentially an attribute whose value is the identifier of another object.

The configuration of LDAPPC has changed significantly, is now modeled after Shibboleth, and will likely consist of :

ldappc.xml

ldappc-resolver.xml

ldappc-services.xml

ldappc-internal.xml

ldappc-ldap.xml

All attributes to be provisioned for all targets and objects are defined in a single Attribute Resolver configuration to reduce the number of queries
made to Grouper.

Configuration Example : ldappc.xml

The ldappc.xml configuration file defines the targets and objects to be provisioned.

A single target example follows :

<target id=  provider=  />"openldap" "provider-openldap"

<object id= >"group"
  <identifier id=  />"group-dn"
  <attribute name=  />"objectclass"
  <attribute name=  />"cn"
  <attribute name=  id=  />"hasMember" "hasMember"
  <reference name=  id=  toPSOId=  />"member" "members-jdbc" "member"
  <reference name=  id=  toPSOId=  />"member" "members-g:gsa" "group"
</object>

<object id= >"member"
   <identifier id=  />"member-dn"
   <attribute name=  id=  />"isMemberOf" "member-isMemberOf"
</object>

<target>

https://spaces.internet2.edu/display/GrouperWG/Technical+FAQ
https://spaces.internet2.edu/display/GrouperWG/Grouper+Product
https://spaces.internet2.edu/display/GrouperWG/Archives
https://spaces.internet2.edu/display/GrouperWG/Contributions
https://spaces.internet2.edu/display/GrouperWG/Grouper+Project
https://spaces.internet2.edu/display/SHIB2/IdPAddAttribute


The target is "openldap", which contains two objects (SPML schema entities), "group" and "member".

<object>

Each object consists of an identifier, and optionally attributes and references. The value or values of each identifier, attribute, and reference are
defined by the Shibboleth Attribute Definition with the corresponding id. The name of the provisioned attribute or reference is defined by the
"name" attribute. If not specified, the "id" defaults to the "name" attribute.

The "openldap" target's provider service is "provider-openldap" as defined in  :ldappc-services.xml

<Service id=  xsi:type=  ldapPoolId= >"provider-openldap" "ldappc:LdapPoolProvider" "ldapPool"
  <ConfigurationResource file=  xsi:type=  />"ldap.xml" "resource:ClasspathResource"
</Service>

And, this provider is based on a vt-ldap 3.0 pool as defined in  :ldappc-ldap.xml

...
<bean id="ldapPool"
    class="edu.vt.middleware.ldap.pool.SoftLimitLdapPool"
    init-method="initialize"
...

See  for more information.http://code.google.com/p/vt-middleware/wiki/vtldapSpring

<identifier>

The identifier of the group object is defined by a Grouper-specific Attribute Definition whose id is "group-dn" :

ldappc.xml ldappc-resolver.xml

<identifier
id="group-dn"
/>

<resolver:AttributeDefinition id=
 xsi:type="group-dn"

"grouper:PSOIdentifier"
 structure="bushy"
sourceAttributeID="extension"
rdnAttributeName=  base="cn"

>"ou=groups,dc=example,dc=edu"
 <resolver:Dependency ref=

 />"GroupDataConnector"
</resolver:AttributeDefinition>

<attribute>

The "cn" attribute of the group is provisioned with the value of the Grouper "name" attribute :

ldappc.xml ldappc-resolver.xml

<attribute name=
 />"cn"

 

<resolver:AttributeDefinition id=
 xsi:type="cn" "ad:Simple"

sourceAttributeID= >"name"
 <resolver:Dependency ref=

 />"GroupDataConnector"
</resolver:AttributeDefinition>

The "objectclass" attribute of the group is provisioned with the values "eduMember" and "groupOfNames" :

ldappc.xml ldappc-resolver.xml

http://code.google.com/p/vt-middleware/wiki/vtldapSpring


<attribute name=
 />"objectclass"

<resolver:AttributeDefinition id=
 xsi:type="objectclass"

>"ad:Simple"
  <resolver:Dependency ref=

 />"static"
</resolver:AttributeDefinition>

<resolver:DataConnector id=
 xsi:type= >"static" "dc:Static"

  <dc:Attribute id="objectclass"
>
    eduMember<dc:Value>
</dc:Value>
    groupOfNames<dc:Value>
</dc:Value>
  </dc:Attribute>
</resolver:DataConnector>

To provision attributes based on membership, Grouper-specific Attribute Definitions are provided of the type "grouper:Member" which returns
Member objects and "grouper:Group" which returns Group objects. The "sourceAttributeId" of these Attribute Definitions uses a special syntax to
refer to memberships :

id = groups | members [ : all | effective | immediate | composite [ : fieldName ] ]

For example

id = "members"

is equivalent to

id = "members : all : members"

e.g. all of the members of the the default list, "members".

For every membership, the values of the provisioned attribute will be the values of the member's subject attribute as defined by <attribute>
elements.

For example, the "hasMember" attribute of a group will be provisioned with the "lfname" of each member of the "jdbc" source and the "name"
attribute of each member of the Grouper ("g:gsa") source :

ldappc.xml ldappc-resolver.xml

<object id=
>"group"

 ...
 <attribute
name="hasMember"
id="hasMember"
/>
 ...
</object>

<resolver:AttributeDefinition id=
 xsi:type="hasMember"

"grouper:Member"
sourceAttributeID= >"members"
  <resolver:Dependency ref=

 />"GroupDataConnector"
  <grouper:Attribute id="lfname"
source=  />"jdbc"
  <grouper:Attribute id="name"
/>
</resolver:AttributeDefinition>

To provision attributes based on Access privileges, the Grouper-specific "grouper:Subject" AttributeDefinition is provided. The sourceAttributeID of
these Attribute Definitions also uses a special syntax :



id = admins | optins | optouts | readers | updaters | viewers [ : field ]

which is roughly equivalent to Group.getAdmins() etc.

ldappc.xml ldappc-resolver.xml

<attribute name=
 />"admins"

<resolver:AttributeDefinition id=
 xsi:type="admins"

>"grouper:Subject"
  <resolver:Dependency ref=

 />"groupDataConnector"
  <grouper:Attribute id=

 source=  />"subjectId" "jdbc"
</resolver:AttributeDefinition>

<attribute name=
 id="adminOf"

"member-isAdminOf"
/>

<resolver:AttributeDefinition id=
 xsi:type="member-isAdminOf"

"grouper:Group"
    sourceAttributeID= >"admins"
  <resolver:Dependency ref=

 />"memberDataConnector"
  <grouper:Attribute id="name"
/>
</resolver:AttributeDefinition>

<reference>

A reference is similar to an attribute whose value is the identifier of another object. All <reference> elements require a "toPSOId" attribute whose
value is the id of an <object> element.

In the following example, references to "group" and "member" objects will be provisioned as the "member" attribute. References to "member"
objects consist of members whose source is "jdbc", and references to "group" objects consist of members whose source is "g:gsa" (Grouper).

ldappc.xml ldappc-resolver.xml

<object id=
>"group"

 ...
 <reference
name="member"
id=
"members-jdbc"
toPSOId="member"
/>
 <reference
name="member"
id=
"members-g:gsa"
toPSOId="group"
/>
 ...
</object>

<resolver:AttributeDefinition id=
 xsi:type="members-jdbc"

"grouper:Member"
   sourceAttributeID= >"members"
  <resolver:Dependency ref=

 />"GroupDataConnector"
  <grouper:Attribute id=

 source=  />"subjectId" "jdbc"
</resolver:AttributeDefinition>

<resolver:AttributeDefinition id=
 xsi:type="members-g:gsa"

"grouper:Member"
   sourceAttributeID= >"members"
  <resolver:Dependency ref=

 />"GroupDataConnector"
  <grouper:Attribute id="name"
source=  />"g:gsa"
</resolver:AttributeDefinition>

To provision an attribute whose values are the "name" attributes of the groups that a member belongs to, the Attribute Definition's
sourceAttributeID will refer to the special attribute "groups", which uses the same membership syntax as "members" above :



ldappc.xml ldappc-resolver.xml

<object id=
>"member"

  ...
  <attribute name=

 id="isMemberOf"
"member-isMemberOf"
/>
  ...
</object>

<resolver:AttributeDefinition id=
 xsi:type="member-isMemberOf"

"grouper:Group"
    sourceAttributeID= >"groups"
    <resolver:Dependency ref=

 />"MemberDataConnector"
    <grouper:Attribute id="name"
/>
 </resolver:AttributeDefinition>

The reference is similar, and the values will be the identifiers of the groups that the member belongs to :

ldappc.xml ldappc-resolver.xml

<object id=
>"member"

  ...
  <reference name=

 id="memberOf"
"member-isMemberOf"
toPSOId= />"group"
  ...
</object>

<resolver:AttributeDefinition id=
 xsi:type="member-isMemberOf"

"grouper:Group"
    sourceAttributeID= >"groups"
    <resolver:Dependency ref=

 />"MemberDataConnector"
    <grouper:Attribute id="name"
/>
 </resolver:AttributeDefinition>

Configuration Example : Multiple Targets: ldappc.xml

The following example provisions 4 targets, a production and test instance each of ActiveDirectory and OpenLDAP.

The  element wraps  elements whose configurations are identical. The id of the  element is for display<targets> <target> <targets>
purposes only.

To ease configuration, the value of  will be rewritten with each <target/> elements "id" attribute.$target

Each <object> element must have a unique id, which is internally rewritten for Spring as "targetId:objectId".



<?xml version=  encoding= ?>"1.0" "utf-8"
<ldappc xmlns="http://grouper.internet2.edu/ldappc"
        =xmlns:ldappc "http://grouper.internet2.edu/ldappc"
        =xmlns:xsi "http://www.w3.org/2001/XMLSchema-instance"
        xsi:schemaLocation= >"http://grouper.internet2.edu/ldappc classpath:/schema/ldappc.xsd"

  <targets id= >"ActiveDirectory"

    <target id=  provider=  />"ad-prod" "provider-ad-prod"
    <target id=  provider=  />"ad-test" "provider-ad-test"

    <object id= >"group"
      <identifier id=  />"groupDn-${target}"
      <attribute name=  id=  />"objectclass" "ad-objectclass"
      <attribute name=  />"cn"
      <attribute name=  />"description"
      <attribute name=  />"hasMember"
      <attribute name=  id=  />"isMemberOf" "groupIsMemberOf"
      <reference name=  id=  toObject=  />"member" "members-jdbc" "member"
      <reference name=  id=  toObject=  />"member" "members-g:gsa" "group"
    </object>

    <object id= >"member"
      <identifier id=  />"memberDn-${target}"
    </object>

  </targets>

  <targets id=  >"OpenLDAP"

    <target id=  provider=  />"openldap-prod" "provider-openldap-prod"
    <target id=  provider=  />"openldap-test" "provider-openldap-test"

    <object id= >"group"
      <identifier id=  />"groupDn-${target}"
      <attribute name=  id=  />"objectclass" "openldap-objectclass"
      <attribute name=  />"cn"
      <attribute name=  />"description"
      <attribute name=  id=  />"hasMember" "hasMember"
      <attribute name=  id=  />"isMemberOf" "groupIsMemberOf"
      <reference name=  id=  toObject=  />"member" "members-jdbc" "member"
      <reference name=  id=  toObject=  />"member" "members-g:gsa" "group"
    </object>

    <object id= >"member"
      <identifier id=  />"memberDn-${target}"
      <attribute name=  id=  />"isMemberOf" "memberIsMemberOf"
      <reference name=  id=  toObject=  />"memberOf" "memberIsMemberOf" "group"
    </object>

  </targets>

</ldappc>

Configuration Example : Multiple Targets: ldappc-resolver.xml

Since we are using a single Attribute Resolver configuration file, identifiers for every object and for every target will need a unique id. Identifiers for
group objects are calculated :



<!-- target specific identifiers -->

  <resolver:AttributeDefinition id=  xsi:type="groupDn-ad-prod" "grouper:PSOIdentifier"
    structure=  sourceAttributeID=  rdnAttributeName=  base="bushy" "extension" "cn"

>"ou=groups,dc=example,dc=edu"
    <resolver:Dependency ref=  />"GroupDataConnector"
  </resolver:AttributeDefinition>

  <resolver:AttributeDefinition id=  xsi:type="groupDn-ad-test" "grouper:PSOIdentifier"
    structure=  sourceAttributeID=  rdnAttributeName=  base="bushy" "extension" "cn"

>"ou=groups,dc=test,dc=edu"
    <resolver:Dependency ref=  />"GroupDataConnector"
  </resolver:AttributeDefinition>

  <resolver:AttributeDefinition id=  xsi:type="groupDn-openldap-prod" "grouper:PSOIdentifier"
    structure=  sourceAttributeID=  rdnAttributeName=  base="bushy" "extension" "cn"

>"ou=groups,dc=example,dc=edu"
    <resolver:Dependency ref=  />"GroupDataConnector"
  </resolver:AttributeDefinition>

  <resolver:AttributeDefinition id=  xsi:type="groupDn-openldap-test" "grouper:PSOIdentifier"
    structure=  sourceAttributeID=  rdnAttributeName=  base="bushy" "extension" "cn"

>"ou=groups,dc=test,dc=edu"
    <resolver:Dependency ref=  />"GroupDataConnector"
  </resolver:AttributeDefinition>

Identifiers for member objects are returned by SPMLDataConnectors, similar to LDAPDataConnectors, which execute searches. The "target"
attribute refers to an SPML Provider Spring bean as defined in . The syntax of the SPML SearchRequest is currentlyldappc-services.xml
unfinished, but will likely resemble LDAP filters for LDAP targets.



<!-- ad-prod target identifier -->

  <resolver:AttributeDefinition id=  xsi:type= >"memberDn-ad-prod" "ad:Simple"
    <resolver:Dependency ref=  />"ad-prod.DataConnector"
  </resolver:AttributeDefinition>

  <resolver:DataConnector id=  target=  xsi:type="ad-prod.DataConnector" "ad-prod"
"grouper:SPMLDataConnector"
    scope=  base=  returnData= >"subtree" "ou=people,dc=example,dc=edu" "identifier"
    <!--  SPMLSearchRequest goes here -->
  </resolver:DataConnector>

  <!-- ad-test target identifier -->

  <resolver:AttributeDefinition id=  xsi:type= >"memberDn-ad-test" "ad:Simple"
    <resolver:Dependency ref=  />"ad-test.DataConnector"
  </resolver:AttributeDefinition>

  <resolver:DataConnector id=  target=  xsi:type="ad-test.DataConnector" "ad-test"
"grouper:SPMLDataConnector"
    scope=  base=  returnData= >"subtree" "ou=people,dc=test,dc=edu" "identifier"
    <!--  SPMLSearchRequest goes here -->
  </resolver:DataConnector>

  <!-- openldap-prod target identifier -->

  <resolver:AttributeDefinition id=  xsi:type= >"memberDn-openldap-prod" "ad:Simple"
    <resolver:Dependency ref=  />"openldap-prod.DataConnector"
  </resolver:AttributeDefinition>

  <resolver:DataConnector id=  target=  xsi:type="openldap-prod.DataConnector" "openldap-prod"
"grouper:SPMLDataConnector"
    scope=  base=  returnData= >"subtree" "ou=people,dc=example,dc=edu" "identifier"
    <!--  SPMLSearchRequest goes here -->
  </resolver:DataConnector>

  <!-- openldap-test target identifier -->

  <resolver:AttributeDefinition id=  xsi:type= >"memberDn-openldap-test" "ad:Simple"
    <resolver:Dependency ref=  />"openldap-test.DataConnector"
  </resolver:AttributeDefinition>

  <resolver:DataConnector id=  target=  xsi:type="openldap-test.DataConnector" "openldap-test"
"grouper:SPMLDataConnector"
    scope=  base=  returnData= >"subtree" "ou=people,dc=test,dc=edu" "identifier"
    <!--  SPMLSearchRequest goes here -->
  </resolver:DataConnector>

</AttributeResolver>

Configuration example : ldappc-services.xml

Derived from Shibboleth, services are defined in .ldappc-services.xml



<?xml version=  encoding= ?>"1.0" "UTF-8"

<Services xmlns="urn:mace:shibboleth:2.0:services"
          =xmlns:attribute-afp "urn:mace:shibboleth:2.0:afp"
          =xmlns:attribute-authority "urn:mace:shibboleth:2.0:attribute:authority"
          =xmlns:attribute-resolver "urn:mace:shibboleth:2.0:resolver"
          =xmlns:resource "urn:mace:shibboleth:2.0:resource"
          =xmlns:xsi "http://www.w3.org/2001/XMLSchema-instance"
          =xmlns:grouper "http://grouper.internet2.edu/shibboleth/2.0"
          =xmlns:ldappc "http://grouper.internet2.edu/ldappc"
          xsi:schemaLocation="urn:mace:shibboleth:2.0:services
classpath:/schema/shibboleth-2.0-services.xsd
                              urn:mace:shibboleth:2.0:afp classpath:/schema/shibboleth-2.0-afp.xsd
                              urn:mace:shibboleth:2.0:attribute:authority
classpath:/schema/shibboleth-2.0-attribute-authority.xsd
                              urn:mace:shibboleth:2.0:resolver
classpath:/schema/shibboleth-2.0-attribute-resolver.xsd
                              urn:mace:shibboleth:2.0:resource
classpath:/schema/shibboleth-2.0-resource.xsd
                              http://grouper.internet2.edu/shibboleth/2.0
classpath:/schema/shibboleth-2.0-grouper.xsd
                              http://grouper.internet2.edu/ldappc classpath:/schema/ldappc.xsd">

The ShibbolethAttributeResolver service :

<Service id=  xsi:type= >"resolver" "attribute-resolver:ShibbolethAttributeResolver"
  <ConfigurationResource file=  xsi:type=  />"ldappc-resolver.xml" "resource:ClasspathResource"
</Service>

The AttributeAuthority service :

<Service id=  xsi:type=  depends-on="attribute-authority" "grouper:SimpleAttributeAuthority" "resolver"
resolver=  />"resolver"

The ldappc service:

<Service id=  xsi:type=  depends-on="ldappc" "ldappc:ProvisioningServiceProvider" "attribute-authority"
    authority= >"attribute-authority"
  <ConfigurationResource file=  xsi:type=  />"ldappc.xml" "resource:ClasspathResource"
</Service>

Provider services for each target:

<Service id=  xsi:type=  ldapPoolId= >"provider-ad-prod" "ldappc:LdapPoolProvider" "ldapPool"
    <ConfigurationResource file=  xsi:type=  />"ldappc-ad-prod.xml" "resource:ClasspathResource"
  </Service>

  <Service id=  xsi:type=  ldapPoolId= >"provider-ad-test" "ldappc:LdapPoolProvider" "ldapPool"
    <ConfigurationResource file=  xsi:type=  />"ldappc-ad-test.xml" "resource:ClasspathResource"
  </Service>

  <Service id=  xsi:type=  ldapPoolId= >"provider-openldap-prod" "ldappc:LdapPoolProvider" "ldapPool"
    <ConfigurationResource file=  xsi:type=  />"ldappc-openldap-prod.xml" "resource:ClasspathResource"
  </Service>

  <Service id=  xsi:type=  ldapPoolId= >"provider-openldap-test" "ldappc:LdapPoolProvider" "ldapPool"
    <ConfigurationResource file=  xsi:type=  />"ldappc-openldap-test.xml" "resource:ClasspathResource"
 </Service>

</Services>



       Questions or comments?   Contact us.
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Attribute framework UI
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Attribute Framework UIs

Grouper Web UIs

Attribute Framework API

There are the attribute framework UIs:

Attribute assignment UI
Attribute definition editor UI
Attribute Management UI Screen
Attribute name editor UI
Group and role editor UI

Attribute assignment UI

Wiki Home Download Grouper Grouper Guides Community Contributions Developer Resources Grouper Website

Attribute Assignment UI

Grouper Web UIs

The attribute assignment allows you to view / assign attributes.

Features:
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Display the 6 owner types (not including assignments on assignments
Each owner type selection changes the screen to show appropriate owner filters
Filtering respects security of the logged in user
Owner type is required, and displays a friendly message if not selected
When selecting an owner and attribute name, you can assign it
If owner or attribute name is not selected, then assigning will give a friendly error
If the attribute def is not multi-assign and an assignment already exists for the owner/attributeName pair, then give a friendly error
message
Results should display a friendly message if none exist
Show the extensions with a tooltip of the full name
Filters should only show results that the logged in user is allowed to see
Enable assignments to folders
Enable filters for folders
Enabled assignments to members
Enabled filters for members
Enable assignments to immediate memberships
Enabled filters for immediate memberships
Enable assignments to any memberships
Enabled filters for any memberships
Enable assignments to attribute definitions
Enabled filters for attribute definitions
Delete attributes with the delete button
Delete button should have an alt and tooltip
Delete button should confirm the delete before doing it
Delete button should redraw the result list (without the attribute that was deleted)
Add value button should add a value
Edit value button should edit it
Delete value button should delete it
Ability to add attribute assignments on attribute assignments
Edit the assignments for delete dates
Delete assignments
Display metadata assignments as different than normal so they stand out visually
Filter and display by enabled/disabled

Attribute definition editor UI
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Create/edit attribute definition screen

Grouper Web UIs

    http://localhost:8090/grouper/grouperUi/appHtml/grouper.html?operation=SimpleAttributeUpdate.createEdit

title of screen with help information infodot
combobox to search for attributes to edit
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combobox has icon for application (box)
should only show attributes which are editable by the user
can search by uuid
can search by name (separates by spaces, case-insensitive, searches by all substrings)
edit attribute definition button will populate screen with the existing details of the attribute definition

if no attribute definition if chosen, but the edit button is pressed, it will give a friendly error
new attribute definition button will show blank fields for attribute definition details



"new" attributes should not show the delete or edit actions buttons
folder of attribute definition is readonly for edit with folder icons, or combobox for new

folder combobox has folder icon inside
folder combobox shows results where user has CREATE in the folder
folder combobox shows results of the uuid of the folder, or the name substring split by whitespace
folder is designated with a required asterisk on create
folder has a friendly error message if not entered on create

uuid in readonly mode for edits, not there for new
extension (id) should be readonly for edit, or writable for create
extension (id) is designated with a required asterisk on create
extension (id) has a friendly error message if not entered on create

attribute type has drop down for new, readonly for edit
attribute type has all options of AttributeDefType enum: attribute, type, limit, domain, permission
attribute type is designated with a required asterisk on create
attribute type has a friendly error message if not entered on create.   Note, there is a blank option
attribute type should populate the correct value on edit

description is editable for new or edit
description should populate correctly for existing records



description is a textarea and is not required

multiAssignable is editable for new or edit
multiAssignable should populate correctly for existing records
multiAssignable is a checkbox, defaults to unchecked, and is not required

value type is editable for new or edit
value type should populate correctly for existing records
value type is a drop down, defaults to none, and is not required
value type has all options of AttributeDefValueType enum: floating, integer, marker, memberId, string, timestamp
value type has no blank option

multiValued is editable for new or edit
multiValued should populate correctly for existing records
multiValued is a checkbox, defaults to unchecked, and is not required
multiValued cannot be checked if the value type is marker, a friendly error will appear

assignTo is a grid of checkboxes for what the attribute can be assigned to
assignTo has a required indicator
assignTo will show a friendly error if none selected
assignTo will populate correctly for existing records
assignTo defaults to none for new records
assignTo text should not wrap lines for legibility

if a permission, then is not assignable to the correct object types, give a friendly error
if a permission, then cannot be multi-assignable, give a friendly error
if a permission, then if not no-value, give a friendly error

all labels have tooltips

the delete button is on the left and should delete the attribute definition
the delete button should ask for confirmation before deleting the attribute definition
the cancel button should refresh the screen in a blank and reset state
the save button should save the data, popup a success alert, and redraw the saved information
security is checked again on the save button

Action panel

add an edit actions button
edit actions button should only appear for permissions
this button opens a panel below the attribute definition
add an infodot on actions header
change actions textfield can take space, comma, or semi separated actions
button to add actions will add any actions in the textfield
button to add actions should not allow blank input
button to add actions should add any actions, allowing duplicates (will be skipped)
button to add actions will give a friendly success message
button to add actions will redraw the action panel
button to add actions will remove
button to add will remove the edit action panel if applicable
button to replace actions will do the same thing as add (side effects, etc), but will replace the action list with the inputted action(s)



Edit action panel

cant edit action if there is only one action (no other actions to change the hierarchies about)

when editing an action, show the action name of the action being edited
when editing an action, give drop down of available actions which can imply
when adding an action that implies, do not allow blank
button for "add action that implies this action" should have action name embedded so it is easy to read
when clicking "add action that implies this action", add that relationship
when clicking "add action that implies this action", give a friendly success message

when editing an action, give drop down of available actions which can be implied by
when adding an action that implies, do not allow blank
button for "add action that is implied by this action" should have action name embedded so it is easy to read
when clicking "add action that is implied by this action", add that relationship
when clicking "add action that is implies by this action", give a friendly success message

when editing an action, show the immediate and effective implies
when editing an action, show the immediate implies
when editing an action, show an X next to each immediate imply
when editing an action, X next to each immediate imply should have a confirm
when editing an action, X next to immediate imply should break the relationship
when editing an action, X next to immediate imply should give friendly success message

add action name again on screen between impies and implied by to break up the two sides of the hierarchy

when editing an action, show the immediate and effective implied by
when editing an action, show the immediate implied by
when editing an action, show an X next to each immediate implied by
when editing an action, X next to each immediate implied by should have a confirm
when editing an action, X next to immediate implied by should break the relationship
when editing an action, X next to immediate implied by should give friendly success message

Privilege panel



attribute privilege edit button opens up a privilege panel
privilege panel shows all 6 privileges, and each subject which has an assignment
subjects shown can be immediate or effective
header of privilege list repeats every X rows, configurable by simpleAttributeUpdate.repeatPrivilegeHeaderAfterRows from
media.properties
show checkboxes with ones checked when immediately assigned
show images of green allow or red deny where green means immediately or effectively assigned
show different tooltip on image for immediate, effective, or immediate_and_effective
have a combo to add subjects to top of list
combo should search subjects and display the top results (like add member in membership lite screen)
keep hidden fields of who is in additional list list
keep hidden field for each privilege entry to keep the old state so we know what the user changed (not step on other's toes)
if there are no privilege changes detected, show friendly message
alternate row colors so the rows are easy to differentiate
on the confirm message on privilege assign, if the privilege is already there (race condition?), then show warning
on the confirm message, so a different message for revoke or assign
on the confirm message show the gui label, and the friendly label for privilege
filter membership type checkbox should show effective members (defaults to off)
add assign to all in attributeDef edit panel
show effective privileges due to action inheritance (e.g. admin implies read)
show effective privileges due to global assignment
page the privileges
allow configurable page size
test each page number displayed at the bottom
if a page is selected, then do not show the additional selected subjects
show a message that the paging is not precise if additional entities are listed
if you submit the privilege panel, you could change the everyentity privileges, so refresh the edit panel as well
make the image clickable on the privilege panel
the image on the privilege panel should confirm the selection
the image confirm should be different for allow and deny
scroll to anchor not to bottom or whatever
if a paging button is pressed, it should maintain the indirect privileges checkbox
changing the indirect privilege checkbox should reset paging to the first page
each page submit should do a total page size, since the numbers can change
clicking on the "privileges" button in the attribute def edit panel should clear paging

TODO

When going to the attribute action panel, try to scroll the browser down when it appears
Unit test the UI logic methods
Show who created / last edited the attribute definition
Show auditing on the attribute definition
Escape description for HTML, and actions



Make sure there is page level documentation on new/edit screen
Add a delete button for attribute definition
Add auditing on create/edit/delete
If a stem is entered which doesnt exist, should we create if not exist?  :)
Search comboboxes on name or display name

Attribute Management UI Screen
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Attribute Management UI screen

Grouper Web UIs

Links to create/edit attributes and attribute names, and view/assign attributes and permissions.

    

Attribute name editor UI
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Attribute Name Editor UI

Grouper Web UIs

The attribute name editor allows you to attach attribute names to the attribute definitions
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Features:

- change main index screen to link to attribute index screen
- add link to attribute index screen for attribute definition name editor
- attribute name screen which is linked from the main attribute screen
- have a combobox to find attribute definitions to filter on
- have a combobox to find attribute names to filter on
- attribute name combobox should split the input string on whitespace, and search on name, display name, or description
- if an attribute def name is selected in the attribute def combo, then filter on that in the attribute name combo
- add an additionalFormElementNames to the grouper:combobox tag
- link attribute names from the attribute definition screen
- create new attributeDefName attributeDef field should prepopulate from the attributeDef filter combo
- edit existing attributeDefName attributeDef field should be readonly
- create new attributeDefName folder should propoulate from the attribute def filter combo (whatever folder the attribute def is in)
- edit existing attributeDefName folder should be readonly
- create new attributeDefName should create the attributeDefName and give a friendly success message
- create new attributeDefName folder is required, should give friendly error if not entered
- create new attributeDefName extension is required, should give a friendly error if not entered
- create new or edit existing attributeDefName displayExtension is requried, give a friendly error if not entered
- create new or edit existing attributeDefName description is not required
- create new attributeDefName should give a friendly error if the attributeDefName exists by ID
- edit an existing attributeDefName after filtering for it
- show attributeName name (id path) in readonly mode for existing attributeDefNames
- create new or edit existing attributeDefName should have a cancel button which goes back to the search for attributedefName panel
- show a button in edit or create attributeDefName which links to the attributeDef edit screen (if new, then only if attribute def is in filter)

Attribute name hierarchies

Features:

- in edit existing attribute def name, if the attribute def is a permissions, show the hierarchies button
- edit existing attributeDefName should show a delete button which deletes the attributeDefName and gives a friendly success message



- hierarchies should show implies, implies immediate, implied by, and implied by immediate
- hierarchies should show name twice, once at top, and once in middle of hierarchies
- hierarchies should allow deleting hierarchies on immediate assignments
- hierarchies should have a combobox to search for new hierarchies to add with buttons for implies or implied by
- hierarchies should show a friendly message on success or if already assigned
- delete in hierarchies should have a confirm box
- images on hierarchies screen should have alt tags

Group and role editor UI
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Grouper and Role Editor UI

Grouper Web UIs

This Group and Role Editor UI allows users to convert a Group into a Role and vice versa.

Navigate to the Group and Role editor from the Grouper ajax UI main page:

Click on "groups and roles", and you will see a the list of links for groups/roles:

Click on "Create or edit groups and roles", and you will see a screen where you can edit or add a group/role:

Click "New group/role" to create a group/role:

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/


You can use the combobox to find an existing group/role.  Note that the icons indicate if it is a group or role.

Edit an existing group/role:



At that point there is a link to the lite membership editor, or privileges, or if it is a role, the role hierarchies.  Click on privileges to edit the privileges

It you are editing a role, there is a role hierarchy button



Features of screen:

if editing a group, section title should say "group", if role, should say "role"
change main index screen to link to group index screen
add field for id path readonly only on edit, not on create
show checkboxes for assign privileges to everyone
show displayExtension which is editable for inserts or updates
save button should insert or update the group, and give a friendly success message
on insert, if folder is not there, give a validation error
on insert, if extension is not there, give a validation error
add a cancel button which cancels the insert/update
have a delete button which is shown only on edit, not create, which deletes the group and gives a friendly success message
delete button should have a confirm message to make sure user is sure
add a memberships link to the lite membership screen for the group
have a combobox to find groups to filter on
group name combobox should split the input string on whitespace, and search on name, display name, or description
edit an existing group after filtering for it
add a privileges link to display/edit privielges below the panel.  Start on first page of results
add entity combo for privileges to add entity to result list
use a similar screen to the attributeDef privileges
show green or red for if assigned
have tooltips to indicate if immediate, effective, or immediate or effective
green or red images should be clickable to change the assignment
checkboxes allow bulk editing of privileges
confirm message will show what was changed
after changes redraw the privileges panel with the new results
in edit group, if the group is a role, so the hierarchies button
role hierarchies button should show the role hierarchies panel
hierarchies should show implies, implies immediate, implied by, and implied by immediate
hierarchies should show name twice, once at top, and once in middle of hierarchies
hierarchies should allow deleting hierarchies on immediate assignments
hierarchies should have a combobox to search for new hierarchies to add with buttons for implies or implied by
hierarchies should show a friendly message on success or if already assigned
delete in hierarchies should have a confirm box
images on hierarchies screen should have alt tags

Grouper subject picker
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Grouper Subject Picker

Grouper Web UIs

The Grouper subject picker picker is a lightweight embeddable UI component which can help external applications (or Grouper itself) to find
subjects to put into textfields or hidden fields or drop downs or whatever.  This is available for Grouper v.1.6+.

Example

Here is a simple app screen.  The URL says grouper, but it could be any URL.

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/


There are two fields which need subjects selected, one just goes to a label on the screen, one to a textfield.  When clicking on find person, this
screen appears as a popup



This screen above is hosted in the Grouper UI.  It is assumed there is singlesign on between the two applications for good usability.  If there isnt,
then the user would need to login to Grouper (I dont think the subject picker can be used anonymously).  Since it is a popup there should be fewer
problems with cross site browser plugin blockers (e.g. for ajax)

Now a subject can be searched for.  Its results will populate with ajax.  Note: there is a subject picker "name" that links the picker with a config
file.  That config file specifies which sources are to be used for searching, and if there is a group the results need to be in (e.g. only people who
are active employees should be returned).



Now another search can take place, or one of the subjects can be selected.  If the subject is selected, then the window will close, and the calling
window will get a javascript call with the subject chosen (the label, the id, and the subject object (if configured to send that).  The calling page can
easily take that and put it in a hidden field, a textfield, a label, etc with a little javascript.  We cna give examples of any javascript people will need.

So the bottom line is that with some Javascript, and some configuring of properties files in the Grouper UI, any web application can have a
customized subject picker.  Here is the calling page with the subject selected



Default settings

Subject pickers (you can have multiple at your site, customized for each application), have a lot of settings which are available.  So to avoid
having to set common settings in each subject picker instance, there are default settings.  In the media.properties you can configure defaults for
any of the subject picker settings.  Note, since this is the media.properties, Grouper has defaults built in, and you can override those defaults:



##################################
## Subject picker

## subject picker config defaults

#  the subject should be sent back to the calling page in javascript objectif
subjectPicker.defaultSettings.sendSubjectJsonToCallback = true

#comma separated css urls (relative or absolute)  skinning  subject pickerfor this
subjectPicker.defaultSettings.extraCss =

# when the subject object is sent in Javascript to the caller, which fields or attributes should be
sent
subjectPicker.defaultSettings.subjectObject.include.subjectId = true
subjectPicker.defaultSettings.subjectObject.include.sourceId = true
subjectPicker.defaultSettings.subjectObject.include.name = true
subjectPicker.defaultSettings.subjectObject.include.typeName = true
subjectPicker.defaultSettings.subjectObject.include.description = true
#comma separated list of subject attirbutes or INCLUDE_ALL_ATTRIBUTES  allfor
#subjectObject.include.attributes = loginid,lfname
#subjectObject.include.attributes = INCLUDE_ALL_ATTRIBUTES
subjectPicker.defaultSettings.subjectObject.include.attributes =

# put sourceIds to search in, or leave blank  allfor
subjectPicker.defaultSettings.searchInSourceIds =

## You can configure per source how the subjects appear on screen, and customize per subject picker
instance as well
# Increment the index (0, 1, 2, etc) to configure multiple sources
#source id we are configuring
subjectPicker.defaultSettings.sourceProperties.sourceId.0 =
#  is the expression language of how the subject result should appear on screenthis
subjectPicker.defaultSettings.sourceProperties.subjectElForSource.0 =

# max results that can be retrieved before the group filter resultsMustBeInGroup is applied
subjectPicker.defaultSettings.maxSubjectsResultsBeforeGroupSearch = 800

# max results that can be retrieved
subjectPicker.defaultSettings.maxSubjectsResults = 200

#  results must be in group, or blank  no check.  e.g. put your active employee group hereif for
subjectPicker.defaultSettings.resultsMustBeInGroup =

# is an actas should be applied  group operations.  Generally  is GrouperSystem, though couldfor this
be anyone, or blank
# to act as the logged in user
subjectPicker.defaultSettings.actAsSourceId = g:isa
subjectPicker.defaultSettings.actAsSubjectId = GrouperSystem

In the media.properties, you need to specify if you are putting your configs for each subject picker in the classpath or in a hardcoded director. 
Also you can say what group by default can use subject pickers

#users must be in  group to be able to login to the subjectPicker UIthis
require.group. .subjectPicker.logins=for

#  putting config files on file system and not classpath, then put the files hereif
subjectPicker.confDir = c:/temp/subjectPicker

Then for each subject picker, assign a subject picker name, some alphanumeric or underscore that will tie the subject picker in the URL to the
property file.  Make a file in the directory above or on classpath: /subjectPicker/subjectPickerName.properties

This file can be blank, or could have any of the default settings above overridden:



##################################
## Subject picker

#  putting config files on file system and not classpath, then put the files hereif
subjectPicker.confDir = c:/temp/subjectPicker

## subject picker config defaults

#  the subject should be sent back to the calling page in javascript objectif
sendSubjectJsonToCallback = true

#comma separated css urls (relative or absolute)  skinning  subject pickerfor this
extraCss = ../ /assets/css/subjectPickerExample.csspublic
#extraCss = http://localhost:8091/grouper/grouperUi/ /assets/css/subbjectPickerExample.csspublic

# when the subject object is sent in Javascript to the caller, which fields or attributes should be
sent
subjectObject.include.subjectId = true
subjectObject.include.sourceId = true
subjectObject.include.name = true
subjectObject.include.typeName = true
subjectObject.include.description = true
#comma separated list of subject attirbutes or INCLUDE_ALL_ATTRIBUTES  allfor
subjectObject.include.attributes =
#subjectObject.include.attributes = loginid,lfname
#subjectObject.include.attributes = INCLUDE_ALL_ATTRIBUTES

# put sourceIds to search in, or leave blank  allfor
#searchInSourceIds = jdbc, g:isa

## You can configure per source how the subjects appear on screen, and customize per subject picker
instance as well
# Increment the index (0, 1, 2, etc) to configure multiple sources
#source id we are configuring
sourceProperties.sourceId.0 = g:isa
#  is the expression language of how the subject result should appear on screenthis
sourceProperties.subjectElForSource.0 = ${subject.id}

# max results that can be retrieved before the group filter resultsMustBeInGroup is applied
maxSubjectsResultsBeforeGroupSearch = 800

# max results that can be retrieved
maxSubjectsResults = 800

#  results must be in group, or blank  no check.  e.g. put your active employee group hereif for
resultsMustBeInGroup =

# is an actas should be applied  group operations.  Generally  is GrouperSystem, though couldfor this
be anyone, or blank
# to act as the logged in user
actAsSourceId = g:isa
actAsSubjectId = GrouperSystem

Not only the settings can be configured, but also the text.  This is in the nav.properties so it can in different languages or locales based on
browser preferences.  Also this means Grouper has defaults, institutions can override those defaults (globally), and also further customize per
subjectPicker.  Here are the defaults in the nav.properties:



######################################
## Subject picker defaults
######################################
subjectPickerDefault.header = Find a person
subjectPickerDefault.title = Person picker
subjectPickerDefault.searchSectionTitle = Enter search term
subjectPickerDefault.searchButtonText = Search

subjectPickerDefault.resultsSectionTitle = Search results

subjectPickerDefault.noSearchTerm = Enter a search term

subjectPickerDefault.noResultsFound = No results found

subjectPickerDefault.tooManyResults = Too many results, please narrow your search.  Note, a partial
listing might still display.

subjectPickerDefault.cancelText = Cancel

Based on the subject picker name, you can customize per subject picker in your local nav.properties

######################################
## Subject picker test  subject picker with name subjectPickerNamefor
######################################

subjectPicker.subjectPickerName.title = Person picker

Note that the same rules apply in the nav.properties as other apps, you can use the same syntax to make infodot help icons appear

Using

Once you have the subject picker configured in the Grouper UI, you can use it from an application.  Note, with this setup with Grouper as an
external application, there is no way to tell that the user is coming from the application you think it is coming from.  This is one reason why
authentication is required, and you can clamp down on who can use the service (e.g. active members of the community).  If we want more
security we could pass tokens with web services or something.  In the HTML of the web app that needs a subject picker, make a button with an
onclick that opens the picker.  You also need to pass in the element name on the screen which had its button pressed (since multiple elements
could need a subject picker).

<button onclick="theWindow = window.open('http:
//localhost:8091/grouper/grouperUi/appHtml/grouper.html?operation=SubjectPicker.index&subjectPickerName=whatever&subjectPickerElementName=subject1','newWindow',
'scrollbars,resizable'); theWindow.focus();  ;"return false
>Find person</button>

This will popup the subject picker.  Note this is not a modal popup, it is assumed the user will use it or close it.  If they forget it and use it later, that
is another reason the element name is returned (so it doesnt mangle another screen).  Anyways, have a javascript in the calling page for the
callback for when a subject in the popup is selected.  Here is an example that handles two subject pickers on one page, and escapes HTML on
the screen



<script>

      function grouperSubjectSelected(elementName,subjectId,subjectDescription, pickerResultSubject) {

        subjectDescription = escapeHtml(subjectDescription);
        subjectId = escapeHtml(subjectId);
         (pickerResultSubject.subject.attributes.loginid) {if
          alert(pickerResultSubject.subject.attributes.loginid[0]);
        }
         (pickerResultSubject.subject.attributes.lfname) {if
          alert(pickerResultSubject.subject.attributes.lfname[0]);
        }
         (pickerResultSubject.subject.name) {if
          alert(pickerResultSubject.subject.name);
        }

        //alert(pickerResultSubject);
document.getElementById(elementName + ).innerHTML = subjectDescription;"DescriptionSpanId"

         (elementName == 'subject1') {if
          document.getElementById(elementName + ).innerHTML = subjectId;"IdSpanId"
        }   (elementName == 'subject2') {else if
          document.getElementById(elementName + ).value = subjectId;"IdSpanId"
        }  {else
          alert(  + elementName);"ERROR: Cant find elementName: "
        }

      }

      /** convert input into a non-  string */null
      function escapeHtml(input) {
        input = input.replace(/&/g,  );"&amp;"
        input = input.replace(/</g,  );"&lt;"
        input = input.replace(/>/g,  );"&gt;"
         input;return
      }
    </script>

Note, you could use a library like Jquery to make this easier.  Also, it is nice if the elements you are putting the subjects into have id's (not just
names), since it is more browser neutral (IE has issues with names).

Algorithm

There is a max number of subjects to display, which is configurable.  Sources also have a max.  Regardless if you search for someone's subject
id or net id, that result will be at the top (by subjectId and subjectIdentifier).  So if the netId is "a", and that throws an exception in the source for
too many results, the subject with netId "a" will still be in the results to choose.  the subjectId or sourceId match will always be at the top.  The
results are sorted by display label.

If the number of results is less than the max results by source (i.e. no exception thrown), but more than the max for the subject picker, then an
alert will display to the user, and a partial listing of results will show on the screen.

Since subjects can be limited by group, the max number of results should be less than 1000 (I think 200).  This is because finding a subject who is
a member of a group is an expensive operation since the matching subjects need to be returned from the source, then the subejcts need to be
queried (in batches) to the grouper registry to see which are in the group.  You can test it out for yourself to see what a reasonable limit is.

Security

Note, there are browser security restrictions that prohibit applications with different domain names or ports from accessing other windows of the
browser.  In this case the subject picker is a popup, and it needs to call a javascript function in its
"opener".  So if Grouper and the application have different domain names or ports, then you need to workaround this.  Set this in the settings to
an HTML file which resides in the application:



# put a URL here where the result (subjectId, sourceId, name, description) will be submitted back
# blank  same domain and just call opener directlyif
submitResultToUrl =

That HTML page (or servlet or whatever) will be submitted to with an HTTP GET with the results of the picker.  An example of the HTML page is
, it just gets the args from the URL, and calls the opener function which will work since it is the same domain and port, and closes itself.attached

To do

Note that there is no sorting or paging here.  This is because it is hard to sort and page across multiple sources, and even with a single
source the subject API doesnt support it.  The admin UI handles this by retrieving a lot of results and sorts and pages in Java.  For the
screen the initial hope is that if there are 200 results on the screen, hopefully the person can be found.  Also, there are other tricks of
bringing the netId and subjectId to the top

Grouper integration with Kuali Rice
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Grouper Integration with Kuali Rice

This section descibes the efforts to integrate Kuali Rice with Grouper.  Kuali Rice KIM (Kuali Identity Management) has a Groups implementation
and service, but Grouper offers different features which might scale and distribute better in an organization.  For instance Grouper has unlimited
folder levels, whereas Rice only has a namespace one level deep.  Grouper can delegate control over folders and grouper.  Also, Grouper can
make composite groups so if someone stops being an active employee, they will fall out of other groups.  Etc.  If you wanted to run Kuali Rice and
delegate some operations to Grouper, you can use the Grouper-Rice connector.

Differences between Grouper and Kuali Rice KIM Groups
Differences between Kuali Kim Rice identities and Grouper subjects
Grouper Kuali Misc Functions
Grouper Kuali Rice KIM connector design
Grouper Kuali Rice workflow examples
Grouper Kuali Rice Workflow Membership Provisioner

Installation of groups service

Get the , (note, this currently requires grouperClient v1.6+ unzip it or checkout and build):grouper client

[appadmin@lukes grouper]$ /usr/bin/svn export http:
//anonsvn.internet2.edu/svn/i2mi/trunk/grouper-misc/grouperClient
[appadmin@lukes grouper]$ cd grouperClient
[appadmin@lukes grouperClient]$ ant
[appadmin@lukes grouperClient]$ cd ../..

Checkout the Grouper Kim connector:

[appadmin@lukes grouper]$ /usr/bin/svn export http:
//anonsvn.internet2.edu/svn/i2mi/trunk/grouper-misc/grouperKimConnector
[appadmin@lukes grouper]$ cd grouperKimConnector/
[appadmin@lukes grouperKimConnector]$ cp build.example.properties build.properties
     --- edit build.properties, set where the grouperClient.jar was unzipped to, e.g.
     grouperClient.jar.name=../grouperClient/dist/grouperClient.jar
[appadmin@lukes grouperKimConnector]$ export JAVA_HOME=/opt/jdk1.6.0_16
[appadmin@lukes grouperKimConnector]$ export PATH=/opt/jdk1.6.0_16/bin:$PATH
     -- NOTE: you need Java 1.6 to build, but 1.5+ to run
[appadmin@lukes grouperKimConnector]$ ant

Copy grouperClient.jar and grouperKimConnector.jar to kr-dev/WEB-INF/lib (or whatever the Kuali rice webapp dir is if not kr-dev)

Copy grouper.client.properties to kr-dev/WEB-INF/classes (or whatever the Kuali rice webapp dir is if not kr-dev)

https://spaces.internet2.edu/download/attachments/14517753/grouperSubjectPicker.html?version=1&modificationDate=1273287140110
https://spaces.internet2.edu/download/attachments/14517753/grouperSubjectPicker.html?version=1&modificationDate=1273287140110
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
http://www.internet2.edu/grouper/software.html


Edit the grouper.client.properties and set the WS connect string to the Grouper WS at your institution, include the user/pass or however you
authenticate

Also insert and customize the  in the grouper.client.properties filegrouperKimConnector settings

Make a kr-dev/WEB-INF/classes/grouperKimOverride.xml

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns:p="http://www.springframework.org/schema/p"
xmlns:aop="http://www.springframework.org/schema/aop"
xmlns:tx="http://www.springframework.org/schema/tx"
xsi:schemaLocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.0.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx-2.0.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring-aop-2.0.xsd">
<bean id=  class="kimGroupService"

/>"edu.internet2.middleware.grouperKimConnector.group.GrouperKimGroupServiceImpl"
</beans>

Identify that file to Spring in Rice in rice-config.xml

<param name= >classpath:grouperKimOverride.xml</param>"rice.additionalSpringFiles"

If you are using the Rice sample data, you need to make sure whatever subject you are using exists in Grouper via GSH

addSubject( , , );"admin" "person" "admin"
addSubject( , , );"1" "person" "kr"

Whatever stem is configured in grouper.client.properties for kim should be created

kim.stem = kim

GSH setup:

grouperSession = GrouperSession.startRootSession();
 StemSave(grouperSession).assignName(new "kim"

).assignSaveMode(SaveMode.INSERT_OR_UPDATE).assignCreateParentStemsIfNotExist( ).save();true

If you are doing the eDocLite example, create those users and groups in GSH

addSubject( , , );"user1" "person" "user1"
addSubject( , , );"user2" "person" "user2"
addSubject( , , );"user3" "person" "user3"
addSubject( , , );"user4" "person" "user4"
new
GroupSave(GrouperSession.staticGrouperSession()).assignSaveMode(SaveMode.INSERT_OR_UPDATE).assignName(

).assignCreateParentStemsIfNotExist( ).save();"kim:KUALI:eDoc.Example1.IUB.Workgroup" true
new
GroupSave(GrouperSession.staticGrouperSession()).assignSaveMode(SaveMode.INSERT_OR_UPDATE).assignName(

).assignCreateParentStemsIfNotExist( ).save();"kim:KUALI:eDoc.Example1.IUPUI.Workgroup" true
addMember( , );"kim:KUALI:eDoc.Example1.IUB.Workgroup" "user1"
addMember( , );"kim:KUALI:eDoc.Example1.IUB.Workgroup" "user2"
addMember( , );"kim:KUALI:eDoc.Example1.IUPUI.Workgroup" "user3"
addMember( , );"kim:KUALI:eDoc.Example1.IUPUI.Workgroup" "user4"
new
GroupSave(GrouperSession.staticGrouperSession()).assignSaveMode(SaveMode.INSERT_OR_UPDATE).assignName(

).assignCreateParentStemsIfNotExist( ).save();"etc:webServiceUsers" true
addMember( , );"etc:webServiceUsers" "GrouperSystem"

https://spaces.internet2.edu/display/GrouperWG/Grouper+Kuali+Rice+KIM+connector+design#GrouperKualiRiceKIMconnectordesign-Configuration


Installation of identity service

Follow the initial install instructions above.  In the grouperKimOverride.xml, include this:

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns:p="http://www.springframework.org/schema/p"
xmlns:aop="http://www.springframework.org/schema/aop"
xmlns:tx="http://www.springframework.org/schema/tx"
xsi:schemaLocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.0.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx-2.0.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring-aop-2.0.xsd">
<bean id=  class="kimGroupService"

/>"edu.internet2.middleware.grouperKimConnector.group.GrouperKimGroupServiceImpl"
  <bean id=  class="kimIdentityService"

/>"edu.internet2.middleware.grouperKimConnector.identity.GrouperKimIdentityServiceImpl"
</beans>

Note that you need an email address subject attribute.  Here is an example for the jdbc2 source in the Grouper sources.xml

<init-param>
       <param-name>subjectAttributeCol1</param-name>
       <param-value>email</param-value>
     </init-param>
     <init-param>
       <param-name>subjectAttributeName1</param-name>
       <param-value>EMAIL</param-value>
     </init-param>

Then you need to identify the email attribute in the grouper.client.properties

##############################
## Kuali Identity settings
##############################

kuali.identity.source.id.0 = pennperson
kuali.identity.source.nameAttribute.0 = name
kuali.identity.source.identifierAttribute.0 = PENNNAME
kuali.identity.source.emailAttribute.0 = EMAIL
kuali.identity.source.entityTypeCode.0 = PERSON

# separate a sourceId from a subjectId or sourceId
kuali.identity.sourceSeparator = ::::

#  there is  subjectId from grouper, dont untranslate to put sourceId::::subjectIdif this
# multiple, comma separated
kuali.identity.ignoreSourceAppend.subjectIds = admin

Configure the grouper-ws.properties to send back those subject attributes:

# subject result attribute names when extended data is requested (comma separated)
#  is name, descriptiondefault
# note, these will be in addition to ws.subject.result.attribute.names
ws.subject.result.detail.attribute.names = name, description, PENNNAME, EMAIL

sd



Differences between Grouper and Kuali Rice KIM Groups
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Differences Between Grouper and Kuali Rice KIM Groups

Grouper Kuali Integration

As the  connector is developed, the differences between Grouper and Kuali Rice KIM will be noted.  Some of the differences are requirements for
enhancements to Grouper to bridge the gaps.  Some differences are for informational purposes.

KIM uses incrementors are IDs and Grouper uses UUIDs.  This can lead to issues if the groups you fronting from KIM to Grouper
originate in KIM first.  If this is the case we can augment the connector to convert the incremented ID to a UUID.  We need to discuss
this.  Best case is the groups are created in KIM after the connector is in place, in which case it will use UUIDs, or they exist in Grouper
or are created in Grouper.
KIM has a name for a group.  Grouper has two names for a group, a system name, and a friendly name.  The system name should not
change often.
The KIM services are largely driven by UUID.  The architecture for the connector uses the Grouper client which generally had not used
UUID as an identifier for operations, since the system name should not change often.

Note: the Grouper client was enhanced in 1.6 to have the ability to refer to objects by UUID instead of by system name
KIM does not have a namespace on subjects, but grouper does have a one level deep namespace for subjects (sourceId).   The
subjectId in Grouper is similar to the principalId in KIM, both should be an identifier which never changes (e.g. at Penn we have PennID,
which is an 8 digit number.  It is not our PennName, which is a 8 char alphanumeric which changes sometimes when people change their
names).
KIM has an active flag on a group, and grouper does not.  If an inactive group is stored to grouper, an exception will be thrown.
KIM group description is varchar(4000), but Grouper is varchar(1024).  If the description is more than 1024, it will be abbreviated to 1024
(with ellipses).
KIM has an operation for adding or updating a group.  Grouper can add, update, or add_or_update a group. To keep things simple, the
grouper add_or_update will not be used.
KIM refers to a group name the way that Grouper refers to a group extension (API terminology).  The namespace in KIM is the stem in
grouper.  The group name in Grouper is the namespace concatenated with a colon, concatenated with the group extension
KIM has an operation where you can select multiple groups by ID.

Grouper had a way to use a complex OR'es quer, but a more straightford way was added for selecting by names or uuids for
groups or stems.

KIM has a lookupIds method where you can put in criteria and it will return group ids. This is not [yet] implemented in Grouper
KIM can get the groups for a subject in a folder only in that folder or in that folder or subfolders.  Grouper could only get all groups for a
person

Note: the Grouper client and WS was enhanced to get groups in a folder or subfolder
Kim can get all groups for a subject, or the direct groups, or indirect groups, grouper could not do that from the grouper client

Note: the Grouper client and WS was enhanced to get all, direct or indirect groups for a subject
Kim can get immediate or non immediate members of a group.  Grouper could get immediate, effective, or composite members.  The gap
was the effective union composite members

Note: the Grouper client, WS, and API were enhanced to be able to retrieve nonimmediate which is the effect and composite
together

Grouper could get the group members of a group, or the subject members of a group.
Note: the Grouper client, WS, and API were enhanced to be able to retrieve members of a certain subject source

Grouper WS/client could not filter members in one call by sourceId
Note: the Grouper client, WS, and API were enhanced to be able to filter members by a sourceId

Kim could get the memberships of a group, but grouper could not.
Note: the Grouper client, WS, and API were enhanced to be able to retrieve memberships

Kim creates new groups in what could be new namespaces (to Grouper).  Grouper was enhanced to allow the param
"createParentStemsIfNotExist" to the groupSave service
Kim caches group information for 30 seconds by default.  It is possible for changes in Grouper to trigger a service call to Kim to refresh
the cache.  For now, this is not done and there is a 30 second propagation delay from Grouper to Kim.
Kim might only allow one type to be applied to a group (question for Kim team), Grouper can have many types applied to a group

Open notes for Kuali team

When I route to a group (e.g. ), and I change the membership of the group, then I wait a minute, then I submit an edoclite, it uses thehere
old members.  How can I make it only cache for 30 seconds or something shorter?
It would be nice if the rice-impl.jar didnt have a spy.properties in it, since we use p6spy too and it can cause some difficult to diagnose
errors
I see requests for principalId "1", is that a special principal that needs to be resolvable in Grouper?
Can a group have one and only one Group type?
Why does the group list screen show all the sample group data when there is no search critieria and not use the Grouper service?

Answer: Rice assumed that if you implemented the GroupUpdate service, you would not use the Rice UI for Groups operations. 
Eric sugested they change Rice for this.

Closed notes for Kuali team

On it says many operations return true or false, but it doesnt explain what they mean.  I assume true means an action took place,the API
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and false means it didnt (already existed).  Is this correct?
Answer: yes

Grouper group attribute names need to be defined in advance.  Is there a list of KIM attributes that can be applied to a group?
Answer: I think you would need to define a Kim Type, and then define the attributes for that type.  Use that type to make the
groups.

In createGroup, it takes as an input GroupInfo, and returns GroupInfo.  Is it supposed to return the same object as was passed in, and
add the groupId to it that was assigned?

Answer: It actually is supposed to get the new group that exists in the database.  This could be different because the id or some
defaults may not have been set.

If there are no attributes in a Grouper group, should the GroupInfo.attributeSet be null or empty or doesnt matter?  Same question for all
methods that return a list.

Answer: We've talked recently about changing all of these to return an empty list, but for the time being it would probably be
safest to check for null and empty sets.

Whats the spec for lookupGroupId() the criteria etc
Answer: Essentially just a map of keys and values.  The key being the BO's fields (groupId, groupName, namespaceCode, etc).  
Look at this doc

What is memberTypeCode in GroupMembershipInfo?
Answer: P for principal (user), G for group.

Are the GroupMembershipInfo services only supposed to return enabled memberships?  Or all memberships?
Answer: Just the active memberships.

Is the memberId of a GroupMembershipInfo be a groupId or principal id depending on type of member?  What is groupMemberId?  What
is memberTypeCode?  Is it ok if the version number is 1 all the time?  (this seems like an internal detail that I would prefer not to expose
through the Grouper WS)

groupMemberId is just the unique Id for the krim_grp_mbr_t table.  memberId is either a groupId or principal Id depending on the
memberType.

Is this how I override the groupUpdateService?  I dont see it overriding in the logs:

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns:p="http://www.springframework.org/schema/p"
xmlns:aop="http://www.springframework.org/schema/aop"
xmlns:tx="http://www.springframework.org/schema/tx"
xsi:schemaLocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.0.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx-2.0.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring-aop-2.0.xsd">
<bean id=  class="kimGroupService"

/>"edu.internet2.middleware.grouperKimConnector.group.GrouperKimGroupServiceImpl"
  <bean id=  class="kimGroupUpdateService"

/>"edu.internet2.middleware.grouperKimConnector.groupUpdate.GrouperKimGroupUpdateServiceImpl"
</beans>

Answer: No, you should just have the GroupUpdate service be implemented by the class that implements the GroupService,
then do not have a separate line in the config for kimGroupUpdateService, since that is a spring alias. However, the rice team
discussed changing this in the future so it would be separate.

Differences between Kuali Kim Rice identities and Grouper subjects
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Differences Between Kualli Kim Rice Identities and Grouper Subjects

Grouper Kuali Integration

Rice has an entityId, and Grouper has a composite of sourceId and subjectId.  You can configure a seaprator in the
grouper.client.properties which will concatenate the sourceId and subjectId.  e.g. if you use the default separator of 4 colons, and the
sourceId is pennperson, and the subjectId is 12345678, then the entityId is pennperson::::12345678
Kuali has a principalName, and Grouper has a subjectIdentifier.  Configure which attribute is the identifier for each applicable source in
the the grouper.client.properties:
kuali.identity.source.identifierAttribute.0 = PENNNAME    Note this isnt concatenated with the sourceId so it matches the principalName
from the authentication service
Kuali has a principalId which is the id of the principalName.  The grouper connectors just uses sourceId concatenated with the separator
(default is 4 colons concatenated with the subjectIdentifier.  The connector assumes each subject has one and only one identifier
Kuali is an identity management system with phone numbers, affiliations, privacy settings, addresses, etc.  Grouper subjects only have id,
name, description and attributes.  The connector assumes you configure at least the name, subjectIdentifier (principalName), and email
address.  Other stuff will be blank in Kuali.  If you need more things implemented we can discuss or you can extend the current
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implementation or you can use another implementation (there are some ldap ones out there)
Kuali has first, middle, and last name, Grouper has name.  The connector will split the name into first, middle, and last.  Soon we should
put an expression language into either the first or last so that more than the name displays on the screen, to identify the subject if there
are other subjects with the same name.
Kuali can have multiple names, Grouper could have multiple attributes that are multiple names, but the connector assumes you designate
one, which will also be the default name.  Same with principals (i.e. subjectIdentifiers)
Some methods of IdentityService like getPrincipalByPrincipalNameAndPassword() are not applicable in Grouper and will throw an
unimplemented exception.  Others like the search by params, are unimplemented and return no results.

Open notes for Kuali team

What does unmasked mean?  E.g. kimEntityNameInfo.setFirstNameUnmasked();
Currently the plugin just returns the name as the property without this designation

What does formatted mean?  E.g. kimEntityNameInfo.setFormattedName();
Currently the plugin just returns the name as the property without this designation

What is? getEntityNameId (unique id for this name?)
Since one name per person, and no id in Grouper, I just return the entityId

What is KimEntityNameInfo.NameTypeCode?
Currently the plugin returns null

What is KimEntityNameInfo title?  Is that Mr/Mrs/etc or a job title?
Currently the plugin returns null

What is required in KimEntityInfo besides a name (I assume a default name and that one in the list)?  Entity type?  Affiliation?  Principal?
Currently the plugin returns the name, entityId, active=true, entity type with work email, and principal info.  Note the external
identifier list cannot be null or a null pointer exception will be thrown, this returns an empty list.

How do the "typeInfo"'s work?  E.g. emailtypeinfo, entitytypeinfo, etc
Currently the email type info is WRK: EmailTypeInfo emailTypeInfo =
KIMServiceLocator.getIdentityManagementService().getEmailType("WRK");

Closed notes for Kuali team

Is there information on the Identity Service vs the Person Service?  Does one use the other?
(from Jonathan Keller): The person service uses the Identity service.  It's a facade which simplifies the object model of identity
information for use by the KNS.  If you want to make sure that your person information is consistent, you will want to override the
IdentityService, as there are calls within Rice which do use the identity services directly.

A principal has an entity id, a principal id, and a principal name.  The entity id is a unique ID for the person, the principal name is
something like the netId (e.g. mchyzer), and the principal id is a DB id for that principal?  Right?  Can it be the entity id if there is only one
principal per entity?  Or can it be the same as principal name?  Or is there another suggestion if Grouper doesn't have that?

From Jonathon Keller:

Throughout the system, the principal ID identifies the person given the credentials they
used to log into the system.  It is designed to be an unchanging identifier associated
with that user.  It's an abstraction  the reality that one's user ID could change  variousfor for
reasons.

People may have multiple principals associated with themselves.  (Perhaps based on varying
levels of authentication or department.)  In  , the entity ID is what ties thosethis case
records together and lets you know that they are, indeed, the same person.

If you truly don't have another identifier to use at present, you can just use your pennid
 both the principal ID and entity ID.  There's no harm in that  your existing data modelfor if

does not have a separate identifier  the person as opposed to their computing account.for

Currently this is the sourceId concatenated with a separator, and the subjectId

Grouper Kuali Misc Functions
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Grouper Kuali Misc Functions

Grouper Kuali Integration

This page describes misc functions that are in the Kuali Grouper integration jar
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Externalized text in eDocLite

If you want externalized text in eDocLite, you can put a properties file on the classpath, with name values pairs in it e.g.
WEB-INF/classes/test/eDocLiteUser.properties

copyright=This is the standard copyright  my institution...for

Now if you declare Java in the edoclite stylesheet.

<xsl:stylesheet xmlns:xsl="http:  xmlns:my-class=//www.w3.org/1999/XSL/Transform"
"xalan://org.kuali.rice.kew.edl.WorkflowFunctions"
version=  xmlns:java="1.0" "http: >//xml.apache.org/xalan/java"

Then you can reference properties files in your stylesheet

<xsl:value-of select=
"java:edu.internet2.middleware.grouperKimConnector.xsl.XslUtils.propertyValue('test/eDocLiteUser.properties',

 />'copyright')"

There is a  (though it shows the Java source, you can change the call to this if you want to use the GrouperKimfull eDocLite example here
connector instead of compiling your own

Grouper Kuali Rice KIM connector design
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Overall Kuali Rice KIM Connector Design

Grouper Kuali Integration

The plugin consists of the grouper client jar, the grouper kim connector jar, and the grouper client config file.

LDAP considerations

Note that it might be ideal in your institution to use LDAP for readonly operations.  One factor involved is how quickly group operations propagate
from grouper to LDAP.  If you want to use LDAP, you will have to recode the applicable operations.  Note you might be able to use the grouper
client instead of Java/JNDI calls.  Penn's implementation of LDAP uses netId, but KIM uses an unchangeable ID, so at Penn it is not convenient
to use LDAP for readonly operations unless each member is translated by another ldap call to translate between netId and pennId.

Configuration

The grouper client configuration, and the plugin configuration are in the grouper.client.properties file (on classpath).  Here are the plugin settings
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########################################
## Grouper Kim Connector
########################################

# This is the grouper source where subjects in KIM are.  If there is not a single source,
# then leave  blank, and the subjectIds must be unique across the sourcesthis
grouper.kim.plugin.subjectSourceId = someSourceId

# This is the grouper sources where subjects can be in KIM (not including groups) [comma separated]. 
If there is a single source,
# then leave  blank, and the source will come from grouper.kim.plugin.subjectSourceIdthis
grouper.kim.plugin.subjectSourceIds = someSourceId,anotherSourceId

# Stem where KIM groups are.  The KIM namespace is underneath, then the
# group.  Wont  anything, but better to not have trailing colonbreak
kim.stem = school:apps:kuali:kim 

# Add these Grouper type to any group created in kim, which allows KIM attributes to be assigned
# Note  is a group type pre-attribute-framework-v1.5.  This is optional, leave blank to use nothis
types
# Note  you leave blank, then no attributes will propagate from kim to grouperif
grouper.types.of.kim.groups = someType, anotherType

# Translate between existing Rice Groups and Grouper groups.  Note, it is better to create the groups
# after the connector is in place, but  that is not possible, you can  .  You need to knowif do this
# the rice ID (from the krim_grp_t table), and the grouper group id (from the grouper_groups table)
# In   the 123 is the Kim ID, and the sadf... is the grouper group uuidthis case
#grouper.kim.kimGroupIdToGrouperId_123 = sadf4334lkjsfdjlk34lkj

Logging

The connector only relies on the Grouper client, and the Rice API interfaces.  So the logging used will be the grouper client logging,
which uses a built in version of commons logging.  This uses log4j if detected, and other logging they are detected, and defaults to Java's
built in logging
Each method implemented has debug level logging which logs each input, output, and valuable piece of information (e.g. result codes).  If
there is an error, the debug logging is redundant, and is omitted
Each method has error level logging where if there is an error, it will log (to ERROR level) the input, output, results codes, etc.
To turn on debug logging, set this in log file e.g. log4j.properties

log4j.logger.edu.internet2.middleware.grouperKimConnector = DEBUG

Testing

There is comprehensive junit testing in the grouperKimConnector eclipse project.  Note: this blows away your grouper repository, so do it
in a test schema
You can hook up soapUi (web service gui) to the kim services and run through that, you will see effects in the Grouper registry:

Install SoapUI: http://www.soapui.org/
Make a new soapUI project
Make sure security is off in KIM rice-config.xml (make sure this is a dev env):

<param name= > </param>"kim.soapExposedService.jaxws.security" false

Right click on SoapUI project, and add WSDL, e.g.:
http://localhost:8090/kr-dev/remoting/kimGroupServiceSOAP?wsdl
http://localhost:8090/kr-dev/remoting/kimGroupUpdateServiceSOAP?wsdl

Run a method through SoapUI

 

Grouper Kuali Rice workflow examples
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Workflow Examples

Grouper Kuali Integration

Grouper provision group with Rice workflow example
Grouper provision multiple groups with Rice workflow example
Grouper provision permissions with Rice workflow example

Grouper provision group with Rice workflow example

Note, this is documented on the Rice wiki

Grouper provision multiple groups with Rice workflow example

This is an example of a Kuali edoclite that will auto-provision the requestor into the requested groups at the end of the workflow.  Note in Rice you
will have approvals etc before the end, this example just shows the provisioning so there is only one approval

Screenshot of Kuali form

Note, this is the default template, you will customize this for your institution

Screenshot of HTML

This is the part of the form that is not the boilerplate form part

https://test.kuali.org/confluence/display/KULRICE/eDocLite+Provisioning+Example


HTML to start with

<?xml version=  encoding=  ?>"1.0" "UTF-8"
<!DOCTYPE html PUBLIC "-  //W3C//DTD XHTML 1.0 Transitional//EN"

>"http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd"
<html xmlns="http:  xml:lang=  lang= >//www.w3.org/1999/xhtml" "en" "en"
<head>
<title>Provision multiple groups</title>
<style type= >"text/css"

  html, body, td {
    font-family:Tahoma,Arial,Helvetica,sans-serif;
    font-size:11px;
  }

  h1 {
    font-size:22px;
    line-height:22px;
  }

  h2 {
    border-bottom:1px solid #6699CC;
    color:#990000;
    font-size:16px;
    font-weight:bold;
    line-height:20px;
    width:650px;
  }

  .formTable td {
    padding:2px 0;
  }

  .formTable td.fieldLabel {
    color:#011F5B;
    text-align:right;
    vertical-align:top;
    width:238px;
    font-weight:bold;
  }

  .formTable td.fieldAsterisk {
    color:#990000;
    text-align:left;
    width:12px;
    vertical-align:top;
  }

  .formTable td.fieldInfo {
    text-align:left;
    width:auto;
  }

  .extraInstruct {
    color:#6E83AD;
    font-weight:bold;
  }

  p {
    width: 650px;
  }
</style>
</head>
<body>
  <h1>Example provision multiple groups</h1>
  <br /><br />

    <table border=  cellspacing=  cellpadding=  class=  width= >"0" "0" "0" "formTable" "640"



      <tr>
        <td class= >Select which groups are requested</td>"fieldLabel"
        <td valign=  class= >*</td>"top" "fieldAsterisk"
        <td class=  id= >"fieldInfo" "userId"

  <input type=  name=  value= >Group 0<br>"checkbox" "groupElementName0" "some:group:name0"
  <input type=  name=  value= >Group 1<br>"checkbox" "groupElementName1" "some:group:name1"

  </td>
      </tr>

      <tr>
        <td class= >Enabled date </td>"fieldLabel"
        <td valign=  class= ></td>"top" "fieldAsterisk"
        <td class= >"fieldInfo"
  <input type=  name=  /> <span class= >(e.g. 2001/02/03)</span>"text" "enabledDate" "extraInstruct"
  </td>
      </tr>

      <tr>
        <td class= >Disabled date</td>"fieldLabel"
        <td valign=  class= ></td>"top" "fieldAsterisk"
        <td class= >"fieldInfo"
  <input type=  name=  /> <span class= >(e.g. 2001/02/03)</span>"text" "disabledDate" "extraInstruct"
  </td>
      </tr>

    </table>

  <br /><br />



</body>
</html>

Groups

If you arent using grouper for groups in Rice, then ingest this xml in Rice.  Otherwise, create this group in our rice base folder in Grouper

<?xml version=  encoding= ?>"1.0" "UTF-8"
<data xmlns=  xmlns:xsi="ns:workflow" "http:  xsi:schemaLocation=//www.w3.org/2001/XMLSchema-instance"

>"ns:workflow resource:WorkflowData"
<groups xmlns=  xsi:schemaLocation= >"ns:workflow/Group" "ns:workflow/Group resource:Group"
    <group>
      <namespace>KUALI</namespace>
      <name>sampleRouteToGroup1</name>
      <description>route to group1</description>
      <members>
        <principalName>user1</principalName>
        <principalName>user2</principalName>
      </members>
    </group>
  </groups>
</data>

Note, you will also have to create the groups that will be provisioned (from the HTML above), and grant access to the kuali rice grouper web
service client user, e.g.

gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% group0 =  GroupSave(grouperSession).assignName( ).assignGroupNameToEdit(new "some:group:name0"

).assignCreateParentStemsIfNotExist( ).save();"some:group:name0" true
gsh 2% group1 =  GroupSave(grouperSession).assignName( ).assignGroupNameToEdit(new "some:group:name1"

).assignCreateParentStemsIfNotExist( ).save();"some:group:name1" true
gsh 3% group0.grantPriv(SubjectFinder.findById( , ),"riceGrouper/server.school.edu" true
AccessPrivilege.UPDATE);
gsh 4% group0.grantPriv(SubjectFinder.findById( , ),"riceGrouper/server.school.edu" true
AccessPrivilege.READ);
gsh 5% group1.grantPriv(SubjectFinder.findById( , ),"riceGrouper/server.school.edu" true
AccessPrivilege.UPDATE);
gsh 6% group1.grantPriv(SubjectFinder.findById( , ),"riceGrouper/server.school.edu" true
AccessPrivilege.READ);

Rule template

Ingest this to Kuali Rice in the admin console.  This allows us to route to a group (not required for provisioning, just giving the workflow one hop)

<?xml version=  encoding= ?>"1.0" "UTF-8"
<data xmlns=  xmlns:xsi="ns:workflow" "http:  xsi:schemaLocation=//www.w3.org/2001/XMLSchema-instance"

>"ns:workflow resource:WorkflowData"
<ruleTemplates xmlns=  xsi:schemaLocation="ns:workflow/RuleTemplate" "ns:workflow/RuleTemplate

>resource:RuleTemplate"
    <ruleTemplate>
      <name>sampleProvisionMultipleGroups.groupRuleTemplate</name>
      <description>Rule template  group to route to</description>for
    </ruleTemplate>
  </ruleTemplates>
</data>

Doctype

Ingest this to Kuali Rice in the admin console.  This configures the nodes in the workflow and associated them with rules (i.e. in the group name
let anyone in that group know the form is waiting for them, and let any of them approve it.  Note the post processor is the grouper rice post
processor



<?xml version=  encoding= ?>"1.0" "UTF-8"
<data xmlns=  xmlns:xsi="ns:workflow" "http:  xsi:schemaLocation=//www.w3.org/2001/XMLSchema-instance"

>"ns:workflow resource:WorkflowData"
<documentTypes xmlns=  xsi:schemaLocation="ns:workflow/DocumentType" "ns:workflow/DocumentType

>resource:DocumentType"
    <documentType>
      <name>sampleProvisionMultipleGroups.doctype</name>
      <description>sampleProvisionMultipleGroups doctype</description>
      <label>sampleProvisionMultipleGroups DocumentType</label>
     
<postProcessorName>edu.internet2.middleware.grouperKimConnector.postProcessor.GrouperEdoclitePostProcessor</postProcessorName>
<superUserGroupName namespace= >sampleRouteToGroup1</superUserGroupName>"KUALI"
      <defaultExceptionGroupName namespace= >sampleRouteToGroup1</defaultExceptionGroupName>"KUALI"
      <docHandler>${workflow.url}/EDocLite</docHandler>
      <active> </active>true
      <routingVersion>2</routingVersion>
      <routePaths>
        <routePath>
          <start name=  nextNode=  />"Initiated" "groupNode"
          <requests name=  />"groupNode"
        </routePath>
      </routePaths>
      <routeNodes>
        <start name= >"Initiated"
          <activationType>P</activationType>
          <mandatoryRoute> </mandatoryRoute>false
          <finalApproval> </finalApproval>false
        </start>
        <requests name= >"groupNode"
          <activationType>P</activationType>
          <ruleTemplate>sampleProvisionMultipleGroups.groupRuleTemplate</ruleTemplate>
          <mandatoryRoute> </mandatoryRoute>false
          <finalApproval> </finalApproval>false
        </requests>
      </routeNodes>
    </documentType>
  </documentTypes>
</data>

eDocLite

Ingest this xml into Kuali Rice which has the list of fields and HTML including the options which have the groups to add the requestor to

<?xml version=  encoding= ?>"1.0" "UTF-8"
<data xmlns=  xmlns:xsi="ns:workflow" "http:  xsi:schemaLocation=//www.w3.org/2001/XMLSchema-instance"

>"ns:workflow resource:WorkflowData"
<edoclite xmlns=  xsi:schemaLocation= >"ns:workflow/EDocLite" "ns:workflow/EDocLite resource:EDocLite"
    <edl name=  title= >"sampleProvisionMultipleGroups.form" "sampleProvisionMultipleGroups"
      <security />
      <createInstructions>** Questions with an asterisk are required.</createInstructions>
      <instructions>** Questions with an asterisk are required.</instructions>
      <validations />
      <attributes />

      <fieldDef name=  title= >"groupFieldDef0" "Group 0"
        <display>
          <type>checkbox</type>
          <!-- note  will have a prefix: some:group:name0 -->this
          <values title="">name0</values>
        </display>
      </fieldDef>
      <fieldDef name=  title= >"groupFieldDef1" "Group 1"
        <display>
          <type>checkbox</type>
          <!-- note  will have a prefix: some:group:name1 -->this
          <values title="">name1</values>



        </display>
      </fieldDef>
      <fieldDef name=  title= >"enabledDate" "Enabled date"
        <display>
          <type>text</type>
          <meta>
            <name>size</name>
            <value>20</value>
          </meta>
        </display>
      </fieldDef>
      <fieldDef name=  title= >"disabledDate" "Disabled date"
        <display>
          <type>text</type>
          <meta>
            <name>size</name>
            <value>20</value>
          </meta>
        </display>
      </fieldDef>
    </edl>
    <style name= >"sampleProvisionMultipleGroups.style"
      <xsl:stylesheet xmlns:xsl="http:  xmlns:my-class=//www.w3.org/1999/XSL/Transform"

 version= >"xalan://org.kuali.rice.kew.edl.WorkflowFunctions" "1.0"
<!-- widgets is simply more xslt that contains common functionality that greatly simplifies html
rendering. It is somewhat complicated but does not require changes or full understanding unless
enhancements are required.  -->
        <xsl:include href=  />"widgets"
        <xsl:output indent=  method=  omit-xml-declaration=  version=  />"yes" "html" "yes" "4.01"
        <!-- variables in the current version of xslt cannot be changed once set. Below they are set
to various values often fed by java classes or to values contained in workflow xml. Not all of these
are used in  form but are shown because often they can be useful. The ones prefixed with my-classthis
are methods that are exposed by workflow to Edoclite.-->
        <xsl:variable name=  select=  />"actionable" "/documentContent/documentState/actionable"
        <xsl:variable name=  select=  />"docHeaderId" "/documentContent/documentState/docId"
        <xsl:variable name=  select=  />"editable" "/documentContent/documentState/editable"
        <xsl:variable name=  select="globalReadOnly" "/documentContent/documentState/editable != ' '"true
/>
        <xsl:variable name=  select="docStatus" "  />//documentState/workflowDocumentState/status"
<xsl:variable name=  select=  />"isAtNodeInitiated" "my-class:isAtNode($docHeaderId, 'Initiated')"
        <xsl:variable name=  select="isPastInitiated" "my-class:isNodeInPreviousNodeList('Initiated',

 />$docHeaderId)"
        <xsl:variable name=  select=  />"isUserInitiator" "my-class:isUserInitiator($docHeaderId)"
        <xsl:variable name=  select="workflowUser"

 />"my-class:getWorkflowUser().authenticationUserId().id()"
        <xsl:param name=  select=  />"overrideMain" "' '"true
        <!-- mainForm begins here. Execution of stylesheet begins here. It calls other templates which
can call other templates. Position of templates beyond  point  not matter. -->this do
        <xsl:template name= >"mainForm"
          <html xmlns="">
            <head>
              <script type=  src=  />"text/javascript" "../penn/jquery.js"

              <script>
              $(document).ready(function(){

                 $('#edoclite').submit(function() {

                   //make sure there is at least one action checkbox checked
 ($('#groupsToAssign :checked').length == 0) {if

                     alert('Please select a group to assign');
                      ;return false
                   }

                    ;return true
                 });

              });
              </script>



              <xsl:call-template name=  />"htmlHead"
<style type= >"text/css"

  html, body, td {
    font-family:Tahoma,Arial,Helvetica,sans-serif;
    font-size:11px;
  }

  h1 {
    font-size:22px;
    line-height:22px;
  }

  h2 {
    border-bottom:1px solid #6699CC;
    color:#990000;
    font-size:16px;
    font-weight:bold;
    line-height:20px;
    width:650px;
  }

  .formTable td {
    padding:2px 0;
  }

  .formTable td.fieldLabel {
    color:#011F5B;
    text-align:right;
    vertical-align:top;
    width:238px;
    font-weight:bold;
  }

  .formTable td.fieldAsterisk {
    color:#990000;
    text-align:left;
    width:12px;
    vertical-align:top;
  }

  .formTable td.fieldInfo {
    text-align:left;
    width:auto;
  }

  p {
    width: 650px;
  }

  .extraInstruct {
    color:#6E83AD;
    font-weight:bold;
  }

  div.mainDiv {
    width: 900px;
  }
</style>
            </head>
            <body onload= >"onPageLoad()"
              <xsl:call-template name=  />"errors"
              <!-- the header is usefule because it tells the user whether they are in 'Editing' mode
or 'Read Only' mode. -->
              <xsl:call-template name=  />"header"
              <xsl:call-template name=  />"instructions"
              <xsl:variable name=  select=  />"formTarget" "'EDocLite'"
              <!-- validateOnSubmit is a function in edoclite1.js which also supports edloclite forms
and can be somewhat complicated but does not require modification unless enhancements are required.



-->
              <form action=  enctype=  id=  method="{$formTarget}" "multipart/form-data" "edoclite" "post"
onsubmit= >"  validateOnSubmit( )"return this
                <xsl:call-template name=  />"hidden-params"
                <xsl:call-template name=  />"mainBody"
                <xsl:call-template name=  />"notes"
                <br />
                <xsl:call-template name=  />"buttons"
                <br />
              </form>
              <xsl:call-template name=  />"footer"
            </body>
          </html>
        </xsl:template>
        <!-- mainBody template begins here. It calls other templates which can call other templates.
Position of templates  not matter. -->do
        <xsl:template name= >"mainBody"
          <!-- to debug, or see values of previously created, the uncomment the following line to see
value of $docStatus rendered on form. -->
          <!-- $docStatus=<xsl:value-of select=  /> -->"$docStatus"
          <!--  of  all is within the form table -->rest this
          <h1>Example provision multiple groups</h1>
          <br /><br />

            <table border=  cellspacing=  cellpadding=  class=  width= >"0" "0" "0" "formTable" "640"

              <tr>
                <td class= >Select which groups are requested</td>"fieldLabel"
                <td valign=  class= >*</td>"top" "fieldAsterisk"
                <td class=  id= >"fieldInfo" "groupsToAssign"

                  <xsl:call-template name= >"widget_render"
                    <xsl:with-param name=  select=  />"fieldName" "'groupFieldDef0'"
                    <xsl:with-param name=  select=  />"renderCmd" "'input'"
                    <xsl:with-param name=  select=  />"readOnly" "$isPastInitiated"
                  </xsl:call-template> Group 0<br />

                  <xsl:call-template name= >"widget_render"
                    <xsl:with-param name=  select=  />"fieldName" "'groupFieldDef1'"
                    <xsl:with-param name=  select=  />"renderCmd" "'input'"
                    <xsl:with-param name=  select=  />"readOnly" "$isPastInitiated"
                  </xsl:call-template> Group 1<br />

                </td>
              </tr>

              <tr>
                <td class= >Enabled date</td>"fieldLabel"
                <td valign=  class= ></td>"top" "fieldAsterisk"
                <td class= >"fieldInfo"

                  <xsl:call-template name= >"widget_render"
                    <xsl:with-param name=  select=  />"fieldName" "'enabledDate'"
                    <xsl:with-param name=  select=  />"renderCmd" "'input'"
                    <xsl:with-param name=  select=  />"readOnly" "$isPastInitiated"
                  </xsl:call-template> <xsl:call-template name=  />"nbsp"
                  <span class= >(e.g. 2001/02/03)</span>"extraInstruct"

                </td>
              </tr>

              <tr>
                <td class= >Disabled date</td>"fieldLabel"
                <td valign=  class= ></td>"top" "fieldAsterisk"
                <td class= >"fieldInfo"

                  <xsl:call-template name= >"widget_render"
                    <xsl:with-param name=  select=  />"fieldName" "'disabledDate'"
                    <xsl:with-param name=  select=  />"renderCmd" "'input'"



                    <xsl:with-param name=  select=  />"readOnly" "$isPastInitiated"
                  </xsl:call-template> <xsl:call-template name=  />"nbsp"
                  <span class= >(e.g. 2001/02/03)</span>"extraInstruct"

                </td>
              </tr>

            </table>

          <br /><br />

        </xsl:template>
        <xsl:template name= >"nbsp"
          <xsl:text disable-output-escaping= >&amp;nbsp;</xsl:text>"yes"
        </xsl:template>
      </xsl:stylesheet>
    </style>
    <association>
      <docType>sampleProvisionMultipleGroups.doctype</docType>
      <definition>sampleProvisionMultipleGroups.form</definition>
      <style>sampleProvisionMultipleGroups.style</style>
      <active> </active>true
    </association>



  </edoclite>
</data>

Rule

Ingest this rule in Kuali Rice so that this group is notified and allowed to approve the request at this node in the workflow

<?xml version=  encoding= ?>"1.0" "UTF-8"
<data xmlns=  xmlns:xsi="ns:workflow" "http:  xsi:schemaLocation=//www.w3.org/2001/XMLSchema-instance"

>"ns:workflow resource:WorkflowData"
<rules xmlns=  xsi:schemaLocation= >"ns:workflow/Rule" "ns:workflow/Rule resource:Rule"
    <rule>
      <name>sampleProvisionMultipleGroups.groupRule</name>
      <documentType>sampleProvisionMultipleGroups.doctype</documentType>
      <ruleTemplate>sampleProvisionMultipleGroups.groupRuleTemplate</ruleTemplate>
      <description>Route to group</description>
      <responsibilities>
        <responsibility>
          <groupName namespace= >sampleRouteToGroup1</groupName>"KUALI"
          <actionRequested>A</actionRequested>
          <priority>1</priority>
        </responsibility>
      </responsibilities>
    </rule>
  </rules>
</data>

Grouper client properties

Configure the grouper client properties in Kuali Rice which tells the post processor that the document type above is linked to auto provision fields
with a certain prefix



###############################
# configure postprocessor actions on document types.  The string  ties the"multipleProvisioning"
configs
# together, change that label  multiplefor

# doctype name that  applies tothis
kuali.edoclite.saveMembership.multipleProvisioning.docTypeName = sampleProvisionMultipleGroups.doctype

# regex of group allowed to assign to, extra layer of security, optional
kuali.edoclite.saveMembership.multipleProvisioning.groupRegex =

# list of allowed to assign to (comma separate), extra layer of security, optional,
#generally mutually exclusive with the groupRegex
kuali.edoclite.saveMembership.multipleProvisioning.allowedGroups = some:group:name0, some:group:name1

# edocliteFieldPrefix  checkboxes or textfields or whatever, put the prefix of the edoclite fieldif
here.
#so  the field prefix is , then it will look  groups0, groups1, etc to groups200...if "groups" for
#the value of the field is the group to add to
kuali.edoclite.saveMembership.multipleProvisioning.edocliteFieldPrefix = groupFieldDef

#  will be prefixed to the entered group name so the whole stem doesntthis
#have to be put on screen (also helps sandbox out the security)
kuali.edoclite.saveMembership.multipleProvisioning.enteredGroupNamePrefix = some:group:

# groups (comma separated) id or name which the initiator will be assigned to when the document is 
final
kuali.edoclite.saveMembership.multipleProvisioning.addMembershipToGroups =

# groups (comma separated) id or name which the initiator will be unassigned from when the document is
final
kuali.edoclite.saveMembership.multipleProvisioning.removeMembershipFromGroups =

# email addresses (comma separated) that should get an admin email that  was done (or errors)this
kuali.edoclite.saveMembership.multipleProvisioning.emailAdmins = address@school.edu

# delete date: yyyy/mm/dd or dd-Mon-yyyy
kuali.edoclite.saveMembership.multipleProvisioning.edocliteFieldGroupDisabledDate = disabledDate

# enable date: yyyy/mm/dd or dd-Mon-yyyy
kuali.edoclite.saveMembership.multipleProvisioning.edocliteFieldGroupEnabledDate = enabledDate

Result

After the form is submitted and approved (whatever the approval workflow is), then whatever checkboxes are checked, those groups will be
assigned to the requestor:

gsh 9% hasMember( , );"some:group:name0" "me"
true
gsh 10% hasMember( , );"some:group:name1" "me"
true

Also, if there is an email address in "emailAdmins" config, then an email like this will be sent to as a confirmation to the admins of the form:



From: noreply@school.edu [mailto:noreply@school.edu]
Sent: Thursday, May 20, 2010 1:18 AM
To: Chris Hyzer
Subject: DEV:Grouper Rice auto-provision  document: sampleProvisionMultipleGroups.doctypefor

Subject: id: 12345678, name: Michael Christopher Hyzer
name: Michael Christopher Hyzer
description: Michael Christopher Hyzer (me, 12345678) (active) Staff - Isc Administrative Systems
Tools And Technologies - Programmer Analyst Sr (also: Alumni)
PENNNAME: me
EMAIL: me@school.edu

Group addMember: some:group:name0 - SUCCESS
Group addMember: some:group:name1 - SUCCESS

sdf

Grouper provision permissions with Rice workflow example

This is an example of a Kuali edoclite that will auto-provision the requestor into the requested role/permissions at the end of the workflow.  Note in
Rice you will have approvals etc before the end, this example just shows the provisioning so there is only one approval

Screenshot of Kuali form

Note, this is the default template, you will customize this for your institution

Screenshot of HTML



HTML to start with

<?xml version=  encoding=  ?>"1.0" "UTF-8"
<!DOCTYPE html PUBLIC "-  //W3C//DTD XHTML 1.0 Transitional//EN"

>"http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd"
<html xmlns="http:  xml:lang=  lang= >//www.w3.org/1999/xhtml" "en" "en"
<head>
<title>Provision permissions with workflow</title>
<style type= >"text/css"

  html, body, td {
    font-family:Tahoma,Arial,Helvetica,sans-serif;
    font-size:11px;
  }

  h1 {
    font-size:22px;
    line-height:22px;
  }

  h2 {
    border-bottom:1px solid #6699CC;
    color:#990000;
    font-size:16px;
    font-weight:bold;
    line-height:20px;
    width:650px;
  }

  .formTable td {
    padding:2px 0;
  }

  .formTable td.fieldLabel {
    color:#011F5B;
    text-align:right;
    vertical-align:top;
    width:238px;
    font-weight:bold;
  }



  .formTable td.fieldAsterisk {
    color:#990000;
    text-align:left;
    width:12px;
    vertical-align:top;
  }

  .formTable td.fieldInfo {
    text-align:left;
    width:auto;
  }

  .extraInstruct {
    color:#6E83AD;
    font-weight:bold;
  }

  p {
    width: 650px;
  }
</style>
</head>
<body>
  <h1>Example provision permissions with workflow</h1>
  <br /><br />

    <table border=  cellspacing=  cellpadding=  class=  width= >"0" "0" "0" "formTable" "640"

      <tr>
        <td class= >Role</td>"fieldLabel"
        <td valign=  class= >*</td>"top" "fieldAsterisk"
        <td class=  id= >"fieldInfo" "roleTdId"

          <select>
            <option value= >User</option>"some:role:user"
            <option value= >Admin</option>"some:role:admin"
          </select>
        </td>
      </tr>

      <tr>
        <td class= >Operation</td>"fieldLabel"
        <td valign=  class= >*</td>"top" "fieldAsterisk"
        <td class=  id= >"fieldInfo" "operationTdId"

          <select>
            <option value= >Add</option>"add"
            <option value= >Replace</option>"replace"
            <option value= >Remove</option>"remove"
          </select>
        </td>
      </tr>

      <tr>
        <td class= >Action(s)</td>"fieldLabel"
        <td valign=  class= >*</td>"top" "fieldAsterisk"
        <td class=  id= >"fieldInfo" "actionTdId"

          <input type=  name=  value= >Read<br>"checkbox" "actionName0" "read"
          <input type=  name=  value= >Write<br>"checkbox" "actionName1" "write"
        </td>
      </tr>

      <tr>
        <td class= >Permission(s)</td>"fieldLabel"
        <td valign=  class= >*</td>"top" "fieldAsterisk"
        <td class=  id= >"fieldInfo" "permissionTdId"

          <input type=  name=  value= >English<br>"checkbox" "permissionName0" "english"
          <input type=  name=  value= >Physics<br>"checkbox" "permissionName1" "physics"



        </td>
      </tr>

      <tr>
        <td class= >Enabled date</td>"fieldLabel"
        <td valign=  class= ></td>"top" "fieldAsterisk"
        <td class=  id= >"fieldInfo" "enabledDateTdId"

          <input type=  name=  width=  />"text" "enabledDate" "15"
          &nbsp; <span class= >(e.g. 2001/02/03)</span>"extraInstruct"
        </td>
      </tr>

      <tr>
        <td class= >Disabled date</td>"fieldLabel"
        <td valign=  class= ></td>"top" "fieldAsterisk"
        <td class=  id= >"fieldInfo" "disabledDateTdId"

          <input type=  name=  width=  />"text" "disabledDate" "15"
          &nbsp; <span class= >(e.g. 2001/02/03)</span>"extraInstruct"
        </td>
      </tr>

      <tr>
        <td class= >Ability to delegate</td>"fieldLabel"
        <td valign=  class= >*</td>"top" "fieldAsterisk"
        <td class=  id= >"fieldInfo" "delegationTdId"

          <input type=  name=  value= >No &nbsp;"radio" "delegate0" "FALSE"
          <input type=  name=  value= >Yes &nbsp;"radio" "delegate1" "TRUE"
          <input type=  name=  value= >Yes, and can grant ability to delegate"radio" "delegate2" "GRANT"
        </td>
      </tr>

    </table>

    <br /><br />



  </body>
</html>

Groups

If you arent using grouper for groups in Rice, then ingest this xml in Rice.  Otherwise, create this group in our rice base folder in Grouper

<?xml version=  encoding= ?>"1.0" "UTF-8"
<data xmlns=  xmlns:xsi="ns:workflow" "http:  xsi:schemaLocation=//www.w3.org/2001/XMLSchema-instance"

>"ns:workflow resource:WorkflowData"
<groups xmlns=  xsi:schemaLocation= >"ns:workflow/Group" "ns:workflow/Group resource:Group"
    <group>
      <namespace>KUALI</namespace>
      <name>samplePermissions</name>
      <description>route to group1</description>
      <members>
        <principalName>user1</principalName>
        <principalName>user2</principalName>
      </members>
    </group>
  </groups>
</data>

If your kuali root stem is:, then your GSH might look like this:

gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% permissionsGroup =  GroupSave(grouperSession).assignName(new

).assignGroupNameToEdit("penn:isc:ait:apps:kualiRice:KUALI:samplePermissions"
).assignCreateParentStemsIfNotExist( ).save();"penn:isc:ait:apps:kualiRice:KUALI:samplePermissions" true

gsh 2% addMember( , );"penn:isc:ait:apps:kualiRice:KUALI:samplePermissions" "user1"
gsh 3% addMember( , );"penn:isc:ait:apps:kualiRice:KUALI:samplePermissions" "user2"
gsh 4% grantPriv( , "penn:isc:ait:apps:kualiRice:KUALI:samplePermissions"

, AccessPrivilege.READ);"riceGrouper/medley.isc-seo.upenn.edu"

Note, you will also have to create the roles / permissions that will be provisioned (from the HTML above), and grant access to the kuali rice
grouper web service client user, e.g.



gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% role0 =  GroupSave(grouperSession).assignName( ).assignGroupNameToEdit(new "some:role:user"

).assignTypeOfGroup(TypeOfGroup.role).assignCreateParentStemsIfNotExist( ).save();"some:role:user" true
gsh 2% role1 =  GroupSave(grouperSession).assignName( ).assignGroupNameToEdit(new "some:role:admin"

).assignTypeOfGroup(TypeOfGroup.role).assignCreateParentStemsIfNotExist( ).save();"some:role:admin" true
gsh 3% role0.grantPriv(SubjectFinder.findById( , ),"riceGrouper/server.school.edu" true
AccessPrivilege.UPDATE);
gsh 4% role0.grantPriv(SubjectFinder.findById( , ),"riceGrouper/server.school.edu" true
AccessPrivilege.READ);
gsh 5% role1.grantPriv(SubjectFinder.findById( , ),"riceGrouper/server.school.edu" true
AccessPrivilege.UPDATE)
gsh 6% role1.grantPriv(SubjectFinder.findById( , ),"riceGrouper/server.school.edu" true
AccessPrivilege.READ);
gsh 7% orgAttributeDef =  AttributeDefSave(grouperSession).assignName(new
"penn:isc:ait:apps:someApp.permissions.orgs"
).assignAttributeDefType(AttributeDefType.perm).assignToEffMembership( ).assignToGroup(true true
).save();
gsh 8% orgAttributeDef.getAttributeDefActionDelegate().configureActionList(GrouperUtil.toSet(  new

[]{ , }));Object "read" "write"
gsh 9% wsSubject = SubjectFinder.findById( , );"riceGrouper/server.school.edu" true
gsh 10% orgAttributeDef.getPrivilegeDelegate().grantPriv(wsSubject, AttributeDefPrivilege.ATTR_READ, 

);false
gsh 11% orgAttributeDef.getPrivilegeDelegate().grantPriv(wsSubject, AttributeDefPrivilege.ATTR_UPDATE,

);false
gsh 12% orgAttributeDef.getAttributeDefScopeDelegate().assignOwnerGroup(role0);
gsh 13% orgAttributeDef.getAttributeDefScopeDelegate().assignOwnerGroup(role1);
gsh 14% english =  AttributeDefNameSave(grouperSession, orgAttributeDef).assignName(new

).assignCreateParentStemsIfNotExist( ).save();"penn:isc:ait:apps:someApp:permissions:english" true
gsh 15% physics =  AttributeDefNameSave(grouperSession, orgAttributeDef).assignName(new

).assignCreateParentStemsIfNotExist( ).save();"penn:isc:ait:apps:someApp:permissions:physics" true

Rule template

Ingest this to Kuali Rice in the admin console.  This allows us to route to a group (not required for provisioning, just giving the workflow one hop)

<?xml version=  encoding= ?>"1.0" "UTF-8"
<data xmlns=  xmlns:xsi="ns:workflow" "http:  xsi:schemaLocation=//www.w3.org/2001/XMLSchema-instance"

>"ns:workflow resource:WorkflowData"
<ruleTemplates xmlns=  xsi:schemaLocation="ns:workflow/RuleTemplate" "ns:workflow/RuleTemplate

>resource:RuleTemplate"
    <ruleTemplate>
      <name>sampleProvisionPermissions.groupRuleTemplate</name>
      <description>Rule template  group to route to</description>for
    </ruleTemplate>
  </ruleTemplates>
</data>

Doctype

Ingest this to Kuali Rice in the admin console.  This configures the nodes in the workflow and associated them with rules (i.e. in the group name
let anyone in that group know the form is waiting for them, and let any of them approve it.  Note the post processor is the grouper rice post
processor



<?xml version=  encoding= ?>"1.0" "UTF-8"
<data xmlns=  xmlns:xsi="ns:workflow" "http:  xsi:schemaLocation=//www.w3.org/2001/XMLSchema-instance"

>"ns:workflow resource:WorkflowData"
<documentTypes xmlns=  xsi:schemaLocation="ns:workflow/DocumentType" "ns:workflow/DocumentType

>resource:DocumentType"
    <documentType>
      <name>sampleProvisionMultipleGroups.doctype</name>
      <description>sampleProvisionMultipleGroups doctype</description>
      <label>sampleProvisionMultipleGroups DocumentType</label>
     
<postProcessorName>edu.internet2.middleware.grouperKimConnector.postProcessor.GrouperEdoclitePostProcessor</postProcessorName>
<superUserGroupName namespace= >sampleRouteToGroup1</superUserGroupName>"KUALI"
      <defaultExceptionGroupName namespace= >sampleRouteToGroup1</defaultExceptionGroupName>"KUALI"
      <docHandler>${workflow.url}/EDocLite</docHandler>
      <active> </active>true
      <routingVersion>2</routingVersion>
      <routePaths>
        <routePath>
          <start name=  nextNode=  />"Initiated" "groupNode"
          <requests name=  />"groupNode"
        </routePath>
      </routePaths>
      <routeNodes>
        <start name= >"Initiated"
          <activationType>P</activationType>
          <mandatoryRoute> </mandatoryRoute>false
          <finalApproval> </finalApproval>false
        </start>
        <requests name= >"groupNode"
          <activationType>P</activationType>
          <ruleTemplate>sampleProvisionMultipleGroups.groupRuleTemplate</ruleTemplate>
          <mandatoryRoute> </mandatoryRoute>false
          <finalApproval> </finalApproval>false
        </requests>
      </routeNodes>
    </documentType>
  </documentTypes>
</data>

eDocLite

Ingest this xml into Kuali Rice which has the list of fields and HTML including the options which have the groups to add the requestor to

<?xml version=  encoding= ?>"1.0" "UTF-8"
<data xmlns=  xmlns:xsi="ns:workflow" "http:  xsi:schemaLocation=//www.w3.org/2001/XMLSchema-instance"

>"ns:workflow resource:WorkflowData"
<edoclite xmlns=  xsi:schemaLocation= >"ns:workflow/EDocLite" "ns:workflow/EDocLite resource:EDocLite"
    <edl name=  title= >"sampleProvisionPermissions.form" "sampleProvisionPermissions"
      <security />
      <createInstructions>** Questions with an asterisk are required.</createInstructions>
      <instructions>** Questions with an asterisk are required.</instructions>
      <validations />
      <attributes />

      <fieldDef name=  title= >"role" "Role"
        <display>
          <type>radio</type>
          <values title= >user</values>"User"
          <values title= >admin</values>"Admin"
        </display>
        <validation required= >" "true
          <regex>[^select]</regex>
          <message>Please select a role.</message>
        </validation>
      </fieldDef>



      <fieldDef name=  title= >"operation" "Operation"
        <display>
          <type>radio</type>
          <values title= >assign_permission</values>"Add"
          <values title= >replace_permissions</values>"Replace"
          <values title= >remove_permission</values>"Remove"
        </display>
        <validation required= >" "true
          <regex>[^select]</regex>
          <message>Please select an operation.</message>
        </validation>
      </fieldDef>

      <fieldDef name=  title= >"actionsFieldDef0" "Read"
        <display>
          <type>checkbox</type>
          <values title="">read</values>
        </display>
      </fieldDef>

      <fieldDef name=  title= >"actionsFieldDef1" "Write"
        <display>
          <type>checkbox</type>
          <values title="">write</values>
        </display>
      </fieldDef>

      <fieldDef name=  title= >"permissionsFieldDef0" "English"
        <display>
          <type>checkbox</type>
          <!-- note  will have a prefix: penn:isc:ait:apps:someApp.permissions.english -->this
          <values title="">english</values>
        </display>
      </fieldDef>

      <fieldDef name=  title= >"permissionsFieldDef1" "Physics"
        <display>
          <type>checkbox</type>
          <!-- note  will have a prefix: penn:isc:ait:apps:someApp.permissions.physics -->this
          <values title="">physics</values>
        </display>
      </fieldDef>

      <fieldDef name=  title= >"enabledDate" "Enabled date"
        <display>
          <type>text</type>
          <meta>
            <name>size</name>
            <value>20</value>
          </meta>
        </display>
      </fieldDef>

      <fieldDef name=  title= >"disabledDate" "Disabled date"
        <display>
          <type>text</type>
          <meta>
            <name>size</name>
            <value>20</value>
          </meta>
        </display>
      </fieldDef>

      <fieldDef name=  title= >"delegation" "Ability to delegate"
        <display>
          <type>radio</type>
          <values title= >FALSE</values>"No"
          <values title= >TRUE</values>"Yes"
          <values title= >GRANT</values>"Yes, and can grant ability to delegate"



        </display>
        <validation required= >" "true
          <regex>[^select]</regex>
          <message>Please select a role.</message>
        </validation>
      </fieldDef>

    </edl>
    <style name= >"sampleProvisionPermissions.style"
      <xsl:stylesheet xmlns:xsl="http:  xmlns:my-class=//www.w3.org/1999/XSL/Transform"

 version= >"xalan://org.kuali.rice.kew.edl.WorkflowFunctions" "1.0"
<!-- widgets is simply more xslt that contains common functionality that greatly simplifies html
rendering. It is somewhat complicated but does not require changes or full understanding unless
enhancements are required.  -->
        <xsl:include href=  />"widgets"
        <xsl:output indent=  method=  omit-xml-declaration=  version=  />"yes" "html" "yes" "4.01"
        <!-- variables in the current version of xslt cannot be changed once set. Below they are set
to various values often fed by java classes or to values contained in workflow xml. Not all of these
are used in  form but are shown because often they can be useful. The ones prefixed with my-classthis
are methods that are exposed by workflow to Edoclite.-->
        <xsl:variable name=  select=  />"actionable" "/documentContent/documentState/actionable"
        <xsl:variable name=  select=  />"docHeaderId" "/documentContent/documentState/docId"
        <xsl:variable name=  select=  />"editable" "/documentContent/documentState/editable"
        <xsl:variable name=  select="globalReadOnly" "/documentContent/documentState/editable != ' '"true
/>
        <xsl:variable name=  select="docStatus" "  />//documentState/workflowDocumentState/status"
<xsl:variable name=  select=  />"isAtNodeInitiated" "my-class:isAtNode($docHeaderId, 'Initiated')"
        <xsl:variable name=  select="isPastInitiated" "my-class:isNodeInPreviousNodeList('Initiated',

 />$docHeaderId)"
        <xsl:variable name=  select=  />"isUserInitiator" "my-class:isUserInitiator($docHeaderId)"
        <xsl:variable name=  select="workflowUser"

 />"my-class:getWorkflowUser().authenticationUserId().id()"
        <xsl:param name=  select=  />"overrideMain" "' '"true
        <!-- mainForm begins here. Execution of stylesheet begins here. It calls other templates which
can call other templates. Position of templates beyond  point  not matter. -->this do
        <xsl:template name= >"mainForm"
          <html xmlns="">
            <head>
              <script type=  src=  />"text/javascript" "../penn/jquery.js"

              <script>
              $(document).ready(function(){

                 $('#edoclite').submit(function() {

                   //make sure there is at least one permission checkbox checked
 ($('#permissionTdId :checked').length == 0) {if

                     alert('Please select a permission to assign');
                      ;return false
                   }

                   //make sure there is at least one permission checkbox checked
 ($('#actionTdId :checked').length == 0) {if

                     alert('Please select an action to assign');
                      ;return false
                   }

                    ;return true
                 });

              });
              </script>

              <xsl:call-template name=  />"htmlHead"
<style type= >"text/css"

  html, body, td {
    font-family:Tahoma,Arial,Helvetica,sans-serif;



    font-size:11px;
  }

  h1 {
    font-size:22px;
    line-height:22px;
  }

  h2 {
    border-bottom:1px solid #6699CC;
    color:#990000;
    font-size:16px;
    font-weight:bold;
    line-height:20px;
    width:650px;
  }

  .formTable td {
    padding:2px 0;
  }

  .formTable td.fieldLabel {
    color:#011F5B;
    text-align:right;
    vertical-align:top;
    width:238px;
    font-weight:bold;
  }

  .formTable td.fieldAsterisk {
    color:#990000;
    text-align:left;
    width:12px;
    vertical-align:top;
  }

  .formTable td.fieldInfo {
    text-align:left;
    width:auto;
  }

  .extraInstruct {
    color:#6E83AD;
    font-weight:bold;
  }

  p {
    width: 650px;
  }

  div.mainDiv {
    width: 900px;
  }
</style>
            </head>
            <body onload= >"onPageLoad()"
              <xsl:call-template name=  />"errors"
              <!-- the header is usefule because it tells the user whether they are in 'Editing' mode
or 'Read Only' mode. -->
              <xsl:call-template name=  />"header"
              <xsl:call-template name=  />"instructions"
              <xsl:variable name=  select=  />"formTarget" "'EDocLite'"
              <!-- validateOnSubmit is a function in edoclite1.js which also supports edloclite forms
and can be somewhat complicated but does not require modification unless enhancements are required.
-->
              <form action=  enctype=  id=  method="{$formTarget}" "multipart/form-data" "edoclite" "post"
onsubmit= >"  validateOnSubmit( )"return this
                <xsl:call-template name=  />"hidden-params"
                <xsl:call-template name=  />"mainBody"
                <xsl:call-template name=  />"notes"



                <br />
                <xsl:call-template name=  />"buttons"
                <br />
              </form>
              <xsl:call-template name=  />"footer"
            </body>
          </html>
        </xsl:template>
        <!-- mainBody template begins here. It calls other templates which can call other templates.
Position of templates  not matter. -->do
        <xsl:template name= >"mainBody"
          <!-- to debug, or see values of previously created, the uncomment the following line to see
value of $docStatus rendered on form. -->
          <!-- $docStatus=<xsl:value-of select=  /> -->"$docStatus"
          <!--  of  all is within the form table -->rest this
          <h1>Example provision permissions with workflow</h1>
          <br /><br />

          <table border=  cellspacing=  cellpadding=  class=  width= >"0" "0" "0" "formTable" "640"

            <tr>
              <td class= >Role</td>"fieldLabel"
              <td valign=  class= >*</td>"top" "fieldAsterisk"
              <td class=  id= >"fieldInfo" "roleTdId"

                <xsl:call-template name= >"widget_render"
                  <xsl:with-param name=  select=  />"fieldName" "'role'"
                  <xsl:with-param name=  select=  />"renderCmd" "'input'"
                  <xsl:with-param name=  select=  />"readOnly" "$isPastInitiated"
                </xsl:call-template>
              </td>
            </tr>

            <tr>
              <td class= >Operation</td>"fieldLabel"
              <td valign=  class= >*</td>"top" "fieldAsterisk"
              <td class=  id= >"fieldInfo" "operationTdId"

                <xsl:call-template name= >"widget_render"
                  <xsl:with-param name=  select=  />"fieldName" "'operation'"
                  <xsl:with-param name=  select=  />"renderCmd" "'input'"
                  <xsl:with-param name=  select=  />"readOnly" "$isPastInitiated"
                </xsl:call-template>
              </td>
            </tr>

            <tr>
              <td class= >Action(s)</td>"fieldLabel"
              <td valign=  class= >*</td>"top" "fieldAsterisk"
              <td class=  id= >"fieldInfo" "actionTdId"

                <xsl:call-template name= >"widget_render"
                  <xsl:with-param name=  select=  />"fieldName" "'actionsFieldDef0'"
                  <xsl:with-param name=  select=  />"renderCmd" "'input'"
                  <xsl:with-param name=  select=  />"readOnly" "$isPastInitiated"
                </xsl:call-template> Read<br />
                <xsl:call-template name= >"widget_render"
                  <xsl:with-param name=  select=  />"fieldName" "'actionsFieldDef1'"
                  <xsl:with-param name=  select=  />"renderCmd" "'input'"
                  <xsl:with-param name=  select=  />"readOnly" "$isPastInitiated"
                </xsl:call-template> Write
              </td>
            </tr>
            <tr>
              <td class= >Permission(s)</td>"fieldLabel"
              <td valign=  class= >*</td>"top" "fieldAsterisk"
              <td class=  id= >"fieldInfo" "permissionTdId"
                <xsl:call-template name= >"widget_render"
                  <xsl:with-param name=  select=  />"fieldName" "'permissionsFieldDef0'"
                  <xsl:with-param name=  select=  />"renderCmd" "'input'"



                  <xsl:with-param name=  select=  />"readOnly" "$isPastInitiated"
                </xsl:call-template> English<br />
                <xsl:call-template name= >"widget_render"
                  <xsl:with-param name=  select=  />"fieldName" "'permissionsFieldDef0'"
                  <xsl:with-param name=  select=  />"renderCmd" "'input'"
                  <xsl:with-param name=  select=  />"readOnly" "$isPastInitiated"
                </xsl:call-template> Physics<br />
              </td>
            </tr>

              <tr>
                <td class= >Enabled date</td>"fieldLabel"
                <td valign=  class= ></td>"top" "fieldAsterisk"
                <td class= >"fieldInfo"

                  <xsl:call-template name= >"widget_render"
                    <xsl:with-param name=  select=  />"fieldName" "'enabledDate'"
                    <xsl:with-param name=  select=  />"renderCmd" "'input'"
                    <xsl:with-param name=  select=  />"readOnly" "$isPastInitiated"
                  </xsl:call-template> <xsl:call-template name=  />"nbsp"
                  <span class= >(e.g. 2001/02/03)</span>"extraInstruct"

                </td>
              </tr>

              <tr>
                <td class= >Disabled date</td>"fieldLabel"
                <td valign=  class= ></td>"top" "fieldAsterisk"
                <td class= >"fieldInfo"

                  <xsl:call-template name= >"widget_render"
                    <xsl:with-param name=  select=  />"fieldName" "'disabledDate'"
                    <xsl:with-param name=  select=  />"renderCmd" "'input'"
                    <xsl:with-param name=  select=  />"readOnly" "$isPastInitiated"
                  </xsl:call-template> <xsl:call-template name=  />"nbsp"
                  <span class= >(e.g. 2001/02/03)</span>"extraInstruct"

                </td>
              </tr>

              <tr>
                <td class= >Ability to delegate</td>"fieldLabel"
                <td valign=  class= >*</td>"top" "fieldAsterisk"
                <td class=  id= >"fieldInfo" "delegationTdId"

                  <xsl:call-template name= >"widget_render"
                    <xsl:with-param name=  select=  />"fieldName" "'delegation'"
                    <xsl:with-param name=  select=  />"renderCmd" "'input'"
                    <xsl:with-param name=  select=  />"readOnly" "$isPastInitiated"
                  </xsl:call-template>
                </td>
              </tr>

          </table>

          <br /><br />

        </xsl:template>
        <xsl:template name= >"nbsp"
          <xsl:text disable-output-escaping= >&amp;nbsp;</xsl:text>"yes"
        </xsl:template>
      </xsl:stylesheet>
    </style>
    <association>



      <docType>sampleProvisionPermissions.doctype</docType>
      <definition>sampleProvisionPermissions.form</definition>
      <style>sampleProvisionPermissions.style</style>
      <active> </active>true
    </association>



  </edoclite>
</data>

Rule

Ingest this rule in Kuali Rice so that this group is notified and allowed to approve the request at this node in the workflow

<?xml version=  encoding= ?>"1.0" "UTF-8"
<data xmlns=  xmlns:xsi="ns:workflow" "http:  xsi:schemaLocation=//www.w3.org/2001/XMLSchema-instance"

>"ns:workflow resource:WorkflowData"
<rules xmlns=  xsi:schemaLocation= >"ns:workflow/Rule" "ns:workflow/Rule resource:Rule"
    <rule>
      <name>sampleProvisionPermissions.groupRule</name>
      <documentType>sampleProvisionPermissions.doctype</documentType>
      <ruleTemplate>sampleProvisionPermissions.groupRuleTemplate</ruleTemplate>
      <description>Route to group</description>
      <responsibilities>
        <responsibility>
          <groupName namespace= >samplePermissions</groupName>"KUALI"
          <actionRequested>A</actionRequested>
          <priority>1</priority>
        </responsibility>
      </responsibilities>
    </rule>
  </rules>
</data>

Grouper client properties

Configure the grouper client properties in Kuali Rice which tells the post processor that the document type above is linked to auto provision fields
with a certain prefix

###############################
# configure postprocessor actions on document types.  The string  ties the configs"sampleProvisioning"
# together, change that label  multiplefor

###### MISC
# email addresses (comma separated) that should get an admin email that  was done (or errors)this
kuali.edoclite.saveMembership.sampleProvisionPermissions.emailAdmins = me@school.edu

# doctype name that  applies tothis
kuali.edoclite.saveMembership.sampleProvisionPermissions.docTypeName =
sampleProvisionPermissions.doctype

###### GROUPS
# regex of group allowed to assign to, extra layer of security, optional
kuali.edoclite.saveMembership.sampleProvisionPermissions.groupRegex = ^some:role:[^:]$

# list of allowed to assign to (comma separate), extra layer of security, optional,
#generally mutually exclusive with the groupRegex
kuali.edoclite.saveMembership.sampleProvisionPermissions.allowedGroups =

# edocliteFieldPrefix  checkboxes or textfields or whatever, put the prefix of the edoclite fieldif
here.
# so  the field prefix is , then it will look  groups0, groups1, etc to groups200...if "groups" for
# the value of the field is the group to add to
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldPrefix =

#  will be prefixed to the entered group name so the whole stem doesntthis
# have to be put on screen (also helps sandbox out the security)
kuali.edoclite.saveMembership.sampleProvisionPermissions.enteredGroupNamePrefix =

# groups (comma separated) id or name which the initiator will be assigned to when the document is 
final



kuali.edoclite.saveMembership.sampleProvisionPermissions.addMembershipToGroups =

# groups (comma separated) id or name which the initiator will be unassigned from when the document is
final
kuali.edoclite.saveMembership.sampleProvisionPermissions.removeMembershipFromGroups =

# delete date: yyyy/mm/dd or dd-Mon-yyyy
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldGroupDisabledDate = disabledDate

# enable date: yyyy/mm/dd or dd-Mon-yyyy
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldGroupEnabledDate = enabledDate

###### PERMISSIONS ROLES
# role to assign permissions to or   not doing permissions (mutually exclusive withnull if
edocliteFieldRoleForPermissions)
kuali.edoclite.saveMembership.sampleProvisionPermissions.roleForPermissions =

# role to assign permissions to (read from edoclite) or empty  not doing permissions (mutuallyif
exclusive with roleForPermissions)
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldRoleForPermissions = role

#  will be prefixed to the entered role name so the whole stem doesntthis
# have to be put on screen (also helps sandbox out the security)
kuali.edoclite.saveMembership.sampleProvisionPermissions.enteredRoleNamePrefix = some:role:

# allowed roles (e.g. from edoclite form) or empty  not validatingif
kuali.edoclite.saveMembership.sampleProvisionPermissions.allowedRolesForPermissions = some:role:user,
some:role:admin

###### PERMISSIONS OPERATIONS
# operation of assign|remove permissions (mutually exclusive with
edocliteFieldOperationForPermissions)
kuali.edoclite.saveMembership.sampleProvisionPermissions.operationForPermissions =

# operation to assign|remove permissions (read from edoclite) or empty  not doing permissionsif
(mutually exclusive with operationForPermissions)
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldOperationForPermissions =
operation

# allowed operations (e.g. from edoclite form) or empty  not validatingif
kuali.edoclite.saveMembership.sampleProvisionPermissions.allowedOperationsForPermissions =
assign_permission, remove_permission, replace_permissions

###### ACTIONS
# actions to assign permissions to or   not doing permissions (mutually exclusive withnull if
edocliteFieldRoleForPermissions)
kuali.edoclite.saveMembership.sampleProvisionPermissions.actionsForPermissions =

# actions to assign permissions to (read from edoclite) or empty  not doing permissions (mutuallyif
exclusive with actionsForPermissions)
#  is the prefix, appending 0,1,2 etc on the end.  so the fields would be someEdocliteFieldName0,this
someEdocliteFieldName1, etc
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldPrefixActionsForPermissions =
actionsFieldDef

# allowed actions (e.g. from edoclite form) or empty  not validatingif
kuali.edoclite.saveMembership.sampleProvisionPermissions.allowedActionsForPermissions = read, write

###### PERMISSIONS
# permissions to assign or   not doing permissions (mutually exclusive withnull if
edocliteFieldPrefixForPermissions)
kuali.edoclite.saveMembership.sampleProvisionPermissions.permissions =

# permissions to assign (read from edoclite) or empty  not doing permissions (mutually exclusiveif
with permissions)
#  is the prefix, appending 0,1,2 etc on the end.  so the fields would be someEdocliteFieldName0,this
someEdocliteFieldName1, etc
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldPrefixForPermissions =
permissionsFieldDef



# allowed permissions (e.g. from edoclite form) or empty  not validatingif
kuali.edoclite.saveMembership.sampleProvisionPermissions.allowedPermissions =

# regex of permissions allowed to assign, extra layer of security, optional
kuali.edoclite.saveMembership.sampleProvisionPermissions.permissionsRegex =
^penn:isc:ait:apps:someApp:permissions:.*$

#  will be prefixed to the entered permission name so the whole stem doesntthis
#have to be put on screen (also helps sandbox out the security)
kuali.edoclite.saveMembership.sampleProvisionPermissions.enteredPermissionNamePrefix =
penn:isc:ait:apps:someApp:permissions:

# delete date: yyyy/mm/dd or dd-Mon-yyyy
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldPermissionDisabledDate =
disabledDate

# enable date: yyyy/mm/dd or dd-Mon-yyyy
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldPermissionEnabledDate =
enabledDate

# field name which has blank or FALSE, TRUE, or GRANT   the user can delegate the permissions tofor if
others
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldPermissionsDelegatable =
delegation

# blank or FALSE, TRUE, or GRANT   the user can delegate the permissions to othersfor if
kuali.edoclite.saveMembership.sampleProvisionPermissions.permissionsDelegatable =

##################################################



Result

After the form is submitted and approved (whatever the approval workflow is), then whatever checkboxes are checked, those roles/permissions
will be (un)assigned to the requestor:

gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% orgAttributeDef = AttributeDefFinder.findByName( , "penn:isc:ait:apps:someApp.permissions.orgs"

);true
gsh 2% userRole = GroupFinder.findByName(grouperSession, , );"some:role:user" true
gsh 3% subject = SubjectFinder.findByIdentifier( , );"myid" true
gsh 4% member = MemberFinder.findBySubject(grouperSession, subject, );true
gsh 5%    
GrouperDAOFactory.getFactory().getPermissionEntry().findPermissions(GrouperUtil.toSetObject(orgAttributeDef.getId()),

, GrouperUtil.toSetObject(userRole.getId()), , ,null null true
GrouperUtil.toSetObject(member.getUuid()));
edu.internet2.middleware.grouper.permissions.PermissionEntry:
PermissionEntry[roleName=some:role:user,attributeDefNameName=penn:isc:ait:apps:someApp:permissions:english,action=write,sourceId=pennperson,subjectId=12345678,imm_mem=

,imm_perm= ,mem_depth=0,role_depth=-1,action_depth=0,attrDef_depth=0,perm_type=role_subject]true true
gsh 6%

Also, if there is an email address in "emailAdmins" config, then an email like this will be sent to as a confirmation to the admins of the form:

-----Original Message-----
From: noreply@school.edu [mailto:noreply@school.edu]
Sent: Tuesday, May 25, 2010 11:10 PM
To: Chris Hyzer
Subject: DEV:Grouper Rice auto-provision  document: sampleProvisionPermissions.doctypefor

Subject: id: 12345678, name: Michael Christopher Hyzer
name: Michael Christopher Hyzer
description: Michael Christopher Hyzer (myid, 12345678) (active) Staff - Isc Administrative Systems
Tools And Technologies - Programmer Analyst Sr (also: Alumni)
PENNNAME: myid
EMAIL: me@school.edu

Group addMember: some:role:user - SUCCESS_ALREADY_EXISTED, disabledDate: 2011-02-03 00:00:00.000

Operation: replace_permissions, overall result: SUCCESS
Permission: penn:isc:ait:apps:someApp:permissions:english, action: read, changed: T, deleted: T,
disabled: 2011/02/03 00:00:00.000, delegatable: TRUE
Permission: penn:isc:ait:apps:someApp:permissions:english, action: write, changed: F, deleted: F,
disabled: 2011/02/03 00:00:00.000, delegatable: TRUE

sdf
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Grouper Kuali Integration

In the Grouper-Kim connector jar there is a "post processor" which handles workflow events.  If you register this post processor in the Kuali
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doctype for your workflow (or there is another one for a Grouper post processor which also stores document results in the Kuali database):

<postProcessorName>edu.internet2.middleware.grouperKimConnector.postProcessor.GrouperEdoclitePostProcessor</postProcessorName>


Then you can configure a group that that doctype provisions into, and it can also send an email to admins so they can be sure things were done
and without error

###############################
# configure postprocessor actions on document types.  The string  ties the configs"sampleProvisioning"
# together, change that label  multiplefor

# doctype name that  applies tothis
kuali.edoclite.saveMembership.multipleProvisioning.docTypeName = sampleProvisionMultipleGroups.doctype

# regex of group allowed to assign to, extra layer of security, optional
kuali.edoclite.saveMembership.multipleProvisioning.groupRegex =

# list of allowed to assign to (comma separate), extra layer of security, optional,
#generally mutually exclusive with the groupRegex
kuali.edoclite.saveMembership.multipleProvisioning.allowedGroups = some:group:name0, some:group:name1

# edocliteFieldPrefix  checkboxes or textfields or whatever, put the prefix of the edoclite fieldif
here.
#so  the field prefix is , then it will look  groups0, groups1, etc to groups200...if "groups" for
#the value of the field is the group to add to
kuali.edoclite.saveMembership.multipleProvisioning.edocliteFieldPrefix = groupFieldDef

#  will be prefixed to the entered group name so the whole stem doesntthis
#have to be put on screen (also helps sandbox out the security)
kuali.edoclite.saveMembership.multipleProvisioning.enteredGroupNamePrefix = some:group:

# groups (comma separated) id or name which the initiator will be assigned to when the document is 
final
kuali.edoclite.saveMembership.multipleProvisioning.addMembershipToGroups =

# groups (comma separated) id or name which the initiator will be unassigned from when the document is
final
kuali.edoclite.saveMembership.multipleProvisioning.removeMembershipFromGroups =

# email addresses (comma separated) that should get an admin email that  was done (or errors)this
kuali.edoclite.saveMembership.multipleProvisioning.emailAdmins = mchyzer@isc.upenn.edu

# delete date: yyyy/mm/dd or dd-Mon-yyyy
kuali.edoclite.saveMembership.multipleProvisioning.edocliteFieldGroupDisabledDate = disabledDate

# enable date: yyyy/mm/dd or dd-Mon-yyyy
kuali.edoclite.saveMembership.multipleProvisioning.edocliteFieldGroupEnabledDate = enabledDate

At this point whoever fills out your form, and successfully is approved throughout that form's workflow, will be provisioned into the group
automatically.  Here is the full example

Note, you can also provision permissions:

###############################
# configure postprocessor actions on document types.  The string  ties the configs"sampleProvisioning"
# together, change that label  multiplefor

###### MISC
# email addresses (comma separated) that should get an admin email that  was done (or errors)this
kuali.edoclite.saveMembership.sampleProvisionPermissions.emailAdmins = mchyzer@isc.upenn.edu

# doctype name that  applies tothis

https://test.kuali.org/confluence/display/KULRICE/eDocLite+Provisioning+Example


kuali.edoclite.saveMembership.sampleProvisionPermissions.docTypeName =
sampleProvisionPermissions.doctype

###### GROUPS
# regex of group allowed to assign to, extra layer of security, optional
kuali.edoclite.saveMembership.sampleProvisionPermissions.groupRegex = ^some:role:[^:]$

# list of allowed to assign to (comma separate), extra layer of security, optional,
#generally mutually exclusive with the groupRegex
kuali.edoclite.saveMembership.sampleProvisionPermissions.allowedGroups =

# edocliteFieldPrefix  checkboxes or textfields or whatever, put the prefix of the edoclite fieldif
here.
# so  the field prefix is , then it will look  groups0, groups1, etc to groups200...if "groups" for
# the value of the field is the group to add to
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldPrefix =

#  will be prefixed to the entered group name so the whole stem doesntthis
# have to be put on screen (also helps sandbox out the security)
kuali.edoclite.saveMembership.sampleProvisionPermissions.enteredGroupNamePrefix =

# groups (comma separated) id or name which the initiator will be assigned to when the document is 
final
kuali.edoclite.saveMembership.sampleProvisionPermissions.addMembershipToGroups =

# groups (comma separated) id or name which the initiator will be unassigned from when the document is
final
kuali.edoclite.saveMembership.sampleProvisionPermissions.removeMembershipFromGroups =

# delete date: yyyy/mm/dd or dd-Mon-yyyy
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldGroupDisabledDate = disabledDate

# enable date: yyyy/mm/dd or dd-Mon-yyyy
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldGroupEnabledDate = enabledDate

###### PERMISSIONS ROLES
# role to assign permissions to or   not doing permissions (mutually exclusive withnull if
edocliteFieldRoleForPermissions)
kuali.edoclite.saveMembership.sampleProvisionPermissions.roleForPermissions =

# role to assign permissions to (read from edoclite) or empty  not doing permissions (mutuallyif
exclusive with roleForPermissions)
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldRoleForPermissions = role

#  will be prefixed to the entered role name so the whole stem doesntthis
# have to be put on screen (also helps sandbox out the security)
kuali.edoclite.saveMembership.sampleProvisionPermissions.enteredRoleNamePrefix = some:role:

# allowed roles (e.g. from edoclite form) or empty  not validatingif
kuali.edoclite.saveMembership.sampleProvisionPermissions.allowedRolesForPermissions = some:role:user,
some:role:admin

###### PERMISSIONS OPERATIONS
# operation of assign|remove permissions (mutually exclusive with
edocliteFieldOperationForPermissions)
kuali.edoclite.saveMembership.sampleProvisionPermissions.operationForPermissions =

# operation to assign|remove permissions (read from edoclite) or empty  not doing permissionsif
(mutually exclusive with operationForPermissions)
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldOperationForPermissions =
operation

# allowed operations (e.g. from edoclite form) or empty  not validatingif
kuali.edoclite.saveMembership.sampleProvisionPermissions.allowedOperationsForPermissions =
assign_permission, remove_permission, replace_permissions

###### ACTIONS
# actions to assign permissions to or   not doing permissions (mutually exclusive withnull if
edocliteFieldRoleForPermissions)
kuali.edoclite.saveMembership.sampleProvisionPermissions.actionsForPermissions =



# actions to assign permissions to (read from edoclite) or empty  not doing permissions (mutuallyif
exclusive with actionsForPermissions)
#  is the prefix, appending 0,1,2 etc on the end.  so the fields would be someEdocliteFieldName0,this
someEdocliteFieldName1, etc
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldPrefixActionsForPermissions =
actionsFieldDef

# allowed actions (e.g. from edoclite form) or empty  not validatingif
kuali.edoclite.saveMembership.sampleProvisionPermissions.allowedActionsForPermissions = read, write

###### PERMISSIONS
# permissions to assign or   not doing permissions (mutually exclusive withnull if
edocliteFieldPrefixForPermissions)
kuali.edoclite.saveMembership.sampleProvisionPermissions.permissions =

# permissions to assign (read from edoclite) or empty  not doing permissions (mutually exclusiveif
with permissions)
#  is the prefix, appending 0,1,2 etc on the end.  so the fields would be someEdocliteFieldName0,this
someEdocliteFieldName1, etc
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldPrefixForPermissions =
permissionsFieldDef

# allowed permissions (e.g. from edoclite form) or empty  not validatingif
kuali.edoclite.saveMembership.sampleProvisionPermissions.allowedPermissions =

# regex of permissions allowed to assign, extra layer of security, optional
kuali.edoclite.saveMembership.sampleProvisionPermissions.permissionsRegex =
^penn:isc:ait:apps:someApp:permissions:.*$

#  will be prefixed to the entered permission name so the whole stem doesntthis
#have to be put on screen (also helps sandbox out the security)
kuali.edoclite.saveMembership.sampleProvisionPermissions.enteredPermissionNamePrefix =
penn:isc:ait:apps:someApp:permissions:

# delete date: yyyy/mm/dd or dd-Mon-yyyy
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldPermissionDisabledDate =
disabledDate

# enable date: yyyy/mm/dd or dd-Mon-yyyy
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldPermissionEnabledDate =
enabledDate

# field name which has blank or FALSE, TRUE, or GRANT   the user can delegate the permissions tofor if
others
kuali.edoclite.saveMembership.sampleProvisionPermissions.edocliteFieldPermissionsDelegatable =
delegation

# blank or FALSE, TRUE, or GRANT   the user can delegate the permissions to othersfor if
kuali.edoclite.saveMembership.sampleProvisionPermissions.permissionsDelegatable =



##################################################
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Grouper Web UIs
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Grouper Web UIs as of v2.0

Main menu UI
Membership Update UI
Attribute framework UI
Permissions UI
Group and role editor
External subject management
Subject picker
Attribute picker (e.g. Grouper Resource or Permission Picker)

Background on Grouper Web UIs

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
https://spaces.internet2.edu/display/GrouperWG/Grouper+subject+picker


Grouper has always included a web-based user interface (called the " ") that exposes much of the API's capabilities. While appropriate toAdmin UI
administrators with a good grasp of the concepts underlying group management, and Grouper in particular, this UI was not optimal for many end
users who are concerned with managing only a few groups. In many cases it is most appropriate to embed the required group management
functionality in an existing application. Web services provide a platform neutral means of achieving such integration.

Since the Admin UI was developed, web browsers have standardized so that more interactive and user-friendly user interfaces are supportable.
Starting with Grouper v1.5, the Grouper UI was updated to allow the use of AJAX, and a set of "Lite UI" screens were added. The Membership

 (and eventually other Lite UI screens) can be linked to from the existing group summary page, or can be linked to directly byUpdate screen
passing appropriate parameters (groupId or groupName).  

The  calls for a .Grouper Roadmap new UI to be developed for Grouper 2.2

Main Menu UI
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Main Menu UI

Grouper Web UIs

The Grouper Ajax UI main menu:

Grouper Web Services
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Grouper Web Services

Add Member
Add or remove grouper privileges
Assign Attribute Definition Name Inheritance
Assign Attributes
Assign Permissions
Attribute Definition Name Delete
Attribute Definition Name Save
Authentication for Grouper Web Services
Delete Member
Find Attribute Definition Names
Find Groups
Find Stems
Get Attribute Assignments

https://spaces.internet2.edu/pages/viewpage.action?pageId=14517754
https://spaces.internet2.edu/display/Grouper/Grouper+UI+redesign+v2.2
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
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Get grouper privileges
Get Groups
Get Members
Get Memberships
Get Permission Assignments
Get Subjects
Group Delete
Grouper Web Services FAQ
Grouper Web Services for developers
Grouper Web Services Versioning
Grouper WS Authentication
Group Save
Has Member
Member change subject
Stem Delete
Stem Save

Introduction

Grouper web services (grouper-ws) is a J2EE web application which exposes common Grouper business logic through SOAP and REST.  See 
Web Services FAQ.

To deploy the services, download the warfile and configure the property files (e.g. subject sources, databases, logging, etc).  Configure 
.authentication

Note: there is a command line and java API web service client called Grouper Client

To implement a web service client:

Understand the object model.  All grouper-ws services are operations based on simple data structures.  The structures support Strings,
ints, arrays, and structure references.

Core web service API
Example structure (only "getters" and "setters" are applicable properties)
Each operation has many samples (authmated captures, versioned, and up to date).  Here is an example
Most options has a sensible default (e.g. MemberFilter defaults to All members)
Lookup objects in various (consistent) ways.  e.g. to delete a group, you can pass the name or uuid of the group.

Decide if you are using SOAP or REST (this is real REST, not Axis HTTP/XML)
Both SOAP and REST support the same API

Inside SOAP and REST, each operation has two levels of complexity, the normal one, and the Lite one.
Normal operation: can usually be batched (support a list of inputs, e.g. add multiple groups at once), supports complex inputs
(arrays or structures)
Lite operation: supports only inputs of scalars (no structures, no arrays... only Strings, ints, etc).  In REST this also means that
the request can be sent via query string only

If SOAP:
Implement based on WSDL.  Note, you cant get the 1.4 WSDL out of a 2.0 server, since it has backwards compatible changes
from 1.5 and 1.6.  You could get  though...this 1.4 WSDL from SVN

Grouper
client
version 

v1.4, v1.5, v1.6, v2.0 (server version) Endpoint WSDL from server 

1.4 https://server.address/grouperWs/services/GrouperService https://server.address/grouperWs/services/GrouperService?wsdl

1.5 https://server.address/grouperWs/services/GrouperService https://server.address/grouperWs/services/GrouperService?wsdl

1.6 https://server.address/grouperWs/services/GrouperService https://server.address/grouperWs/services/GrouperService?wsdl

2.0 https://server.address/grouperWs/services/GrouperService_v2_0 https://server.address/grouperWs/services/GrouperService_v2_0?wsdl

Note, if your servlet is not grouperWs (e.g. grouper-ws) then adjust accordingly.
There is a  with sample Java client sample calls

If REST:
Decide what format you want to send and receive data.  grouper-ws supports , as well as query stringsXHTML, XML, and JSON
for input (in URL or message body)
There are many samples

Understand versioning

https://spaces.internet2.edu/display/Grouper/Web+Services+FAQ
https://spaces.internet2.edu/display/Grouper/Grouper+Client
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsResponseMeta.html
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/addMember/WsSampleAddMemberLite_soap.txt
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/branches/GROUPER_1_4_BRANCH/grouper-ws/grouper-ws-java-generated-client/GrouperService.wsdl?view=co
https://server.address/grouperWs/services/GrouperService
https://server.address/grouperWs/services/GrouperService?wsdl
https://server.address/grouperWs/services/GrouperService
https://server.address/grouperWs/services/GrouperService?wsdl
https://server.address/grouperWs/services/GrouperService
https://server.address/grouperWs/services/GrouperService?wsdl
https://server.address/grouperWs/services/GrouperService_v2_0
https://server.address/grouperWs/services/GrouperService_v2_0?wsdl
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws-java-generated-client/
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws-java-generated-client/src/edu/internet2/middleware/grouper/webservicesClient/
https://spaces.internet2.edu/display/Grouper/Grouper+WS+Lite+-+REST+input+-+output+XHTML+-+XML+-+JSON
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/src/test/edu/internet2/middleware/grouper/ws/samples/rest/
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https://spaces.internet2.edu/confluence/download/attachments/3014660/webServicePresentation.pptPresentation about Grouper web services

.NET client development guide

PHP client development guide

Guidelines For Working With Grouper Web Services

There is a bug we are tracking with Axis, where if you skip String params, it will mix up the params.  So, if you are passing a param to a
web service, make sure you pass empty strings for all null params before the param
Code clients with a mindset that the service might change in subtle ways.  e.g. a result code might be added (check for success flag
element, not success result code), an element might be added in a result object, another input element might be added to end of list, etc. 
Expect elements to be added in data
Make sure there is a property in the client of the URL and version for the service.  The version of the service might change the URL (up to
service deployer)...

Operations

addMember: assign a member to a group
If already a member, that is ok
Accepts batches of members (non-Lite)
Accepts flag to say that any members not in batch should be removed (e.g. replace list)

deleteMember: unassign a member from a group
If not a member, that is ok
Accepts batches of members (non-Lite)

Get Members: return the members (including subject data) in a group (from direct or indirect membership)
Will accept member filter (All, Effective, Immediate, Composite)
Accepts batches of groups (non-Lite)

getMemberships
Will accept member filter (All, Effective, Immediate, Composite)
Accepts batches of subjects and groups (non-Lite)

hasMember: see if a subject is a member of a group
Will return true or false
Accepts batches of subject ids or identifers (returns batches of true's / false's) (non-Lite)
Will accept member filter (All, Effective, etc)
Can query on field (permission)

getGroups: list groups for a subject
Will accept member filter (All, Effective, etc)
Accepts batches of subjects (non-Lite)

groupSave
Create / update a group
Accepts batches of groups (non-Lite)

groupDelete
Delete a group
Accepts batches of groups (non-Lite)

getGrouperPrivileges
View privileges (many combinations of input are acceptable)
Can view all privileges for the subject, group, stem, specific privilege and combinations thereof

assignGrouperPrivileges
Add or remove a privilege for a subject and (group or stem)
Will not fail if the privilege is already assigned or revoked

findGroups
Can query for groups based on name, uuid, parent stem, or a substring query
Can create complex queries with group match (AND, OR, MINUS) (non-Lite)

findStems
Can query for stems based on name, uuid, parent stem, or a substring query
Can create complex queries with group match (AND, OR, MINUS) (non-Lite)

findAttributeDefNames
Can query for attributeDefNames/permissionNames based on name, uuid, inheritance, or a substring query
Can sort/page

stemSave 
Create / update a stem
Accepts batches of stems (non-Lite)

stemDelete
Delete a stem
Accepts batches (non-Lite)

memberChangeSubject
Change the subject of a current member
Accepts batches (non-Lite)

assignAttributes
Assign or remove attributes (new attribute framework) from groups, stems, memberships, members, assignments, etc
Accepts batches (non-Lite)

getAttributeAssignments
Retrieves attribute assignments (new attribute framework) from groups, stems, memberships, members, assignments, etc

https://spaces.internet2.edu/confluence/download/attachments/3014660/webServicePresentation.ppt
https://spaces.internet2.edu/display/Grouper/Web+service+presentation
https://spaces.internet2.edu/display/Grouper/.NET+Clients+for+Grouper+WS
https://spaces.internet2.edu/display/Grouper/PHP+Clients+for+Grouper+Web+Service


Batch or Lite
assignPermissions

Assign or remove permissions from roles or individual subjects (in the context of a role)
Batch or Lite

getPermissionAssignments
Retrieves permission assignments from roles or individual subjects (in the context of a role)
Batch or Lite

Get Subjects
Lookup or search for subjects and attributes
Batch or Lite

attributeDefNameSave
Create / update an attributeDefName
Accepts batches of attributeDefNames (non-Lite)

attributeDefNameDelete
Delete an attributeDefName
Accepts batches of attributeDefNames lookups (non-Lite)

Features

API
Batched operations (e.g. add 100 subjects to a group at once).  There is a separate server-side max-in-batch param in the
grouper-ws.properties.
Transaction support (if any fails in one batch request, rollback all in that single batch request)

Authentication
Let container or web server handle
o   PKI
o   http-simple-auth
o   Source IP address filtering (TODO)
Custom authenticator
WS-Security
o   PKI
o   Kerberos
Proxying. The web service can execute operations based on an underlying user, not the authenticating user.  Note the
authenticating user must have appropriate permissions

Error Handling
Error codes and error messages are sent in responses, as well as warnings.  In batched mode, batches of response codes are
returned.  In REST, the http status code is used as well.

Clients
Grouper will provide a quick start with Java, and it is up to users to create their own clients.  The SOAP and REST are based on
the HTTP documents, so any programming language will work

Web Service Implementation
Apache Axis for SOAP, and home-grown for REST

Quick start

Note the WS is included in the .  Checkout the appropriate projects under , read the  in theGrouper Installer grouper-ws README.txt
grouper-ws/grouper-ws cvs directory

Build Script

Note the WS is included in the .  (it will build and configure it). The build script for grouper-ws is pretty basic.  Generally just doGrouper Installer
the default (dist).  There is also an "ant grouper" target to build a new grouper jar, and "ant quick" to do everything but generate the Axis files
(takes 3 minutes).

http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/README.txt?view=co


C:\mchyzer\isc\dev\grouper\grouper-ws>ant
Buildfile: build.xml

dist:

clean:
   [delete] Deleting directory C:\mchyzer\isc\dev\grouper\grouper-ws\build
    [mkdir] Created dir: C:\mchyzer\isc\dev\grouper\grouper-ws\build\grouper-ws
    [mkdir] Created dir: C:\mchyzer\isc\dev\grouper\grouper-ws\build\dist
    [mkdir] Created dir: C:\mchyzer\isc\dev\grouper\grouper-ws\build\dist\grouper-ws

compile:
    [javac] Compiling 10 source files to C:\mchyzer\isc\dev\grouper\grouper-ws\build\grouper-ws
    [javac]
C:\mchyzer\isc\dev\grouper\grouper-ws\src\grouper-ws\edu\internet2\middleware\grouper\webservices\GrouperSer
viceServlet.java:33:
warning: [deprecation] getEPRForService(java.lang.String,java.lang.String) in org.apache.axis2.tran
sport.TransportListener has been deprecated
    [javac] public class GrouperServiceServlet extends AxisServlet {
    [javac]        ^
    [javac] 1 warning

generate-aar:
    [mkdir] Created dir: C:\mchyzer\isc\dev\grouper\grouper-ws\build\dist\webservices\classes
   [delete] Deleting directory C:\mchyzer\isc\dev\grouper\grouper-ws\build\dist\webservices\classes
    [mkdir] Created dir: C:\mchyzer\isc\dev\grouper\grouper-ws\build\dist\webservices\classes
     [copy] Copying 13 files to C:\mchyzer\isc\dev\grouper\grouper-ws\build\dist\webservices\classes
      [jar] Building jar:
C:\mchyzer\isc\dev\grouper\grouper-ws\webapp\WEB-INF\services\GrouperService.aar
      [jar] Building jar: C:\mchyzer\isc\dev\grouper\grouper-ws\build\dist\grouper-ws.jar
    [mkdir] Created dir: C:\mchyzer\isc\dev\grouper\grouper-ws\build\dist\grouper-ws\WEB-INF\classes
    [mkdir] Created dir: C:\mchyzer\isc\dev\grouper\grouper-ws\build\dist\grouper-ws\WEB-INF\lib
     [copy] Copying 12 files to
C:\mchyzer\isc\dev\grouper\grouper-ws\build\dist\grouper-ws\WEB-INF\classes
     [copy] Copying 30 files to
C:\mchyzer\isc\dev\grouper\grouper-ws\build\dist\grouper-ws\WEB-INF\lib
     [copy] Copying 11 files to C:\mchyzer\isc\dev\grouper\grouper-ws\build\dist\grouper-ws
      [jar] Building jar: C:\mchyzer\isc\dev\grouper\grouper-ws\build\dist\grouper-ws.war

BUILD SUCCESSFUL
Total time: 22 seconds
The system cannot find the batch label specified - end

C:\mchyzer\isc\dev\grouper\grouper-ws>

 Notice the generate-aar target.  This is what makes the axis archive, which is all the classes needed for axis to determine the wsdl, along with the
services.xml config file.

Axis is ~40 jars, though most of them are pretty axis specific.  There is an ant target which will compress most of these into one jar
(axisBundle.jar).  Here is the ant help:



C:\mchyzer\isc\dev\grouper\grouper-ws>ant help
Buildfile: build.xml

help:
     [echo] Please ensure you have read the documentation -
     [echo] and created a build.properties file based on the template provided
     [echo]
     [echo] The following targets are available - type the appropriate name:
     [echo]
     [echo] 1) default (dist)
     [echo]      Simply builds, without cleaning, to the webapp.folder
     [echo] 2) clean
     [echo]      Clean the webapp folder, and classfiles, and build
     [echo] 3) generate-aar
     [echo]      Make the axis archive, which is the classfiles and services.xml that axis needs.  You
need to do this i
f you ever change anything that changes the wsdl.  You can do this automatically in dist by setting a
property in the bu
ild.properties
     [echo] 4) generate-axis-bundle-jar
     [echo]      Take all the bundlable axis jars (in lib/axis-bundle), unjar, and jar back up into
one jar
     [echo]

BUILD SUCCESSFUL
Total time: 0 seconds
The system cannot find the batch label specified - end

C:\mchyzer\isc\dev\grouper\grouper-ws>

Subject attributes

 1. The default attribute names (comma separated) sent back for each request are specified in grouper-ws.properties under the key:

ws.subject.result.attribute.names

2. If the caller sets T to retrieve subject detail, then the attributes will be appended to that list in grouper-ws.properties key:

ws.subject.result.detail.attribute.names

3. If the caller specifies subjectAttributeNames in the request (comma separated), then those will be appended to the list (independent of the
detail attributes).

So there are central settings, and caller settings that you need to design for and specify...

Note if subjectId and subjectIdentifier are filled in with the same value, it will find by subject id or identifier.

Fields and permissions

 If you want to check to see if a subject as a group permission, or to get a list of people with a certain permissions on a group, use hasMember or
getMembers, and pass the name of the field (note this list depends on your configuration):

select name from grouper_fields where type != 'naming';

admins
description
displayExtension
displayName
extension
members
name
optins
optouts
readers
requireActiveEmployee
requireAlsoInGroups
updaters
viewers
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To do's (post 1.6.0)

add logging filter
fix javadoc warnings
look into axis2 1.5, see if  fixed, see if samples/wsdl changeserror
add move subject service
improve auto-toString methods in resultMessage
look at acegi
add ip source filtering to grouper

Add Member

Wiki Home Download Grouper Grouper Guides Community Contributions Developer Resources Grouper Website

Grouper Web Services

Description

Add member will add or replace the membership of a group.  This affects only direct memberships, not indirect memberships.  If the user is
already a member of the group it is still a success

Features

Can assign membership to a "field"  or "list", this is a custom type of membership to the group
Lookup subjects by subject lookup (by id, source, identifier, etc).  To add a group to another group, lookup the groupToAdd by putting the
group uuid (e.g. fa2dd790-d3f9-4cf4-ac41-bb82e63bff66) in the subject id of the subject lookup.  Optionally you can use g:gsa as the
source id.
Lookup groups by group lookup (by name or uuid)
Returns group / subject information, can be detailed or not
Can actAs another user
You can specify addExternalSubjectIfNotFound to T or F, if this is a search by id or identifier, with no source, or the external source, and
the subject is not found, then add an external subject (if the user is allowed to do this)

Add member Lite service

Accepts one group and one member to add direct membership to group
Documentation:  (click on addMemberLite),  (click on addMemberLite)SOAP REST

https://issues.apache.org/jira/browse/AXIS2-3364
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co


For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A): PUT /grouper-ws/servicesRest/v1_3_000/groups/aStem%3AaGroup/members/10021368
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Add member service

Accepts one group and many members to add direct membership to group
Can either add multiple members to a group, or can replace all existing members
Can operate in one transaction, or can let each membership add in its own separate unit
Documentation:  (click on addMember),  (click on addMember)SOAP REST
REST request (colon is escaped to %3A): PUT /grouper-ws/servicesRest/v1_3_000/groups/aStem%3AaGroup/members
(see documentation above for details): , Request object response object
Response codes overall, response codes for each assignment
Returns an overall status, and a status for each assignment
Samples (all files without "Lite" in them, click on "download" to see files)

Add or remove grouper privileges
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Grouper Web Services

Description

" " will add or remove privileges for a subject and (group or stem). If you are adding a privilege and it alreadyAdd or remove grouper privileges
exists (immediate privilege), then it will not fail, and it will notify you in the response (still considered a success). If you are removing a privilege,
and there was no immediate privileges to remove, it will be a success, and will notify you by response code. If you remove a privilege, and there is
an "effective" privilege still there (which means the subject has the privilege, just not directly), it will be a success, and you will be notified via
response code.

Features

Will only edit the privileges the web service user (or actAs) is allowed to see
Lookup subjects/members by subject lookup (by id, source, identifier, etc)
Lookup groups/stems by group lookup or stem lookup (name or uuid)
Returns subject information of the subject
Returns the group or stem information
Can actAs another user
Failsafe, will not fail if adding a privilege that is already there, or removing one that is already gone
Descriptive response codes give information about the existing privileges
If replaceAllExisting is T, then allowed must be set to T.  This will assign the provided privilege(s) to the provided subject(s), and remove
it from all other subjects who are assigned. If F or blank, assign or remove  (depending on value provided in 'allowed') the provided
privilege(s) from the provided subject(s)

Assign grouper privileges Lite service

Accepts one subject, one privilege type and name, if allowed, and one group or stem lookup
Documentation:  (click on assignGrouperPrivileges),  (click on assignGrouperPrivileges)SOAP REST
For REST, a request body is required (probably via POST)
REST request (colon is escaped to %3A): PUT (or POST) /grouper-ws/servicesRest/v1_4_000/grouperPrivileges
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Assign Attribute Definition Name Inheritance
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Grouper Web Services

Description

Assign attribute definition name inheritance based on lookups by name or ID. This is new as of Grouper v2.1.  Note: attribute definition name
inheritance is only used for permissions (e.g. if the permission names are an org chart there would be inheritance)

http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/group/WsRestAddMemberLiteRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsAddMemberLiteResult.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsAddMemberLiteResult.WsAddMemberLiteResultCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/addMember/
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/group/WsRestAddMemberRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsAddMemberResults.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsAddMemberResults.WsAddMemberResultsCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsAddMemberResult.WsAddMemberResultCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/addMember/
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
https://bugs.internet2.edu/jira/browse/GRP-179
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/group/WsRestAssignGrouperPrivilegesLiteRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsAssignGrouperPrivilegesLiteResult.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsAssignGrouperPrivilegesLiteResult.WsAssignGrouperPrivilegesLiteResultCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/assignGrouperPrivileges/
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/


Features

Pass in one parent attribute def name lookup by name or id
Pass in one or many child attribute def name lookup by name or id (note, only the non-lite service can pass more than one child lookup)
Pass in whether this an assignment or a removal of an assignment
Can replace the current child list with the inputted list (non-lite only)
Can pass in a txType so that you can run all the changes in one transaction, or just finish the work that is possible with no enclosing
transaction
Returns if it was successful or not, and returns a string detailing how many inserts, deletes, and no-ops there were (if the inheritance or
lack of already existed in that state)
Can actAs another user

assignAttributeDefNameInheritance Lite service

Accepts one attribute def name child to assign or unassign...
Documentation:  (click on assignAttributeDefNameInheritanceLite),  (click on assignAttributeDefNameInheritanceLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A): PUT /grouper-ws/servicesRest/v2_1_000/attributeDefNames

Note: if passing data in request body e.g. actAs, use a POST
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

assignAttributeDefNameInheritance service

Accepts multiple attributeDefName children to assign or unassign
Documentation:  (click on assignAttributeDefNameInheritance),  (click on assignAttributeDefNameInheritance)SOAP REST
REST request (colon is escaped to %3A): POST /grouper-ws/servicesRest/v2_1_000/attributeDefNames
(see documentation above for details): , Request object response object
Response codes
Returns an overall status, and a status for each assignment
Samples (all files without "Lite" in them, click on "download" to see files)

Assign Attributes
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Grouper Web Services

Description

Assign or remove attributes and values of attribute assignments.  These attributes can be on groups, stems, members, memberships (immediate
or any), attribute definitions, or on assignments of attributes (one level deep).

You can lookup attributes by attribute definition name, or attribute definition id

All assignments will be filtered for security based on the logged in or acted as user (security rules are on )attribute framework wiki

The returned data will include the attribute assignments, value(s) on those assignments, and a normalized list of references (owner objects e.g.
group/stem/etc, attribute definitions, attribute names, etc), if things changed or were already assigned, etc

You can assign attributes to multiple owners, definitions, actions, etc

attributeAssignType is a required field, must be: group, member, stem, any_mem, imm_mem, attr_def, group_asgn, mem_asgn, stem_asgn,
any_mem_asgn, imm_mem_asgn, attr_def_asgn

attributeAssignOperation is required and is the operation to perform for attribute on owners, from enum AttributeAssignOperation: assign_attr,
add_attr, remove_attr, replace_attrs.  In this case, assigning an attribute will not assign if already there.  add_attr will add this assignment even if
it is already there (attribute definition must allow multi assignments)

attributeAssignValueOperation is required if passing values to assign.  It is the operation to perform for attribute value on attribute assignments:
assign_value, add_value, remove_value, replace_values.  Like the attribute assign operation, assign_value will assign if not there, or ignore if
already there.  add_value will add even if assigned.  And replace_values will remove orphans not in the assign list.

Features

Can pass owners, actions, values, etc.  If multiples are passed, then each attribute def name will be assigned for each action on each
owner.
Lookup owner or other objects by object lookup (by id, name, etc)
Returns group / subject information, can be detailed or not

http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/attribute/WsRestAssignAttributeDefNameInheritanceLiteRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/coresoap/WsAssignAttributeDefNameInheritanceResults.html?view=co
http://anonsvn.internet2.edu/viewvc/viewvc.py/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/coresoap/WsAssignAttributeDefNameInheritanceResults.WsAssignAttributeDefNameInheritanceResultsCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/assignAttributeDefNameInheritance/
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co&pathrev=HEAD
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/attribute/WsRestAssignAttributeDefNameInheritanceRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/coresoap/WsAssignAttributeDefNameInheritanceResults.html?view=co
http://anonsvn.internet2.edu/viewvc/viewvc.py/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/coresoap/WsAssignAttributeDefNameInheritanceResults.WsAssignAttributeDefNameInheritanceResultsCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/assignAttributeDefNameInheritance/
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/


Can actAs another user

Assign attributes lite service

Accepts one group, or one subject, or stem, one attribute definition name, one action to assign, one value (optional)
Documentation:  (click on assignAttributesLite),  (click on assignAttributesLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A):

PUT /grouper-ws/servicesRest/v1_6_000/assignAttributes
Note: if passing data in request body e.g. actAs, use a POST

(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)
Samples with value assignment

Get attribute assignments service

Accepts multiple groups or subjects or memberhipIds (or combination) etc, attribute definitions, actions, etc to assign
Documentation:  (click on assignAttributes),  (click on assignAttributes)SOAP REST
REST request (colon is escaped to %3A):

POST /grouper-ws/servicesRest/v1_6_000/assignAttributes
(see documentation above for details): , Request object response object
Response codes overall
Returns an overall status
Samples (all files without "Lite" in them, click on "download" to see files)
Samples with value assignment

Assign Permissions
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Description

Assign or remove permissions.  These permissions can be on roles or subjects (in the context of a role).

You can lookup permissions to assign by attribute definition name, or attribute definition id

All assignments will be filtered for security based on the logged in or acted as user (security rules (on groups or any memberships) are on 
). Generally you need ATTR_UPDATE on the attributeDef of the permission, and UPDATE on the Role (group).attribute framework wiki

The returned data will include the attribute assignments and a normalized list of references (owner objects e.g. group/etc, attribute definitions,
attribute names, etc), if things changed or were already assigned, etc

You can assign multiple permissions to multiple owners, actions, etc (non-lite)

permissionType is a required field (from enum PermissionType), must be: role or role_subject (for permissions assigned to a subject in the
context of a role)

permissionAssignOperation is required and is the operation to perform for attribute on owners, from enum PermissionAssignOperation:
assign_permission, remove_permission, replace_permissions.  In this case, assigning a permission will not assign if already there (but you can
edit its metadata e.g. .

Features

Can pass owners, actions, etc.  If multiples are passed, then each permission def name (attributeDefName) will be assigned for each
action on each owner.
Lookup owner or other objects by object lookup (by id, name, etc)
Returns role (group) / subject information, can be detailed or not
Can actAs another user

Assign permissions lite service

Accepts one role, or one subject/role pair, one action, one permission def name to assign
Documentation:  (click on assignPermissionsLite),  (click on assignPermissionsLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A):

PUT /grouper-ws/servicesRest/v1_6_000/assignPermissions
Note: if passing data in request body e.g. actAs, use a POST

http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/attribute/WsRestAssignAttributesLiteRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsAssignAttributesLiteResults.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsAssignAttributesResults.WsAssignAttributesResultsCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/assignAttributes/
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/assignAttributesWithValue/
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/attribute/WsRestAssignAttributesRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsAssignAttributesResults.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsAssignAttributesResults.WsAssignAttributesResultsCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/assignAttributes/
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/assignAttributesWithValue/
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co


(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Assign permission assignments service

Accepts multiple roles or subject/role pairs, permission definitions, actions, etc to assign
Documentation:  (click on assignPermissions),  (click on assignPermissions)SOAP REST
REST request (colon is escaped to %3A):

POST /grouper-ws/servicesRest/v1_6_000/assignPermissions
(see documentation above for details): , Request object response object
Response codes overall
Returns an overall status
Samples (all files without "Lite" in them, click on "download" to see files)

Attribute Definition Name Delete
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Description

Delete attribute definition names based on name or ID. This is new as of Grouper v2.1

Features

Delete attribute definition name based on name or ID
Non-lite service can delete multiple attributeDefNames at once
Can pass in a txType so that you can run all the deletes in one transaction, or just finish the work that is possible with no enclosing
transaction
Returns attribute definition name(s), and the result code of if it was deleted or not (still a success if it didnt exist, though if the folder didnt
exist, that is bad)
Can actAs another user

attributeDefNameDelete Lite service

Accepts one attribute def name to delete...
Documentation:  (click on attributeDefNameDeleteLite),  (click on attributeDefNameDeleteLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A): DELETE /grouper-ws/servicesRest/v2_1_000/attributeDefNames

Note: if passing data in request body e.g. actAs, use a POST
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

attributeDefNameDelete service

Accepts multiple attributeDefNames to delete
Documentation:  (click on attributeDefNameDelete),  (click on attributeDefNameDelete)SOAP REST
REST request (colon is escaped to %3A): POST /grouper-ws/servicesRest/v2_1_000/attributeDefNames
(see documentation above for details): , Request object response object
Response codes
Returns an overall status, and a status for each assignment
Samples (all files without "Lite" in them, click on "download" to see files)

Attribute Definition Name Save
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Description

Add or edit attribute definition names based on name or ID. This is new as of Grouper v2.1
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Features

Add or edit an attribute definition name
If you are editing an existing attribute definition name, you can look it up by name or id
You can specify a saveMode of INSERT, UPDATE, or INSERT_OR_UPDATE.  If you specify INSERT and the attributeDefName exists, it
will be an error.  If you specify UPDATE and the attributeDefName exists, it will be an error.
Non-lite service can save multiple attributeDefNames at once
You can have this operation automatically create parent stems if they do not exist
Can pass in a txType so that you can run all the saves in one transaction, or just finish the work that is possible with no enclosing
transaction
Can set the name, display name, and description of an attribute def name.  Specify the attribute definition it is linked to (by name or id)
Returns attribute definition name(s), and the result code of if it was inserted or updated
Can actAs another user

attributeDefNameSave Lite service

Accepts one attribute def name to save...
Documentation:  (click on attributeDefNameSaveLite),  (click on attributeDefNameSaveLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A): PUT /grouper-ws/servicesRest/v2_1_000/attributeDefNames

Note: if passing data in request body e.g. actAs, use a POST
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

attributeDefNameSave service

Accepts multiple attributeDefNames to save
Documentation:  (click on attributeDefNameSave),  (click on attributeDefNameSave)SOAP REST
REST request (colon is escaped to %3A): POST /grouper-ws/servicesRest/v2_1_000/attributeDefNames
(see documentation above for details): , Request object response object
Response codes
Returns an overall status, and a status for each assignment
Samples (all files without "Lite" in them, click on "download" to see files)

Authentication for Grouper Web Services
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Authentication for Grouper Web Services

 Default authentication

Out of the box, grouper-ws uses container authentication (non-rampart).   The web.xml protects all services and expects the users to be in the
role "grouper_user".  For tomcat, in the tomcat-users.xml, just have entries like this, and you are all set:

<role rolename="grouper_user"/>
  <user username="jota" password="whatever" roles="grouper_user"/>
  <user username="jobr" password="whatever" roles="grouper_user"/>
  <user username="eldo" password="whatever" roles="grouper_user"/>

Note that users to the web service need to be Subjects, and you can configure the default source in the grouper-ws.properties especially if you
have subjectId overlap in various sources.

Note the default authentication in grouper-ws is http-basic, so for this and other reasons make sure your deployments of grouper-ws are protected
with SSL. 

Note that, for some container technologies, container authentication can be externalized in various ways. A common deployment configuration is
to externalize tomcat authentication to Apache 2.2+ using the AJP protocol. This permits several popular authentication technologies to be used
in conjunction with grouper-ws.

Custom authentication plugin

If you want custom authentication (e.g. pass in a token, and decode it), then implement the interface
edu.internet2.middleware.grouper.ws.security.WsCustomAuthentication and configure your fully qualified classname in the
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grouper-ws.properties.  The default is an implementation of this interface as an example:
edu.internet2.middleware.grouper.ws.security.WsGrouperDefaultAuthentication, which just gets the user from the container:
httpServletRequest.getUserPrincipal().getName()

Rampart 

Rampart is Jakarta's WS-Security implementation.  We have vanilla  working with grouper-ws (thanks to Sanjay Vivek). Rampart authentication
Unfortunately it doesnt work out of the box since it seems Rampart and basic auth cannot work together in the web app.  If you want to run basic
auth and rampart at the same time, you should deploy two separate web apps.

Note the URL for rampart in grouper-ws is the same, it will look like this: /grouper-ws/services/GrouperService

Also, for Rampart, you need custom logic to authenticate users.  To use rampart, configure the grouper-ws.properties entry:
ws.security.rampart.authentication.class.  An example is: edu.internet2.middleware.grouper.ws.security.GrouperWssecSample.  Until you
configure that, clients will get a 404 http status code.  This assumes you are using WSPasswordCallback, if not, just provide your own class
directly to the services.xml file (and grouper-ws requires you have an implementation of the interface anyway which wont be executed). 

You need to tell grouper that wssec is enabled in the web.xml servlet param (uncomment):

<servlet>
        <servlet-name>AxisServlet</servlet-name>
        <display-name>Apache-Axis Servlet</display-name>
        <servlet-class>edu.internet2.middleware.grouper.ws.GrouperServiceAxisServlet</servlet-class>
        <load-on-startup>1</load-on-startup>
    <!-- hint that this is the wssec servlet -->
    <init-param>
      <param-name>wssec</param-name>
      <param-value>true</param-value>
    </init-param>
    </servlet>

Also you need to comment out the container auth in web.xml:

<!--  security-constraint>
        <web-resource-collection>
            <web-resource-name>Web services</web-resource-name>
            <url-pattern>/services/*</url-pattern>
        </web-resource-collection>
        <auth-constraint>
            <role-name>grouper_user</role-name>
        </auth-constraint>
    </security-constraint -->

Then you need to enable the correct .aar file. 

If you are using a binary grouper-ws.war, just rename the following two files
/WEB-INF/services/GrouperService.aar to /WEB-INF/services/GrouperService.aar.ondeck
/WEB-INF/services/GrouperServiceWssec.aar.ondeck to /WEB-INF/services/GrouperServiceWssec.aar

If you are building, just set the param in the build.properties: webapp.authentication.use.rampart
Here is a sample client

HTTP basic authentication (use)

 In the web.xml for the grouper-ws project, protect all services:

https://spaces.internet2.edu/display/Grouper/The+Newcastle+University+Grouper+page


<security-constraint>
  <web-resource-collection>
   <web-resource-name>Web services</web-resource-name>
   <url-pattern>/services/*</url-pattern>
  </web-resource-collection>
  <auth-constraint>
   <!-- NOTE:  This role is not present in the default users file -->
   <role-name>grouper_user</role-name>
  </auth-constraint>
 </security-constraint>

 <!-- Define the Login Configuration for this Application -->
 <login-config>
  <auth-method>BASIC</auth-method>
  <realm-name>Grouper Application</realm-name>
 </login-config>

 <!-- Security roles referenced by this web application -->
 <security-role>
  <description>
   The role that is required to log in to the Manager
   Application
  </description>
  <role-name>grouper_user</role-name>
 </security-role>
</web-app>

Now send the user and pass in the web service client.
Here is an example with Axis generated clients:

GrouperServiceStub stub = new GrouperServiceStub(
                "http://localhost:8090/grouper-ws/services/GrouperService");
        Options options = stub._getServiceClient().getOptions();
        HttpTransportProperties.Authenticator auth = new HttpTransportProperties.Authenticator();
        auth.setUsername("user");
        auth.setPassword("pass");

        options.setProperty(HTTPConstants.AUTHENTICATE, auth);

Here is an example with a manual HttpClient:

HttpClient httpClient = new HttpClient();
        GetMethod getMethod = new GetMethod(
               
"http://localhost:8091/grouper-ws/services/GrouperService/addMemberSimple?groupName=aStem:aGroup&subjectId=10021368&actAsSubjectId=GrouperSystem");

httpClient.getParams().setAuthenticationPreemptive(true);
        Credentials defaultcreds = new UsernamePasswordCredentials("user", "pass");
        httpClient.getState().setCredentials(new AuthScope("localhost", 8091), defaultcreds);

        httpClient.executeMethod(getMethod);

ActAs configuration

To enable web service users to act as another user (proxy), enable the setting in the grouper-ws grouper.properties

# Web service users who are in the following group can use the actAs field to act as someone else
ws.act.as.group = aStem:aGroup

If you specify a group name in there, you can pass in the actAs field if you connect to the web service as a user who is in the ws.act.as.group
group.  Here is an example with the axis generated client.



//set the act as id
        WsSubjectLookup actAsSubject = WsSubjectLookup.class.newInstance();
        actAsSubject.setSubjectId("GrouperSystem");
        addMember.setActAsSubjectLookup(actAsSubject);

There are advanced settings, you can specify multiple groups in the grouper-ws.properties, and you can even limit who the users can act as (in a
specific group).

Additional Information

The G-FIV-O Project has produced a report that delves further into options for securing Grouper Web Services. 
GFIVO: Multiple Security Mechanisms Web Services Deployment

Delete Member
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Description

Delete member will delete or replace the membership of a group.  This affects only direct memberships, not indirect memberships.  If the user is
in an indirect membership, this is still a success

Features

Can unassign membership to a "field"  or "list", this is a custom type of membership to the group
Lookup subjects by subject lookup (by id, source, identifier, etc)
Lookup groups by group lookup (by name or uuid)
Returns group / subject information, can be detailed or not
Can actAs another user

Delete member Lite service

Accepts one group and one member to delete direct membership to group
Documentation:  (click on deleteMemberLite),  (click on deleteMemberLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A): DELETE /grouper-ws/servicesRest/v1_3_000/groups/aStem%3AaGroup/members/10021368

Note: if passing data in request body e.g. actAs, use a POST
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Delete member service

Accepts one group and many members to delete direct membership to group
Can either delete multiple members to a group, or can replace all existing members
Can operate in one transaction, or can let each membership delete in its own separate unit
Documentation:  (click on deleteMember),  (click on deleteMember)SOAP REST
REST request (colon is escaped to %3A): POST /grouper-ws/servicesRest/v1_3_000/groups/aStem%3AaGroup/members
(see documentation above for details): , Request object response object
Response codes overall, response codes for each assignment
Returns an overall status, and a status for each assignment
Samples (all files without "Lite" in them, click on "download" to see files)

Find Attribute Definition Names
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Description

Find attribute definition names based on name, search filter, permission name inheritance, etc. This is new as of Grouper v2.1
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Features

Search by a list of names or ids
Search by a search filter
Search filter can "split scope" like a combobox, where the term is split by whitespace and appended to wildcards in an AND clause.  e.g.
"pto permissions" would look for attribute definition names which have the word "pto" and "permissions" somewhere in them
Case insensitive
Can search by permission inheritance based on an attribute def name (from permission) and if you want the other attribute def names
which inherit directly, directly and indirectly, or which imply this attribute def name (directly, or both) 
Can filter by the types of objects this attribute def name is assignable to, or which type it is
Can search by the attribute definition (to find all its names)
Can sort and/or page the results of individual filter types: parent stem, and approximate group name.  Can sort on name, displayName,
extension, or displayExtension.
Returns attribute definition names
Can actAs another user

Find attributeDefNames Lite service

Accepts one query to search... can query by one name or id, or can filter
Documentation:  (click on findAttributeDefNamesLite),  (click on findAttributeDefNamesLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A): GET /grouper-ws/servicesRest/v2_1_000/attributeDefNames

Note: if passing data in request body e.g. actAs, use a POST
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Find attributeDefNames service

Accepts multiple query objects for names and/or ids
Documentation:  (click on findAttributeDefNames),  (click on findAttributeDefNames)SOAP REST
REST request (colon is escaped to %3A): POST /grouper-ws/servicesRest/v2_1_000/attributeDefNames
(see documentation above for details): , Request object response object
Response codes
Returns an overall status, and a status for each assignment
Samples (all files without "Lite" in them, click on "download" to see files)

Find Groups
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Description

Find groups search for groups based on name, attribute, parent stem, etc. Can build queries with group math (AND / OR / MINUS)

Features

Use  to build one query objectquery type
For AND|OR|MINUS you can link up multiple queries into one
Returns groups, can be detailed or not
Can actAs another user
v2.1 and later, you can sort and/or page the results of individual filter types: parent stem, and approximate group name.  Can sort on
name, displayName, extension, or displayExtension.
v2.1 and later, you can pass in typeOfGroups to filter by groups/roles or entities

Find groups Lite service

Accepts one query to search (cannot use group math)
Documentation:  (click on findGroupsLite),  (click on findGroupsLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A): GET /grouper-ws/servicesRest/v1_3_000/groups

Note: if passing data in request body e.g. actAs, use a POST
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/attribute/WsRestFindAttributeDefNamesLiteRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/coresoap/WsFindAttributeDefNamesResults.html?view=co
http://anonsvn.internet2.edu/viewvc/viewvc.py/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/coresoap/WsFindAttributeDefNamesResults.WsFindAttributeDefNamesResultsCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/findAttributeDefNames/
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co&pathrev=HEAD
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/attribute/WsRestFindAttributeDefNamesRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/coresoap/WsFindAttributeDefNamesResults.html?view=co
http://anonsvn.internet2.edu/viewvc/viewvc.py/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/coresoap/WsFindAttributeDefNamesResults.WsFindAttributeDefNamesResultsCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/findAttributeDefNames/
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/query/WsQueryFilterType.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/group/WsRestFindGroupsLiteRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsFindGroupsLiteResult.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsFindGroupsLiteResult.WsFindGroupsLiteResultCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/findGroups/


Find groups service

Accepts multiple query objects in a graph (can use group math)
Documentation:  (click on findGroups),  (click on findGroups)SOAP REST
REST request (colon is escaped to %3A): POST /grouper-ws/servicesRest/v1_3_000/groups
(see documentation above for details): , Request object response object
Response codes overall, response codes for each assignment
Returns an overall status, and a status for each assignment
Samples (all files without "Lite" in them, click on "download" to see files)

Find Stems
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Grouper Web Services

Description

Find stems search for stems based on name, attribute, parent stem, etc. Can build queries with group math (AND / OR / MINUS)

Features

Use  to build one query objectquery type
For AND|OR|MINUS you can link up multiple queries into one
Returns stems
Can actAs another user
v2.1 and later, you can sort and/or page the results of individual filter types: parent stem, and approximate group name.  Can sort on
name, displayName, extension, or displayExtension.

Find stems Lite service

Accepts one query to search (cannot use group math)
Documentation:  (click on findStemsLite),  (click on findStemsLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A): GET /grouper-ws/servicesRest/v1_3_000/stems

Note: if passing data in request body e.g. actAs, use a POST
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Find stems service

Accepts multiple query objects in a graph (can use group math)
Documentation:  (click on findStems),  (click on findStems)SOAP REST
REST request (colon is escaped to %3A): POST /grouper-ws/servicesRest/v1_3_000/stems
(see documentation above for details): , Request object response object
Response codes overall, response codes for each assignment
Returns an overall status, and a status for each assignment
Samples (all files without "Lite" in them, click on "download" to see files)

Get Attribute Assignments
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Grouper Web Services

Description

Get attribute assignments.  These attributes can be on groups, stems, members, memberships (immediate or any), or attribute definitions.  If you
want to retrieve attribute assignments assigned to other attributes, then pass a flag to the assignment lookup to include assignments on the
returned assignments.

You can lookup attributes by attribute definition, attribute definition name, attribute assign id, or the owner lookup (e.g. group name or stem uuid).

All returned attribute assignments will be filtered for security based on the logged in or acted as user (security rules are on attribute framework
)wiki

http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co&pathrev=HEAD
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/group/WsRestFindGroupsRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsFindGroupsResults.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsFindGroupsResults.WsFindGroupsResultsCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsFindGroupsResult.WsFindGroupsResultCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/findGroups/
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/query/WsStemQueryFilterType.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/stem/WsRestFindStemsLiteRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsFindStemsLiteResult.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsFindStemsLiteResult.WsFindStemsLiteResultCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/findStems/
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co&pathrev=HEAD
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/stem/WsRestFindStemsRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsFindStemsResults.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsFindStemsResults.WsFindStemsResultsCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsFindStemsResult.WsFindStemsResultCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/findStems/
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/


The returned data will include the attribute assignments, value(s) on those assignments, and a normalized list of references (owner objects e.g.
group/stem/etc, attribute definitions, attribute names, etc)

You can lookup assignments by multiple owners, definitions, etc

AttributeAssignType is a required field, but cannot be an assignment on assignment, must be: group, member, stem, any_mem, imm_mem,
attr_def

Features

Can base attribute assign list based on action, active, etc
Lookup owner or other objects by object lookup (by id, name, etc)
Returns group / subject information, can be detailed or not
Can actAs another user

Get attribute assignments lite service

Accepts one group, or one subject, or stem, etc to get attribute assignments for
Documentation:  (click on getAttributeAssignmentsLite),  (click on getAttributeAssignmentsLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A):

GET /grouper-ws/servicesRest/v1_6_000/attributeAssignments
Note: if passing data in request body e.g. actAs, use a POST

(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Get attribute assignments service

Accepts multiple groups or subjects or memberhipIds (or combination) etc to retrieve lists of attribute assignments
Documentation:  (click on getAttributeAssignments),  (click on getAttributeAssignments)SOAP REST
REST request (colon is escaped to %3A):

POST /grouper-ws/servicesRest/v1_6_000/attributeAssignments
(see documentation above for details): , Request object response object
Response codes overall
Returns an overall status
Samples (all files without "Lite" in them, click on "download" to see files)

Get grouper privileges
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Grouper Web Services

Description

" " will retrieve the privileges for a subject and or (group or stem). If you dont specify the privilege name, you will get allGet grouper privileges
permissions for the user and or (group or stem). If you specify the subject, (group or stem) and privilege you are looking for, you will get also get
the response in the return code (which is an HTTP header).  You must specify a subject or stem or group.  You cannot specify a group and a stem
at once.

Features

Will only get the privileges the user (or actAs) is allowed to see
Lookup subjects/members by subject lookup (by id, source, identifier, etc)
Lookup groups/stems by group lookup or stem lookup (name or uuid)
Returns subject information of the subject
Returns the group or stem information
Can actAs another user

Get grouper privileges Lite service

Accepts one subject and one group or stem lookup
Documentation:  (click on getGrouperPrivileges),  (click on getGrouperPrivileges)SOAP REST
For REST, a request body is required (probably via POST)
REST request (colon is escaped to %3A): GET /grouper-ws/servicesRest/v1_4_000/grouperPrivileges
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/attribute/WsRestGetAttributeAssignmentsLiteRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsGetAttributeAssignmentsResults.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsGetAttributeAssignmentsResults.WsGetAttributeAssignmentsResultsCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/getAttributeAssignments/
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/attribute/WsRestGetAttributeAssignmentsRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsGetAttributeAssignmentsResults.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsGetAttributeAssignmentsResults.WsGetAttributeAssignmentsResultsCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/getAttributeAssignments/
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
https://bugs.internet2.edu/jira/browse/GRP-179
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/GrouperServiceLogic.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/GrouperServiceRest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/rest/group/WsRestGetGrouperPrivilegesLiteRequest.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsGetGrouperPrivilegesLiteResult.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsGetGrouperPrivilegesLiteResult.WsGetGrouperPrivilegesLiteResultCode.html?view=co
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/getGrouperPrivileges/


Example grouper client output

C:\temp>java -jar grouperClient.jar --operation=getGrouperPrivilegesLiteWs --groupName=aStem:aGroup
Index 0: success: T: code: SUCCESS: group: aStem:aGroup: subject: 10021368: access: admin
Index 1: success: T: code: SUCCESS: group: aStem:aGroup: subject: 10021368: access: read
Index 2: success: T: code: SUCCESS: group: aStem:aGroup: subject: 10021368: access: update
Index 3: success: T: code: SUCCESS: group: aStem:aGroup: subject: 10021368: access: view
Index 4: success: T: code: SUCCESS: group: aStem:aGroup: subject: GrouperAll: access: read
Index 5: success: T: code: SUCCESS: group: aStem:aGroup: subject: GrouperAll: access: view
Index 6: success: T: code: SUCCESS: group: aStem:aGroup: subject: GrouperSystem: access: admin
Index 7: success: T: code: SUCCESS: group: aStem:aGroup: subject: GrouperSystem: access: read
Index 8: success: T: code: SUCCESS: group: aStem:aGroup: subject: GrouperSystem: access: update
Index 9: success: T: code: SUCCESS: group: aStem:aGroup: subject: GrouperSystem: access: view
Index 10: success: T: code: SUCCESS: group: aStem:aGroup: subject: test.subject.0: access: admin
Index 11: success: T: code: SUCCESS: group: aStem:aGroup: subject: test.subject.0: access: read
Index 12: success: T: code: SUCCESS: group: aStem:aGroup: subject: test.subject.0: access: view

C:\temp>java -jar grouperClient.jar --operation=getGrouperPrivilegesLiteWs --subjectId=10021368
Index 0: success: T: code: SUCCESS: stem: aStem: subject: 10021368: naming: create
Index 1: success: T: code: SUCCESS: stem: aStem: subject: 10021368: naming: stem
Index 2: success: T: code: SUCCESS: stem: aStem:aStem0: subject: 10021368: naming: create
Index 3: success: T: code: SUCCESS: stem: aStem:aStem0: subject: 10021368: naming: stem
Index 4: success: T: code: SUCCESS: group: aStem:aGroup: subject: 10021368: access: admin
Index 5: success: T: code: SUCCESS: group: aStem:aGroup: subject: 10021368: access: read
Index 6: success: T: code: SUCCESS: group: aStem:aGroup: subject: 10021368: access: update
Index 7: success: T: code: SUCCESS: group: aStem:aGroup: subject: 10021368: access: view
Index 8: success: T: code: SUCCESS: group: aStem:activeEmployee: subject: 10021368: access: admin
Index 9: success: T: code: SUCCESS: group: aStem:activeEmployee: subject: 10021368: access: read
Index 10: success: T: code: SUCCESS: group: aStem:activeEmployee: subject: 10021368: access: update
Index 11: success: T: code: SUCCESS: group: aStem:activeEmployee: subject: 10021368: access: view
Index 12: success: T: code: SUCCESS: group: aStem:activeStudent: subject: 10021368: access: admin
Index 13: success: T: code: SUCCESS: group: aStem:activeStudent: subject: 10021368: access: read
Index 14: success: T: code: SUCCESS: group: aStem:activeStudent: subject: 10021368: access: update
Index 15: success: T: code: SUCCESS: group: aStem:activeStudent: subject: 10021368: access: view
Index 16: success: T: code: SUCCESS: group: etc:sysadmingroup: subject: 10021368: access: admin
Index 17: success: T: code: SUCCESS: group: etc:sysadmingroup: subject: 10021368: access: read
Index 18: success: T: code: SUCCESS: group: etc:sysadmingroup: subject: 10021368: access: update
Index 19: success: T: code: SUCCESS: group: etc:sysadmingroup: subject: 10021368: access: view
Index 20: success: T: code: SUCCESS: group: etc:webServiceActAsGroup: subject: 10021368: access: admin
Index 21: success: T: code: SUCCESS: group: etc:webServiceActAsGroup: subject: 10021368: access: read
Index 22: success: T: code: SUCCESS: group: etc:webServiceActAsGroup: subject: 10021368: access:
update
Index 23: success: T: code: SUCCESS: group: etc:webServiceActAsGroup: subject: 10021368: access: view
Index 24: success: T: code: SUCCESS: group: etc:webServiceClientUsers: subject: 10021368: access:
admin
Index 25: success: T: code: SUCCESS: group: etc:webServiceClientUsers: subject: 10021368: access: read
Index 26: success: T: code: SUCCESS: group: etc:webServiceClientUsers: subject: 10021368: access:
update
Index 27: success: T: code: SUCCESS: group: etc:webServiceClientUsers: subject: 10021368: access: view
Index 28: success: T: code: SUCCESS: group: penn:etc:sysAdminGroup: subject: 10021368: access: admin
Index 29: success: T: code: SUCCESS: group: penn:etc:sysAdminGroup: subject: 10021368: access: read
Index 30: success: T: code: SUCCESS: group: penn:etc:sysAdminGroup: subject: 10021368: access: update
Index 31: success: T: code: SUCCESS: group: penn:etc:sysAdminGroup: subject: 10021368: access: view
Index 32: success: T: code: SUCCESS: group: penn:etc:userInterfaceUsers: subject: 10021368: access:
admin
Index 33: success: T: code: SUCCESS: group: penn:etc:userInterfaceUsers: subject: 10021368: access:
read
Index 34: success: T: code: SUCCESS: group: penn:etc:userInterfaceUsers: subject: 10021368: access:
update
Index 35: success: T: code: SUCCESS: group: penn:etc:userInterfaceUsers: subject: 10021368: access:
view
Index 36: success: T: code: SUCCESS: group: penn:etc:webServiceActAsGroup: subject: 10021368: access:
admin
Index 37: success: T: code: SUCCESS: group: penn:etc:webServiceActAsGroup: subject: 10021368: access:
read
Index 38: success: T: code: SUCCESS: group: penn:etc:webServiceActAsGroup: subject: 10021368: access:
update
Index 39: success: T: code: SUCCESS: group: penn:etc:webServiceActAsGroup: subject: 10021368: access:



view
Index 40: success: T: code: SUCCESS: group: penn:etc:webServiceClientUsers: subject: 10021368: access:
admin
Index 41: success: T: code: SUCCESS: group: penn:etc:webServiceClientUsers: subject: 10021368: access:
read
Index 42: success: T: code: SUCCESS: group: penn:etc:webServiceClientUsers: subject: 10021368: access:
update
Index 43: success: T: code: SUCCESS: group: penn:etc:webServiceClientUsers: subject: 10021368: access:
view

C:\temp>java -jar grouperClient.jar --operation=getGrouperPrivilegesLiteWs --stemName=aStem
Index 0: success: T: code: SUCCESS: stem: aStem: subject: 10021368: naming: create
Index 1: success: T: code: SUCCESS: stem: aStem: subject: 10021368: naming: stem
Index 2: success: T: code: SUCCESS: stem: aStem: subject: GrouperSystem: naming: stem
Index 3: success: T: code: SUCCESS: stem: aStem: subject: test.subject.0: naming: create
Index 4: success: T: code: SUCCESS: stem: aStem: subject: test.subject.0: naming: stem

C:\temp>java -jar grouperClient.jar --operation=getGrouperPrivilegesLiteWs --subjectId=10021368
--privilegeType=naming
Index 0: success: T: code: SUCCESS: stem: aStem: subject: 10021368: naming: create
Index 1: success: T: code: SUCCESS: stem: aStem: subject: 10021368: naming: stem
Index 2: success: T: code: SUCCESS: stem: aStem:aStem0: subject: 10021368: naming: create
Index 3: success: T: code: SUCCESS: stem: aStem:aStem0: subject: 10021368: naming: stem

C:\temp>java -jar grouperClient.jar --operation=getGrouperPrivilegesLiteWs --stemName=aStem
--privilegeName=create
Index 0: success: T: code: SUCCESS: stem: aStem: subject: 10021368: naming: create
Index 1: success: T: code: SUCCESS: stem: aStem: subject: test.subject.0: naming: create

C:\temp>java -jar grouperClient.jar --operation=getGrouperPrivilegesLiteWs --stemName=aStem
--privilegeName=create --subjectId=10021368



Index 0: success: T: code: SUCCESS_ALLOWED: stem: aStem: subject: 10021368: naming: create

Get Groups
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Grouper Web Services

Description

Get groups will get the groups that a subject is in

Features

Can base member list based on memberfilter (e.g. All, Immediate, Effective, Composite)
Lookup subjects by subject lookup (by id, source, identifier, etc)
Lookup groups by group lookup (by name or uuid)
Returns group / subject information, can be detailed or not
Can actAs another user
For 2.0+, you can pass in pointInTimeFrom and pointInTimeTo to check members at a certain point in time in the past, or in a date range.
This should be formatted: yyyy/MM/dd HH:mm:ss.SSS

Get groups Lite service

Accepts one subject to list groups
Documentation:  (click on getGroupsLite),  (click on getGroupsLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A): GET /grouper-ws/servicesRest/v1_3_000/subjects/10021368

Note: if passing data in request body e.g. actAs, use a POST
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Get groups service

Accepts multiple subjects to retrieve multiple lists of groups
Documentation:  (click on getGroups),  (click on getGroups)SOAP REST
REST request (colon is escaped to %3A): POST /grouper-ws/servicesRest/v1_3_000/subjects
(see documentation above for details): , Request object response object
Response codes overall, response codes for each assignment
Returns an overall status, and a status for each assignment
Samples (all files without "Lite" in them, click on "download" to see files)

Get Members
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Grouper Web Services

Description

Get members will retrieve subjects assigned to a group.

Features

Can base member list based on memberfilter (e.g. All, Immediate, Effective)
Lookup subjects by subject lookup (by id, source, identifier, etc)
Lookup groups by group lookup (by name or uuid)
Returns group / subject information, can be detailed or not
Can actAs another user
For 2.0+, you can pass in pointInTimeFrom and pointInTimeTo to get the member list at a certain point in time in the past, or in a date
range.  This should be formatted: yyyy/MM/dd HH:mm:ss.SSS
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Get members Lite service

Accepts one group to get members for
Documentation:  (click on getMembersLite),  (click on getMembersLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A): GET /grouper-ws/servicesRest/v1_3_000/groups/aStem%3AaGroup/members

Note: if passing data in request body e.g. actAs, use a POST
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Get members service

Accepts multiple groups to retrieve lists of lists of subjects
Documentation:  (click on getMembers),  (click on getMembers)SOAP REST
REST request (colon is escaped to %3A): POST /grouper-ws/servicesRest/v1_3_000/groups/aStem%3AaGroup
(see documentation above for details): , Request object response object
Response codes overall, response codes for each assignment
Returns an overall status, and a status for each assignment
Samples (all files without "Lite" in them, click on "download" to see files)

Get Memberships
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Grouper Web Services

Description

Get memberships will retrieve membership objects by group, by subject, or by id (or a combination).

Features

Can base membership list based on memberfilter (e.g. All, Immediate, Effective)
Lookup subjects by subject lookup (by id, source, identifier, etc)
Lookup groups by group lookup (by name or uuid)
Returns group / subject information, can be detailed or not
Can actAs another user
Can filter by a list name (currently only can return group members memberships, not privilege memberships)
Can filter by "scope" which is a sql "like" string in the namespace for group name.
Can filter for all memberships directly in a stem, or in any substem of a stem
Can filter by subject source so only people memberships are returned, or groups, or etc.

Get memberships Lite service

Accepts one group, or one subject, or multiple membership ids to get members for (or combination)
Documentation:  (click on getMembershipsLite),  (click on getMembershipsLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A):

GET /grouper-ws/servicesRest/v1_6_000/groups/aStem%3AaGroup/memberships
GET /grouper-ws/servicesRest/v1_6_000/subjects/12345/memberships
GET /grouper-ws/servicesRest/v1_6_000/memberships
Note: if passing data in request body e.g. actAs, use a POST

(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Get memberships service

Accepts multiple groups or subjects or memberhipIds (or combination) to retrieve lists of memberships
Documentation:  (click on getMemberships),  (click on getMemberships)SOAP REST
REST request (colon is escaped to %3A):

POST /grouper-ws/servicesRest/v1_6_000/groups/aStem%3AaGroup/memberships
POST /grouper-ws/servicesRest/v1_6_000/subjects/12345/memberships
POST /grouper-ws/servicesRest/v1_6_000/memberships

(see documentation above for details): , Request object response object
Response codes overall
Returns an overall status
Samples (all files without "Lite" in them, click on "download" to see files)
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Grouper Web Services

Description

Get permission assignments.  These permissions can be on roles or subjects (note if assignment is assigned directly to a subject, it is in the
context of a role).

You can lookup permissions by attribute definition, attribute definition name, role name or uuid, or subject. You can filter by action.  Note you must
pass in at least an attribute definition, attribute definition name, role, or subject, and you can mix and match.

All returned permission assignments will be filtered for security based on the logged in or acted as user (security rules are on attribute framework
)wiki

The returned data will include the permission assignments, and a normalized list of references (role, attribute definitions, attribute names (if
requested with includeAttributeDefNames=T), subjects, etc)

You can lookup assignments by multiple owners, definitions, subjects, actions, etc (non-lite operation only)

If you want to return details on the assignment (e.g. the depth of each hierarchy etc), pass in the param: includePermissionAssignDetail=T

If you want to return the underlying attribute assignment objects, pass in the param: includeAttributeAssignments=T

If there are limits or other metadata on the permission, to read those, pass in includeAttributeAssignments=T and
includeAssignmentsOnAssignments=T. Note these attribute assignments on assignments are only on the immediate assignment, not effective.

Features

Can base permission assign list based on action, active, etc
Lookup owner or other objects by object lookup (by id, name, etc)
Returns role / subject information etc, can be detailed or not
Can actAs another user
For 2.0+, you can pass in pointInTimeFrom and pointInTimeTo to check permissions at a certain point in time in the past, or in a date
range. This should be formatted: yyyy/MM/dd HH:mm:ss.SSS

Get permission assignments lite service

Accepts one role, or one subject, or attribute definition, or attribute definition name to get permission assignments for.   You can mix and
match, but at least one must be passed in (e.g. you can query for a subject's permissions in a role)
Documentation:  (click on getPermissionAssignmentsLite),  (click on getPermissionAssignmentsLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A):

GET /grouper-ws/servicesRest/v1_6_000/permissionAssignments
Note: if passing data in request body e.g. actAs, use a POST

(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Get permission assignments service

Accepts multiple roles or subjects or attribute definitions (or combination) etc to retrieve lists of permission assignments
Documentation:  (click on getPermissionAssignments),  (click on getPermissionAssignments)SOAP REST
REST request (colon is escaped to %3A):

POST /grouper-ws/servicesRest/v1_6_000/permissionAssignments
(see documentation above for details): , Request object response object
Response codes overall
Returns an overall status
Samples (all files without "Lite" in them, click on "download" to see files)
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Grouper Web Services

Description

Get subjects will retrieve subject objects by subject lookups (source (optional), id or identifier), or by search string (free-form string that sources
can search on), and optionally a list of sources to narrow the search.

Features

Can search by subject lookup(s): e.g. by subjectId, by subjectIdentifier, by subjectId and source, by subjectIdentifier and source
Can search by freeform search string: e.g. search for "Chris Hyzer" and the jdbc2 source will find all subjects with chris and hyzer in the
description
Can actAs another user
Can filter by list of sources for freeform search string
Can filter for member of group, though this is not exact, will get the list of subjects, then see which are in the group.  If the number of
subjects found is more than a limit, it will not allow the search

Get subjects Lite service

Accepts one subjectLookup or one search string and optional source.  Also a group lookup for filtering
Documentation:  (click on getSubjectsLite),  (click on getSubjectsLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A):

GET /grouper-ws/servicesRest/v1_6_000/subjects/12345
Note: if passing data in request body e.g. actAs, use a POST

(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Get subjects service

Accepts multiple subject lookups or a search string and option source id.  Also a group lookup for filtering
Documentation:  (click on getSubjects),  (click on getSubjects)SOAP REST
REST request (colon is escaped to %3A):

POST /grouper-ws/servicesRest/v1_6_000/subjects
(see documentation above for details): , Request object response object
Response codes overall
Returns an overall status
Samples (all files without "Lite" in them, click on "download" to see files)

Group Delete
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Grouper Web Services

Description

Group delete will insert or update a group's uuid, extension, display name, or description (with restrictions)

Features

If group does not exist, the call will not fail (special result code)
Lookup group to delete by group lookup (by name or uuid)
Returns group, can be detailed or not
Can actAs another user

Group delete Lite service

Accepts one group to delete
Documentation:  (click on groupDeleteLite),  (click on groupDeleteLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A): DELETE /grouper-ws/servicesRest/v1_3_000/groups/aStem%3AaGroup
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Note: if passing data in request body e.g. actAs, use a POST
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Group delete service

Accepts multiple groups to delete
Documentation:  (click on groupDelete),  (click on groupDelete)SOAP REST
REST request (colon is escaped to %3A): POST /grouper-ws/servicesRest/v1_3_000/groups
(see documentation above for details): , Request object response object
Response codes overall, response codes for each assignment
Returns an overall status, and a status for each assignment
Samples (all files without "Lite" in them, click on "download" to see files)

Grouper Web Services FAQ
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Can I run grouper web services against any version of grouper?

No, you should use the version of grouper bundled in the web services.  This makes it a little complicated if you have a UI / GSH
/ etc running against your grouper DB.  You will need to keep them in sync...

Why are there three flavors or web services (SOAP, XML-HTTP, REST-Lite)?

SOAP is supported since many schools required it.  REST-Lite is supported because many schools required it.  XML-HTTP is
supported because Axis2 gives it for free when building a SOAP web service.  This way the same SOAP interface can be
accessed by clients who only want to talk HTTP and XML and not SOAP.

Why is the rampart .aar file named GrouperServiceWssec.aar, but the URL is still /services/GrouperService?

The URL for ramprt or not is the same.  Inside the services.xml in the .aar files, it configures the app name.  grouper-ws will not
work if you change this (unless to do other build activities also)

Why is there a "simple" operation for every non simple operation in SOAP and XML-HTTP?

The non-simple operations are batchable if the client wants to do one operation multiple times with one request.  The simple
operations are for if the client only needs to do one thing (e.g. assign a member to a group and not assign multiple members to a
group).  Also, there is a valuable side effect that for the XML-HTTP, if the operation only has scaler input params (and not
complex types or arrays), that the input does not need XML, it can be in the query string for GET or in the http form param pairs
in the body for POST.

It is confusing that there are so many different ways to call grouper via web service.  The documentation will be improved to
make it easier to find the best strategy.

Why element named "return" (by axis)

This is an unfortunate "feature" by axis, the default element is named "return" which is a keyword in many programming
languages, so if the language automatically converts the xml to an object graph, then it will be broken.  Chris will followup with
Axis to see if there is a fix for this

Why returning error codes and messages and not just use SOAP faults?

For two of three of the flavors of web services SOAP faults are not an option since they are not SOAP.  Also, for SOAP batched,
the status of each line item needs to be returned for the client to process, and a SOAP fault would preclude that.  Also, the fewer
SOAP specific features that are used, the more widespread the compatibility will be.  All three flavors of web service use the
same underlying logic, so the more consistent the better.

Can we add a service for subject search?

Yes, this will be added

Grouper Web Services for developers
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This page is intended for developers on the Grouper team only.  These are instructions on how to edit the Grouper code itself, not for
users of the Grouper software.  Thanks!

To augment a web service

This is an example for adding point in time to getMembers

In GrouperService, add two params to getMembers and getMembersLite: String pointInTimeFrom, String pointInTimeTo
If they are equal, then do it at one point in time, if both filled in, then a range, if one filled in, then assume the other is the
minimum point in time or right now
Note, this class is what our WSDL is based on, so dont add another extra methods there
Note, this is what the SOAP messages will look like, so the only inputs or outputs should be valid fields: strings, beans (with valid
fields), bean arrays or string arrays
Note, the names of the fields are the names in the soap messages, so dont abbreviate, and use something descriptive.  Since
this is not just a string, but in the WS it is bassed as a string, make sure it is in the javadoc that the format is yyyy/MM/dd
HH:mm:ss.SSS
Make sure there is good javadoc about these params
Convert them to timestamps (or whatever), and pass to grouperServiceLogic.  Note, do this like it is done in other places so
everything is consistent (i.e. numbers, booleans, timestamps, enums, etc)

 Timestamp pointInTimeFromTimestamp = GrouperServiceUtils.stringToTimestamp(pointInTimeFrom);

In GrouperServiceLogic, add the two params to getMembers and getMembersLite
Dont add extra methods to this class either
Make the params the real type (i.e. Timestamp), but use the same param name as GrouperService
Add something to theSummary (note, if it could be huge, i.e. arrays, abbreviate somehow), e.g. + "\n, pointInTimeFrom: " +
pointInTimeFrom
          + ", pointInTimeTo: " + pointInTimeTo
Use the same Javadoc
Note that these two new params might not be compatible with all existing params (i.e. if you send point in time timestamps,
maybe you arent allowed to use other params like immediate/non-immediate), not sure.  If that is the case, do validation in the try
catch after the "summary" is created, and throw a WsInvalidQueryException
On that method (getMembers) is where you do the logic.  Either you can overload the API so that you dont have to do any logic
in GrouperServicLogic (i.e. group.getMembers(field, sources, null, pointInTimeFrom, pointInTimeTo);  Adding to the API might be
nice, but maybe it is somewhere else and you can do an if statement...

At this point, there are a bunch of things to do, you can do them in any order... (as long as things compile etc)
Unit test this in GrouperServiceLogicTest
Edit the beans: WsRestGetMembersRequest, WsRestGetMembersLiteRequest.  Add the fields, getters and setters, must be strings, not
timestamps, and make sure the javadoc (copied from above) is on the fields, getters, and setters.  Also, the name of the field should be
what is in the WS spec, i.e. pointInTimeFrom, pointInTimeTo
Edit GrouperServiceRest.getMembers and GrouperServiceRest.getMembersLite
Edit GrouperClient.getMembers(), get the arg in the standard way for that datatype, e.g.

    {
      Timestamp pointInTimeFrom = GrouperClientUtils.argMapTimestamp(argMap, argMapNotUsed, 

);"pointInTimeFrom"
      gcGetMembers.assignPointInTimeFrom(pointInTimeFrom);
    }

Edit GcGetMembers
Note, this is not a javabean since the setter needs to return "this" for chaining.  So we have assigners and retrievers, so we dont
break the javabean contract.  We also have adders for things that are multivalued (in this case we dont).  So, add timestamp
fields and assignPointInTimeFrom(timestamp) methods.  Make sure the javadoc is consistent with the WS javadoc
If there are things to validate (i.e. if that param is not compatible with other params, then use the validate() method.  Note that the
timestamp format validation is already done, no need to do that anywhere
In the execute() method, convert to String in standard way, and pass to the REST bean:

 getMembers.setPointInTimeFrom(GrouperClientUtils.dateToString( .pointInTimeFrom));this

Merge your changes (in this case fields, getters, setters), into the client version of WsRestGetMembersRequest.  Make sure the Javadoc
is intact
Add a test case (or normally I just augment an existing test case, either way) to GrouperClientWsTest
Change the doc in grouper.client.usage.example.txt.  Probably dont need to change the example call, but document the param,



 [--disabledTime=yyyy/mm/dd hh:mi:ss] [--enabledTime=yyyy/mm/dd hh:mi:ss]

Edit the change log for the release that the grouper.client.usage.example.txt file was updated.  e.g. 
https://spaces.internet2.edu/display/Grouper/Grouper+changes+v1.6here is the one for 2.0
Edit the doc for that operation, , and say it is for 2.0+ or whatever, e.g. a bullet under features which says somethinge.g. for getMembers
like

 - You can pass in pointInTimeFrom and pointInTimeTo to get the memberlist at a certain
   point in time in the past, or in a date range.  This should be formatted: yyyy/mm/dd hh:mi:ss

Email Chris when done and committed so he can review the changes.
Should probably file a separate Jira report for changes to a web service operation so it gets communicated explicitly
If anything is missing, please edit this doc.  Thanks!

sadf

Grouper Web Services Versioning
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Grouper 2.0 web service servers will accept clients coded against the Grouper 1.6 or previous WS API's.  The 2.0 protocol is not exactly
compatible with the 1.6 protocol, so both protocols run in the Grouper 2.0 WS server.

Grouper RESTlike is automatic marshaling to/from XML/JSON based on Javabean, but the marshaling will not marshal null data (this is good). 
The Grouper WS client passes in its version, and if it is less than 2.0, the new fields will be null, and the response is backwards compatible (does
not contain the field).

Grouper SOAP uses auto-marshaling from Axis2 which does not support conditional fields (if null, it send back the field and says it is null).  So
there is a new source path for 2.0, WSDL, and a new endpoint, aar, build script entry, etc.  The  is on the 2.0 server under the same1.6 WSDL
name, the new one is: .  the new WSDL does have a new target namespace too:GrouperService_v2_0.wsdl

<wsdl:definitions xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns:axis2="http://soap_v2_0.ws.grouper.middleware.internet2.edu"
xmlns:ns1="http://org.apache.axis2/xsd"
xmlns:ns="http://soap_v2_0.ws.grouper.middleware.internet2.edu/xsd"
xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"
xmlns:http="http://schemas.xmlsoap.org/wsdl/http/"
xmlns:xs="http:  xmlns:mime=//www.w3.org/2001/XMLSchema" "http://schemas.xmlsoap.org/wsdl/mime/"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:soap12="http://schemas.xmlsoap.org/wsdl/soap12/"
targetNamespace="http: >//soap_v2_0.ws.grouper.middleware.internet2.edu"

The 1.6 Javabeans are in a new source folder in 2.0, and there are facilities to auto-transform the 1.6 beans into 2.0 beans and vice versa.

Bottom-line, the SOAP and RESTlike web services are completely backward compatible, and for SOAP, if you are coding against 2.0 (or
upgrading), change the endpoint URL from GrouperService to GrouperService_v2_0.  Note, it will be 2.0 until there is a change that is not
backwards compatible... that might be 2.1, or 2.2, or whatever.

Grouper
client
version 

v1.4, v1.5, v1.6, v2.0 (server version) Endpoint WSDL from server 

1.4 https://server.address/grouperWs/services/GrouperService https://server.address/grouperWs/services/GrouperService?wsdl

1.5 https://server.address/grouperWs/services/GrouperService https://server.address/grouperWs/services/GrouperService?wsdl

https://spaces.internet2.edu/display/Grouper/Grouper+changes+v1.6
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http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws-java-generated-client/GrouperService_v2_0.wsdl?view=co
https://server.address/grouperWs/services/GrouperService
https://server.address/grouperWs/services/GrouperService?wsdl
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1.6 https://server.address/grouperWs/services/GrouperService https://server.address/grouperWs/services/GrouperService?wsdl

2.0 https://server.address/grouperWs/services/GrouperService_v2_0 https://server.address/grouperWs/services/GrouperService_v2_0?wsdl

Note, if your servlet is not grouperWs (e.g. grouper-ws) then adjust accordingly.

Developer information

Note, this means developer as in developers who work on Grouper itself, not developers who are writing web service clients or implementing
Grouper.

If you are changing a transfer object, or editing the signatures in coresoap.GrouperService, then you also need to edit the corresponding
GrouperService that you want it to be available for.  Typically we dont edit the historical backwards compatible versions, you would only add it to
the latest version, e.g. soap_v2_0.GrouperService, or the soap_v2_0.WhateverTransferObject

Grouper WS Authentication
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 Default authentication

Out of the box, grouper-ws uses container authentication (non-rampart).   The web.xml protects all services and expects the users to be in the
role "grouper_user".  For tomcat, in the tomcat-users.xml, just have entries like this, and you are all set:

<role rolename="grouper_user"/>
  <user username="jota" password="whatever" roles="grouper_user"/>
  <user username="jobr" password="whatever" roles="grouper_user"/>
  <user username="eldo" password="whatever" roles="grouper_user"/>

Note that users to the web service need to be Subjects, and you can configure the default source in the grouper-ws.properties especially if you
have subjectId overlap in various sources.

Note the default authentication in grouper-ws is http-basic, so for this and other reasons make sure your deployments of grouper-ws are protected
with SSL. 

Note that, for some container technologies, container authentication can be externalized in various ways. A common deployment configuration is
to externalize tomcat authentication to Apache 2.2+ using the AJP protocol. This permits several popular authentication technologies to be used
in conjunction with grouper-ws.

If you do not want to use the servlet container simple auth (even if you front with apache), you need to remove the security settings at the bottom
of the web.xml 

HTTP basic with kerberos

Grouper-ws comes with an option to authenticate REST or SOAP with HTTP basic auth, but using the user/pass to authenticate to a kerberos
kdc.  This exists so that kerberos can be used with REST (for SOAP, ws-security would be more secure), and as an example of how to customize
the authentication.  You should use SSL if you use this authentication.  This defeats the purpose of kerberos since it transmits the password over
the wire, and it only authenticates to the kdc and not an SSL service, so it might be possible for someone to spoof the kdc.   To use this, make the
following settings in the grouper-ws.properties (obviously you need to configure the kerberos settings to fit your institution):

https://server.address/grouperWs/services/GrouperService
https://server.address/grouperWs/services/GrouperService?wsdl
https://server.address/grouperWs/services/GrouperService_v2_0
https://server.address/grouperWs/services/GrouperService_v2_0?wsdl
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# to provide custom authentication (instead of the default httpServletRequest.getUserPrincipal()
# for non-Rampart authentication.  Class must implement the interface:
# edu.internet2.middleware.grouper.ws.security.WsCustomAuthentication
# class must be fully qualified.  e.g. edu.school.whatever.MyAuthenticator
# blank means use default: edu.internet2.middleware.grouper.ws.security.WsGrouperDefaultAuthentication
ws.security.non-rampart.authentication.class =
edu.internet2.middleware.grouper.ws.security.WsGrouperKerberosAuthentication

################# KERBEROS settings, only needed if doing kerberos simple auth ################
# realm, whatever your realm is, e.g. SCHOOL.EDU
kerberos.realm = SCHOOL.EDU
# address of your kdc, e.g. kdc.school.edu
kerberos.kdc.address = kdc.school.edu

Custom authentication plugin

If you want custom authentication (e.g. pass in a token, and decode it), then implement the interface
edu.internet2.middleware.grouper.ws.security.WsCustomAuthentication and configure your fully qualified classname in the
grouper-ws.properties.  The default is an implementation of this interface as an example:
edu.internet2.middleware.grouper.ws.security.WsGrouperDefaultAuthentication, which just gets the user from the container:
httpServletRequest.getUserPrincipal().getName()

Rampart 

Rampart is Jakarta's WS-Security implementation.  We have vanilla  working with grouper-ws (thanks to Sanjay Vivek). Rampart authentication
Unfortunately it doesnt work out of the box since it seems Rampart and basic auth cannot work together in the web app.  If you want to run basic
auth and rampart at the same time, you should deploy two separate web apps.

Note the URL for rampart in grouper-ws is the same, it will look like this: /grouper-ws/services/GrouperService

Also, for Rampart, you need custom logic to authenticate users.  To use rampart, configure the grouper-ws.properties entry:
ws.security.rampart.authentication.class.  An example is: edu.internet2.middleware.grouper.ws.security.GrouperWssecSample.  Until you
configure that, clients will get a 404 http status code.  This assumes you are using WSPasswordCallback, if not, just provide your own class
directly to the services.xml file (and grouper-ws requires you have an implementation of the interface anyway which wont be executed). 

You need to tell grouper that wssec is enabled in the web.xml servlet param (uncomment):

<servlet>
        <servlet-name>AxisServlet</servlet-name>
        <display-name>Apache-Axis Servlet</display-name>
        <servlet-class>edu.internet2.middleware.grouper.ws.GrouperServiceAxisServlet</servlet-class>
        <load-on-startup>1</load-on-startup>
    <!-- hint that this is the wssec servlet -->
    <init-param>
      <param-name>wssec</param-name>
      <param-value>true</param-value>
    </init-param>
    </servlet>

Also you need to comment out the container auth in web.xml:

<!--  security-constraint>
        <web-resource-collection>
            <web-resource-name>Web services</web-resource-name>
            <url-pattern>/services/*</url-pattern>
        </web-resource-collection>
        <auth-constraint>
            <role-name>grouper_user</role-name>
        </auth-constraint>
    </security-constraint -->

Then you need to enable the correct .aar file. 

If you are using a binary grouper-ws.war, just rename the following two files
/WEB-INF/services/GrouperService.aar to /WEB-INF/services/GrouperService.aar.ondeck
/WEB-INF/services/GrouperServiceWssec.aar.ondeck to /WEB-INF/services/GrouperServiceWssec.aar

https://spaces.internet2.edu/display/Grouper/The+Newcastle+University+Grouper+page


If you are building, just set the param in the build.properties: webapp.authentication.use.rampart
Here is a sample client

HTTP basic authentication (use)

 In the web.xml for the grouper-ws project, protect all services:

<security-constraint>
  <web-resource-collection>
   <web-resource-name>Web services</web-resource-name>
   <url-pattern>/services/*</url-pattern>
  </web-resource-collection>
  <auth-constraint>
   <!-- NOTE:  This role is not present in the default users file -->
   <role-name>grouper_user</role-name>
  </auth-constraint>
 </security-constraint>

 <!-- Define the Login Configuration for this Application -->
 <login-config>
  <auth-method>BASIC</auth-method>
  <realm-name>Grouper Application</realm-name>
 </login-config>

 <!-- Security roles referenced by this web application -->
 <security-role>
  <description>
   The role that is required to log in to the Manager
   Application
  </description>
  <role-name>grouper_user</role-name>
 </security-role>
</web-app>

Now send the user and pass in the web service client.
Here is an example with Axis generated clients:

GrouperServiceStub stub = new GrouperServiceStub(
                "http://localhost:8090/grouper-ws/services/GrouperService");
        Options options = stub._getServiceClient().getOptions();
        HttpTransportProperties.Authenticator auth = new HttpTransportProperties.Authenticator();
        auth.setUsername("user");
        auth.setPassword("pass");

        options.setProperty(HTTPConstants.AUTHENTICATE, auth);

Here is an example with a manual HttpClient:

HttpClient httpClient = new HttpClient();
        GetMethod getMethod = new GetMethod(
               
"http://localhost:8091/grouper-ws/services/GrouperService/addMemberSimple?groupName=aStem:aGroup&subjectId=10021368&actAsSubjectId=GrouperSystem");

httpClient.getParams().setAuthenticationPreemptive(true);
        Credentials defaultcreds = new UsernamePasswordCredentials("user", "pass");
        httpClient.getState().setCredentials(new AuthScope("localhost", 8091), defaultcreds);

        httpClient.executeMethod(getMethod);

ActAs configuration

To enable web service users to act as another user (proxy), enable the setting in the grouper-ws grouper.properties

# Web service users who are in the following group can use the actAs field to act as someone else
ws.act.as.group = aStem:aGroup



If you specify a group name in there, you can pass in the actAs field if you connect to the web service as a user who is in the ws.act.as.group
group.  Here is an example with the axis generated client.

//set the act as id
        WsSubjectLookup actAsSubject = WsSubjectLookup.class.newInstance();
        actAsSubject.setSubjectId("GrouperSystem");
        addMember.setActAsSubjectLookup(actAsSubject);

There are advanced settings, you can specify multiple groups in the grouper-ws.properties, and you can even limit who the users can act as (in a
specific group).

Group Save
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Grouper Web Services

Description

Group save will insert or update a group's uuid, extension, display name, or description (with restrictions).  Note: the group displayName and
extension are not used in a groupSave.  That information is used from the group name, and displayExtension.

Features

Can pass SaveMode which is INSERT, UPDATE, or INSERT_OR_UPDATE (default)
If the stem doesnt exist, the call will fail
Lookup group to edit by group lookup (by name or uuid)
Returns group, can be detailed or not
Can actAs another user
In version 2.1 and later, you can pass in typeOfGroup to create roles or entities

Group save Lite service

Accepts one group to save
Documentation:  (click on groupSaveLite),  (click on groupSaveLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A): PUT /grouper-ws/servicesRest/v1_3_000/groups/aStem%3AaGroup
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Group save service

Accepts multiple groups to save
This will persist (insert/update/delete) types, attributes, composites from detail
Documentation:  (click on groupSave),  (click on groupSave)SOAP REST
REST request (colon is escaped to %3A): PUT /grouper-ws/servicesRest/v1_3_000/groups
(see documentation above for details): , Request object response object
Response codes overall, response codes for each assignment
Returns an overall status, and a status for each assignment
Samples (all files without "Lite" in them, click on "download" to see files)

FAQ

How can I make a group which has a manual membership list and requires users to be faculty student or staff? 
First off, you need permission to view the facultyStudentStaff group, if it is not public. Note, the composite arguments shouldnt be
necessary, but until it is fixed, use them and it will work. This makes a group, a system of record group (where the manual entries go),
and the overall group is a composite intersection of the manual group and the facultyStudentStaff group.What does that look like in a
soap request?  (note, fields which arent used need to be there, due to axis bug.  Note you need to enable "requireGroups" in your
grouper.properties
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<?xml version='1.0' encoding='UTF-8'?>
  <soapenv:Envelope xmlns:soapenv="http://www.w3.org/2003/05/soap-envelope">
    <soapenv:Body>
      <ns1:groupSave xmlns:ns1="http://soap.ws.grouper.middleware.internet2.edu/xsd">
        <ns1:clientVersion>v1_4_002</ns1:clientVersion>
        <ns1:wsGroupToSaves>
          <ns1:wsGroup>
            <ns1:description>
              test group with requiring active facultyStudentStaff
            </ns1:description>
            <ns1:detail>
              <ns1:attributeNames>requireAlsoInGroups</ns1:attributeNames>
              <ns1:attributeValues>penn:community:facultyStudentStaff</ns1:attributeValues>
              <ns1:compositeType>intersection</ns1:compositeType>
              <ns1:hasComposite>T</ns1:hasComposite>
              <ns1:leftGroup>
                <ns1:description></ns1:description>
                <ns1:displayExtension></ns1:displayExtension>
                <ns1:displayName></ns1:displayName>
                <ns1:extension></ns1:extension>
                <ns1:name>penn:community:facultyStudentStaff</ns1:name>
                <ns1:uuid></ns1:uuid>
              </ns1:leftGroup>
              <ns1:rightGroup>
                <ns1:description></ns1:description>
                <ns1:displayExtension></ns1:displayExtension>
                <ns1:displayName></ns1:displayName>
                <ns1:extension></ns1:extension>
                <ns1:name>test:isc:astt:chris:myGroup_systemOfRecord</ns1:name>
                <ns1:uuid></ns1:uuid>
              </ns1:rightGroup>
              <ns1:typeNames>requireInGroups</ns1:typeNames>
            </ns1:detail>
            <ns1:displayExtension>My test group</ns1:displayExtension>
            <ns1:extension>myGroup</ns1:extension>
            <ns1:name>test:isc:astt:chris:myGroup</ns1:name>
          </ns1:wsGroup>
          <ns1:wsGroupLookup>
            <ns1:groupName>test:isc:astt:chris:myGroup</ns1:groupName>
          </ns1:wsGroupLookup>
        </ns1:wsGroupToSaves>
        <ns1:actAsSubjectLookup>
          <ns1:subjectId></ns1:subjectId>
        </ns1:actAsSubjectLookup>
        <ns1:txType></ns1:txType>
        <ns1:includeGroupDetail>T</ns1:includeGroupDetail>
      </ns1:groupSave>
    </soapenv:Body>
  </soapenv:Envelope>

Has Member
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Grouper Web Services

Description

Has member will see if a group contains a subject as a member

Features

Can base member list based on memberfilter (e.g. All, Immediate, Effective)
Can pass in Field name to query based on Field (e.g. admins, optouts, optins, etc from Field table in DB)
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Lookup subjects by subject lookup (by id, source, identifier, etc)
Lookup groups by group lookup (by name or uuid)
Returns group / subject information, can be detailed or not
Can actAs another user
For 2.0+, you can pass in pointInTimeFrom and pointInTimeTo to check members at a certain point in time in the past, or in a date range.
This should be formatted: yyyy/MM/dd HH:mm:ss.SSS

Has member Lite service

Accepts one group and one subject to see if member
Documentation:  (click on hasMemberLite),  (click on hasMemberLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A): GET /grouper-ws/servicesRest/v1_3_000/groups/aStem%3AaGroup/members/10021368

Note: if passing data in request body e.g. actAs, use a POST
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Has member service

Accepts a group and multiple subjects to see if members
Documentation:  (click on hasMember),  (click on hasMember)SOAP REST
REST request (colon is escaped to %3A): POST /grouper-ws/servicesRest/v1_3_000/groups/aStem%3AaGroup/members
(see documentation above for details): , Request object response object
Response codes overall, response codes for each assignment
Returns an overall status, and a status for each assignment
Samples (all files without "Lite" in them, click on "download" to see files)

Member change subject
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Description

" " will change the subject that a member refers to. You would want to do this when a person or entity changes their id, orMember change subject
if they were loaded wrong in the system. If the new subject does not have a member associated with it, this is a simple case, where the subject
data is put in the member object. If the new subject does have a member object, then all data in all tables that referred to the old member object,
will now refer to the new member object. The old member is deleted from the member table by default, though this is an option. Generally you will
want it removed, unless there is a foreign key problem where you need to do as much work as possible. In GSH you can get a dry-run report of
what will be done.

The operation is potentially time consuming only when two formerly separate Subjects are being merged into one, and that the time required is to
replace the memberships (and audit fields e.g. modifiedBy) of the formerly separate Subject that is being retired with new ones associated with
the other Subject.

Features

Will not fail if the new subject is the same as the old subject
Lookup subjects/members by subject lookup (by id, source, identifier, etc)
Returns subject information of the new subject
Can actAs another user

Member change subject Lite service

Accepts one subject (new) and one member (old) to change the subject information
Documentation:  (click on memberChangeSubject),  (click on memberChangeSubject)SOAP REST
For REST, a request body is required (probably via POST)
REST request (colon is escaped to %3A): PUT /grouper-ws/servicesRest/v1_4_000/members/10021368
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Member change subject service

Accepts a list of subjects to change, and subjects to change to (and if the old should be deleted), to change the subjects of members
Can operate in one transaction, or can let each change occur in its own separate unit
Documentation:  (click on memberChangeSubject),  (click on memberChangeSubject)SOAP REST
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REST request (colon is escaped to %3A): PUT /grouper-ws/servicesRest/v1_4_000/members
(see documentation above for details): , Request object response object
Response codes overall, response codes for each assignment
Returns an overall status, and a status for each change
Samples (all files without "Lite" in them, click on "download" to see files)

Stem Delete
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Description

Stem delete will insert or update a stem's uuid, extension, display name, or description (with restrictions)

Features

If stem does not exist, the call will not fail (special result code)
Lookup stem to delete by stem lookup (by name or uuid)
Returns stem, can be detailed or not
Can actAs another user

Stem delete Lite service

Accepts one stem to delete
Documentation:  (click on stemDeleteLite),  (click on stemDeleteLite)SOAP REST
For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A): DELETE /grouper-ws/servicesRest/v1_3_000/stems/aStem%3AaStem2

Note: if passing data in request body e.g. actAs, use a POST
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Stem delete service

Accepts multiple stems to delete
Documentation:  (click on stemDelete),  (click on stemDelete)SOAP REST
REST request (colon is escaped to %3A): POST /grouper-ws/servicesRest/v1_3_000/stems
(see documentation above for details): , Request object response object
Response codes overall, response codes for each assignment
Returns an overall status, and a status for each assignment
Samples (all files without "Lite" in them, click on "download" to see files)

Stem Save
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Grouper Web Services

Description

Stem save will insert or update a stem's uuid, extension, display name, or description (with restrictions)

Features

Can pass SaveMode which is INSERT, UPDATE, or INSERT_OR_UPDATE (default)
If the parent stem doesnt exist, the call will fail
Lookup stem to edit by stem lookup (by name or uuid)
Returns stem
Can actAs another user

Stem save Lite service

Accepts one stem to save
Documentation:  (click on stemSaveLite),  (click on stemSaveLite)SOAP REST
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For REST, the request can put data in query string (in URL or request body)
REST request (colon is escaped to %3A): PUT /grouper-ws/servicesRest/v1_3_000/stems/aStem%3AaStem2
(see documentation above for details): , Request object response object
Response codes
Samples (all files with "Lite" in them, click on "download" to see file)

Stem save service

Accepts multiple stems to save
Documentation:  (click on stemSave),  (click on stemSave)SOAP REST
REST request (colon is escaped to %3A): PUT /grouper-ws/servicesRest/v1_3_000/stems
(see documentation above for details): , Request object response object
Response codes overall, response codes for each assignment
Returns an overall status, and a status for each assignment
Samples (all files without "Lite" in them, click on "download" to see files)

Membership Update UI
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Membership Update UI

Grouper Web UIs

The membership update screen provides features not offered in the Admin UI:

Search a large group for a user
Import a group list from a CSV (Comma separated values) file
Export a group list to a CSV file
View/edit membership enabled/disabled dates

There are Ajax controls to improve the usability of the screen:

Auto complete "drop down" so the user does not have to navigate away from the page to search for data
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http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/api/edu/internet2/middleware/grouper/ws/soap/WsStemSaveResults.WsStemSaveResultsCode.html?view=co
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DHTML modal dialog to get quick input from the user without navigating away from the screen
DHTML context menu to fit more functions on the screen without confusing beginner users

Move and Copy
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Move and Copy

As of Grouper 1.5, there is the capability to move and copy groups and folders from one folder to another.  When performing these move and
copy operations, there are various options that can be applied.  This feature is part of the Grouper API and can also be used with the
GrouperShell and the Grouper UI.

In the Grouper UI, there are links to the group and folder views for Move and Copy. Here's an example of the folder view.

Here's an example of the group view.
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In the folder view, if you click on the new link, you will see the following options.



Group Copy

The GroupCopy class allows you to copy groups from one folder to another.  The user must have READ access on the group being copied and
CREATE access on the folder where the new group is getting created.

If the folder already has a group with the same extension, the new group will have ".2" appended to the extension.  And if the group that's being
copied is a composite group, then the new group will also be a composite group with the same composite type (union, complement or
intersection) and the same left and right factors.

Finally, there are several options that you can specify.  All options default to true.

API Method Description 

copyPrivilegesOfGroup(boolean) Whether to copy the access privileges of the group.  If this option is selected, you must have READ
access to all privileges. 

copyGroupAsPrivilege(boolean) Whether to copy access and naming privileges where the group is a member.  For instance, if you are
copying Group X and Group X has admin privileges to Group Y, then if this option is enabled, after Group
X is copied, the new group will also have admin privileges to Group Y.  If this option is selected, you must
have access to add privileges to the other groups and folders. 

copyListMembersOfGroup(boolean) Whether to copy list memberships of the group.  If this option is selected and this group has custom lists,
you must have read access to them. 

copyListGroupAsMember(boolean) Whether to copy list memberships where the group is a member.  For instance, if you are copying Group
X and Group X is a member of Group Y, then if this option is enabled, after Group X is copied, the new
group will also be a member of Group Y.  If this option is selected, you must have access to add
memberships to the other groups.

copyAttributes(boolean) Whether to copy attributes.  If this option is selected, you must have READ access to all attributes. 
These are attributes that are added to GroupTypes.  This does not include attributes in the new attribute
framework in v1.5.0. 

Example usage in GSH



gsh 1% help( )"GroupCopy"
GroupCopy help:
There is an object: GroupCopy which has various chaining methods,
which should be ended with a save() method.

GroupCopy groupCopy =  GroupCopy(group, stem)  Create a  instance.new new
GroupCopy groupCopy.copyPrivilegesOfGroup( )  Whether to copy privileges of the group.  Defaultboolean
is .true
GroupCopy groupCopy.copyGroupAsPrivilege( )  Whether to copy privileges where  group is aboolean this
member.  Default is .true
GroupCopy groupCopy.copyListMembersOfGroup( )  Whether to copy the list memberships of theboolean
group.  Default is .true
GroupCopy groupCopy.copyListGroupAsMember( )  Whether to copy list memberships where  groupboolean this
is a member.  Default is .true
GroupCopy groupCopy.copyAttributes( )  Whether to copy attributes.  Default is .boolean true
Group groupCopy.save()  Copies the group.

 Examples:

gsh 1%  GroupCopy(group, stem).copyAttributes( ).save()new false

 -or- (without chaining)

gsh 2% groupCopy =  GroupCopy(group, stem);new

gsh 3% groupCopy.copyAttributes( );false

gsh 4% groupCopy.save();

 -or- (  you want to use the  options)if default

gsh 5% group.copy(stem);

Grouper UI screenshot



Group Move

The GroupMove class allows you to move a group from one folder to another.  The user must have ADMIN access on the group being moved and
CREATE access on the folder where the group is getting moved.  If a group with the same name exists in the new folder you'll get an exception.

Finally, there's one option you can specify, which defaults to true.

API Method Description 

assignAlternateName(boolean) Whether to assign the old name of the group as an alternate name of the group after the move.  This allows
API methods like GroupFinder.findByName() to find the group using the old and new names and can make it
easier to transition from the old name to the new name. 

Example usage in GSH



gsh 2% help( )"GroupMove"
GroupMove help:
There is an object: GroupMove which has various chaining methods,
which should be ended with a save() method.

GroupMove groupMove =  GroupMove(group, stem)  Create a  instance.new new
GroupMove groupMove.assignAlternateName( )  Whether to add the current name of the group to theboolean
group's alternate names list.  Default is .true
void groupMove.save()  Moves the group.

 Examples:

gsh 1%  GroupMove(group, stem).assignAlternateName( ).save()new false

 -or- (without chaining)

gsh 2% groupMove =  GroupMove(group, stem);new

gsh 3% groupMove.assignAlternateName( );false

gsh 4% groupMove.save();

 -or- (  you want to use the  options)if default

gsh 5% group.move(stem);

Grouper UI screenshot

Folder Copy

The StemCopy class allows you to copy folders from one folder to another.  The user must STEM access on the destination folder.  Note that the
user does not need to have any special access to child folders and groups of the folder being copied.  However, the user is not automatically



given any special access to the new folders and groups.  So if the user copies a folder that has a group that the user cannot read, the new folder
will also contain a copy of the group but the user still will not have read access.

If the set of groups being copied includes a composite group along with its two factors, then in the new folder, a new composite will get created
using factors from the new folder.  However, if the set of groups being copied includes a composite group but not its two factors, then in the new
folder, a new composite will get created using factors from the folder being copied.

Sites can limit the users that can copy folders by setting a property in the grouper.properties file.

# If  property is set, then to copy a stem, a user must be a member of the defined group.this
# Note that users in the wheel group will have access regardless of  property.this
security.stem.groupAllowedToCopyStem = etc:someAdminGroup

Finally, there are several options that you can specify.  All options default to true.

API Method Description 

copyPrivilegesOfStem(boolean) Whether to copy the naming privileges of the folder and child folders. 

copyPrivilegesOfGroup(boolean) Whether to copy the access privileges of the child groups. 

copyGroupAsPrivilege(boolean) Whether to copy access and naming privileges where the child group is a member.  For instance, if you
are copying Group X and Group X has admin privileges to Group Y, then if this option is enabled, after
Group X is copied, the new group will also have admin privileges to Group Y.  If this option is selected,
you must have access to add privileges to the other groups and folders. 

copyListMembersOfGroup(boolean) Whether to copy list memberships of the child groups. 

copyListGroupAsMember(boolean) Whether to copy list memberships where the child group is a member.  For instance, if you are copying
Group X and Group X is a member of Group Y, then if this option is enabled, after Group X is copied, the
new group will also be a member of Group Y.  If this option is selected, you must have access to add
memberships to the other groups.

copyAttributes(boolean) Whether to copy attributes. These are attributes that are added to GroupTypes.  This does not include
attributes in the new attribute framework in v1.5.0. 

Example usage in GSH



gsh 4% help( )"StemCopy"
StemCopy help:
There is an object: StemCopy which has various chaining methods,
which should be ended with a save() method.

StemCopy stemCopy =  StemCopy(stemToCopy, destinationStem)  Create a  instance.new new
StemCopy stemCopy.copyPrivilegesOfStem( )  Whether to copy privileges of stems.  Default is boolean true
.
StemCopy stemCopy.copyPrivilegesOfGroup( )  Whether to copy privileges of groups.  Default is boolean

.true
StemCopy stemCopy.copyGroupAsPrivilege( )  Whether to copy privileges where groups are a member.boolean
Default is .true
StemCopy stemCopy.copyListMembersOfGroup( )  Whether to copy the list memberships of groups. boolean
Default is .true
StemCopy stemCopy.copyListGroupAsMember( )  Whether to copy list memberships where groups are aboolean
member.  Default is .true
StemCopy stemCopy.copyAttributes( )  Whether to copy attributes.  Default is .boolean true
Stem stemCopy.save()  Copies the stem.

 Examples:

gsh 1%  StemCopy(stemToCopy, destinationStem).copyAttributes( ).save()new false

 -or- (without chaining)

gsh 2% stemCopy =  StemCopy(stemToCopy, destinationStem);new

gsh 3% stemCopy.copyAttributes( );false

gsh 4% stemCopy.save();

 -or- (  you want to use the  options)if default

gsh 5% stem.copy(destinationStem);

Grouper UI screenshot



Folder Move

The StemMove class allows you to move a folder from one folder to another.  The user must have STEM access on both the folder being moved
and the destination folder.  Note that the user does not need to have any special access to child folders and groups of the folder being moved. 
However, all child folders and groups will be renamed appropriately.  Also, if a folder with the same name exists in the new folder you'll get an
exception.

Sites can limit the users that can move folders by setting a property in the grouper.properties file.

# If  property is set, then to move a stem, in addition to having the appropriate stem privileges this
 the stem being moved and the destination stem,for

# a user must also be a member of the defined group.  Note that users in the wheel group will have
access regardless of  property.this
security.stem.groupAllowedToMoveStem = etc:someAdminGroup

Finally, there's one option you can specify, which defaults to true.

API Method Description 

assignAlternateName(boolean) Whether to assign the old name of the groups in the folder as an alternate name of the groups after the
move.  This allows API methods like GroupFinder.findByName() to find the groups using the old and new
names and can make it easier to transition from the old name to the new name. 

Example usage in GSH



gsh 3% help( )"StemMove"
StemMove help:
There is an object: StemMove which has various chaining methods,
which should be ended with a save() method.

StemMove stemMove =  StemMove(stemToMove, destinationStem)  Create a  instance.new new
StemMove stemMove.assignAlternateName( )  Whether to add the current names of the affectedboolean
groups to the groups' alternate names list.  Default is .true
void stemMove.save()  Moves the stem.

 Examples:

gsh 1%  StemMove(stemToMove, destinationStem).assignAlternateName( ).save()new false

 -or- (without chaining)

gsh 2% stemMove =  StemMove(stemToMove, destinationStem);new

gsh 3% stemMove.assignAlternateName( );false

gsh 4% stemMove.save();

 -or- (  you want to use the  options)if default

gsh 5% stem.move(destinationStem);

Grouper UI screenshot

Ongoing Administration Tasks
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This page presents suggestions for ongoing Grouper administration tasks, including:

Pruning logs and registry
Monitoring Grouper Functions
Setting up Notifications

Pruning Logs and Registry

change log
daemon log
user audit logs
point in time logs
registry

Pruning the Change Log

When updates are made in Grouper (group add, membership add, etc), updates are also made to the temp change log
(grouper_change_log_entry_temp) as part of the same transaction. The Grouper Daemon later (by default every minute), moves these changes
to grouper_change_log_entry with sequence numbers and also adds flattened notifications and permission notifications.

By default, change log entries are retained for 14 days in grouper_change_log_entry. This is configurable in grouper-loader.properties. Note that
this option doesn't exist before Grouper 2.0.

# number of days to retain db rows in grouper_change_log_entry.  -1 is forever.   is 14default
loader.retain.db.change_log_entry.days=14

Pruning the Daemon logs

When the Grouper Daemon runs jobs, logs are kept in the grouper_loader_log table with information about the job, such as when it started,
ended, and status. Note that these logs don't just get created for the jobs that load data into Grouper, but also for the other jobs that are run by
the Grouper Daemon, such as the job to populate grouper_change_log_entry which runs every minute.

By default, these logs are retained for 7 days. This is also configurable in grouper-loader.properties.

# number of days to retain db logs in table grouperloader_log.  -1 is forever.   is 7default
loader.retain.db.logs.days=7

Pruning the User Audit Logs

User Audit logs are created when updates are made in Grouper. These logs are stored in the grouper_audit_entry table. For Grouper 2.0, I think
the only option for pruning these logs are by deleting them directly from the database.

Here's an example to delete rows based on time. Note that created_on is milliseconds from epoch.

delete from grouper_audit_entry where created_on < '1318599550575'

Pruning the Point in Time Logs

Grouper has several tables that have names starting with "grouper_pit_" that are used to store point in time data. These tables are populated by
the Grouper Daemon. If an object has been deleted from Grouper, the object remains in the point in time tables with an end date. Using GSH, you
can delete objects in the point in time tables that have end dates. See .Point in Time Auditing

Pruning the Registry

You may need to delete old groups, e.g. if you don't need to keep course groups with unlimited history.  At Penn we only need courses for the
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current semester, next semester, and previous semester.  This might be as easy as an obliterate GSH command (note you can generate a report
first), or a SQL query that generates a GSH script.  See the  for detailsGSH documentation

Monitoring Grouper Functions

Here are tips for monitoring Grouper functions:

Set up Nagios to check the   to be sure the daemons are running and the DB is up etcweb service status page

Set up your logs email you so you can see when people have errors (log4j.properties):

log4j.appender.grouper_mail=org.apache.log4j.net.SMTPAppender
log4j.appender.grouper_mail.To=address@school.edu
log4j.appender.grouper_mail.From=noreply@school.edu
log4j.appender.grouper_mail.SMTPHost=smtp.server.edu
log4j.appender.grouper_mail.Threshold=ERROR
log4j.appender.grouper_mail.BufferSize=100
log4j.appender.grouper_mail.Subject=Grouper @envName@ Error
log4j.appender.grouper_mail.layout= org.apache.log4j.PatternLayout
log4j.appender.grouper_mail.layout.ConversionPattern   = %d{ISO8601}: [%t] %-5p %C{1}.%M(%L) - %m%n

# Loggers

## Default logger; will log *everything*
log4j.rootLogger = WARN, grouper_error

log4j.logger.edu = ERROR,  grouper_mail
log4j.logger.com = ERROR,  grouper_mail
log4j.logger.org = ERROR,  grouper_mail

Periodically check a service that uses XMPP to make sure the messaging is still working

Check the   to get a summary of the total state of your Grouper installationdaily Grouper report

Setting Up Notifications

For XMPP Notification, see XMPP documentation

For email notification of items such as membership changes, disable date changes, or permission changes, use  and follow therules
examples for use cases on .email notification

Hooks
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Hooks

Hooks are points in the Grouper API that will callback custom code if configured to do so.  The custom code has the opportunity to be notified that
something happened, change data as it is being operated on, veto operations, kickoff other logic (log something, call another grouper API
method, etc).

Hooks are available for the following database persistable objects: Group, Stem, Member, Membership, Composite, Field, GrouperSession,
GroupType, GroupTypeTuple

Getting started with hooks
(A veto hook)Proof of concept 

 - Assign a Unix id to each new groupHooks Example

Each of these objects has low-level hooks associated with it: preInsert, postInsert, postCommitInsert, preUpdate, postUpdate,
postCommitUpdate, preDelete, postDelete, postCommitDelete. 

Note, some of these operations don't really make sense but are there anyway (e.g. there is no way to update a GroupType, and no way to delete
Member). 
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The low-level hooks are called with each hibernate call for an object that generally corresponds to a row in a DB table (not for groups/attributes
which have one hook but which are a one-to-many). 

The pre is before the sql statement is sent to the DB, and the post is after, though both are before the SQL commit.  The postCommit kicks off
right after the commit is called in the database transaction (note: since we have long runing transactions this could be after a long workflow).  You
would use the pre to edit the object or to insert SQL before the sql.  The post is used to get the hibernate id of an insert (e.g. to add rows with
foreign keys).  Both can be used to veto a call if synchronous [default].  Asynchronous hooks, and postCommit hooks cannot veto.  Post commit
hooks do not participate in the same database transaction as the business logic.  Post commit hooks can be used for economical notifications
(note, there are more robust strategies also).  Post commit and asynchronous hooks receive copies (clones) of the business objects so the data is
consistent and safe.

There are high-level hooks which encompass multiple low-level operations, e.g. addMember, removeMember  (only 2 so far)

Finally there are hooks on general lifecycle activities in Grouper, called LifecycleHooks.  Examples are: when grouper starts up, when hooks start
(to register suites of hooks), and when hibernate is being configured (to register another hibernate mapping into the grouper hibernate
configuration session factory).

Configure

To configure a hook, subclass one of the , e.g. GroupHooks, MembershipHooks, etc.  Then either register this in thehooks base classes
grouper.properties (see  for documentation).  Note the class must be threadsafe, as an instance is cached and calledgrouper.example.properties
repeatedly (i.e. dont store instance vars etc)

#implement a group hook by extending edu.internet2.middleware.grouper.hooks.GroupHooks
hooks.group.class=edu.yourSchool.it.YourSchoolGroupHooks,edu.yourSchool.it.YourSchoolGroupHooks2

Note you can register multiple hooks by comma separating them.  Or you can register runtime with:

GrouperHookType.addHookManual("hooks.group.class", YourSchoolGroupHooks2.class);

If you want to register a suite of hooks, just register a lifecycle hook:

hooks.lifecycle.class=edu.internet2.middleware.grouper.hooks.LifecycleHooksImpl

 Then in the hook init method, register some hooks for the suite:

package edu.internet2.middleware.grouper.hooks;

import edu.internet2.middleware.grouper.hooks.beans.HooksContext;
import edu.internet2.middleware.grouper.hooks.beans.HooksLifecycleHooksInitBean;
import edu.internet2.middleware.grouper.hooks.logic.GrouperHooksUtils;

/**
 *
 */
public class LifecycleHooksImpl extends LifecycleHooks {

  /**
   * @see
edu.internet2.middleware.grouper.hooks.LifecycleHooks#hooksInit(edu.internet2.middleware.grouper.hooks.beans.HooksContext,
*            edu.internet2.middleware.grouper.hooks.beans.HooksLifecycleHooksInitBean)
   */
  @Override
  public void hooksInit(HooksContext hooksContext,
      HooksLifecycleHooksInitBean hooLifecycleHooksInitBean) {
    GrouperHooksUtils.addHookManual("hooks.group.class", MyGroupHooks.class);
    GrouperHooksUtils.addHookManual("hooks.stem.class", MyStemHooks.class);
    GrouperHooksUtils.addHookManual("hooks.member.class", MyMemberHooks.class);
  }

}

Finally, I picture built-in Grouper suites to just insert the registration based on Grouper config property in GrouperHooksUtils in the initHooks
block.  To enable the suite the grouper properties file would just have a Boolean switch.  When someone wants to get this working, let me know
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the Grouper properties config property and the LifecycleHooks subclass and I can do an example.

 API

Each hook method gets two arguments as callbacks.  The hooks context, and the bean that holds the relevant data for the hook.

The hooks context (still needs to be completed), holds information such as the current user, the current environment (UI vs WS etc), threadlocal
data (e.g. the current http request), etc.  The hooks bean holds information such as the Group which is being deleted.  If any new arguments need
to be added to a hook method, they will be added to one of these beans, so the signature of the method wont change, so people dont have to
recompile on upgrade.

To find out how the data has changed (in an update or delete), you can use the .dbVersion API

To veto a hook, throw a HookVeto which is a runtime exception.  The specific hooks which is vetoing will be assigned to the exception, and will be
known wherever it is caught.  This HookVeto takes a system name and a friendly description of a reason why it is being vetoed.  The system
name can be used to look up a localized error message.  The friendly version can be used for logging or if a localized message doesnt exist.  You
can only veto pre and post synchronous hooks.  You cannot veto asynchronous or postCommit hooks.  You also cannot veto lifecycle hooks (e.g.
hibernate init).

Hooks rely on all DB code going through the Grouper hibernate API (see the class HibernateSession).  If any DB code uses the Session object
(from hibernate) directly, then hooks will not fire.  You can use the Grouper Hibernate API and circumvent hooks like this (e.g. in a reset()
method):

hibernateSession.byObject.setIgnoreHooks(true).delete(_type.getFields());

If you want to make a hook non-reentrant (while in hook, do not let that particular hook fire), you can easily setup a threadlocal to accommodate. 
e.g.

private static ThreadLocal<Boolean> inOnPreUpdate = new ThreadLocal<Boolean>();

  /**
   * @see edu.internet2.middleware.grouper.hooks.StemHooks#stemPostUpdate()
   */
  @Override
  public void stemPreUpdate(HooksContext hooksContext, HooksStemBean postUpdateBean) {

    Boolean inOnPreUpdateBoolean = inOnPreUpdate.get();
    try {

      if (inOnPreUpdateBoolean == null || !inOnPreUpdateBoolean) {
          inOnPreUpdate.set(true);          ... do logic ...
        }
      } finally {
        //if we changed it
        if (inOnPreUpdateBoolean== null || !inOnPreUpdateBoolean) {
          //change it back
          inOnPreUpdate.remove();
        }
      }

  }

The HooksContext contains a map of attributes.  These attributes can be set with static methods in HooksContext, and each attribute is
designated as allowed to be copied to another thread or not.  e.g. the HttpServletRequest is only valid during a request, so it shouldnt be available
in another thread which might last longer than the request.  There are some constants in HooksContext for common keys.  Some of the built-in
values for the attributes are: HttpServletRequest, HttpServletResponse, HttpSession (Http classes for UI and WS only).  The hooks context also
holds the current context name.  This is retrieved with hooksContext.getGrouperContextType().  This can be assigned (with static method in
GrouperContextTypeBuiltIn) in the current thread or global default.  This is available everywhere in grouper, not just hooks.  If it is not set, it is
UNKNOWN.  Also the current user is available from the context.  There is the logged in user, the actAs user (perhaps WS only), and the
GrouperSession user.  You can make decisions based on which user is using the app.  There are also convenience methods (e.g. boolean
hooksContext.isSubjectFromGrouperSessionInGroup(groupName))

Asynchronous hooks

Hooks by default are synchronous: they run in the same thread as the thread which is doing the work that is hooked.

If you want the login of a hook to be asynchronous (e.g. to not slow down the current thread), then it will not be in the same transaction or have
the same data available (e.g. not the HttpServletRequest in a web related hook).  You cannot veto an asynchronous hook, or participate in the

https://bugs.internet2.edu/jira/browse/GRP-137


same database transaction as the business logic.  Asynchronous hooks retrieve a different HooksContext (threadsafe), and a copy of the hooks
bean (so no toes are stepped on, and the data is a snapshot).  To do asynchronous hooks, there are two ways:

1. Make the hook implementation class implement the marker interface HookAsynchronousMarker (note all hook methods in this hook
implementation will be asynchronous), e.g.

public class MembershipHooksImplAsync2 extends MembershipHooks implements HookAsynchronousMarker {

-or- 2. Call the asynchronous callback, anything in the callback is in a different thread [asynchronous]

public class MembershipHooksImplAsync extends MembershipHooks {

  /**
   *
   */
  @Override
  public void membershipPreAddMember(HooksContext hooksContext,
      HooksMembershipChangeBean preAddMemberBean) {
        //do logic in same thread/transaction
    //also you can get data from the beans above, set final, and use below (if it wont be available
otherwise, this might be rare)
    HookAsynchronous.callbackAsynchronous(hooksContext, preAddMemberBean, new
HookAsynchronousHandler() {

      public void callback(HooksContext hooksContext, HooksBean hooksBean) {

        HooksMembershipChangeBean preAddMemberBeanThread = (HooksMembershipChangeBean)hooksBean;
                //do logic in a different thread/transaction

      }

    });

  }

}

Logging

There is logging about which hooks execute when, for how long, and how they end (normal, veto, exception).  To enable logging, add something
like this to the log4j.properties:

# see hook debug info
log4j.logger.edu.internet2.middleware.grouper.hooks = DEBUG, grouper_debug

Then in the debug log, you will see info about all hooks (note, the ID's are for the purpose of matching the log statements start and end, also can
be accessed from the HooksContext:

2008/07/09 02:18:05.482 GrouperHooksUtils.executeHook(174) - START: Hook
GroupTypeTupleHooksImpl.groupTypeTuplePreInsert id: PSPTRJ8J
2008/07/09 02:18:05.497 GrouperHooksUtils.executeHook(181) - END (normal): Hook
GroupTypeTupleHooksImpl.groupTypeTuplePreInsert id: PSPTRJ8J (15ms)
2008/07/09 02:18:05.497 GrouperHooksUtils.executeHook(174) - START: Hook
GroupTypeTupleHooksImpl.groupTypeTuplePostInsert id: PSPTRJ8K
2008/07/09 02:18:05.497 GrouperHooksUtils.executeHook(186) - END (veto): Hook
GroupTypeTupleHooksImpl.groupTypeTuplePostInsert id: PSPTRJ8K (0ms),
   veto key: hook.veto.groupTypeTuple.insert.name.not.test4, veto message: name cannot be test4

Use cases

Validate that a group extension conforms to standards, veto if not
Only grouperLoader itself (or someone in the wheel group), can add a member to a group with type "grouperLoader"
A new or updated group emailAddress attribute should not be in use by another group or subject

http://anoncvs.internet2.edu/cgi-bin/viewvc.cgi/grouper-ui/java/src/edu/internet2/middleware/grouper/ui/hooks/GroupHooksImplExample.java?root=I2MI&view=markup
http://anoncvs.internet2.edu/cgi-bin/viewvc.cgi/grouper-ui/java/src/edu/internet2/middleware/grouper/ui/hooks/MembershipHooksImplExample.java?root=I2MI&view=markup
http://anoncvs.internet2.edu/cgi-bin/viewvc.cgi/grouper/src/grouper/edu/internet2/middleware/grouper/hooks/examples/GroupHooksImplExampleEmail.java?root=I2MI&view=markup


To do

Add more high level hooks
Collect and code use cases

See also

Grouper Rules
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Hooks Introduction
(A veto hook)Proof of concept 

 - Assign a Unix id to each new groupHooks Example

Instructions to get started with Grouper and hooks.

Install postgres, add a grouper user with a pass.
Download the latest grouper 1.4 branch

cvs -d:pserver:anoncvs@anoncvs.internet2.edu:/home/cvs/i2mi login
cvs -d:pserver:anoncvs@anoncvs.internet2.edu:/home/cvs/i2mi export -r GROUPER_1_4_BRANCH grouper
cvs -d:pserver:anoncvs@anoncvs.internet2.edu:/home/cvs/i2mi export -r GROUPER_UI_1_4_BRANCH grouper-ui

In grouper dir, run: ant dist
Change these settings in conf/grouper.hibernate.properties

hibernate.dialect               = org.hibernate.dialect.PostgreSQLDialect
hibernate.connection.driver_class =org.postgresql.Driver
hibernate.connection.url = jdbc:postgresql://localhost:5433/grouper
hibernate.connection.username         = grouper
hibernate.connection.password         = whateverYouSet

Copy the grouper_home/lib/jdbcSamples/postgresql.jar to grouper_home/lib/custom
cp lib/jdbcSamples/postgresql.jar lib/custom

Change this in conf/grouper.properties so ddl can be done:
db.change.allow.user.1=grouper
db.change.allow.url.1=jdbc:postgresql://localhost:5432/grouper
Add tables: bin/gsh.sh -registry -runscript

You should now be able to browse the DB with pgAdmin or whatever tool you use to admin the db
Check tables:  bin/gsh.sh -registry -check

Should output: NOTE: database table/object structure (ddl) is up to date
Start gsh and add a subject: bin/gsh.sh
gsh 0% addSubject("mchyzer", "person", "Chris Hyzer")
gsh 1% exit
 In grouper.properties, I will change/add these settings:
groups.wheel.use                      = true
groups.wheel.group                    = etc:sysadmingroup
configuration.autocreate.group.name.0 = etc:sysadmingroup
configuration.autocreate.group.description.0 = super users
configuration.autocreate.group.subjects.0 = mchyzer
Start gsh again: bin/gsh.sh      see if the user is in the groups.  Make a stem.  Add a type, and an attribute
gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession: f802d876-b876-4315-b76e-0586bcc561b1,'GrouperSystem','application'
gsh 1% subject = findSubject("mchyzer");
subject: id='mchyzer' type='person' source='jdbc' name='Chris Hyzer'
gsh 2% member = MemberFinder.findBySubject(grouperSession, subject);
member: id='mchyzer' type='person' source='jdbc' uuid='1324c75e-9435-4c45-97e9-af40f2b71046'
gsh 3% member.getGroups();
group: name='etc:sysadmingroup' displayName='etc:sysadmingroup' uuid='e8cf5974-97ea-4865-9ac9-719fe3a13134'
gsh 4% addRootStem("aStem", "aStem");
stem: name='aStem' displayName='aStem' uuid='3e1c5e6e-6dd4-43f0-8b6c-20cb39f01ac8'
gsh 5% typeAdd("fubGroup");
type: 'fubGroup'
gsh 5% typeAddAttr("fubGroup", "gid", AccessPrivilege.READ, AccessPrivilege.ADMIN, false);
attribute: 'gid'
Lets add the hook and try in gsh.  Just add in grouper source tree for simplicity sake

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
https://spaces.internet2.edu/display/GrouperWG/Hooks+POC+%28Proof+of+concept%29


package test;

import edu.internet2.middleware.grouper.Group;
import edu.internet2.middleware.grouper.GroupType;
import edu.internet2.middleware.grouper.GroupTypeFinder;
import edu.internet2.middleware.grouper.hooks.beans.HooksContext;
import edu.internet2.middleware.grouper.hooks.beans.HooksGroupBean;

/**
 * add a type after a group insert
 */
public class GroupAddFubHook extends
    edu.internet2.middleware.grouper.hooks.GroupHooks {

  /**
   *
   * @see
edu.internet2.middleware.grouper.hooks.GroupHooks#groupPostInsert(edu.internet2.middleware.grouper.hooks.beans.HooksContext,
edu.internet2.middleware.grouper.hooks.beans.HooksGroupBean)
   */
  @SuppressWarnings("unchecked")
  @Override
  public void groupPostInsert(HooksContext hooksContext,
      HooksGroupBean postInsertBean) {

    super.groupPostInsert(hooksContext, postInsertBean);

    try {
      Group group = postInsertBean.getGroup();
      GroupType fubGroup = GroupTypeFinder.find("fubGroup");
      group.addType(fubGroup);
      group.setAttribute("gid", "2");
      group.store();

    } catch (Exception e) {
      throw new RuntimeException(e.getMessage(), e);
    }
  }

}

[mchyzer@flash2 grouper]$ ant dist

Add this line to the hooks section in conf/grouper.properties
hooks.group.class=test.GroupAddFubHook
See hook work, see new type and new attribute: bin\gsh.sh

gsh 0% group = addGroup("aStem", "aGroup5", "aGroup5");
group: name='aStem:aGroup5' displayName='aStem:aGroup5' uuid='b5552545-2ad2-462c-b5df-67586c987992'
gsh 1% group.getTypes();
type: 'base'
type: 'fubGroup'
gsh 2% group.getAttributes();
java.util.HashMap: {extension=aGroup5, displayExtension=aGroup5, gid=2, name=aStem:aGroup5,
displayName=aStem:aGroup5}
gsh 3%

*

Grouper UI

Download or unzip grouper-ui
Run ant    -   exit
Edit the build.properties,

set the grouper.folder if not ../grouper
Run ant    -    dist
Edit your tomcat_home/conf/server.xml, add a context for the UI



<Engine defaultHost="localhost" name="Catalina">
  <Realm className="org.apache.catalina.realm.UserDatabaseRealm" resourceName="UserDatabase"/>
  <Host appBase="webapps" autoDeploy="true" name="localhost" unpackWARs="true" xmlNamespaceAware="false"
xmlValidation="false">
    <Context docBase="/home/mchyzer/grouper_v1_4/grouper-ui/dist/grouper" path="/grouper" reloadable="false"/>
  </Host>
</Engine>
Add a user to your tomcat-users.xml file:

<tomcat-users>
  <role rolename="grouper_user"/>
  <user username="mchyzer" password="whateveryouwant" roles="grouper_user"/>
</tomcat-users>

 
If you are using mod_jk, hook up the url with the tomcat:
JkMount /grouper/* tomcat_mchyzer
Stop and start apache and tomcat:
[mchyzer@flash2 grouper]$ /home/mchyzer/apache2_0/bin/apachectl stop
[mchyzer@flash2 grouper]$ /home/mchyzer/apache2_0/bin/apachectl start
[mchyzer@flash2 grouper]$ /home/mchyzer/tomcat/bin/shutdown.sh
Using CATALINA_BASE:   /home/mchyzer/tomcat
Using CATALINA_HOME:   /home/mchyzer/tomcat
Using CATALINA_TMPDIR: /home/mchyzer/tomcat/temp
Using JRE_HOME:       /opt/appserv/java6
[mchyzer@flash2 grouper]$ /home/mchyzer/tomcat/bin/startup.sh
Using CATALINA_BASE:   /home/mchyzer/tomcat
Using CATALINA_HOME:   /home/mchyzer/tomcat
Using CATALINA_TMPDIR: /home/mchyzer/tomcat/temp
Using JRE_HOME:       /opt/appserv/java6
[mchyzer@flash2 grouper]$
Add a group with or without the fubGroup type, and see the type and attribute when done
 
 
 

Getting started with hooks2

Wiki Home Download Grouper Grouper Guides Community Contributions Developer Resources Grouper Website

Hooks Example - Assign a UNIX ID to Each New Group

Hooks Introduction
Getting started with hooks

(A veto hook)Proof of concept 

- Assign a Unix id to each new group

Here is another hooks example.  This will assign a Unix id to each new group, by a database auto-increment.  Also, the attribute is not editable
(by non wheel / root)

Download and unzip  (should work in later version)Grouper binary api 1.5
This example is for mysql, make a schema

CREATE DATABASE grouper_v1_5;
CREATE USER 'grouper_v1_5'@'localhost' IDENTIFIED BY '*********';
grant all on grouper_v1_5.* to 'grouper_v1_5'@'localhost';

Configure the grouper.hibernate.properties

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
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https://spaces.internet2.edu/display/GrouperWG/Getting+started+with+hooks
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hibernate.dialect                     = org.hibernate.dialect.MySQL5Dialect
hibernate.cache.use_query_cache       = true
hibernate.connection.driver_class     = com.mysql.jdbc.Driver
hibernate.connection.url              = jdbc:mysql://localhost:3306/grouper_v1_5
hibernate.connection.username         = grouper_v1_5
hibernate.connection.password         = **********

Initialize the database

C:\temp\grouper.apiBinary-1.5.3\bin> gsh -registry -runscript

Add a type and an attribute and stem

C:\temp\grouper.apiBinary-1.5.3\bin> gsh
gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% addRootStem( , );"aStem" "aStem"
gsh 2% typeAdd( );"posixGroup"
gsh 3% typeAddAttr( , , AccessPrivilege.READ, AccessPrivilege.ADMIN, "posixGroup" "gidNumber"

);false

Create a table to auto-increment an id (note, this is easier with postgres or oracle with sequences)

create table `grouper_v1_5`.`posix_groupids`(
   `gid` bigint NOT NULL AUTO_INCREMENT,
   `groupid` varchar(50) NOT NULL,
   PRIMARY KEY (`gid`)
 );

Secure the type/attribute in grouper.properties:

#before Grouper 1.6, you need to set  to  due to jira GRP-451this true
grouperIncludeExclude.requireGroups.use = true

#secure  type/attribute so that non admins cannot edit it once in placethis
security.types.posixGroup.wheelOnly = true

Write the hook source, and put it in source/test/GroupAddUosHook.java

package test;

 java.util.List;import

 org.apache.commons.lang.StringUtils;import

 edu.internet2.middleware.grouper.Group;import
 edu.internet2.middleware.grouper.GroupType;import
 edu.internet2.middleware.grouper.GroupTypeFinder;import
 edu.internet2.middleware.grouper.GrouperSession;import
 edu.internet2.middleware.grouper.exception.GrouperSessionException;import
 edu.internet2.middleware.grouper.hibernate.HibUtils;import
 edu.internet2.middleware.grouper.hibernate.HibernateSession;import
 edu.internet2.middleware.grouper.hooks.beans.HooksContext;import
 edu.internet2.middleware.grouper.hooks.beans.HooksGroupBean;import
 edu.internet2.middleware.grouper.misc.GrouperSessionHandler;import
 edu.internet2.middleware.grouper.util.GrouperUtil;import

/**
 * add a type after a group insert
 */



 class GroupAddUosHook public extends
    edu.internet2.middleware.grouper.hooks.GroupHooks {

  /**
   *
   * @see
edu.internet2.middleware.grouper.hooks.GroupHooks#groupPostInsert(edu.internet2.middleware.grouper.hooks.beans.HooksContext,
edu.internet2.middleware.grouper.hooks.beans.HooksGroupBean)
   */
  @SuppressWarnings( )"unchecked"
  @Override
   void groupPostInsert(HooksContext hooksContext,public
       HooksGroupBean postInsertBean) {final

    .groupPostInsert(hooksContext, postInsertBean);super

     {try

      //since we have security on the type/attribute, we need to   as rootdo this
GrouperSession.callbackGrouperSession(
          GrouperSession.staticGrouperSession().internal_getRootSession(), new
GrouperSessionHandler() {

        @Override
          callback(GrouperSession grouperSession)  GrouperSessionException {public Object throws

          Group group = postInsertBean.getGroup();
          GroupType posixGroup = GroupTypeFinder.find( , );"posixGroup" true
          group.addType(posixGroup);

          //its possible  is already there (e.g. from  or something)this import
//select by list since  not by list it must be thereif
List< > gidList = HibernateSession.bySqlStatic().listSelect( .class,String String
              ,"select gid from posix_groupids where groupid = ?"
HibUtils.listObject(group.getId()));

           (GrouperUtil.length(gidList) == 0) {if
            HibernateSession.bySqlStatic().executeSql("insert into posix_groupids (groupid)

,values (?)"
                HibUtils.listObject(group.getId()));
            gidList = HibernateSession.bySqlStatic().listSelect( .class,String
                ,"select gid from posix_groupids where groupid = ?"
HibUtils.listObject(group.getId()));
          }

           gid = gidList.get(0);String
           (StringUtils.isBlank(gid)) {if
              RuntimeException(  + group);throw new "Why is gid blank??? "
          }
          group.setAttribute( , gid);"gidNumber"

           ;return null
        }
      });

    }  (Exception e) {catch
        RuntimeException(e.getMessage(), e);throw new
    }
  }



}

Put this build.xml in the base dir:

<project name=  =  basedir= >"grouperHooks" default "build" "."

  <path id= >"theClasspath"
    <fileset dir= >"lib"
      <include name= />"**/*.jar"
    </fileset>
    <fileset dir= >"dist"
      <include name= />"**/*.jar"
    </fileset>
    <pathelement  location= />"classes"
  </path>

  <target name= >"build"

    <mkdir dir= />"classes"
    <delete dir= />"classes"
    <mkdir dir= />"classes"

    <mkdir dir= />"distHooks"
    <delete dir= />"distHooks"
    <mkdir dir= />"distHooks"

    <javac srcdir=  destdir=  debug="source" "classes" " "true
      source=  target= >"1.5" "1.5"
      <classpath  refid= />"theClasspath"
      <include name=  />"**/*.java"
    </javac>

    <jar destfile= >"distHooks/hooksForGrouper.jar"
      <manifest>
        <attribute name=                 value= />"Built-By" "${user.name}"
      </manifest>
      <fileset dir= >"classes"
        <include name= />"**/*.class"
      </fileset>
      <fileset dir= >"source"
        <include name= />"**/*"
      </fileset>
    </jar>

    <copy todir=  file=  />"lib/custom" "distHooks/hooksforGrouper.jar"
  </target>
</project>

Run ant



C:\temp\grouper.apiBinary-1.5.3>ant
Buildfile: build.xml

build:
   [delete] Deleting directory C:\temp\grouper.apiBinary-1.5.3\classes
    [mkdir] Created dir: C:\temp\grouper.apiBinary-1.5.3\classes
   [delete] Deleting directory C:\temp\grouper.apiBinary-1.5.3\distHooks
    [mkdir] Created dir: C:\temp\grouper.apiBinary-1.5.3\distHooks
    [javac] Compiling 1 source file to C:\temp\grouper.apiBinary-1.5.3\classes
      [jar] Building jar: C:\temp\grouper.apiBinary-1.5.3\distHooks\hooksForGrouper.jar
     [copy] Copying 1 file to C:\temp\grouper.apiBinary-1.5.3\lib\custom

BUILD SUCCESSFUL
Total time: 1 second
C:\temp\grouper.apiBinary-1.5.3>

Register the hook in the grouper.properties

hooks.group.class=test.GroupAddUosHook

Try it out in gsh (restart gsh)

gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
c54ae34f1fed4e908cf2731691857745,'GrouperSystem','application'
gsh 1% stem = new
edu.internet2.middleware.grouper.StemSave(grouperSession).assignStemNameToEdit("aStem"
).assignName( ).assignCreateParentStemsIfNotExist( ).save();"aStem" true
stem: name='aStem' displayName='aStem' uuid='576e26d770584119a1903d7095fab9f2'
gsh 2% subject = SubjectFinder.findById( , );"test.subject.0" true
subject: id='test.subject.0' type='person' source='jdbc' name='my name is test.subject.0'
gsh 3% stem.grantPriv(subject, NamingPrivilege.CREATE, );false
true
gsh 4% GrouperSession.stopQuietly(grouperSession);
gsh 5% exit

Start again to get  grouper session (necessary pre Grouper 1.6)new

gsh 0% subject = SubjectFinder.findById( , );"test.subject.0" true
subject: id='test.subject.0' type='person' source='jdbc' name='my name is test.subject.0'
gsh 1% grouperSession = GrouperSession.start(subject);
edu.internet2.middleware.grouper.GrouperSession:
f81e665ebe6c41818d5d98120fb940a0,'test.subject.0','person'
gsh 2% addGroup( , , );"aStem" "aGroup9" "aGroup9"
group: name='aStem:aGroup9' displayName='aStem:aGroup9' uuid='bfac07adf0964722a3226355af09c927'
gsh 3% groupGetTypes( );"aStem:aGroup9"
type: 'base'
type: 'posixGroup'
gsh 4% getGroupAttr( , );"aStem:aGroup9" "gidNumber"
8
gsh 5% setGroupAttr( , , );"aStem:aGroup9" "gidNumber" "7"
gsh 6% // Error: unable to evaluate command: Sourced file: inline evaluation of:
``setGroupAttr( , , ); ;'' : Error invoking compiled command: :"aStem:aGroup9" "gidNumber" "7"
Error in compiled command: edu.internet2.middleware.grouper.hooks.logic.HookVeto:
cantEditTypeNotInGroup: Not allowed to edit type: posixGroup, changing attribute gidNumber since
the user Subject id: test.subject.0, sourceId: jdbc is not in group: null
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Hooks Introduction
Getting started with hooks

 - Assign a Unix id to each new groupHooks Example

This document is about a proof of concept on hooks for a group change and a membership change.

The current progress is a working unit test for each, and a Grouper UI example for a group change (member change is in progress).

Grouper UI group example

I added a hook to the Grouper UI which is a veto hook which will not allow a group to be created which is not in the "penn" folder (which is a
subfolder of root).

To implement this, it requires a group hook class:

/*
 * @author mchyzer
 * $Id: GroupHooksImplExample.java,v 1.1.2.1 2008/06/11 06:19:38 mchyzer Exp $
 */
package edu.internet2.middleware.grouper.ui.hooks;

import org.apache.commons.lang.StringUtils;

import edu.internet2.middleware.grouper.GrouperConfig;
import edu.internet2.middleware.grouper.hooks.GroupHooks;
import edu.internet2.middleware.grouper.hooks.beans.HooksGroupPreInsertBean;
import edu.internet2.middleware.grouper.hooks.HookVeto;
import edu.internet2.middleware.grouper.internal.dao.GroupDAO;

/**
 * test implementation of group hooks for test
 */
public class GroupHooksImplExample extends GroupHooks {

  /**
   * @see
edu.internet2.middleware.grouper.hooks.GroupHooks#groupPreInsert(edu.internet2.middleware.grouper.hooks.beans.HooksGroupPreInsertBean)
*/
  @Override
  public void groupPreInsert(HooksGroupPreInsertBean preInsertBean) {

    GroupDAO groupDAO = preInsertBean.getGroupDao();
    String name =
StringUtils.defaultString((String)groupDAO.getAttributes().get(GrouperConfig.ATTR_NAME));
    if (!name.startsWith("penn:")) {
      throw new HookVeto("hook.veto.group.name.prefix", "group must be in the 'penn' top level
folder");
    }
  }

}

 And it requires a configuration in the grouper.properties:

#implement edu.internet2.middleware.grouper.hooks.GroupHooks
hooks.group.class=edu.internet2.middleware.grouper.ui.hooks.GroupHooksImplExample

 The result when trying to add a group not in that folder, is:
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 Grouper UI membership example

 I added a hook to the Grouper UI (unfinished... was getting too fancy) for a membership veto that if the group type is grouperLoader, do not allow
group memberships.  However, if the user is a wheel group user, then allow it but put a warning on screen

Here is the starting point for the Java:



/*
 * @author mchyzer
 * $Id: MembershipHooksImplExample.java,v 1.1.2.1 2008/06/11 06:19:38 mchyzer Exp $
 */
package edu.internet2.middleware.grouper.ui.hooks;

import edu.internet2.middleware.grouper.Group;
import edu.internet2.middleware.grouper.GroupType;
import edu.internet2.middleware.grouper.GroupTypeFinder;
import edu.internet2.middleware.grouper.SchemaException;
import edu.internet2.middleware.grouper.hooks.MembershipHooks;
import edu.internet2.middleware.grouper.hooks.beans.GrouperBuiltinContextType;
import edu.internet2.middleware.grouper.hooks.beans.GrouperContextType;
import edu.internet2.middleware.grouper.hooks.beans.HooksContext;
import edu.internet2.middleware.grouper.hooks.beans.HooksMembershipPreAddMemberBean;
import edu.internet2.middleware.grouper.hooks.HookVeto;

/**
 * test implementation of group hooks for test
 */
public class MembershipHooksImplExample extends MembershipHooks {

  /**
   * @see
edu.internet2.middleware.grouper.hooks.MembershipHooks#membershipPreAddMember(edu.internet2.middleware.grouper.hooks.beans.HooksMembershipPreAddMemberBean)
*/
  @Override
  public void membershipPreAddMember(HooksMembershipPreAddMemberBean preAddMemberBean) {
    HooksContext hooksContext = preAddMemberBean.getHooksContext();
    GrouperContextType grouperContextType = hooksContext.getGrouperContextType();

    //only care about this if not grouper loader
    if (!grouperContextType.equals(GrouperBuiltinContextType.GROUPER_LOADER)) {

      //if the act as user is is in the wheel group, then just admonish
      if (hooksContext.isSubjectActAsInGroup("penn:etc:sysAdminGroup")) {

        //add warning to system

      } else {

        Group group = preAddMemberBean.getGroup();
        GroupType groupType = null;
        try {
          groupType = GroupTypeFinder.find("grouperLoader");
        } catch (SchemaException se) {
          throw new RuntimeException(se);
        }
        if (group.hasType(groupType)) {
          throw new HookVeto("hook.veto.loader.membership", "the membership of this group is
automatically managed and does not permit manual changes");
        }

      }

    }
  }

}

 Here is the grouper.properties config:



1.  

2.  

3.  

#implement edu.internet2.middleware.grouper.hooks.MembershipHooks
hooks.membership.class=edu.internet2.middleware.grouper.ui.hooks.MembershipHooksImplExample

 No screen shot yet

Issues

 Everything went pretty smoothly, but...

To implement a hook, it will require some understanding about Grouper.  We should post a bunch of examples.  The problem is we have
business objects, data transfer objects, and data access objects.  Sometimes logic goes through any of these paths.  So I added hooks to
the data access layer (layer on top of hibernate) so that all operations can be hooked.  Sometimes there will be a reference to the
business object (e.g. Group), but it doesnt really make sense in some cases (like on an insert, there is no group uuid yet, so the Group
object is not created yet, and even if it were, most methods would be invalid).
On memberships, the DAO hook will probably not be the useful one.  Information like group name or subject id is not even available, it
would have to be queried in a lot of cases.  In some cases it is known, but it is weird to have it there sometimes and not others
I added a high level membership hook (addMember) which will give the information about what the group name is, subjectId, etc.  This is
most likely the one that can be used for veto operations.  The low level one would most likely be used for auditing.  The weird thing about
the addMember hook is that some of the objects are business objects, and some are DTOs (see the BaseMemberOf object which
encapsulates one member addition).  I think people will figure it out...  but for the record, I'm not completely bought in to the necessity of

having so many data layers.  

Implementation of grouper code details

 This is implemented in a 1.4 hooks branch in cvs.

Here is the start of a  (you override this to add a hook)groups hook class
Here is the start of a  (notice high and low level hook methods)membership hook class
All DB calls have been refactored to go through grouper's HibernateSession API.  The transaction implementation in 1.3 brought us more
than halfway there, and this seals the deal.  The HibernateSession API will allow events to be registered on each hibernate action in a
safe way so that the transaction can still be used (differentiates from the built in hibernate interceptors and I think events though events
are not documented well)

e.g. the delete and load methods are just wrappers around the ones in hibernate of the same name.  ByObject just separates up the namespace a
bit (there are also ByHql, and ByCriteria)

HibernateSession.callbackHibernateSession(GrouperTransactionType.READ_WRITE_OR_USE_EXISTING,
        new HibernateHandler() {

          public Object callback(HibernateSession hibernateSession) {
            ByObject byObject = hibernateSession.byObject();
            byObject.delete( byObject.load( Hib3GrouperSessionDAO.class, _s.getId() ) );
            return null;
          }

    });

* Each hook will have  (these arent finished by any means, but look at  for decent example).  This is to encapsulate theits own bean add member
params passed to the hook (and to facilitate an easy way to get data back from a hook if needbe).  This way if any params change, existing
implementors will be less likely to have to change their code

Notice the reference in the hook beans to the .  This holds information about the current user, and gives utility methodshook context bean
(e.g. is the current user in a certain group).  This bean also holds attributes which can be set by the current application.  e.g. the UI and
WS might give a reference to the HttpServletRequest.  These attributes can be set as threadsafe or not, which means when the
asynchronous callback is called, all the data will be handled correctly (e.g. in a new thread there is no HttpServletRequest object since
that is a weak reference and the request will be over before thread is)
For vetos, there is  for various types, and it indicates which type of veto it is (set automatically if not manually).  This isone exception
going to require a little bit of work on the implementors (e.g. WS, UI, etc) to handle the vetos gracefully.  In the UI it was a matter of
adding this code (the three lines starting with catch HookVeto).  Note this will have to be done in all places where the API is used if it cant

be done centrally (hopefully it can be added to filter or something...).  
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try{
  group = parent.addChildGroup(extension,displayExtension );

} catch(HookVeto hookVeto) {

  //this action was vetoed, put explanation on screen, and go back
  Message.addVetoMessageToScreen(request, hookVeto);
  return mapping.findForward(FORWARD_CreateAgain);

} catch(GroupAddException e) {
  String name = parent.getName() + GrouperHelper.HIER_DELIM + extension;
  request.setAttribute("message", new Message(
    "groups.message.error.add-problem",new String[] {e.getMessage()}, true));
  return mapping.findForward(FORWARD_CreateAgain);
}

* There was an issue of setters affecting the API, and I think we can fix that.  e.g. for group I added a save() method which needs to now be called
after setting the description, name, etc.  However, there are methods which arent affected (e.g. Grouper.addMember() does not require a save).  
Only javabean setters.

Note that in the UI you can specify a message in the nav.properties for each hook veto, or just use the standard one as a default to
reduce the number of steps required to get working...
Its pretty easy/lightweight to add a hook invocation to the grouper code (I will be adding these)...  e.g. here is the one for the addMember:

//see if there is a hook class
MembershipHooks membershipHooks = (MembershipHooks)GrouperHookType.MEMBERSHIP.hooksInstance();

if (membershipHooks != null) {
  HooksMembershipPreAddMemberBean hooksMembershipPreUpdateHighLevelBean =
    new HooksMembershipPreAddMemberBean(new HooksContext(), mof);

  membershipHooks.membershipPreAddMember(hooksMembershipPreUpdateHighLevelBean);
}

* For the low level hooks, the implementation is similar but even easier (since it is central)...  each DAO implements this , so thoseinterface
methods just need to be implemented.  e.g. in Hib3GroupDAO

/**
   * @see
edu.internet2.middleware.grouper.internal.dao.hib3.Hib3DAO#onPreSave(edu.internet2.middleware.grouper.hibernate.HibernateSession)
*/
  @Override
  public void onPreSave(HibernateSession hibernateSession) {
    super.onPreSave(hibernateSession);

    //see if there is a hook class
    GroupHooks groupHooks = (GroupHooks)GrouperHookType.GROUP.hooksInstance();

    if (groupHooks != null) {
      HooksGroupPreInsertBean hooksGroupPreInsertBean = new HooksGroupPreInsertBean(new
HooksContext(), this);
      groupHooks.groupPreInsert(hooksGroupPreInsertBean);
    }

  }

This will kick in wherever a group is saved

Group / member hooks are , and all existing unit tests still passunit tested
sdf

Grouper and Shibboleth Integration

http://anoncvs.internet2.edu/cgi-bin/viewvc.cgi/grouper/src/grouper/edu/internet2/middleware/grouper/hibernate/HibGrouperLifecycle.java?root=I2MI&view=markup&pathrev=GROUPER_1_4_HOOKS
http://anoncvs.internet2.edu/cgi-bin/viewvc.cgi/grouper/src/test/edu/internet2/middleware/grouper/hooks/?root=I2MI&pathrev=GROUPER_1_4_HOOKS
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Overview

As of v1.5, the Grouper API distribution, grouper.jar, provides a  and  Extensions to the ShibbolethData Connector Extension Attribute Definition
Attribute Resolver.

The namespace and schema location are:

<AttributeResolver xmlns="urn:mace:shibboleth:2.0:resolver"
  =xmlns:grouper "http://grouper.internet2.edu/shibboleth/2.0"
  xsi:schemaLocation="http://grouper.internet2.edu/shibboleth/2.0
classpath:/schema/shibboleth-2.0-grouper.xsd"
  ...

These were chosen as part of the design for a completely new (and as yet incomplete) way to provision Grouper information into LDAP
directories, and perhaps other target repository types. However, they also offer a new means of including Grouper information in
Shibboleth-based SAML attribute assertions.

Sites interesting in integrating these new capabilities into their Shibboleth IdP are advised to conduct extensive testing prior to implementing in a
production environment.

Grouper Data Connectors

Group Data Connector

The GroupDataConnector returns attributes which represent a Grouper Group.

GroupDataConnector - Attributes

By default, all attributes (default and custom) of a group are returned by the GroupDataConnector. The names of default attributes are defined in
the  : , , , , , and .Grouper Glossary id name displayName extension displayExtension description

The following example will return an attribute named "description" whose value is the description of a group :

<resolver:DataConnector id=  xsi:type=  />"GroupDataConnector" "grouper:GroupDataConnector"

<resolver:AttributeDefinition id=  xsi:type= >"description" "ad:Simple"
    <resolver:Dependency ref=  />"GroupDataConnector"
</resolver:AttributeDefinition>

GroupDataConnector - Lists

By default, no lists are returned by the GroupDataConnector because they may be expensive to query. Lists which should be returned as
attributes may be defined using the following naming convention :

<resolver:DataConnector id=  xsi:type= >"GroupDataConnector" "grouper:GroupDataConnector"
   /><grouper:Attribute id= [: [: ]]""<members|group> <all|immediate|effective|composite> <list name>
</resolver:DataConnector>

Default List

The following example will return an attribute named "member" whose values are the "name" of every Member of the default "members" list of a
group :
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<resolver:DataConnector id=  xsi:type= >"GroupDataConnector" "grouper:GroupDataConnector"
  <grouper:Attribute id=  />"members"
</resolver:DataConnector>

<resolver:AttributeDefinition id=  xsi:type=  sourceAttributeID=  >"member" "grouper:Member" "members"
  <resolver:Dependency ref=  />"GroupDataConnector"
  <grouper:Attribute id=  source=  />"name" "jdbc"
</resolver:AttributeDefinition>

List Scope

The following example will return an attribute named "immediateMembers" whose values are the "name" of every immediate Member of the
default "members" list of a group :

<resolver:DataConnector id=  xsi:type= >"GroupDataConnector" "grouper:GroupDataConnector"
  <grouper:Attribute id=  />"members:immediate"
</resolver:DataConnector>

<resolver:AttributeDefinition id=  xsi:type=  sourceAttributeID="immediateMembers" "grouper:Member"
 >"members:immediate"

  <resolver:Dependency ref=  />"GroupDataConnector"
  <grouper:Attribute id=  source=  />"name" "jdbc"
</resolver:AttributeDefinition>

Custom List

The following example will return an attribute named "customMembers" whose values are the "name" of every Member of the "customList" list of a
group :

<resolver:DataConnector id=  xsi:type= >"GroupDataConnector" "grouper:GroupDataConnector"
  <grouper:Attribute id=  />"members:all:customList"
</resolver:DataConnector>

<resolver:AttributeDefinition id=  xsi:type=  sourceAttributeID="customMembers" "grouper:Member"
 >"members:all:customList"

  <resolver:Dependency ref=  />"GroupDataConnector"
  <grouper:Attribute id=  source=  />"name" "jdbc"
</resolver:AttributeDefinition>

Member Of List

The following example will return an attribute named "isMemberOf" whose values are the "name" of every Group of which the group is a member
of :

<resolver:DataConnector id=  xsi:type= >"GroupDataConnector" "grouper:GroupDataConnector"
  <grouper:Attribute id=  />"groups"
</resolver:DataConnector>

<resolver:AttributeDefinition id=  xsi:type=  sourceAttributeID=  >"isMemberOf" "grouper:Group" "groups"
  <resolver:Dependency ref=  />"GroupDataConnector"
  <grouper:Attribute id=  />"name"
</resolver:AttributeDefinition>

GroupDataConnector - Privileges

Attributes representing Subjects which have Access Privileges to a group may be defined by privilege name as defined in the .Grouper Glossary
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<resolver:DataConnector id=  xsi:type= >"GroupDataConnector" "grouper:GroupDataConnector"
  <grouper:Attribute id=  />"admins"
  <grouper:Attribute id=  />"optins"
  <grouper:Attribute id=  />"optouts"
  <grouper:Attribute id=  />"readers"
  <grouper:Attribute id=  />"updaters"
  <grouper:Attribute id=  />"viewers"
</resolver:DataConnector>

The following example will return an attribute named "admin" whose values are the "name" of every Subject which has the ADMIN privilege on a
group :

<resolver:DataConnector id=  xsi:type= >"GroupDataConnector" "grouper:GroupDataConnector"
  <grouper:Attribute id=  />"admins"
</resolver:DataConnector>

<resolver:AttributeDefinition id=  xsi:type=  sourceAttributeID=  >"admin" "grouper:Subject" "admins"
  <resolver:Dependency ref=  />"GroupDataConnector"
  <grouper:Attribute id=  source=  />"name" "jdbc"
</resolver:AttributeDefinition>

Member Data Connector

The MemberDataConnector returns attributes which represent a Grouper Member. The attributes, lists, and privileges to be returned must be
defined.

<resolver:DataConnector id=  xsi:type= >"MemberDataConnector" "grouper:MemberDataConnector"
  <grouper:Attribute id=  source=  />"name" "jdbc"
  <grouper:Attribute id=  source=  />"description" "jdbc"
  <grouper:Attribute id=  />"groups"
  <grouper:Attribute id=  />"admins"
</resolver:DataConnector>

Member Data Connector - Attributes

The following example will return an attribute named "name" whose value is the name of a Member :

<resolver:DataConnector id=  xsi:type=  >"MemberDataConnector" "grouper:MemberDataConnector"
  <grouper:Attribute id=  source=  />"name" "jdbc"
</resolver:DataConnector>

<resolver:AttributeDefinition id=  xsi:type= >"name" "ad:Simple"
    <resolver:Dependency ref=  />"MemberDataConnector"
</resolver:AttributeDefinition>

Member Data Connector - Lists

The following example will return an attribute named "isMemberOf" whose values are the "name" of every Group to which the Member is a
member of the default "members" list :

<resolver:DataConnector id=  xsi:type= >"MemberDataConnector" "grouper:MemberDataConnector"
  <grouper:Attribute id=  />"groups"
</resolver:DataConnector>

<resolver:AttributeDefinition id=  xsi:type=  sourceAttributeID=  >"isMemberOf" "grouper:Group" "groups"
  <resolver:Dependency ref=  />"MemberDataConnector"
  <grouper:Attribute id=  />"name"
</resolver:AttributeDefinition>



Member Data Connector - Privileges

Attributes representing Groups to which a Member's subject has Access Privileges may be defined by privilege name as defined in the Grouper
.Glossary

<resolver:DataConnector id=  xsi:type= >"MemberDataConnector" "grouper:MemberDataConnector"
  <grouper:Attribute id=  />"admins"
  <grouper:Attribute id=  />"optins"
  <grouper:Attribute id=  />"optouts"
  <grouper:Attribute id=  />"readers"
  <grouper:Attribute id=  />"updaters"
  <grouper:Attribute id=  />"viewers"
</resolver:DataConnector>

The following example will return an attribute named "admin" whose values are the "name" of every Group to which the Member's subject has the
ADMIN privilege :

<resolver:DataConnector id=  xsi:type= >"MemberDataConnector" "grouper:MemberDataConnector"
  <grouper:Attribute id=  />"admins"
</resolver:DataConnector>

<resolver:AttributeDefinition id=  xsi:type=  sourceAttributeID=  >"admin" "grouper:Group" "admins"
  <resolver:Dependency ref=  />"MemberDataConnector"
  <grouper:Attribute id=  />"name"
</resolver:AttributeDefinition>

Stem Data Connector

The StemDataConnector returns stems from Grouper.

<resolver:DataConnector id=  xsi:type=  />"StemDataConnector" "grouper:StemDataConnector"

Group Filters

The subset of Groups to be returned by the GroupDataConnector or memberships returned by the MemberDataConnector may be filtered.

<resolver:DataConnector id=  xsi:type= >"GroupDataConnector" "grouper:GroupDataConnector"
  <grouper:GroupFilter xsi:type= >"grouper:Minus"
    <grouper:GroupFilter xsi:type=  name=  scope=  />"grouper:StemName" "um:manual" "SUB"
    <grouper:GroupFilter xsi:type=  name=  value="grouper:ExactAttribute" "GROUP.status" "NO_PROVISIONING"
/>
  </grouper:GroupFilter>
</resolver:DataConnector>

ExactAttributeGroupFilter

The ExactAttributeGroupFilter returns groups which possess an exact attribute value :

<resolver:DataConnector id=  xsi:type= >"testFilterExactAttribute" "grouper:GroupDataConnector"
  <grouper:GroupFilter xsi:type=  name=  value=  />"grouper:ExactAttribute" "name" "stem:group_name"
</resolver:DataConnector>

StemNameGroupFilter

The StemNameGroupFilter returns groups which are children of the named stem with the given scope :
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<resolver:DataConnector id=  xsi:type= >"StemNameFilterONE" "grouper:GroupDataConnector"
  <grouper:GroupFilter xsi:type=  name=  scope=  />"grouper:StemName" "parentStem" "ONE"
</resolver:DataConnector>

<resolver:DataConnector id=  xsi:type= >"StemNameFilterSUB" "grouper:GroupDataConnector"
  <grouper:GroupFilter xsi:type=  name=  scope=  />"grouper:StemName" "parentStem" "SUB"
</resolver:DataConnector>

AndGroupFilter

The AndGroupFilter returns groups which match two group filters, e.g. an Intersection :

<resolver:DataConnector id=  xsi:type= >"AndFilter" "grouper:GroupDataConnector"
  <grouper:GroupFilter xsi:type= >"grouper:AND"
    <grouper:GroupFilter xsi:type=  name=  value="grouper:ExactAttribute" "name" "parentStem:group_name"
/>
    <grouper:GroupFilter xsi:type=  name=  scope=  />"grouper:StemName" "parentStem" "ONE"
  </grouper:GroupFilter>
</resolver:DataConnector>

OrGroupFilter

The OrGroupFilter returns groups which match either of two group filters, e.g. a Union :

<resolver:DataConnector id=  xsi:type= >"OrFilter" "grouper:GroupDataConnector"
  <grouper:GroupFilter xsi:type= >"grouper:OR"
    <grouper:GroupFilter xsi:type=  name=  value="grouper:ExactAttribute" "name" "parentStem:group_name"
/>
    <grouper:GroupFilter xsi:type=  name=  scope=  />"grouper:StemName" "parentStem:childStem" "ONE"
  </grouper:GroupFilter>
</resolver:DataConnector>

MinusGroupFilter

The MinusGroupFilter returns groups which match the result of the first group fiter minus the result of the second group filter, e.g. the Complement
:

<resolver:DataConnector id=  xsi:type= >"MinusFilter" "grouper:GroupDataConnector"
  <grouper:GroupFilter xsi:type= >"grouper:Minus"
    <grouper:GroupFilter xsi:type=  name=  scope=  />"grouper:StemName" "parentStem" "ONE"
    <grouper:GroupFilter xsi:type=  name=  value="grouper:ExactAttribute" "name" "parentStem:group_name"
/>
  </grouper:GroupFilter>
</resolver:DataConnector>

Attribute Definition

Group Attribute Definition

The Grouper GroupAttributeDefinition creates an attribute whose values are the attribute values of every Group.

For example, the following "isMemberOf" attribute will have values consisting of the "name" of every Group :

<resolver:AttributeDefinition id=  xsi:type=  sourceAttributeID=  >"isMemberOf" "grouper:Group" "groups"
  <resolver:Dependency ref=  />"GroupDataConnector"
  <grouper:Attribute id=  />"name"
</resolver:AttributeDefinition>



Member Attribute Definition

The Grouper MemberAttributeDefinition creates an attribute whose values are the subject attribute values of every Member.

For example, the following "member" attribute will have values consisting of the "name" attribute of every Member whose subject is from the "jdbc"
source :

<resolver:AttributeDefinition id=  xsi:type=  sourceAttributeID=  >"member" "grouper:Member" "members"
  <resolver:Dependency ref=  />"GroupDataConnector"
  <grouper:Attribute id=  source=  />"name" "jdbc"
</resolver:AttributeDefinition>

Subject Attribute Definition

The Grouper SubjectAttributeDefinition creates an attribute whose values are attribute values of every Subject.

For example, the following "owner" attribute will have values consisting of the "name" attribute of every Subject from the "jdbc" source :

<resolver:AttributeDefinition id=  xsi:type=  sourceAttributeID=  >"owner" "grouper:Subject" "members"
  <resolver:Dependency ref=  />"GroupDataConnector"
  <grouper:Attribute id=  source=  />"name" "jdbc"
</resolver:AttributeDefinition>

Grouper enabled and disabled dates
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Membership Enabled and Disabled Dates as of v2.0.0

Membership assignments and attributes/permissions can have enabled/disabled dates where the assignment might be enabled in the
future, or disabled after a certain period of time
There is command line support for enabled/disabled dates, or on the simple membership update screen
The Grouper loader daemon is required for processing the registry periodically to set the enabled/disabled flag based on dates
Here is the Jira issue
Example of assigning these via GSH:

membership = group.getImmediateMembership(Group.getDefaultList(), subject, , );true true

membership.setDisabledTime(GrouperUtil.toTimestamp( ));"2009/11/02"

membership.update();

* Example configuration in grouper-loader.properties

#quartz cron-like schedule  enabled/disabled daemon.  Note,  has nothing to  with thefor this do
changelog
#leave blank to disable , the  is 12:01am, 11:01am, 3:01pm every day: 0 1 0,11,15 *this default
* ?

changeLog.enabledDisabled.quartz.cron = 0 1 0,11,15 * * ?

* Example gsh call for testing
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1.  
2.  

loaderRunOneJob( );"MAINTENANCE__enabledDisabled"

See also the  page for guidelines of when to use rules, roles, permission limits, and enabled / disabledOverview of Access Management Features
dates.

Bad Membership Finder Utility
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Bad Membership Finder Utility

This document is released alongside Grouper v1.5.0.

The Bad Membership Finder Utility goes through all of your composite groups and verifies that all composite memberships in the
grouper_memberships table have been correctly computed from immediate memberships.  In prior versions of Grouper, this utility also checked
for bad effective memberships, but since effective memberships are no longer stored in grouper_memberships but rather formed by joining with
GroupSets, this utility no longer checks for effective memberships.  Future versions of this utility may check for incorrectly computed GroupSets.

This utility is read-only; it does not make any membership changes in your database.

Usage

As of Grouper 1.5.0, this utility runs with GSH.

$GROUPER_HOME/bin/gsh.sh -findBadMemberships <command line arguments>

usage: FindBadMemberships -all
 -all           Find bad memberships.

This script will find membership records in the database which are invalid and print them on the
screen.  It will not make any modifications to the Grouper database.
If bad memberships are found, this script will create a GSH script that will delete and re-add
memberships.

To fix your memberships, complete these steps in the order listed:

1.  Review the GSH script before applying any changes to your database.
2.  Run the GSH script.
3.  Re-run the bad membership finder utility to verify that bad memberships have been fixed.

For every bad membership, the utility will print one line.

You will see a message like the following for bad memberships with a group:

FOUND BAD MEMBERSHIP: Bad membership in group with uuid=c59c0b99-a735-4798-841a-a497d31afd0b and
name=i2:test.

Resolving bad memberships

If bad memberships are found in your Grouper database, a GSH script called findbadmemberships.gsh will be created to help you resolve the
issues.  For each composite group with a bad composite membership, the following will be added to the GSH script.

delComposite() to delete the composite memberships
addComposite() to re-create the composite.
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1.  
2.  
3.  

To fix your bad membership, do the following:

Review the GSH script before applying any changes to your database.
Run the GSH script.
Re-run the bad membership finder utility to verify that bad memberships have been fixed

Query for bad composites

(assumes Grouper 2.0 grouper_memberships_lw_v):

Check for bad complements (tested in oracle):

SELECT DISTINCT gcv.owner_group_name, gmlv1.subject_source, gmlv1.subject_id
           FROM grouper_memberships_lw_v gmlv1, grouper_composites_v gcv
          WHERE gcv.composite_type = 'complement'
            AND gmlv1.group_name = gcv.left_factor_group_name
            AND gmlv1.list_name = 'members'
            AND gmlv1.subject_source <> 'g:gsa'
            AND gmlv1.member_id NOT IN (
                   SELECT gmlv2.member_id
                     FROM grouper_memberships_lw_v gmlv2
                    WHERE gmlv2.group_name = gcv.right_factor_group_name
                      AND gmlv2.list_name = 'members'
                      AND gmlv2.subject_source <> 'g:gsa')
            AND gmlv1.member_id NOT IN (
                   SELECT gmlv2.member_id
                     FROM grouper_memberships_lw_v gmlv2
                    WHERE gmlv2.group_name = gcv.owner_group_name
                      AND gmlv2.list_name = 'members'
                      AND gmlv2.subject_source <> 'g:gsa');

Check for bad complements part 2

SELECT DISTINCT gcv.owner_group_name, gmlv1.subject_source, gmlv1.subject_id
            FROM grouper_memberships_lw_v gmlv1, grouper_composites_v gcv
           WHERE gcv.composite_type = 'complement'
             AND gmlv1.group_name = gcv.right_factor_group_name
             AND gmlv1.list_name = 'members'
             AND gmlv1.subject_source <> 'g:gsa'
             AND gmlv1.member_id IN (
                    SELECT gmlv2.member_id
                      FROM grouper_memberships_lw_v gmlv2
                     WHERE gmlv2.group_name = gcv.owner_group_name
                       AND gmlv2.list_name = 'members'
                       AND gmlv2.subject_source <> 'g:gsa'))

Check for bad unions



SELECT DISTINCT gcv.owner_group_name, gmlv1.subject_source, gmlv1.subject_id
           FROM grouper_memberships_lw_v gmlv1, grouper_composites_v gcv
          WHERE gcv.composite_type = 'union'
            AND gmlv1.group_name = gcv.owner_group_name
            AND gmlv1.list_name = 'members'
            AND gmlv1.subject_source <> 'g:gsa'
            AND gmlv1.member_id NOT IN (
                   SELECT gmlv2.member_id
                     FROM grouper_memberships_lw_v gmlv2
                    WHERE gmlv2.group_name = gcv.left_factor_group_name
                      AND gmlv2.list_name = 'members'
                      AND gmlv2.subject_source <> 'g:gsa')
            AND gmlv1.member_id NOT IN (
                   SELECT gmlv2.member_id
                     FROM grouper_memberships_lw_v gmlv2
                    WHERE gmlv2.group_name = gcv.right_factor_group_name
                      AND gmlv2.list_name = 'members'
                      AND gmlv2.subject_source <> 'g:gsa');

Check for bad intersections

SELECT DISTINCT gcv.owner_group_name, gmlv1.subject_source, gmlv1.subject_id
           FROM grouper_memberships_lw_v gmlv1, grouper_composites_v gcv
          WHERE gcv.composite_type = 'intersection'
            AND gmlv1.group_name = gcv.owner_group_name
            AND gmlv1.list_name = 'members'
            AND gmlv1.subject_source <> 'g:gsa'
            AND (   gmlv1.member_id NOT IN (
                       SELECT gmlv2.member_id
                         FROM grouper_memberships_lw_v gmlv2
                        WHERE gmlv2.group_name = gcv.left_factor_group_name
                          AND gmlv2.list_name = 'members'
                          AND gmlv2.subject_source <> 'g:gsa')
                 OR gmlv1.member_id NOT IN (
                       SELECT gmlv2.member_id
                         FROM grouper_memberships_lw_v gmlv2
                        WHERE gmlv2.group_name = gcv.right_factor_group_name
                          AND gmlv2.list_name = 'members'
                          AND gmlv2.subject_source <> 'g:gsa')
                );

sdf

       Questions or comments?   Contact us.

Grouper ESB Connector
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The Grouper ESB Connector is designed to enable Grouper to interface with an ESB in order to send and receive individual events as changes
occur. It was included in Grouper 1.6 and is currently experimental. This means that, although it is in use in a production environment, it has not
seen sufficient use to be considered stable. It hooks into the changelog consumer and is not a general import/export tool, supporting a limited
number of operations. It is deliberately lightweight and if functionality you require is not available you may wish to consider using the Web Service
instead.

The connector is intended to interface with an ESB, but anything that can receive and process events packages as JSON strings send over
HTTP(S) or XMPP can be used.

Outgoing

All events which can be notified to an event log consumer are supported. Single events are loaded into an instance of the EsbEvent bean, which
is added to an array in an instance of the EsbEvents bean. The EsbEvents class is transformed into an JSON string and despatched. The
transformation includes the transformation of the EsbEvent beans, and as this occurs properties with null values are ignored so that they do not
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appear in the JSON string. More information on the  is available.outgoing beans

In a future release it will be possible to send multiple events as a single JSON string, but only one is supported for now as it makes integration
debugging easier.

Incoming

Membership add/deletes for a subject are supported. A listener can be set up to receive events over HTTP(S) or XMPP. The event must be a
JSON string, which will be transformed into an EsbListenerEvents bean. This contains an array of one or more EsbListenerEvent beans. More
information on the  is available.incoming beans

Configuration

Examples of how to  are available. Detailed configuration examples for various uses cases linked toconfigure Grouper to use the ESB connector
an ESB can be found with the documentation for the (open source)  in use at Cardiff University.ESB/Rules engine hybrid

Grouper client and example

The grouper client can consume ESB XMPP notifications and handle them.  An .  In this sense, the grouper client can run as aexample is here
daemon to listen for grouper changes of certain things (filter is configured on server and client), and do perform certian actions (implement an
interface or use a built in one for example to update a text file).  The grouper client will also allow a quartz (cron like) schedule of a full refresh to
prevent data corruption.

Grouper ESB connector configuration examples
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All configuration for the ESB link goes into grouper-loader.properties. You can have multiple instances of consumers and listeners, but be careful
to keep ports, usernames etc. unique.

Example 1:

# sample configuration to send MEMBERSHIP_DELETE & MEMBERSHIP_ADD events to one port on an
# ESB, and MEMBERSHIP_DELETE, MEMBERSHIP_ADD, GROUP_DELETE & GROUP_ADD events to another by running 2
# changelog consumers
#  configuration is an example  directories which require the user DN to be presentthis for
# in an attribute on the group, and the group DN to be present in an attribute on the user
# Novell eDirectory and Microsoft Active Directory both need   proper operationthis for
changeLog.consumer.httpTest.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbConsumer
changeLog.consumer.httpTest.elfilter = event.eventType eq 'MEMBERSHIP_DELETE' \|\| event.eventType eq
'MEMBERSHIP_ADD'
changeLog.consumer.httpTest.publisher.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbHttpPublisher
changeLog.consumer.httpTest.publisher.url = http://localhost:4567
changeLog.consumer.httpTestGroup.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbConsumer
changeLog.consumer.httpTestGroup.elfilter = event.eventType eq 'MEMBERSHIP_DELETE' \|\|
event.eventType eq 'MEMBERSHIP_ADD \|\| event.eventType eq 'GROUP_DELETE' \|\| event.eventType eq
'GROUP_ADD'
changeLog.consumer.httpTestGroup.publisher.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbHttpPublisher
changeLog.consumer.httpTestGroup.publisher.url = http://localhost:4568

Example 2:
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# Sample conifiguration to sync to OpenLdap where only Group objects need to be changed. Note than
# in OpenLDAP a groupOfUnique names must have at lease one member, but  is not reuquired tothis
# resolve to the DN of a real object
changeLog.consumer.httpOpenLdapTest.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbConsumer
changeLog.consumer.httpOpenLdapTest.elfilter = event.eventType eq 'GROUP_DELETE' \|\| event.eventType
eq 'GROUP_ADD' \|\| event.eventType eq 'MEMBERSHIP_DELETE' \|\| event.eventType eq 'MEMBERSHIP_ADD'
changeLog.consumer.httpOpenLdapTest.publisher.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbHttpPublisher
changeLog.consumer.httpOpenLdapTest.publisher.url = http://localhost:4568
# next line consists of a list of additional subject attributes to send with each event, these
# attributes must be provided from the source
changeLog.consumer.httpOpenLdapTest.publisher.addSubjectAttributes = cardiffidmanaffiliation

Example 3:

# Sample config to run a server listening  incoming events from an ESBfor
esb.listeners.http.enable =  esb.listeners.http.port = 8443 esb.listeners.http.bindaddress =false
127.0.0.1
esb.listeners.http.authConfigFile = /home/rob/Customers/Internet2/users
# ssl config parameters - see http://docs.codehaus.org/display/JETTY/How+to+configure+SSL  detailsfor
# of how to use certs in Jetty
esb.listeners.http.ssl.keystore = /home/rob/tests/keystore
esb.listeners.http.ssl.keyPassword = changeit
esb.listeners.http.ssl.trustStore = /home/rob/tests/keystore
esb.listeners.http.ssl.trustPassword = changeit
esb.listeners.http.ssl.password = changeit

Example 4:

# Sample config  sending events from Grouper to a recipient on and XMPP (Jabber) serverfor
changeLog.consumer.xmppTest.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbConsumer
changeLog.consumer.xmppTest.elfilter = event.eventType eq 'GROUP_DELETE' \|\| event.eventType eq
'GROUP_ADD' \|\| event.eventType eq 'MEMBERSHIP_DELETE' \|\| event.eventType eq 'MEMBERSHIP_ADD'
changeLog.consumer.xmppTest.publisher.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbXmppPublisher
changeLog.consumer.xmppTest.publisher.server = 10.0.0.147
changeLog.consumer.xmppTest.publisher.port = 5222
changeLog.consumer.xmppTest.publisher.username = groupersend
changeLog.consumer.xmppTest.publisher.password = groupersend
changeLog.consumer.xmppTest.publisher.recipient = rob@procopius
changeLog.consumer.xmppTest.publisher.addSubjectAttributes = cardiffidmanaffiliation

Example 5:

# Sample config to run a client that will monitor an XMPP server  events (messages) sentfor
# from a certain address and process them
esb.lisenters.xmpp.enable =  esb.listeners.xmpp.server = 10.0.0.147true
esb.listeners.xmpp.port = 5222 esb.listeners.xmpp.username = grouper
esb.listeners.xmpp.password = grouper esb.listeners.xmpp.sendername = rob@procopius

Grouper ESB Connector incoming beans
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Beans for incoming data:
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Incoming data must be parseable into  containing a single array of multiple events.an EsbListenerEvents bean

Each event must be parsable into .the EsbListenerEvent class

Grouper ESB Connector outgoing beans
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Beans for outgoing data:

Events are loaded into  which contains a single array of events. At the moment (1.6) ony one event will be loaded into thisan EsbEvents bean
array, but we want to allow for multiple events in the future.

Each event is loaded into  which will end up contaning property values where a value exists for an event. When the classa simple EsbEvent bean
is written as JSON, null values are simply ingnored with the resulting string only containing properties with values assigned. Each of these
properties can be used in an expression language filter.

Grouper XMPP notifications
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Grouper has a basic change log consumer implementation which can send XMPP or HTTPS notifications (see ).  The loaderESB documentation
sends the XMPP messages.  If you want, the grouper client can listen on an XMPP channel for events and kick off logic.  There is built in logic to
maintain a text file of users with prefix/suffix/expression language.  On an XMPP message, the client can either use the diff, or it can do a full
refresh (if you don't  trust your Jabber deployment security or reliability).  The client will also periodically do a full refresh (on a quartz cron
schedule, e.g. nightly)

Configure the grouper.loader.properties

changeLog.consumer.xmpp.class = edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbConsumer
changeLog.consumer.xmpp.quartzCron = 0 * * * * ? #match all events that are add or remove membership,
only flattened,  the subject is from the jdbc source, with the loginid attribute and in the folderif
test:xmppGroups changeLog.consumer.xmpp.elfilter = (event.eventType eq 'MEMBERSHIP_DELETE' \|\|
event.eventType eq 'MEMBERSHIP_ADD') && event.membershipType == 'flattened' &&
event.subjectHasAttribute('loginid') && event.sourceId == 'jdbc' && event.groupName =\~
'^test\\:xmppGroups\\:.*$' changeLog.consumer.xmpp.publisher.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbXmppPublisher #add in the recipients
changeLog.consumer.xmpp.publisher.recipient = user@school.edu/Home,
grouperjabber@school.edu/grouperClient changeLog.consumer.xmpp.publisher.addSubjectAttributes =
loginid   ################################### ## XMPP notifications defaults
###################################  ## general xmpp configuration xmpp.server.host =
jabber.school.edu xmpp.server.port = 5222 xmpp.user = grouperjabber # note, pass can be in an external
file with morphstring xmpp.pass = abcabcabc xmpp.resource = grouperServer

Run the loader as usual:

gsh \-loader

Add some group/member:

gsh 0% grouperSession = GrouperSession.startRootSession(); gsh 1% new
GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist("test:xmppGroups:group1" true
).save(); gsh 2% addMember( , );"test:xmppGroups:group1" "test.subject.0"

See an XMPP notification (JSON):

{   :\[     {       : ,       : ,       "esbEvent" "eventType" "MEMBERSHIP_ADD" "fieldName" "members"
: ,       : ,       "groupId" "80ea7edaba7f4c8b9315b5e5f90c8f45" "groupName" "test:xmppGroups:group1"

: ,       : ,       : ,       "membershipType" "flattened" "sequenceNumber" "50" "sourceId" "jdbc"
:\[         \[           ,                    \]      "subjectAttributes" "loginid" "id.test.subject.1"

\]       ,       :      }   \] }"subjectId" "test.subject.1"
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Configure the grouper.client.properties

\################################ ## XMPP client settings ## Note: you need the smack.jar in your
classpath, see the grouper xmpp wiki  usage ## https:for
//spaces.internet2.edu/display/GrouperWG/Grouper+XMPP+notifications+v1.6.0
################################   ## general xmpp configuration grouperClient.xmpp.server.host =
jabber.school.edu grouperClient.xmpp.server.port = 5222 grouperClient.xmpp.user = grouperuser # note,
pass can be in an external file with morphstring grouperClient.xmpp.pass = \*********\*
grouperClient.xmpp.resource = grouperClient grouperClient.xmpp.trustedMessagesFromJabberIds =
grouperuser@upenn.edu/grouperServer  grouperClient.xmpp.job.myJobName.groupNames =
test:xmppGroups:group1 grouperClient.xmpp.job.myJobName.handlerClass =
edu.internet2.middleware.grouperClientExt.xmpp.GrouperClientXmppFileHandler # set  to reload_groupthis
or incremental  not reload on each event grouperClient.xmpp.job.myJobName.eventAction = incrementalif
# how often a full refresh should occur regardless of events
grouperClient.xmpp.job.myJobName.fullRefreshQuartzCronString =
grouperClient.xmpp.job.myJobName.fileHandler.targetFile = c:/temp/xmpp/target.txt
grouperClient.xmpp.job.myJobName.fileHandler.filePrefix = c:/temp/xmpp/prefix.txt
grouperClient.xmpp.job.myJobName.fileHandler.iteratorEl = ${subject.attribute\['loginid'\]}$space$
grouperClient.xmpp.job.myJobName.fileHandler.fileSuffix = c:/temp/xmpp/suffix.txt # subjects wont
notify  not match  filter grouperClient.xmpp.job.myJobName.elfilter = (event.eventType eqif this
'MEMBERSHIP_DELETE' \|\| event.eventType eq 'MEMBERSHIP_ADD') && event.membershipType == 'flattened'
&& event.subjectHasAttribute('loginid') && event.sourceId == 'jdbc' && event.groupName =
'test:xmppGroups:group1'

Make sure Grouper WS is up and running and configured in grouper.client.properties

Setup a file prefix: c:/temp/xmpp/prefix.txt

require user

Setup a file suffix: c:/temp/xmpp/suffix.txt  (note, just put a newline in this file in this case)

The client needs a few more jars to work properly (xmpp library, and quartz for scheduling.  Startup with all those jars in classpath, and
grouper.client.properties, here is a linux example

C:\temp\xmpp>dir \*.jar  Volume in drive C is OS  Volume Serial  is C899-F8B9   Directory ofNumber
C:\temp\xmpp  04/28/2010  11:45 AM           173,783 commons-beanutils.jar 04/24/2010  03:12 AM       
570,463 commons-collections.jar 04/28/2010  11:45 AM           468,109 commons-lang.jar 04/24/2010 
03:12 AM           131,078 commons-logging.jar 04/28/2010  11:45 AM            86,542 ezmorph.jar
06/01/2010  06:12 AM         2,619,667 grouperClient.jar 04/28/2010  11:45 AM           255,813
json-lib.jar 04/24/2010  03:12 AM             8,374 jta.jar 04/24/2010  03:12 AM           792,769
quartz.jar 04/20/2010  03:14 AM         1,381,464 smack.jar               10 File(s)      6,488,062
bytes                0 Dir(s)  437,193,080,832 bytes free  C:\temp\xmpp> java \-classpath .;\*
edu.internet2.middleware.grouperClientExt.xmpp.GrouperClientXmppMain

Custom Group Types, Fields, Attributes, Lists
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For additional flexibility, you may want to use the  together with or instead of the features explainedAttribute Framework capabilities
here.  At some point the attributes here might be replaced by the Attribute Framework.

Custom Group Types and Fields

As shipped, Grouper groups have 6 attributes and 1 list, and every Grouper group has those 7 fields without exception (see the Grouper Glossary
for a list of them and other Grouper-specific terms used in this section). Deployers can augment the pool of available fields with their own Custom

. These are gathered into sets of custom fields to form a , and all defined group types are available to be assigned to individualFields Group Type
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groups by their ADMINs. Assignment of a group type to a group adds the associated set of fields to that group. These custom fields can then be
managed or accessed by the API or the UI, appear in XML exports, etc.

In this section we describe two methods for loading group types, i.e., collections of custom fields, into your Groups Registry, and one method for
deleting them. Before that, however, you'll need to know a bit more about Grouper fields.

Fields come in two flavors:  and . Attributes have a single, string value. List fields are lists of subjects. Each field must have aattributes lists
declared  necessary to read the field, and likewise an access privilege declared that's needed to write the field. And some fieldsAccess Privilege
are "required" - the required fields associated with a given group must all have a value, a requirement that is only enforced by an API caller
(including the Grouper UI).

So, to create a custom group type is to declare its name, identify the names of fields associated with that type, define the type of each field
(attribute or list), its read and write access privileges, and whether or not it is required. Described below are two means for so doing.

Using the XML Import tool to add a group type

The XML Import tool's metadata import capability can be used to load custom group types. Below is an example XML file that declares the group
type named 'teaching' and its three associated fields, 'academic-staff', 'clerical-staff', and 'faculty_code'. The first two of these are lists and the
third is an attribute, and the privileges necessary to read or write them is also declared. None of these fields are in fact required.

<?xml version=  encoding= ?>"1.0" "UTF-8"
<registry>
  <metadata>
    <groupTypesMetaData>
    <groupTypeDef name='teaching'>
      <field name='academic-staff' required='false' type='list' readPriv='read' writePriv='update'/>
      <field name='clerical-staff' required='false' type='list' readPriv='read writePriv='update'/>
      <field name='faculty_code' required='false' type='attribute' readPriv='read' writePriv='admin'/>
    </groupTypeDef>
    </groupTypesMetaData>
  </metadata>
</registry>

To successfully import this XML into your Groups Registry, the import.properties file must include the following declarations:

import.metadata.group-types=true
import.metadata.group-type-attributes=true

Please refer to the  documentation for details on how to load this XML.XML Import/Export Tool

Using GrouperShell to create a group type

The Grouper API's  can be used directly to create types and fields. Here's an example of using the GrouperShell to create theGroupType method
"teaching" group type presented in the XML above:
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gsh-0.0.1 0% subj=SubjectFinder.findById( )"GrouperSystem"
subject: id='GrouperSystem' type='application' source='g:isa' name='GrouperSystem'
gsh-0.0.1 1% sess=GrouperSession.start(subj)
edu.internet2.middleware.grouper.GrouperSession:
e161f71d-19f3-4cef-b6b8-f0de9b594aab,'GrouperSystem','application'
gsh-0.0.1 2% type=GroupType.createType(sess, )"teaching"
edu.internet2.middleware.grouper.GroupType: teaching
gsh-0.0.1 3% read=Privilege.getInstance( )"read"
edu.internet2.middleware.grouper.Privilege: read
gsh-0.0.1 4% update=Privilege.getInstance( )"update"
edu.internet2.middleware.grouper.Privilege: update
gsh-0.0.1 5% admin=Privilege.getInstance( )"admin"
edu.internet2.middleware.grouper.Privilege: admin
gsh-0.0.1 6% type.addList(sess, , read, update)"academic-staff"
edu.internet2.middleware.grouper.Field: academic-staff,teaching,list
gsh-0.0.1 7% type.addList(sess, , read, update)"clerical-staff"
edu.internet2.middleware.grouper.Field: clerical-staff,teaching,list
gsh-0.0.1 8% type.addAttribute(sess, , read, admin, false)"faculty_code"
edu.internet2.middleware.grouper.Field: faculty_code,teaching,attribute

Using GrouperShell to remove a group type

The Grouper API's GroupType and  methods can be used delete a group type. Here's an example of using the GrouperShell toGroupTypeFinder
delete the "teaching" group created above:

gsh-0.0.1 0% subj=SubjectFinder.findById( )"GrouperSystem"
subject: id='GrouperSystem' type='application' source='g:isa' name='GrouperSystem'
gsh-0.0.1 1% sess=GrouperSession.start(subj)
edu.internet2.middleware.grouper.GrouperSession:
eb0c794b-09a1-4cc5-b45b-4c2e4a6d3434,'GrouperSystem','application'
gsh-0.0.1 2% type=GroupTypeFinder.find( )"teaching"
edu.internet2.middleware.grouper.GroupType: teaching
gsh-0.0.1 3% type.delete(sess)

Grouper report
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There is a Grouper report that you can have emailed to you daily, or you can run it manually from .  This report shows a summary of the totalGSH
state of your grouper installation (e.g. how many memberships/groups/etc, how many unresolvable subjects, how many "bad memberships", etc),
and it shows the status of the last day's worth of activity (e.g. how many new membership, how many loader errors). 

To run this report from GSH, just run this command:  GrouperReport.report(isRunUnresolvableSubjectReport, isRunBadMembershipFinder);

e.g. 

gsh 1% GrouperReport.report(true, true);
Grouper daily report

----------------
OVERALL:
----------------
environment:           DEV
memberships:           40
groups:                9

...
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To have the report emailed to you, configure these parts of the grouper.properties: 

# in cases where grouper is logging or emailing, it will use this to differentiate test vs dev vs prod
grouper.env.name = TEST
...

#smtp server is a domain name or dns name, must be simple clear text stmp with no authentication
#mail.smtp.server = whatever.school.edu

#leave blank if unauthenticated
#mail.smtp.user =

#leave blank if unauthenticated
#mail.smtp.pass =

#this is the default email address where mail from grouper will come from
#mail.from.address = noreply@school.edu

#this is the subject prefix of emails, which will help differentiate prod vs test vs dev etc
#mail.subject.prefix = TEST: 

 Then you can configure the relevant parts of the grouper-loader.properties:

#quartz cron-like schedule for daily grouper report, the default is 7am every day: 0 0 7 * * ?
#leave blank to disable this
daily.report.quartz.cron = 0 0 7 * * ?

#comma separated email addresses to email the daily report
daily.report.emailTo = mchyzer@isc.upenn.edu, mchyzer@yahoo.com

#days on which usdu should run with daily report (comma separated)
#blank means run never.   e.g. to run on all days: monday, tuesday, wednesday, thursday, friday,
saturday, sunday
daily.report.usdu.daysToRun = monday, tuesday, wednesday, thursday, friday, saturday, sunday

#days on which bad membership finder should run with daily report (comma separated)
#blank means run never.   e.g. to run on all days: monday, tuesday, wednesday, thursday, friday,
saturday, sunday
daily.report.badMembership.daysToRun = monday, tuesday, wednesday, thursday, friday, saturday, sunday
 

 Sample report:

Note, it will also show (if applicable), up to 50 unresolvable subjects, all the bad membership output, all the loader jobs with errors, etc... 

 Grouper daily report

----------------
OVERALL:
----------------
environment:           DEV
memberships:           40
groups:                9
members:               16
folders:               4
unresolvable subjects: 0
bad memberships:       0

----------------
WITHIN LAST DAY:
----------------
new memberships:       40
new groups:            9



updated groups:        0
new folders:           3

----------------
LOADER SUMMARY WITHIN LAST DAY
----------------
jobs:                  4
successes:             3
errors:                0
unresolvable subjects: 0
inserts:               0
updates:               0
deletes:               0
processing time:       12,250ms

----------------
LOADER JOBS NON-ERROR
----------------
job:               MAINTENANCE_grouperReport (0 total count)
status:            SUCCESS, started: 2008-11-07 16:09:00.0 (9141ms)
inserts/updates/deletes: 0/0/0
unresolvable subjects: 0

job:               SQL_SIMPLE_faculty (12,324 total count)
status:            SUCCESS, started: 2008-11-07 13:10:00.0 (1340ms)
inserts/updates/deletes: 10/3/7
unresolvable subjects: 3

----------------
GROUPER INFO
----------------
version: 1.4.0 build date: null
os.name: Windows XP
os.arch: x86
os.version: 5.1
java.version: 1.5.0_11
java.vendor: Sun Microsystems Inc.
java.class.path:
C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\build;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\activation.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\antlr.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\asm.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\asm-attrs.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\asm-util.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\backport-util-concurrent.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\bsh.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\c3p0.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\cglib.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\commons-beanutils.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\commons-betwixt.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\commons-cli.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\commons-collections.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\commons-digester.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\commons-lang.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\commons-logging.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\commons-math.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\DdlUtils.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\dom4j.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\ehcache.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\hibernate.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\invoker.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\jakarta-oro.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\jsr107cache.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\jta.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\jug.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\log4j.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\mailapi.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\morphString.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\odmg.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\p6spy.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\quartz.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\smtp.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\subject.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\jdbcSamples\hsqldb.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\jdbcSamples\mysql-connector-java-bin.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\jdbcSamples\ojdbc14.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\jdbcSamples\postgresql.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\test\junit.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\ant\ant-contrib.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\commons-discovery.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\jamon.jar;C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\lib\grouper\ant.jar
heapSize:
6 MB
heapMaxSize: 63 MB
heapSizeFree: 1 MB

privileges.access.interface: edu.internet2.middleware.grouper.GrouperAccessAdapter
privileges.naming.interface: edu.internet2.middleware.grouper.GrouperNamingAdapter
privileges.access.cache.interface:
privileges.naming.cache.interface:
groups.wheel.use: true
groups.wheel.group: penn:etc:sysAdminGroup

source: id=pennperson name=Penn person class=GrouperJdbcSourceAdapter
source: id=g:gsa name=Grouper: Group Source Adapter class=GrouperSourceAdapter
source: id=g:isa name=Grouper: Internal Source Adapter class=InternalSourceAdapter
source: id=jdbc name=JDBC Source Adapter class=GrouperJdbcSourceAdapter
source: id=servPrinc name=Kerberos service principals class=GrouperJdbcSourceAdapter

hibernate.dialect: org.hibernate.dialect.Oracle10gDialect
hibernate.connection.driver_class: oracle.jdbc.driver.OracleDriver



hibernate.cache.provider_class: org.hibernate.cache.EhCacheProvider
 

Exposing Groups Through Shibboleth
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Institutions may want to release group information to Shibboleth Service Providers in a secure way when a user is accessing a site.  Here are
some ways to do that. You may also want to see the page on .Grouper and Shibboleth Integration

Sending the isMemberOf attribute

Using LDAP's isMemberOf attribute as a source

If you have users' group memberships being sync'ed to user objects in LDAP in an attribute such as isMemberOf and you also have a Shibboleth
Identity Provider data connector for your LDAP, then you can very easily and securely release specific group memberships to each Service
Provider using attribute filter policies. Your data connector for LDAP and your attribute definition for isMemberOf may look like the following:

<resolver:DataConnector id=  xsi:type=  xmlns="myLDAP" "LDAPDirectory"
"urn:mace:shibboleth:2.0:resolver:dc"
        ldapURL="ldaps:  baseDN=  principal=//ldap.example.org" "dc=example,dc=org" "cn=directory manager"
principalCredential=  poolInitialSize=  poolMaxIdleSize= >"password" "3" "3"
        <FilterTemplate>
            <![CDATA[
                (uid=$requestContext.principalName)
            ]]>
        </FilterTemplate>
    </resolver:DataConnector>

    <resolver:AttributeDefinition id=  xsi:type=  xmlns="isMemberOf" "Simple"
"urn:mace:shibboleth:2.0:resolver:ad"
        sourceAttributeID= >"isMemberOf"
        <resolver:Dependency ref=  />"myLDAP"

        <resolver:AttributeEncoder xsi:type=  xmlns="SAML1String"
"urn:mace:shibboleth:2.0:attribute:encoder"
            name=  />"urn:oid:1.3.6.1.4.1.5923.1.5.1.1"

        <resolver:AttributeEncoder xsi:type=  xmlns="SAML2String"
"urn:mace:shibboleth:2.0:attribute:encoder"
            name=  friendlyName=  />"urn:oid:1.3.6.1.4.1.5923.1.5.1.1" "isMemberOf"
    </resolver:AttributeDefinition>

Using LDAP's member attribute as a source

If, instead, you have users' group memberships being sync'ed to group objects in LDAP, where the group's name is the  attribute, you can stillcn
easily and securely release specific group memberships to each Service Provider using attribute filter policies. Your data connector for LDAP and
your attribute definition for isMemberOf may look like the following:
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<resolver:DataConnector id=  xsi:type=  xmlns="myLDAP" "LDAPDirectory"
"urn:mace:shibboleth:2.0:resolver:dc"
        ldapURL="ldaps:  baseDN=  principal=//ldap.example.org" "dc=example,dc=org" "cn=directory manager"
principalCredential=  poolInitialSize=  poolMaxIdleSize="password" "3" "3"
        maxResultSize=  mergeResults=  >"500" " "true
        <FilterTemplate>
            <![CDATA[
                (member=uid=${requestContext.principalName})
            ]]>
        </FilterTemplate>
        <ReturnAttributes>cn</ReturnAttributes>
    </resolver:DataConnector>

    <resolver:AttributeDefinition id=  xsi:type=  xmlns="isMemberOf" "Simple"
"urn:mace:shibboleth:2.0:resolver:ad"
        sourceAttributeID= >"cn"
        <resolver:Dependency ref=  />"myLDAP"

        <resolver:AttributeEncoder xsi:type=  xmlns="SAML1String"
"urn:mace:shibboleth:2.0:attribute:encoder"
            name=  />"urn:oid:1.3.6.1.4.1.5923.1.5.1.1"

        <resolver:AttributeEncoder xsi:type=  xmlns="SAML2String"
"urn:mace:shibboleth:2.0:attribute:encoder"
            name=  friendlyName=  />"urn:oid:1.3.6.1.4.1.5923.1.5.1.1" "isMemberOf"
    </resolver:AttributeDefinition>

Filtering the attribute

So, for instance, say if you have a group called institution:dept:allMembers.  And say if you want to release this group (but no other groups) to
sp.example.org for users that are a member of this group.  Your attribute filter policy may look like the following. The PermitValueRule is used to
restrict the values that are sent to the Service Provider.

<AttributeFilterPolicy id= >"isMemberOfRuleExample"
                <PolicyRequirementRule xsi:type=  value="basic:AttributeRequesterString" "https:

 />//sp.example.org/shibboleth"

                <AttributeRule attributeID= >"isMemberOf"
                        <PermitValueRule xsi:type=  value="basic:AttributeValueString"

 />"institution:dept:allMembers"
                </AttributeRule>
        </AttributeFilterPolicy>

Another use case may be that you allow a department to create adhoc groups within the folder institution:dept:adhoc and you want to release all
those adhoc groups (but no other groups) to sp.example.org.  Your attribute filter policy may look like the following:

<AttributeFilterPolicy id= >"isMemberOfRuleExample2"
                <PolicyRequirementRule xsi:type=  value="basic:AttributeRequesterString" "https:

 />//sp.example.org/shibboleth"

                <AttributeRule attributeID= >"isMemberOf"
                        <PermitValueRule xsi:type=  regex="basic:AttributeValueRegex"

 />"institution:dept:adhoc:.*"
                </AttributeRule>
        </AttributeFilterPolicy>

The difference here is that the PermitValueRule is based on a regular expression match rather than an exact string match.

Sending the entitlement attribute

The isMemberOf attribute requires that an SP have intimate knowledge of the group names used by each of its IdP partners.  It seems unlikely
that all the partners will conveniently choose exactly the same names for groups of similar purpose.  In addition, the SP has to know, for each IdP,
what membership in one or more groups implies.  Thus an SP working with many IdPs will often ask for an consistent entitlement, which may or



may not be derived from group membership at a particular IdP.

Converting isMemberOf to an entitlement

If you have a data connector producing isMemberOf attributes (or cn), as described above, your attribute definition for entitlement may look like
the following:

Suppose you want to release the standard library entitlement, based on membershib in one or more groups.

<resolver:AttributeDefinition id=  xsi:type="memberships" "Simple"
        xmlns="urn:mace:shibboleth:2.0:resolver:ad"
        sourceAttributeID= >"isMemberOf"
        <resolver:Dependency ref=  />"myLDAP"
    </resolver:AttributeDefinition>

    <resolver:AttributeDefinition id=  xsi:type="entitlement_lib" "Script"
        xmlns= >"urn:mace:shibboleth:2.0:resolver:ad"
        <resolver:Dependency ref=  />"memberships"

       <resolver:AttributeEncoder xsi:type=  xmlns="SAML1String"
"urn:mace:shibboleth:2.0:attribute:encoder"
            name=  />"urn:mace:dir:attribute-def:eduPersonEntitlement"

        <resolver:AttributeEncoder xsi:type=  xmlns="SAML2String"
"urn:mace:shibboleth:2.0:attribute:encoder"
            name=  friendlyName=  />"urn:oid:1.3.6.1.4.1.5923.1.1.1.7" "eduPersonEntitlement"

      <Script>
        <![CDATA[
           importPackage(Packages.edu.internet2.middleware.shibboleth.common.attribute.provider);
           entitlement =  BasicAttribute( );new "entitlement_lib"
            ngroup = memberships.getValues().size();var
            (  i=0; i<ngroup; i++) {for var
              group = memberships.getValues().get(i);var
                (group.equals( ) || group.equals( ) || group.equals(if "uw:student" "uw:employee"

) ) {"uw:lib:users"
                  entitlement.getValues().add('urn:mace:dir:entitlement:common-lib-terms');
                  ;break
               }
           }
          ]]>
       </Script>

    </resolver:AttributeDefinition>

Your filters for this attribute would look similar to those for the raw isMemberOf attribute filters.

Point in Time Auditing
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Grouper 2.0+ has point in time auditing.  The feature is enabled automatically when upgrading.  The general design is to keep separate tables for
many of the regular Grouper database tables that contain start and end times associated with each row.  This allows us to perform efficient
queries to find out the state of the data at any point in time or range.

The point in time tables are populated by the change log processor that runs every minute (by default) by the Grouper loader.  The point in time
tables are also used for flattened notifications of memberships, privileges, and permissions.

If you need just an audit log of high level user actions, you may want to know about . User Auditing

So with point in time, you can do the following queries at a single time in the past or a date range.

Determine if a person was a member of a group.
Get all the members of a group.
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Find out what groups a person was a member.
Find what permissions a person had.
Get all the attributes assigned to an object (group, etc).
Get the values that an attribute had.

The following  support point in time queries.Grouper Web Services

Get Members
hasMember
getGroups
getPermissionAssignments

If you have old objects in your point in time data that you don't want anymore, you can delete them using GSH.  See
edu.internet2.middleware.grouper.pit.PITUtils for various options for deleting old data.  Note that point in time data can only be deleted after the
actual objects have been deleted and those deletions have been processed by the changeLogTempToChangeLog job, which runs once a minute
by default with the Grouper Daemon.

gsh 0% // delete objects that ended before a given date
gsh 0% edu.internet2.middleware.grouper.pit.PITUtils.deleteInactiveRecords(  Date(), );new true
gsh 1%
gsh 2% // delete objects that have ended below a given stem
gsh 2% edu.internet2.middleware.grouper.pit.PITUtils.deleteInactiveObjectsInStem( , )"test" true

If your need to sync your point in time data, you can run the following to make sure all of the objects currently active in Grouper are marked as
active in point in time.  It's probably a good idea to turn off the Grouper Daemon when you run this.

gsh 0%  edu.internet2.middleware.grouper.misc.SyncPITTables().syncAllPITTables()new

Searching  missing active point in time fieldsfor
Found 0 missing active point in time fields

Searching  missing active point in time membersfor
Found 0 missing active point in time members

Searching  missing active point in time stemsfor
Found 0 missing active point in time stems

Searching  missing active point in time groupsfor
Found 0 missing active point in time groups

Searching  missing active point in time role setsfor
Found 0 missing active point in time role sets

Searching  missing active point in time attribute defsfor
Found 0 missing active point in time attribute defs

Searching  missing active point in time attribute def namesfor
Found 0 missing active point in time attribute def names

Searching  missing active point in time attribute def name setsfor
Found 0 missing active point in time attribute def name sets

Searching  missing active point in time actionsfor
Found 0 missing active point in time actions

Searching  missing active point in time action setsfor
Found 0 missing active point in time action sets



Searching  missing active point in time group setsfor
Found 0 missing active point in time group sets

Searching  missing active point in time membershipsfor
Found 0 missing active point in time memberships

Searching  missing active point in time attribute assignsfor
Found 0 missing active point in time attribute assigns

Searching  missing active point in time attribute assign valuesfor
Found 0 missing active point in time attribute assign values

Searching  point in time attribute assign values that should be inactivefor
Found 0 active point in time attribute assign values that should be inactive

Searching  point in time attribute assigns that should be inactivefor
Found 0 active point in time attribute assigns that should be inactive

Searching  point in time memberships that should be inactivefor
Found 0 active point in time memberships that should be inactive

Searching  point in time group sets that should be inactivefor
Found 0 active point in time group sets that should be inactive

Searching  point in time action sets that should be inactivefor
Found 0 active point in time action sets that should be inactive

Searching  point in time actions that should be inactivefor
Found 0 active point in time actions that should be inactive

Searching  point in time attribute def name sets that should be inactivefor
Found 0 active point in time attribute def name sets that should be inactive

Searching  point in time attribute def names that should be inactivefor
Found 0 active point in time attribute def names that should be inactive

Searching  point in time attribute defs that should be inactivefor
Found 0 active point in time attribute defs that should be inactive

Searching  point in time role sets that should be inactivefor
Found 0 active point in time role sets that should be inactive

Searching  point in time groups that should be inactivefor
Found 0 active point in time groups that should be inactive

Searching  point in time stems that should be inactivefor
Found 0 active point in time stems that should be inactive

Searching  point in time members that should be inactivefor
Found 0 active point in time members that should be inactive

Searching  point in time fields that should be inactivefor



Found 0 active point in time fields that should be inactive



java.lang. : 0Long
gsh 1%

Grouper Installer

Wiki Home Download Grouper Grouper Guides Community Contributions Developer Resources Grouper Website

The Grouper Installer is a jar which will install the Grouper API, quickstart data, UI, WS, and client.  The only prerequisites are Java 1.6+ JDK, and
the grouperInstaller.jar.  It will work in Windows, Unix, Mac (any OS where you can run DOS or shell scripts).  It prints out which files are being
edited, and which commands are being run, so the user can learn from what is going on.  It uses the stock Grouper packages so there is no
magic or hidden configuration included.

Here is a movie showing the installer ( , )windows unix/linux/mac

Running without network

The Grouper installer requires the internet to download the Grouper tarballs.  If you want to run this without the network, download all the tarballs
(example links for 2.0.2) ( , , , ) and the  (into subjects.sql), and  (into quickstart.xml), ,  toapiBinary ui ws client subjects file quickstart file ant tomcat
the install directory.  When the script asks if you want to use the local files, type: t (or just <Enter> since the default is t)

FAQ

Problem with HSQL DB port:

If there is a problem with the HSQL port, then select that you do not want to use the default included database, then for the database URL,
change the port to something else, e.g. from 9001 to 9002 with URL like this: jdbc:hsqldb:hsql://localhost:9002/grouper     Leave the username
and pass as "sa" and <blank>, and continue

Problem with Java JDK:

There are two types of Java: JRE (runtime env), and JDK (development kit).  If you are running with the JRE (which doesnt have a compiler), then
you need to make sure you run with the JDK.  If you type "javac -version" in your prompt, and it is not java6, or it is not found, then try running the
installer with the absolute path of java, e.g. on windows:

C:\projects\grouper.installer-2.0.3>  -jar"c:\Program Files\Java\jdk1.6.0_29\bin\java.exe"
grouperInstaller.jar

What do I do when I am done with the installer?

You can go to the UI and create folders, groups, attributes, permissions, etc.  You can .  You can configure morefurther configure Grouper
features like a loader job, change log consumer, ldappc, etc.  You can experiment with the client and calling WS.

Example output

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation.  All rights reserved.

C:\Users\mchyzer>cd ..

C:\Users>cd ..

C:\>cd temp

C:\temp>cd grouperInstaller

C:\temp\grouperInstaller>java -version
java version "1.6.0_21"
Java(TM) SE  Environment (build 1.6.0_21-b07)Runtime
Java HotSpot(TM) Client VM (build 17.0-b17, mixed mode, sharing)

C:\temp\grouperInstaller>java -jar grouperInstaller.jar
Enter in the Grouper install directory (note: better  no spaces or special chars)if
[C:\temp\grouperInstaller]:

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
http://www.youtube.com/watch?v=t-_3JOlyOyg
http://www.youtube.com/watch?v=SpT76m3YgPo
http://www.internet2.edu/grouper/release/2.0.2/grouper.apiBinary-2.0.2.tar.gz
http://www.internet2.edu/grouper/release/2.0.2/grouper.ui-2.0.2.tar.gz
http://www.internet2.edu/grouper/release/2.0.2/grouper.ws-2.0.2.tar.gz
http://www.internet2.edu/grouper/release/2.0.2/grouper.clientBinary-2.0.2.tar.gz
http://anonsvn.internet2.edu/viewvc/viewvc.py/i2mi/tags/GROUPER_2_0_2/grouper-qs-builder/subjects.sql?revision=7810&view=co
http://anonsvn.internet2.edu/viewvc/viewvc.py/i2mi/tags/GROUPER_2_0_2/grouper-qs-builder/quickstart.xml?revision=7810&view=co
http://www.internet2.edu/grouper/downloads/tools/apache-ant-1.8.2-bin.tar.gz
http://www.internet2.edu/grouper/downloads/tools/apache-tomcat-6.0.35.tar.gz


Installing grouper version: 2.0.2
Downloading from URL: http://www.internet2.edu/grouper/release/2.0.2/grouper.apiBinary-2.0.2.tar.gz to
file: C:\temp\gro
uperInstaller\grouper.apiBinary-2.0.2.tar.gz
Unzipping: C:\temp\grouperInstaller\grouper.apiBinary-2.0.2.tar.gz
Expanding: C:\temp\grouperInstaller\grouper.apiBinary-2.0.2.tar
Do you want to use the  and included hsqldb database (t|f)? [t]:default
Editing C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.hibernate.properties:
 - set property: hibernate.connection.url from: jdbc:hsqldb:hsql://localhost/grouper to:
jdbc:hsqldb:hsql://localhost:90
01/grouper
 - property hibernate.connection.username already was set to: sa, not changing file
 - property hibernate.connection.password already was set to: , not changing file
Do you want  script to start the hsqldb database (note, it must not be running in able to start)this
(t|f)? [t]:
HSQL was not detected to be running (did not successfully stop it)
Starting DB with command: C:\dev_inst\java\bin\java -cp
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\lib\jdbcSamples
\hsqldb.jar org.hsqldb.Server -database.0
file:C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\grouper -dbname.0 groupe
r
Checking database with query: SELECT 1 FROM INFORMATION_SCHEMA.SYSTEM_USERS
Successfully tested database connection
Do you want to init the database (delete all existing grouper tables, add  ones) (t|f)? tnew

##################################
Initting DB with command: cmd /c C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\gsh.bat
-registry -drop -runscript
 -noprompt

stderr: Grouper ddl object type 'Grouper' has dbVersion: 0 and java version: 25
Grouper ddl object type 'Subject' has dbVersion: 0 and java version: 1
Grouper database schema DDL requires updates
(should run script manually and carefully, in sections, verify data before drop statements,
backup/export important data
 before starting, follow change log on confluence, dont run exact same script in multiple envs -
generate a  one new for
each env),
script file is:
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\ddlScripts\grouperDdl_20111229_12_54_18_538.sql

stdout: Using GROUPER_HOME:           C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\..
Using GROUPER_CONF:           C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\../conf
Using JAVA:                   java
using MEMORY:                 64m-750m
Grouper starting up: version: 2.0.2, build date: 2011/12/22 14:53:30, env: <no label configured>
grouper.properties read from: C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.properties
Grouper current directory is: C:\temp\grouperInstaller
log4j.properties read from:   C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\log4j.properties
Grouper is logging to file:  
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\..\logs\grouper_error.log, at min lev
el WARN  : edu.internet2.middleware.grouper, based on log4j.propertiesfor package
grouper.hibernate.properties:
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.hibernate.properties
grouper.hibernate.properties: sa@jdbc:hsqldb:hsql://localhost:9001/grouper
sources.xml read from:        C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\sources.xml
sources.xml groupersource id: g:gsa
sources.xml jdbc source id:   jdbc: GrouperJdbcConnectionProvider
Script was executed successfully

End Initting DB
##################################

Do you want to add quick start subjects to DB (t|f)? [t]
Downloading from URL: http:
//anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/tags/GROUPER_2_0_2/grouper-qs-builder/subject
s.sql?view=co to file: C:\temp\grouperInstaller\subjects.sql



##################################
Adding sample subjects with command: cmd /c
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\gsh.bat -registry -runs
qlfile C:\temp\grouperInstaller\subjects.sql -noprompt

stdout: Using GROUPER_HOME:           C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\..
Using GROUPER_CONF:           C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\../conf
Using JAVA:                   java
using MEMORY:                 64m-750m
Script was executed successfully

Grouper starting up: version: 2.0.2, build date: 2011/12/22 14:53:30, env: <no label configured>
grouper.properties read from: C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.properties
Grouper current directory is: C:\temp\grouperInstaller
log4j.properties read from:   C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\log4j.properties
Grouper is logging to file:  
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\..\logs\grouper_error.log, at min lev
el WARN  : edu.internet2.middleware.grouper, based on log4j.propertiesfor package
grouper.hibernate.properties:
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.hibernate.properties
grouper.hibernate.properties: sa@jdbc:hsqldb:hsql://localhost:9001/grouper
sources.xml read from:        C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\sources.xml
sources.xml groupersource id: g:gsa
sources.xml jdbc source id:   jdbc: GrouperJdbcConnectionProvider

End adding sample subjects
##################################

Do you want to add quickstart data to registry (t|f)? [t]
Downloading from URL: http:
//anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/tags/GROUPER_2_0_2/grouper-qs-builder/quickst
art.xml?view=co to file: C:\temp\grouperInstaller\quickstart.xml

##################################
Adding quickstart data with command: cmd /c
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\gsh.bat -xmlimportold G
rouperSystem C:\temp\grouperInstaller\quickstart.xml -noprompt

stderr: Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInvite
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteExpireDate
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteDate
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectEmailAddress
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteGroupUuids
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteMemberId
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteUuid
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteEmailWhenRegis
tered
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteEmail
Grouper note: auto-created attributeDefName: etc:attribute:rules:rule
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleActAsSubjectId
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleActAsSubjectIdentifier
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleActAsSubjectSourceId
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckType
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckOwnerId
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckOwnerName
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckStemScope
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckArg0
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckArg1
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfOwnerId
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfOwnerName



Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfConditionEl
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfConditionEnum
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfConditionEnumArg0
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfConditionEnumArg1
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfStemScope
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleThenEl
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleThenEnum
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleThenEnumArg0
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleThenEnumArg1
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleThenEnumArg2
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleValid
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleRunDaemon
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitExpression
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitIpOnNetworks
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitIpOnNetworkRealm
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitLabelsContain
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitAmountLessThan
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitAmountLessThanOrEqual
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitWeekday9to5
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoader
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderType
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderDbName
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderScheduleType
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderQuartzCron
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderIntervalSeconds
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderPriority
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderAttrsLike
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderAttrQuery
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderAttrSetQuery
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderActionQuery
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderActionSetQuery

stdout: Using GROUPER_HOME:           C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\..
Using GROUPER_CONF:           C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\../conf
Using JAVA:                   java
using MEMORY:                 64m-750m
Grouper starting up: version: 2.0.2, build date: 2011/12/22 14:53:30, env: <no label configured>
grouper.properties read from: C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.properties
Grouper current directory is: C:\temp\grouperInstaller
log4j.properties read from:   C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\log4j.properties
Grouper is logging to file:  
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\..\logs\grouper_error.log, at min lev
el WARN  : edu.internet2.middleware.grouper, based on log4j.propertiesfor package
grouper.hibernate.properties:
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.hibernate.properties
grouper.hibernate.properties: sa@jdbc:hsqldb:hsql://localhost:9001/grouper
sources.xml read from:        C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\sources.xml
sources.xml groupersource id: g:gsa
sources.xml jdbc source id:   jdbc: GrouperJdbcConnectionProvider

End adding quickstart data
##################################

Downloading from URL: http://www.internet2.edu/grouper/release/2.0.2/grouper.ui-2.0.2.tar.gz to file:
C:\temp\grouperIns
taller\grouper.ui-2.0.2.tar.gz
Unzipping: C:\temp\grouperInstaller\grouper.ui-2.0.2.tar.gz
Expanding: C:\temp\grouperInstaller\grouper.ui-2.0.2.tar
Copying file: C:\temp\grouperInstaller\grouper.ui-2.0.2\build.properties.template to file:
C:\temp\grouperInstaller\grou
per.ui-2.0.2\build.properties
Editing C:\temp\grouperInstaller\grouper.ui-2.0.2\build.properties:
 - set property: grouper.folder from: ../grouper to: C:/temp/grouperInstaller/grouper.apiBinary-2.0.2
 - set property: should.copy.context.xml.to.metainf from:  to: true false
Downloading from URL: http://www.internet2.edu/grouper/downloads/tools/apache-ant-1.8.2-bin.tar.gz to
file: C:\temp\grou
perInstaller\apache-ant-1.8.2-bin.tar.gz
Unzipping: C:\temp\grouperInstaller\apache-ant-1.8.2-bin.tar.gz
Expanding: C:\temp\grouperInstaller\apache-ant-1.8.2-bin.tar



##################################
Building UI with command:
C:\temp\grouperInstaller\grouper.ui-2.0.2> cmd /c
C:\temp\grouperInstaller\apache-ant-1.8.2\bin\ant.bat dist

stdout: Buildfile: C:\temp\grouperInstaller\grouper.ui-2.0.2\build.xml
     [copy] Copying 1 file to C:\temp\grouperInstaller\grouper.ui-2.0.2

dist:

-setup:

-choose-webapp:
[propertyfile] Creating  property file:new
C:\temp\grouperInstaller\grouper.ui-2.0.2\.lastbuild.properties
     [echo] In setup - .clean =    cleanable=${webapp.folder.cleanable}do true

-doStop:

-doCleanWebappClassFolder:
     [echo] Removing  C:\temp\grouperInstaller\grouper.ui-2.0.2/dist/grouper/WEB-INF/classes

-doClean:
     [echo] Removing  C:\temp\grouperInstaller\grouper.ui-2.0.2/dist/grouper
    [mkdir] Created dir: C:\temp\grouperInstaller\grouper.ui-2.0.2\temp

-resources:
     [echo] In resources - Build folder = C:\temp\grouperInstaller\grouper.ui-2.0.2/dist/grouper

-dist-grouper:
     [echo] Creating  C:\temp\grouperInstaller\grouper.ui-2.0.2/dist/grouper
    [mkdir] Created dir: C:\temp\grouperInstaller\grouper.ui-2.0.2\dist\grouper
    [mkdir] Created dir: C:\temp\grouperInstaller\grouper.ui-2.0.2\dist\grouper\WEB-INF\classes
    [mkdir] Created dir: C:\temp\grouperInstaller\grouper.ui-2.0.2\dist\grouper\WEB-INF\lib
     [echo] Copying Grouper configuration files to
C:\temp\grouperInstaller\grouper.ui-2.0.2/dist/grouper/WEB-INF/classe
s
     [copy] Copying 11 files to C:\temp\grouperInstaller\grouper.ui-2.0.2\dist\grouper\WEB-INF\classes

-local-log4j:

-fix-grouper-home:
     [echo] Attempting to replace grouper.home with C:/temp/grouperInstaller/grouper.apiBinary-2.0.2/
     [echo] Copying ui resources to
C:\temp\grouperInstaller\grouper.ui-2.0.2/dist/grouper/WEB-INF/classes/resources
    [mkdir] Created dir:
C:\temp\grouperInstaller\grouper.ui-2.0.2\dist\grouper\WEB-INF\classes\resources
     [copy] Copying 8 files to
C:\temp\grouperInstaller\grouper.ui-2.0.2\dist\grouper\WEB-INF\classes\resources

-additional-build:

-optional-conf:

-webapp:
   [delete] Deleting directory C:\temp\grouperInstaller\grouper.ui-2.0.2\temp
    [mkdir] Created dir: C:\temp\grouperInstaller\grouper.ui-2.0.2\temp

-compileGrouper:
    [mkdir] Created dir: C:\temp\grouperInstaller\grouper.ui-2.0.2\temp\jarBin
    [javac] C:\temp\grouperInstaller\grouper.ui-2.0.2\build.xml:436: warning: 'includeantruntime' was
not set, defaultin
g to build.sysclasspath=last; set to   repeatable buildsfalse for
    [javac] Compiling 264 source files to C:\temp\grouperInstaller\grouper.ui-2.0.2\temp\jarBin
    [javac] Note: Some input files use or override a deprecated API.
    [javac] Note: Recompile with -Xlint:deprecation  details.for
    [javac] Note: Some input files use unchecked or unsafe operations.
    [javac] Note: Recompile with -Xlint:unchecked  details.for
      [jar] Building jar:



C:\temp\grouperInstaller\grouper.ui-2.0.2\dist\grouper\WEB-INF\lib\grouper-ui.jar

-additional-build:
     [copy] Copying 62 files to C:\temp\grouperInstaller\grouper.ui-2.0.2\dist\grouper\WEB-INF\lib
     [copy] Copying 5 files to C:\temp\grouperInstaller\grouper.ui-2.0.2\dist\grouper\WEB-INF\lib

-copyContent:
     [echo] Copying core UI files to C:\temp\grouperInstaller\grouper.ui-2.0.2/dist/grouper
     [copy] Copying 603 files to C:\temp\grouperInstaller\grouper.ui-2.0.2\dist\grouper
     [echo] Processing web.xml
     [copy] Copying 1 file to C:\temp\grouperInstaller\grouper.ui-2.0.2\temp
     [echo] web.xmls.isempty=:${web.xmls.isempty}:

-merge-xmls:
     [echo] temp.dir : C:\temp\grouperInstaller\grouper.ui-2.0.2/temp
     [echo] .web.xmls : ${ .web.xmls}final final
     [echo] ui.folder : C:\temp\grouperInstaller\grouper.ui-2.0.2
     [echo] webapp.folder : C:\temp\grouperInstaller\grouper.ui-2.0.2/dist/grouper
     [copy] Copying 1 file to C:\temp\grouperInstaller\grouper.ui-2.0.2\temp
     [copy] Copying 1 file to C:\temp\grouperInstaller\grouper.ui-2.0.2\temp
     [echo] Transforming: C:\temp\grouperInstaller\grouper.ui-2.0.2\temp\50.web.core.xml
     [echo] C:\temp\grouperInstaller\grouper.ui-2.0.2\temp\60.web.ajax.xml
     [echo] C:\temp\grouperInstaller\grouper.ui-2.0.2\temp\99.web.core-filters.xml
     [echo]
     [echo]
     [echo] Base = C:\temp\grouperInstaller\grouper.ui-2.0.2\temp\50.web.core.xml
     [echo]  + C:\temp\grouperInstaller\grouper.ui-2.0.2\temp\60.web.ajax.xml
     [echo]  -> C:\temp\grouperInstaller\grouper.ui-2.0.2/temp\web.1.xml
     [echo]
     [echo] Base = C:\temp\grouperInstaller\grouper.ui-2.0.2/temp\web.1.xml
     [echo]  + C:\temp\grouperInstaller\grouper.ui-2.0.2\temp\99.web.core-filters.xml
     [echo]  -> C:\temp\grouperInstaller\grouper.ui-2.0.2/dist/grouper/WEB-INF/web.xml
     [echo] Result: 0

-copy-core-web-xml:

-copyContextXmlToMetaInf:

-copyContextXmlToTomcat:

-html:

-war:

-web:
     [echo] ****************************************************
     [echo] ** The Grouper UI will fail to start  the user  **if
     [echo] ** which your application server runs as does not **
     [echo] ** have permission to write to the log files that **
     [echo] ** are configured in log4j.properties. See        **
     [echo] ** build.properties  more information          **for
     [echo] ****************************************************

BUILD SUCCESSFUL
Total time: 13 seconds

End building UI
##################################

Downloading from URL: http://www.internet2.edu/grouper/downloads/tools/apache-tomcat-6.0.35.tar.gz to
file: C:\temp\grou
perInstaller\apache-tomcat-6.0.35.tar.gz
Unzipping: C:\temp\grouperInstaller\apache-tomcat-6.0.35.tar.gz
Expanding: C:\temp\grouperInstaller\apache-tomcat-6.0.35.tar
What ports  you want tomcat to run on (HTTP, JK, shutdown): [8080, 8009, 8005]:do
Enter the URL path  the UI [grouper]:for
Editing tomcat config file: C:\temp\grouperInstaller\apache-tomcat-6.0.35\conf\server.xml
 - adding tomcat context  UI line: '<Context docBase=for

 path="/"C:\temp\grouperInstaller\grouper.ui-2.0.2\dist\grouper"



grouper "/>'" reloadable="false
Do you want to set the GrouperSystem password in
C:\temp\grouperInstaller\apache-tomcat-6.0.35\conf\tomcat-users.xml? [t
]:
Enter the GrouperSystem password: somePass
Editing file: C:\temp\grouperInstaller\apache-tomcat-6.0.35\conf\tomcat-users.xml
 - adding Tomcat user GrouperSystem line: '<user username=  password=  roles="GrouperSystem" "somePass"

/>'"grouper_user"
 - adding Tomcat role grouper_user line: '<role rolename= />'"grouper_user"
Tomcat is supposed to be listening on port: 8080, port not listening, assuming tomcat is not
running...

##################################
Tomcat start with command (note you need CATALINA_HOME and JAVA_HOME set):
  C:\temp\grouperInstaller\apache-tomcat-6.0.35\bin\startup.bat

End tomcat start (note: logs are in C:\temp\grouperInstaller\apache-tomcat-6.0.35\logs)
##################################

Waiting  tomcat to start...for
Tomcat listening on port: 8080
##################################

Go here  the Grouper UI (change hostname  on different host): http:for if //localhost:8080/grouper/

##################################

Downloading from URL: http://www.internet2.edu/grouper/release/2.0.2/grouper.ws-2.0.2.tar.gz to file:
C:\temp\grouperIns
taller\grouper.ws-2.0.2.tar.gz
Unzipping: C:\temp\grouperInstaller\grouper.ws-2.0.2.tar.gz
Expanding: C:\temp\grouperInstaller\grouper.ws-2.0.2.tar
Editing C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build.properties:
 - set property: grouper.dir from: ../grouper to: C:/temp/grouperInstaller/grouper.apiBinary-2.0.2

##################################
Building WS with command:
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws> cmd /c
C:\temp\grouperInstaller\apache-ant-1.8.2\bin\ant.bat dist

stdout: Buildfile: C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build.xml

checkGrouper:

dist:

distHelper:

compile:
    [javac] C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build.xml:329: warning:
'includeantruntime' was not set
, defaulting to build.sysclasspath=last; set to   repeatable buildsfalse for
    [javac] Compiling 179 source files to
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\grouper-ws
    [javac] Note: Some input files use or override a deprecated API.
    [javac] Note: Recompile with -Xlint:deprecation  details.for
    [javac] C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build.xml:334: warning:
'includeantruntime' was not set
, defaulting to build.sysclasspath=last; set to   repeatable buildsfalse for
    [javac] Compiling 79 source files to
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\grouper-ws
    [javac] C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build.xml:338: warning:
'includeantruntime' was not set
, defaulting to build.sysclasspath=last; set to   repeatable buildsfalse for
    [javac] Compiling 81 source files to
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\grouper-ws
      [jar] Building jar:
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws.jar
    [mkdir] Created dir:



C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes
    [mkdir] Created dir:
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\lib
     [copy] Copying 3 files to
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classe
s
     [copy] Copying 22 files to
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\class
es
     [copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\ehcache.example.xml to
C:\temp\grouperInstalle
r\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\ehcache.example.xml
     [copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\ehcache.xml to
C:\temp\grouperInstaller\groupe
r.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\ehcache.xml
     [copy] Copying
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper-loader.example.properties to C:\temp\g
rouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\grouper-loader.example.properties
    
[copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper-loader.properties to
C:\temp\grouperIn
staller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\grouper-loader.properties
     [copy] Copying
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.client.example.properties to C:\temp\g
rouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\grouper.client.example.properties
    
[copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.client.properties to
C:\temp\grouperIn
staller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\grouper.client.properties
     [copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.ehcache.example.xml
to C:\temp\grouper
Installer\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\grouper.ehcache.example.xml
    
[copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.ehcache.xml to
C:\temp\grouperInstalle
r\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\grouper.ehcache.xml
     [copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.example.properties
to C:\temp\grouperI
nstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\grouper.example.properties
     [copy] Copying
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.hibernate.example.properties to C:\tem
p\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\grouper.hibernate.example.propertie
s
    
[copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.hibernate.properties to
C:\temp\groupe
rInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\grouper.hibernate.properties
    
[copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.properties to
C:\temp\grouperInstaller
\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\grouper.properties
     [copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\log4j.example.properties to
C:\temp\grouperIns
taller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\log4j.example.properties
     [copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\log4j.properties to
C:\temp\grouperInstaller\g
rouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\log4j.properties
     [copy] Copying
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\morphString.example.properties to C:\temp\grou
perInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\morphString.example.properties
    
[copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\morphString.properties to
C:\temp\grouperInsta
ller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\morphString.properties
     [copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\server.example.properties to
C:\temp\grouperIn
staller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\server.example.properties
     [copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\server.properties to
C:\temp\grouperInstaller\
grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\server.properties
     [copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\sources.example.xml to
C:\temp\grouperInstalle
r\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\sources.example.xml
     [copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\sources.xml to
C:\temp\grouperInstaller\groupe
r.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\sources.xml
     [copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\spy.example.properties to



C:\temp\grouperInsta
ller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\spy.example.properties
     [copy] Copying C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\spy.properties to
C:\temp\grouperInstaller\gro
uper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\classes\spy.properties
     [copy] Copying 112 files to
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\lib
     [copy] Copying 5 files to
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\lib
     [copy] Copying 21 files to
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws
     [move] Moving 1 file to
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\services

     [move] Moving 1 file to
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws\WEB-INF\services

      [jar] Building jar:
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws.war
    [mkdir] Created dir:
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\grouper-ws-soap-client
   [delete] Deleting directory
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\grouper-ws-soap-client
    [mkdir] Created dir:
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\grouper-ws-soap-client
    [javac] C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build.xml:578: warning:
'includeantruntime' was not set
, defaulting to build.sysclasspath=last; set to   repeatable buildsfalse for
    [javac] Compiling 211 source files to
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\grouper-ws-soap-cli
ent
    [javac] Note: Some input files use unchecked or unsafe operations.
    [javac] Note: Recompile with -Xlint:unchecked  details.for
     [copy] Copying 215 files to
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\grouper-ws-soap-client
     [copy] Copied 4 empty directories to 2 empty directories under
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws
\build\grouper-ws-soap-client
      [jar] Building jar:
C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist\grouper-ws-soap-client.jar

BUILD SUCCESSFUL
Total time: 24 seconds

End building Ws
##################################

Enter the URL path  the WS [grouper-ws]:for
Editing tomcat config file: C:\temp\grouperInstaller\apache-tomcat-6.0.35\conf\server.xml
 - adding tomcat context  WS line: '<Contextfor
docBase="C:\temp\grouperInstaller\grouper.ws-2.0.2\grouper-ws\build\dist
\grouper-ws /grouper-ws "/>'" path=" " reloadable="false

##################################
Tomcat stop with command (note you need CATALINA_HOME and JAVA_HOME set):
  C:\temp\grouperInstaller\apache-tomcat-6.0.35\bin\startup.bat

End tomcat stop (note: logs are in C:\temp\grouperInstaller\apache-tomcat-6.0.35\logs)
##################################

Waiting  tomcat to stop....for
Tomcat not listening on port: 8080

##################################
Tomcat start with command (note you need CATALINA_HOME and JAVA_HOME set):
  C:\temp\grouperInstaller\apache-tomcat-6.0.35\bin\startup.bat



End tomcat start (note: logs are in C:\temp\grouperInstaller\apache-tomcat-6.0.35\logs)
##################################

Waiting  tomcat to start...for
Tomcat listening on port: 8080
This is the Grouper WS URL (change hostname  on different host): http:if //localhost:8080/grouper-ws/
Downloading from URL: http://www.internet2.edu/grouper/release/2.0.2/grouper.clientBinary-2.0.2.tar.gz
to file: C:\temp\
grouperInstaller\grouper.clientBinary-2.0.2.tar.gz
Unzipping: C:\temp\grouperInstaller\grouper.clientBinary-2.0.2.tar.gz
Expanding: C:\temp\grouperInstaller\grouper.clientBinary-2.0.2.tar
Editing C:\temp\grouperInstaller\grouper.clientBinary-2.0.2\grouper.client.properties:
 - set property: grouperClient.webService.url from:  to: http://localhost:8080/grouper-ws/servicesRest
 - set property: grouperClient.webService.login from:  to: GrouperSystem
 - set property: grouperClient.webService.password from:  to: somePass

##################################
Adding user GrouperSystem to grouper-ws users group with command:
  cmd /c C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\gsh.bat -runarg grouperSession =
GrouperSession.startRootS
ession();\nwsGroup =  GroupSave(grouperSession).assignName(\new "etc:webServiceClientUsers\"
).assignCreateParentStemsIfNo
tExist( ).save();\nwsGroup.addMember(SubjectFinder.findRootSubject(), );true false

stdout: Using GROUPER_HOME:           C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\..
Using GROUPER_CONF:           C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\../conf
Using JAVA:                   java
using MEMORY:                 64m-750m
Grouper starting up: version: 2.0.2, build date: 2011/12/22 14:53:30, env: <no label configured>
grouper.properties read from: C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.properties
Grouper current directory is: C:\temp\grouperInstaller
log4j.properties read from:   C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\log4j.properties
Grouper is logging to file:  
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\bin\..\logs\grouper_error.log, at min lev
el WARN  : edu.internet2.middleware.grouper, based on log4j.propertiesfor package
grouper.hibernate.properties:
C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\grouper.hibernate.properties
grouper.hibernate.properties: sa@jdbc:hsqldb:hsql://localhost:9001/grouper
sources.xml read from:        C:\temp\grouperInstaller\grouper.apiBinary-2.0.2\conf\sources.xml
sources.xml groupersource id: g:gsa
sources.xml jdbc source id:   jdbc: GrouperJdbcConnectionProvider
Type help()  instructionsfor
Running command(s):

grouperSession = GrouperSession.startRootSession();
wsGroup =  GroupSave(grouperSession).assignName(new "etc:webServiceClientUsers"
).assignCreateParentStemsIfNotExist( ).true
save();
wsGroup.addMember(SubjectFinder.findRootSubject(), );false

edu.internet2.middleware.grouper.GrouperSession:
cb6b4791ec8546b888c506623a427ccd,'GrouperSystem','application'
group: name='etc:webServiceClientUsers' displayName='Grouper Administration:webServiceClientUsers'
uuid='ff73a778dfe7455
896034301c9a9b6f6'
true

##################################
Running client command:
C:\temp\grouperInstaller\grouper.clientBinary-2.0.2> C:\dev_inst\java\bin\java -jar grouperClient.jar
--operation=getMem
bersWs --groupNames=etc:webServiceClientUsers
stdout: GroupIndex 0: success: T: code: SUCCESS: group: etc:webServiceClientUsers: subjectIndex: 0:
GrouperSystem

Success running client command:
##################################
##################################



Installation success!

Go here  the Grouper UI (change hostname  on different host): http:for if //localhost:8080/grouper/

This is the Grouper WS URL (change hostname  on different host): http:if //localhost:8080/grouper-ws/

##################################



C:\temp\grouperInstaller>

See also

Grouper API

Grouper diagnostics

Wiki Home Download Grouper Grouper Guides Community Contributions Developer Resources Grouper Website

Grouper diagnostics provides a URL on Grouper WS which will help to give the health of Grouper.  This can include memory in the WS server,
connection to the Grouper Registry DB, that sources can perform queries, and that Grouper loader jobs are successfully executing.  If everything
is ok, a 200 HTTP code will be returned, else 500.  A description of the issue will be returned as well.  The point is that this URL can be pointed to
be web monitoring software like nagio, big brother, BMC, etc.

There is general information displayed on success as well, the server name, number of WS requests (since server started), the last error (if
recent), etc

There isn't any sensitive information in these calls, but if you want to lock them down, do that in your servlet container or web server (or dont map
the servlet in the WS web.xml).  You could restrict to your PC and nagios server source IP addresses for example.

Each test is configurable to restrict it (without causing an error) in the grouper-ws.properties.  If you want to customize the number of minutes
since a SUCCESS should be detected in loader jobs, you can do that as well.  These settings are in the grouper-ws.properties

Note, there is a lot of intelligent caching here so that repeated hits do not do queries each time.

Sample configuration

#  ignore tests.  Note, in job names, invalid chars need to be replaced with underscore (e.g. colon)if
#anything in  regex: [^a-zA-Z0-9._-]this
ws.diagnostic.ignore.memoryTest = false
ws.diagnostic.ignore.dbTest_grouper = false
ws.diagnostic.ignore.source_jdbc = false
ws.diagnostic.ignore.loader_CHANGE_LOG_changeLogTempToChangeLog = false
ws.diagnostic.ignore.loader_MAINTENANCE__grouperReport = false

#number of minute that can go by without a success before an error is thrown
ws.diagnostic.minutesSinceLastSuccess.loader_SQL_GROUP_LIST__aStem_aGroup2 = 60

Trivial option

Use this to do checks often, or when there is a cluster, you can use this on all nodes, and a deeper check on one node only

https://url.to.grouper.edu/grouperWs/status?diagnosticType=trivial

Note, this is a success, but since there was an error recently, it is displayed

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
https://url.to.grouper.edu/grouperWs/status?diagnosticType=trivial


Server: mchyzer-PC, grouperVersion: 1.6.0, up since: 2010/05/17 02:19, 0 requests
SUCCESS memoryTest: Allocating 100000 bytes to an array to make sure not out of memory (11ms elapsed)

Diagnostics errors since start: 3 (11ms elapsed)
Last diagnostics error date: 2010/05/17 02:23:27
Last diagnostics error message:
There was an error in the diagnostic task DiagnosticLoaderJobTest, Loader job
CHANGE_LOG_changeLogTempToChangeLog

:Cant find a success since: 2010/05/17 01:38:50.000, expecting one in the last 30 minutes
java.lang.RuntimeException: Cant find a success since: 2010/05/17 01:38:50.000, expecting one in the
last 30 minutes
 at
edu.internet2.middleware.grouper.ws.status.DiagnosticLoaderJobTest.doTask(DiagnosticLoaderJobTest.java:103)
at edu.internet2.middleware.grouper.ws.status.DiagnosticTask.executeTask(DiagnosticTask.java:44)
 at
edu.internet2.middleware.grouper.ws.status.GrouperStatusServlet.doGet(GrouperStatusServlet.java:129)
 at javax.servlet.http.HttpServlet.service(HttpServlet.java:617)
 at javax.servlet.http.HttpServlet.service(HttpServlet.java:717)
 at org.apache.catalina.core.ApplicationFilterChain.internalDoFilter(ApplicationFilterChain.java:290)
 at org.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain.java:206)
 at org.apache.catalina.core.StandardWrapperValve.invoke(StandardWrapperValve.java:233)
 at org.apache.catalina.core.StandardContextValve.invoke(StandardContextValve.java:191)
 at org.apache.catalina.authenticator.AuthenticatorBase.invoke(AuthenticatorBase.java:433)
 at org.apache.catalina.core.StandardHostValve.invoke(StandardHostValve.java:128)
 at org.apache.catalina.valves.ErrorReportValve.invoke(ErrorReportValve.java:102)
 at org.apache.catalina.core.StandardEngineValve.invoke(StandardEngineValve.java:109)
 at org.apache.catalina.connector.CoyoteAdapter.service(CoyoteAdapter.java:293)
 at org.apache.coyote.http11.Http11Processor.process(Http11Processor.java:849)
 at org.apache.coyote.http11.Http11Protocol$Http11ConnectionHandler.process(Http11Protocol.java:583)
 at org.apache.tomcat.util.net.JIoEndpoint$Worker.run(JIoEndpoint.java:454)
 at java.lang. .run( .java:619)Thread Thread

DB option

This will do a lightweight query to the registry, and the memory query

https://url.to.grouper.edu/grouperWs/status?diagnosticType=db

Server: mchyzer-PC, grouperVersion: 1.6.0, up since: 2010/05/17 02:19, 0 requests
SUCCESS memoryTest: Allocating 100000 bytes to an array to make sure not out of memory (20ms elapsed)
SUCCESS dbTest_grouper: Retrieved object from database (28ms elapsed)

Diagnostics errors since start: 3 (28ms elapsed)

Subject sources

This will do a find by ID on all sources, and the DB test, and the memory test.  Note that the same sources.xml settings that configure the Grouper
startup settings will apply here as well.  i.e. you can skip a source, or set the ID to search for.

https://url.to.grouper.edu/grouperWs/status?diagnosticType=sources

https://url.to.grouper.edu/grouperWs/status?diagnosticType=db
https://url.to.grouper.edu/grouperWs/status?diagnosticType=sources


Server: mchyzer-PC, grouperVersion: 1.6.0, up since: 2010/05/17 02:19, 0 requests
SUCCESS memoryTest: Allocating 100000 bytes to an array to make sure not out of memory (37ms elapsed)
SUCCESS dbTest_grouper: Retrieved object from database (40ms elapsed)
SUCCESS source_g:gsa: Searched  subject by id: grouperTestSubjectByIdOnStartupASDFGHJ (42msfor
elapsed)
SUCCESS source_jdbc: Searched  subject by id: grouperTestSubjectByIdOnStartupASDFGHJ (45ms elapsed)for
SUCCESS source_g:isa: Searched  subject by id: grouperTestSubjectByIdOnStartupASDFGHJ (45msfor
elapsed)

Diagnostics errors since start: 3 (45ms elapsed)

Loader jobs

This will test all loader jobs (for a success within a certain threshold),  do a find by ID on all sources, and the DB test, and the memory test.  By
default all loader jobs will look for a success within the last 25 hours.  The exception is change log jobs which look for a success within the last 30
minutes.  This is configurable in the grouper-ws.properties

https://url.to.grouper.edu/grouperWs/status?diagnosticType=all

Server: mchyzer-PC, grouperVersion: 1.6.0, up since: 2010/05/17 02:45, 0 requests
SUCCESS memoryTest: Allocating 100000 bytes to an array to make sure not out of memory (6055ms
elapsed)
SUCCESS dbTest_grouper: Retrieved object from database (6076ms elapsed)
SUCCESS source_g:gsa: Searched  subject by id: grouperTestSubjectByIdOnStartupASDFGHJ (6077msfor
elapsed)
SUCCESS source_jdbc: Searched  subject by id: grouperTestSubjectByIdOnStartupASDFGHJ (6091msfor
elapsed)
SUCCESS source_g:isa: Searched  subject by id: grouperTestSubjectByIdOnStartupASDFGHJ (6091msfor
elapsed)
SUCCESS loader_CHANGE_LOG_changeLogTempToChangeLog: Loader job CHANGE_LOG_changeLogTempToChangeLog
ignored in config (6091ms elapsed)
SUCCESS loader_MAINTENANCE__grouperReport: Loader job MAINTENANCE__grouperReport ignored in config
(6091ms elapsed)
SUCCESS loader_MAINTENANCE_cleanLogs: Found the most recent success: 2010/05/17 02:39:00.000,
expecting one in the last 1500 minutes (6122ms elapsed)
SUCCESS loader_CHANGE_LOG_consumer_chrisTest: Loader job CHANGE_LOG_consumer_chrisTest ignored in
config (6122ms elapsed)
SUCCESS loader_CHANGE_LOG_consumer_chrisTest: Loader job CHANGE_LOG_consumer_chrisTest ignored in
config (6122ms elapsed)
SUCCESS loader_CHANGE_LOG_consumer_xmpp: Loader job CHANGE_LOG_consumer_xmpp ignored in config (6122ms
elapsed)
SUCCESS loader_CHANGE_LOG_consumer_xmpp: Loader job CHANGE_LOG_consumer_xmpp ignored in config (6122ms
elapsed)
SUCCESS loader_SQL_GROUP_LIST__aStem:aGroup2__f74068fd47124b079ea0c750354f6935: Found the most recent
success: 2010/05/17 02:39:00.000, expecting one in the last 1500 minutes (6125ms elapsed)
SUCCESS loader_SQL_SIMPLE__aStem:aGroup__a186d80e0fe946b78dba45d16a2a1be7: Found the most recent
success: 2010/05/17 02:39:00.000, expecting one in the last 1500 minutes (6132ms elapsed)
SUCCESS
loader_ATTR_SQL_SIMPLE__penn:community:employee:orgPermissions:orgs__a8c2933dd66945af9755372efa9141b5:
Found the most recent success: 2010/05/17 02:39:00.000, expecting one in the last 1500 minutes (6135ms
elapsed)

Diagnostics errors since start: 0 (6135ms elapsed)

Here is an example of an error

https://url.to.grouper.edu/grouperWs/status?diagnosticType=all


HTTP Status 500 -

type Exception report

message

description The server encountered an internal error () that prevented it from fulfilling this
request.

exception

java.lang.RuntimeException:
There was an error in the diagnostic task DiagnosticLoaderJobTest, Loader job
CHANGE_LOG_changeLogTempToChangeLog

:Cant find a success since: 2010/05/17 01:38:50.000, expecting one in the last 30 minutes
 edu.internet2.middleware.grouper.ws.status.GrouperStatusServlet.doGet(GrouperStatusServlet.java:191)
 javax.servlet.http.HttpServlet.service(HttpServlet.java:617)
 javax.servlet.http.HttpServlet.service(HttpServlet.java:717)

root cause

java.lang.RuntimeException: Cant find a success since: 2010/05/17 01:38:50.000, expecting one in the
last 30 minutes
 edu.internet2.middleware.grouper.ws.status.DiagnosticLoaderJobTest.doTask(DiagnosticLoaderJobTest.java:103)
edu.internet2.middleware.grouper.ws.status.DiagnosticTask.executeTask(DiagnosticTask.java:44)
 edu.internet2.middleware.grouper.ws.status.GrouperStatusServlet.doGet(GrouperStatusServlet.java:129)
 javax.servlet.http.HttpServlet.service(HttpServlet.java:617)
 javax.servlet.http.HttpServlet.service(HttpServlet.java:717)

note The full stack trace of the root cause is available in the Apache Tomcat/6.0.20 logs.

sda

v1.6 Grouper attribute scoping
Grouper attributes in the new attribute framework can be scoped so they can only be assigned to certain owners (besides the type of assignment,
permissions, etc).  To be able to assign a scope the caller needs admin on the attributeDef, and perhaps rights on the object being tied to

There are the following scope types:

attributeDefNameIdAssigned: This is similar to the previous grouper attribute "typing" where you can only assign this attribute type to
objects which already have another attribute assigned.  So if the original attribute is a "type", then that will be have to assigned first.  Use
this like this:

//attributeDefAttr is the attribute which is dependent on the type being assigned
//attributeDefTypeAttr is the  which must be on the owner of the attribute"type"
//  the attribute to be assignedfor
attributeDefAttr.getAttributeDefScopeDelegate().assignTypeDependence(attributeDefTypeName);

inStem: The owner (group, stem, attributeDef) must be in a certain stem (directly)

attributeDefAttr.getAttributeDefScopeDelegate().assignStemScope(stem2);

nameLike: The owner (group, stem, attributeDef) must match a SQL like string.  e.g. to do substem matching

attributeDefType.getAttributeDefScopeDelegate().assignStemSubScope(stem2);

You can also scope by owner name, id, subjectSourceId

Example of attribute type



Here is an attribute type, and a dependent attribute definition, in GSH

//create type
grouperSession = GrouperSession.startRootSession();
stemType =  StemSave(grouperSession).assignName( ).assignStemNameToEdit(new "testStemType" "testStemType"
).save();
typeDef = stemType.addChildAttributeDef( , AttributeDefType.type);"typeDef"
typeDef = AttributeDefFinder.findByName( , );"testStemType:typeDef" true
typeDef.setAssignToGroup( );true
typeDef.store();
typeDefName = stemType.addChildAttributeDefName(typeDef, , );"typeDefName" "typeDefName"
typeDefName = AttributeDefNameFinder.findByName( , );"testStemType:typeDefName" true

//create attr
stemAttr =  StemSave(grouperSession).assignName( ).assignStemNameToEdit(new "testStemAttr" "testStemAttr"
).save();
attrDef = stemAttr.addChildAttributeDef( , AttributeDefType.attr);"attrDef"
attrDef = AttributeDefFinder.findByName( , );"testStemAttr:attrDef" true
attrDef.setAssignToGroup( );true
attrDef.store();
attrDefName = stemAttr.addChildAttributeDefName(attrDef, , );"attrDefName" "attrDefName"
attrDefName = AttributeDefNameFinder.findByName( , );"testStemAttr:attrDefName" true

//link the attr with the type so without the type assigned, the attr cannot be assigned
attrDef.getAttributeDefScopeDelegate().assignTypeDependence(typeDefName);

Grouper Binary Release
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The grouper binary release is a package which does not need to be built with ant.

Contents

Grouper jar
All jars that grouper requires
Configuration files (from examples, need to be customized)
Example jdbc jars (for Oracle, MySQL, Postgres, hsql)
Grouper javadoc
Grouper shell (GSH) script used to interact with grouper from the command line

Using

You can use the binary release of grouper to get started with grouper, or to upgrade a current installation.  Note, if you want to run the UI,
you need to build it, and grouper itself
Unzip the binary release
Run from command prompt: bin/gsh -registry -runscript

This will create the database in hsql
Run from command prompt: bin/gsh

This will run Grouper Shell
Type exit, edit the conf/grouper.hibernate.properties with the hibernate dialect, driver, url, user, and pass of a real database (preferably
oracle, mysql, or postgres)
Run from command prompt: bin/gsh -registry -runscript

This will create the database in hsql
Run from command prompt: bin/gsh

This will run Grouper Shell
Go through the conf/grouper.properties, conf/sources/xml, etc and look at options available and customize
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Questions or comments about the wiki space? Contact Steve Olshansky <steveo AT internet2 DOT edu>

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
https://spaces.internet2.edu/display/GrouperWG/GrouperShell+%28gsh%29
https://spaces.internet2.edu/display/GrouperWG/GrouperShell+%28gsh%29
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Grouper+Guides
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/


User Audit Log
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User Auditing in v1.5

Groups are often used to control access to resources or to target communications. Group attributes, memberships and privileges may change at
any time with potentially important consequences, so simply knowing how a group last changed is insufficient to investigate why, for example, an
individual lost access to a resource.  Grouper 1.5 and above provides an audit log of high level user actions which allows administrators to
understand the history of groups, group types and stems. Audit entries may be queried by object or the subject responsible for a change.

High level actions are audited.  For example if a group is deleted, all of the related memberships and privileges for that group are deleted as well. 
But there will only be one audit entry for the group delete. 

Note that User Auditing, described here, is different from  which provides the ability to query the state ofpoint in time auditing
Grouper in the past.  Point in time auditing allows you to determine all the direct and indirect members that a group had at any point
in time, or to determine all the permissions a person had.

For user auditing, the following fields are stored for each user audit entry:

Audit type
Audit action
Act as member id (if the caller is acting as someone else)
Context id (associates transactions in the registry)
Created on timestamp
Description (paragraph) of change
Env name (configured in grouper.properties)
Grouper engine (GSH, UI, WS, etc)
Grouper version
Logged in member id
Server host
User IP address
Query count (counts queries in one action for performance profiling)
Server user name

For each action various additional data is stored, e.g. if a group was created, then the group id, group name, etc are stored

You can import/export auditing data, but this is a different file than the normal Grouper export file, with the same command.  You will see two
different XML files.

More information on , including gsh commands is available.user auditing

The user audit log can be queried using the Grouper UI.  are also available.Slides illustrating the UI functionality

Here is a (xvid codec required) demoing user auditing.  Note this is from April 2009 and might be a little dated.movie

       Questions or comments?   Contact us.

Notification
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Notification in v1.5.0

Grouper 1.5.0 maintains a change log in the database and can notify external systems when relevant changes have occurred.

Each low level change in grouper inserts data in the change log table, sequentially and transactionally.  The grouper loader daemon processed is
required to be running for this to work correctly.  The change log table populates with changes to the registry.  Other grouper loader daemon
processes can be configured by implementing a Java interface to be called back when changes occur.  Those Java implementations can filter
data for the appropriate data for that system.  The callback will identify which records were successfully processed, and Grouper will keep track of
where each process is across restarts.

Here is the  including code and commands to make it workmain notification page

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
https://spaces.internet2.edu/display/GrouperWG/User+auditing
https://spaces.internet2.edu/download/attachments/10520042/Audit+log+and+the+UI.pdf
https://spaces.internet2.edu/download/attachments/10059932/userAuditing.avi?version=1
https://spaces.internet2.edu/display/GrouperWG/Technical+FAQ
https://spaces.internet2.edu/display/GrouperWG/Grouper+Product
https://spaces.internet2.edu/display/GrouperWG/Archives
https://spaces.internet2.edu/display/GrouperWG/Contributions
https://spaces.internet2.edu/display/GrouperWG/Grouper+Project
https://spaces.internet2.edu/display/GrouperWG/Notifications+%28change+log%29


       Questions or comments?   Contact us.
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Developer Guides
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Grouper UI Customisation Guide

Grouper UI Components
Architecture
Struts Actions and Tiles
Customising the Grouper UI
Grouper UI Development Environment

Developer's Guide to Grouper Web Services

Hooks for 3rd party extensions to the java API

API & UI v1.6.0 Javadoc
WS v1.6.0 Javadoc
Grouper Client v1.6.0 Javadoc

Grouper source code is in Internet2's SVN repository. We recommend getting the 1.6 branch, which will always include the latest patches to the
1.6 release. For command line users:

svn co http://anonsvn.internet2.edu/svn/i2mi/branches/GROUPER_1_6_BRANCH/

Bug Reports - Bugs submitted and fixes found here. Note: You will need to create a login with Jira.

Tools & Topics for Ongoing Administration

Tools & Topics for On-Going Administration

Grouper UIs - Information on web-based user interfaces provided with Grouper.
 - Documentation for the  command line utility.GrouperShell gsh

 - Documentation for background processing including: GrouperLoader, notifications and membership expiry.Grouper Daemon
 - Experimental client for Grouper LDAP and Web Services.Grouper Client

 - Documentation for the LDAP Provisioning Connector.Ldappc-ng
 - Documentation for the original LDAP Provisioning Connector.Ldappc

 - How to review who made what changes and when.User Audit Log
 - How to move / copy groups or stems.Move and Copy

 - Grouper can incrementally provision external systems.Notification
 - As of v1.5 Grouper has a framework for assigning metadata to grouper objects.Attribute framework

 - What they are and how to create and delete them.Custom Group Types & Fields
 - Grouper v1.5+ allows external applications to central management roles and permissions in GrouperRole and permission management

 - Memberships can be set to apply only in the future, or for a certain period of timeEnabled and disabled dates
 - Documentation for the XML Import/Export tool.Import/Export Tool

- Documentation for the original XML Import/Export tool.Legacy Import/Export Tool
 - Documentation for the command line  tool.Unresolvable Subject Deletion Utility usdu

 - Documentation for the  command line script.Bad Membership Finder Utility findbadmemberships
 - Grouper as a Data Connector Extension for Shibboleth.Shibboleth Integration

 - Integrating Grouper with an event-driven ESB architecture.ESB Connector
 - Use Grouper groups in Kuali applications and middleware, and use Kuali Enterprise Workflow in GrouperGrouper integration with Kuali Rice

groups management.

Import-Export legacy edition

https://spaces.internet2.edu/display/GrouperWG/Technical+FAQ
https://spaces.internet2.edu/display/GrouperWG/Grouper+Product
https://spaces.internet2.edu/display/GrouperWG/Archives
https://spaces.internet2.edu/display/GrouperWG/Contributions
https://spaces.internet2.edu/display/GrouperWG/Grouper+Project
https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
https://spaces.internet2.edu/display/Grouper/Grouper+UI+Components
https://spaces.internet2.edu/display/Grouper/Architecture
http://www.internet2.edu/grouper/release/1.5.0/doc/actions.html
https://spaces.internet2.edu/display/Grouper/Grouper+UI+Development+Environment
http://www.internet2.edu/grouper/release/1.6.0/doc/api/index.html
http://www.internet2.edu/grouper/release/1.6.0/ws/api/index.html
http://www.internet2.edu/grouper/release/1.6.0/gc/api/index.html
http://anonsvn.internet2.edu/svn/i2mi/
https://bugs.internet2.edu/jira/browse/GRP
https://spaces.internet2.edu/display/Grouper/Grouper+Client
https://spaces.internet2.edu/display/Grouper/Import-Export
https://spaces.internet2.edu/display/GrouperWG/Import-Export+legacy+edition
https://spaces.internet2.edu/display/Grouper/Unresolvable+Subject+Deletion+Utility+%28USDU%29
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XML Import / Export for Grouper v1.5 and before

Not all new features in 1.5 and later versions are exported or imported with this legacy import-export tool.

There is a new  utility in Grouper v1.6Import-Export

Grouper v1.2.0+ includes XML import / export tools. Exported XML may be used for:

provisioning to other systems
reporting
backups
switching database backends - including to upgraded schemas (required by new Grouper API versions) in the same database

Imported XML may be used for:

loading - adding to or updating existing Stems, Groups and Group Types. Whole or partial Grouper registries can be exported, and
subsequently imported at a specified Stem (or the Root Stem if not specified) in the  instance.*new
initializing a new,  registry to a known state - useful for demos, testing and system recoveryempty

In general, exported data can be imported into the same Grouper instance it was exported from**, or a different instance. Stems and Groups and
Group Types will be created, if not already present, or updated if they already exist (depending on import options provided).

The XML formats for import and export are very similar, however, there are some differences.

    The export format:

defines what is actually exported,
includes some meta data about the export,

    while the import format:

allows import options to be embedded in the XML,
defines additional attributes for Stems and Groups which may affect the importing of Stems and Groups,
does not require all of the information that is exported.

Any tool which can create XML, in the correct format, can be used as a loader.

*To successfully load Subject data, the new Grouper instance must be configured with the same Subject Sources. The export tool does not export
Subject registries. Subjects which cannot be resolved will be logged, but otherwise ignored.

 **The initial version of the import tool did not maintain system attributes i.e. uuid, date created etc. Since v1.3.0 system attributes are maintained
by default, which is the desired behavior if migrating a registry, however, this can cause a problem if you want to copy part of the registry by
exporting it and importing it into a new stem because the uuids of imported groups and stems already exist. v1.4.0 introduces a new command
line argument  (see below) which ensures that uuids and other internal attributes are ignored.-ignoreInternal

Export Tool in More Detail

A Java class, XmlExporter, provides the export functionality. It can be run from the command line, from within Java code, or using gsh:

bin/gsh.sh -xmlexport <command line arguments>

The command line usage is:

Command Summary of args.  

      args: -h Prints this message

      args:  subjectIdentifier [(-id] [-name )] [-relative] [-childrenOnly] [-includeParent] fileName [properties]

The above export args. can be explained as follows:

Command Description

subjectIdentifier Identifies a Subject 'who' will create a GrouperSession.

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
https://spaces.internet2.edu/display/Grouper/Import-Export


    -id The Uuid of a Group or Stem to export. Defaults to the ROOT stem.

    -name The name of a Group or Stem to export. Defaults to the ROOT stem.

    -relative If id or name specified do not export parent Stems.

   
-includeParent

If id or name identifies a Group and -relative is selected, export the Group and its parent Stem.

-childrenOnly If id or name identifies a Stem and -relative is selected export child Stems and Groups, but not the stem itself. 

filename The file where exported data will be written. Will overwrite existing files.

properties The name of an optional Java properties file. Values specified in this properties file will override the default export behavior
documented in the XmlExporter javadoc.

The JavaDoc describes the export methods, including a method which can be used to export an arbitrary Collection of Stems, Groups, Subjects
or Memberships returned by various Grouper API methods. This means that the results of any  or  methods can be exported.list search

An XML Schema which describes the exported XML is available .[here|^xml-tool-export.xsd|\||]

If a relative export is performed, the export tool treats group members, list members or privilegees which are groups, and which are descendants
of the export stem in a special manner. The Subject Identifier, which, for groups, is usually the group name, is modified so that the export stem
name is replaced by an asterix, thus, if performing a relative export of uob:artf, a reference to the staff group would become *staff rather than
uob:artf:staff. The import tool will replace the asterix with the import stem name. In this way the relationship between groups can be maintained.

Examples of exported data are available .[here|^xml-tool-export-examples.html|\||]

Import Tool in More Detail

A Java class, XmlImporter, provides the import functionality. It can be run from the command line, from within Java code, or using gsh:

bin/gsh.sh -xmlimport <command line arguments>

The command line usage is:

  Command    Summary of args. 

    args: -h Prints this message 

    args: subjectIdentifier [(-id -name -list)] [-ignoreInternal] [-noprompt] filename [properties]

The above import args. can be explained as follows:

Commands Description 

subjectIdentifier Identifies a Subject 'who' will create a GrouperSession.

         -id The Uuid of a Stem into which data will be imported. Defaults to the ROOT stem.

        -name The name of a Stem into which data will be imported. Defaults to the ROOT stem.

         -list File contains a flat list of Stems or Groups which may be updated. Missing Stems and Groups are not created.

-ignoreInternal Do not attempt to import internal attributes including Group/Stem uuids. Overrides property: 
import.data.ignore-internal-attributes-and-uuids

-noprompt Do not prompt user to confirm the database that will be updated 

filename the file to import

properties The name of an optional Java properties file. Values specified in this properties file will override the default import behavior
documented in the XmlImporter javadoc.

The JavaDoc describes the load methods.

An XML Schema which describes the format of XML which can be loaded is available .[here|^xml-tool-import.xsd|\||]

It is possible to generate an XML file which validates against the schema, but which does not load properly. The annotations in the schema
describe appropriate usage of attributes and elements.



The Grouper QuickStart includes a demo registry.  is a minimal XML import file which creates the demo[quickstart.xml|^xml-tool-quickstart.xml|\||]
registry*.

When generating XML in the import format, it is likely that relationships between stems and groups will need to be specified. This is problematic
because the uuids of groups and stems are unknown prior to creation. In addition, it is not always possible to know the full name of a new Stem or
Group, as this will depend on which stem it is imported into. When importing Subjects that are groups, the import tool examines the identifier
attribute and makes any necessary changes before further processing. The following notations are recognised:

Notation Description

*SELF* Refers to the  for which the Subject is being processed as a member*, list member or privilegee.context group

*Actually the API will prevent a Group becoming a member of itself

* As desribed above, * is replaced with the name of the Stem where the XML is to be imported

.: Replace with the name of the Stem which contains the context group.

..: Replace with the parent Stem of the Stem which contains the context group. May occur multiple times.

Notes from the Field

Some of the example xml and the xsd referenced above are inconsistent with the v1.2.0+ implementation of the xml import/export tool. Here are
some details you need to know to successfully load members into groups using the xml import method.

1. The <subject> element requires the 'immediate' attribute. Best practice is to fully reference each subject, giving its source, type, and declaring it
to be an immediate membership. So, instead of 

<list field= > <subject id= /> </list>"members" "someId"

use

<list field= > <subject id=  source='someSource' type='person' immediate=' ' />"members" "someId" true
</list>

       Questions or comments?   Contact us.

Grouper Daemon
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Grouper has a daemon process called " " which can automatically provision Grouper memberships from external SQLGrouper Loader
sources
It is a Java Quartz standalone command line application, launched from : gsh -loaderGSH
This daemon is required for all deployments, even if you are not using it to provision Grouper memberships from external SQL sources
There is a daemon to:

Disable expired memberships or to enable memberships which are enabled in the future
Delete old audit and notification logs (configured in grouper-loader.properties)
Massages the notification logs so they have a sequential index number
Validate  and mark invalid ones as invalid. (v2.0)Grouper Rules

In the future we will run the daemons in a web application instead of command line
Notification consumers (callbacks) can be registered as a daemon.  Grouper will keep track of which change log number they have
successfully processed so the daemons can maintain state across Grouper Loader restarts
The grouper loader keeps database logs in the grouper_loader_log table.  These are periodically cleaned out based on configuration
There is a  that can be emailed out to Grouper admin which details the state of the registry and the status of all daemon jobsdaily report
from the last day
The PSP changelog provisionning can be enabled as a daemon process (v2.1) 

Syncing groups between group management systems
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Syncing Groups between Group Management Systems

Syncing groups on demo server

Grouper allow sharing a group between two Grouper management systems. This is accomplished through push, pull, and incremental_push. In
the future we may add permissions.

First there are connections to other Groupers based on the Grouper client.  These connections are stored in the grouper.properties.  The sources
in the remote and local can be matched up.

Second, there are links of group to group based on these connections.

The subjects are synced based on external subjects generally.  A key point is there if the external subject does not exist in the destination, it can
be added dynamically.  Note that the remote Grouper can be v2.0+, it has been tested with v1.6, and probably works with previous versions,
though it is most valuable when there are external subjects on both sides (generally v2.0+).

A config might look like this in the grouper-loader.properties to define the connection to the school (similar to how we define various DB
connections for the loader):

######################################
## Grouper client connections
##   grouper needs to talk to another grouper,  is the client connection informationif this this
######################################

# id of the source, should match the part in the property name
grouperClient.someOtherSchool.id = someOtherSchool

# url of web service, should include everything up to the first resource to access
# e.g. https://groups.school.edu/grouperWs/servicesRest
grouperClient.someOtherSchool.properties.grouperClient.webService.url = https:
//some.other.school.edu/grouperWs/servicesRest

# login ID
grouperClient.someOtherSchool.properties.grouperClient.webService.login = someRemoteLogin

# password  shared secret authentication to web servicefor
# or you can put a filename with an encrypted password
grouperClient.someOtherSchool.properties.grouperClient.webService.password = *********

# client version should match or be related to the server on the other end...
grouperClient.someOtherSchool.properties.grouperClient.webService.client.version = v2_0_000

#  is the subject to act as local,  blank, act as GrouperSystem, specify with SubjectFinderthis if
packed string, e.g.
# subjectIdOrIdentifier  or  sourceId::::subjectId  or  ::::subjectId  or 
sourceId::::::subjectIdentifier  or  ::::::subjectIdentifier
# sourceId::::::::subjectIdOrIdentifier  or  ::::::::subjectIdOrIdentifier
grouperClient.someOtherSchool.localActAsSubject =

# the id of  source, generally the same as the name in the property name.  This is mandatorythis
grouperClient.someOtherSchool.source.jdbc.id = jdbc

# the part between  and  links up the configs,"grouperClient.someOtherSchool.source." ".id"
# in  , , make sure it has no special chars.  sourceId can be blank  you dont want tothis case "jdbc" if
specify
grouperClient.someOtherSchool.source.jdbc.local.sourceId = jdbc

#  is the identifier that goes between them, it is  or an attribute name.  subjects without this "id"
 attribute will not be processedthis

grouperClient.someOtherSchool.source.jdbc.local.read.subjectId = identifier

#  is the identifier to lookup to add a subject, should be  or  or this "id" "identifier"
"idOrIdentifier"
grouperClient.someOtherSchool.source.jdbc.local.write.subjectId = identifier

# sourceId of the remote system, can be blank
grouperClient.someOtherSchool.source.jdbc.remote.sourceId = jdbc



#  is the identifier that goes between them, it is  or an attribute name.  subjects without this "id"
 attribute will not be processedthis

grouperClient.someOtherSchool.source.jdbc.remote.read.subjectId =

#  is the identifier to lookup to add a subject, should be  or  or this "id" "identifier"
"idOrIdentifier"
grouperClient.someOtherSchool.source.jdbc.remote.write.subjectId =

######################################
## Sync to/from another grouper
## Only sync one group to one other group,  not sync one group todo
## two report groupers.  If you need to  , add the group to another groupdo this
######################################

# we need to know where our
# connection name in grouper client connections above
syncAnotherGrouper.testGroup0.connectionName = someOtherSchool

# incremental  or  push  or   pull  or  incremental_push.  Note, incremental push is cron'ed and
incremental (to make sure no discrepancies arise)
syncAnotherGrouper.testGroup0.syncType = incremental_push

# quartz cron  to schedule the pull or push (incremental is automatic as events happen) (e.g. 5am
daily)
syncAnotherGrouper.testGroup0.cron =  0 0 5 * * ?

# local group which is being synced
syncAnotherGrouper.testGroup0.local.groupName = test:testGroup

# remote group at another grouper which is being synced
syncAnotherGrouper.testGroup0.remote.groupName = test2:testGroup2

#  subjects are external and should be created  not existif if
syncAnotherGrouper.testGroup0.addExternalSubjectIfNotFound = true



This is using the grouper client, so the authentication is pluggable.

We should look at real time proxying of the getMembers() call to the remote site.

Proof of concept setup

Add a group to grouper1

gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1%  GroupSave(grouperSession).assignName(new "aStem:anotherGroup"
).assignCreateParentStemsIfNotExist( ).save();true

Add group to grouper 2

gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1%  GroupSave(grouperSession).assignName(new "aStem2:anotherGroup2"
).assignCreateParentStemsIfNotExist( ).save();true

Test grouper1 with grouper client

C:\temp\grouperClient_v2_0>java -jar grouperClient.jar --operation=addMemberWs
--groupName=aStem:anotherGroup --subjectIds=GrouperSystem
C:\temp\grouperClient_v2_0>java -jar grouperClient.jar --operation=getMembersWs
--groupNames=aStem:anotherGroup

Test grouper2 with grouper client

C:\temp\grouperClient_v2_0>java -jar grouperClient.jar --operation=groupSaveWs
--name=aStem2:anotherGroup2 --createParentStemsIfNotExist=true
C:\temp\grouperClient_v2_0>java -jar grouperClient.jar --operation=addMemberWs
--groupName=aStem2:anotherGroup2 --subjectIds=GrouperSystem
C:\temp\grouperClient_v2_0>java -jar grouperClient.jar --operation=getMembersWs
--groupNames=aStem2:anotherGroup2

Save  into subjects.sql and run it to load test subjectsthis file

Create a connection from grouper1 to grouper2 in the grouper.properties

http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-qs-builder/subjects.sql?view=co


######################################
## Grouper client connections
##   grouper needs to talk to another grouper,  is the client connection informationif this this
######################################

# id of the source, should match the part in the property name
grouperClient.localhostGrouper2.id = localhostGrouper2

# url of web service, should include everything up to the first resource to access
# e.g. https://groups.school.edu/grouperWs/servicesRest
grouperClient.localhostGrouper2.properties.grouperClient.webService.url = http:
//localhost:8091/grouperWs2/servicesRest

# login ID
grouperClient.localhostGrouper2.properties.grouperClient.webService.login = GrouperSystem

# password  shared secret authentication to web servicefor
# or you can put a filename with an encrypted password
grouperClient.localhostGrouper2.properties.grouperClient.webService.password = **********

# client version should match or be related to the server on the other end...
grouperClient.localhostGrouper2.properties.grouperClient.webService.client.version = v2_0_000

# the id of  source, generally the same as the name in the property name.  This is mandatorythis
grouperClient.localhostGrouper2.source.jdbc.id = jdbc

# the part between  and  links up the configs,"grouperClient.someOtherSchool.source." ".id"
# in  , , make sure it has no special chars.  sourceId can be blank  you dont want tothis case "jdbc" if
specify
grouperClient.localhostGrouper2.source.jdbc.local.sourceId = jdbc

#  is the identifier that goes between them, it is  or an attribute name.  subjects without this "id"
 attribute will not be processedthis

grouperClient.localhostGrouper2.source.jdbc.local.read.subjectId = id

#  is the identifier to lookup to add a subject, should be  or  or this "id" "identifier"
"idOrIdentifier"
grouperClient.localhostGrouper2.source.jdbc.remote.write.subjectId = idOrIdentifier

#  subjects are external and should be created  not existif if
#grouperClient.someOtherSchool.source.jdbc.addExternalSubjectIfNotFound = true

######################################
## Sync to/from another grouper
######################################

# we need to know where our
# connection name in grouper client connections above
syncAnotherGrouper.anotherGroup.connectionName = localhostGrouper2

# incremental  or  push  or   pull  or  incremental_push.  Note, incremental push is cron'ed and
incremental (to make sure no discrepancies arise)
syncAnotherGrouper.anotherGroup.syncType = incremental_push

# quartz cron  to schedule the pull or push (incremental is automatic as events happen) (e.g. 5am
daily)
#syncAnotherGrouper.testGroup0.cron =  0 0 5 * * ?

# local group which is being synced
syncAnotherGrouper.anotherGroup.local.groupName = aStem:anotherGroup

# remote group at another grouper which is being synced
syncAnotherGrouper.anotherGroup.remote.groupName = aStem2:anotherGroup2



Make sure the new default change log consumer is in the grouper-loader.properties

changeLog.consumer.syncGroups.class = edu.internet2.middleware.grouper.client.GroupSyncConsumer
changeLog.consumer.syncGroups.quartzCron =

Add a member to grouper1 in the group configured:

gsh 12% addMember( , );"aStem:anotherGroup" "bawi"
true

See the web service call go to grouper2:

<WsRestAddMemberRequest>
  <wsGroupLookup>
   <groupName>aStem2:anotherGroup2</groupName>
  </wsGroupLookup>
  <subjectLookups>
   <WsSubjectLookup>
    <subjectId>bawi</subjectId>
    <subjectIdentifier>bawi</subjectIdentifier>
   </WsSubjectLookup>
  </subjectLookups>
</WsRestAddMemberRequest>

Check grouper2 for the member in the remote group name

gsh 2% hasMember( , )"aStem2:anotherGroup2" "bawi"
true

Delete it from the original

gsh 13% delMember( , );"aStem:anotherGroup" "bawi"

See the web service call go to grouper2:

<WsRestDeleteMemberRequest>
  <wsGroupLookup>
    <groupName>aStem2:anotherGroup2</groupName>
  </wsGroupLookup>
  <subjectLookups>
    <WsSubjectLookup>
      <subjectId>bawi</subjectId>
      <subjectIdentifier>bawi</subjectIdentifier>
    </WsSubjectLookup>
  </subjectLookups>
</WsRestDeleteMemberRequest>

Check grouper2 for the member in the remote group name

gsh 3% hasMember( , )"aStem2:anotherGroup2" "bawi"
false

Unit test

There is a unit test: GroupSyncDaemonTest

This unit test requires a WS server running, and a login, and privileges, so it does not run by default.  To run this, set these params in the
grouper.properties



#  the group sync should be tested... note you need the demo server available to test , orif this
change some settings...
junit.test.groupSync = false
junit.test.groupSync.url = https://grouperdemo.internet2.edu/grouper-ws_v2_0_0/servicesRest
junit.test.groupSync.user = remoteUser
junit.test.groupSync.password = R:/pass/grouperDemoRemoteUser.pass
#folder where the user can create/stem which the user can use to run tests
junit.test.groupSync.folder = test2:whateverFolder
#  is  unless testing to an older grouper which doesnt support this true this
junit.test.groupSync.addExternalSubjectIfNotExist = true
junit.test.groupSync.createRemoteFolderIfNotExist = true

Make sure the endpoint has a folder available and that the login user has privileges to use it:

[mchyzer@i2midev1 bin]$ sudo htpasswd /etc/httpd/conf.d/users.pass remoteUser

gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% addSubject( , , );"remoteUser" "application" "remoteUser"
gsh 2% addMember( , );"etc:webServiceClientUsers" "remoteUser"
gsh 3% addRootStem( , );"test2" "test2"
gsh 4% addStem( , , );"test2" "whateverFolder" "whateverFolder"
gsh 5% grantPriv( , , NamingPrivilege.STEM);"test2:whateverFolder" "remoteUser"
gsh 6% grantPriv( , , NamingPrivilege.CREATE);"test2:whateverFolder" "remoteUser"

If you have run the test against 2.0+, and want to clear out the groups and users, run this in GSH:

grouperSession = GrouperSession.startRootSession();
delGroup( );"test2:whateverFolder:remoteTestPull"
delGroup( );"test2:whateverFolder:remoteTestPush"
delGroup( );"test2:whateverFolder:remoteTestPushIncremental"
externalSubject = GrouperDAOFactory.getFactory().getExternalSubject().findByIdentifier(

, , );"testuser1@internet2.edu" true null
 (externalSubject != ) {externalSubject.delete();}if null

externalSubject = GrouperDAOFactory.getFactory().getExternalSubject().findByIdentifier(
, , );"testuser2@internet2.edu" true null

 (externalSubject != ) {externalSubject.delete();}if null
externalSubject = GrouperDAOFactory.getFactory().getExternalSubject().findByIdentifier(

, , );"testuser3@internet2.edu" true null
 (externalSubject != ) {externalSubject.delete();}if null

externalSubject = GrouperDAOFactory.getFactory().getExternalSubject().findByIdentifier(
, , );"testuser4@internet2.edu" true null

 (externalSubject != ) {externalSubject.delete();}if null
externalSubject = GrouperDAOFactory.getFactory().getExternalSubject().findByIdentifier(

, , );"testuser7@internet2.edu" true null
 (externalSubject != ) {externalSubject.delete();}if null

Point that somewhere, give the login privileges, and you can test the pull, push, or incremental_push.  Note, if you arent running v2.0 with external
members on the remote WS server, then you need to make sure the following subjects are available:



1.  

2.  

gsh 0% addSubject( , , );"testuser1@internet2.edu" "person" "Test User1 at Internet2"
gsh 0% addSubject( , , );"testuser2@internet2.edu" "person" "Test User2 at Internet2"
gsh 0% addSubject( , , );"testuser3@internet2.edu" "person" "Test User3 at Internet2"
gsh 0% addSubject( , , );"testuser4@internet2.edu" "person" "Test User4 at Internet2"
gsh 0% addSubject( , , );"testuser7@internet2.edu" "person" "Test User7 at Internet2"

INSERT INTO subjectattribute (subjectId, NAME, VALUE, searchValue)
VALUES ('testuser1@internet2.edu', 'loginid', 'testuser1@internet2.edu', 'testuser1@internet2.edu');
INSERT INTO subjectattribute (subjectId, NAME, VALUE, searchValue)
VALUES ('testuser1@internet2.edu', 'name', 'Test User1 at Internet2', 'test user1 at internet2');
INSERT INTO subjectattribute (subjectId, NAME, VALUE, searchValue)
VALUES ('testuser1@internet2.edu', 'description', 'Test User1 at Internet2', 'test user1 at
internet2');

INSERT INTO subjectattribute (subjectId, NAME, VALUE, searchValue)
VALUES ('testuser2@internet2.edu', 'loginid', 'testuser2@internet2.edu', 'testuser2@internet2.edu');
INSERT INTO subjectattribute (subjectId, NAME, VALUE, searchValue)
VALUES ('testuser2@internet2.edu', 'name', 'Test User2 at Internet2', 'test user2 at internet2');
INSERT INTO subjectattribute (subjectId, NAME, VALUE, searchValue)
VALUES ('testuser2@internet2.edu', 'description', 'Test User2 at Internet2', 'test user2 at
internet2');

INSERT INTO subjectattribute (subjectId, NAME, VALUE, searchValue)
VALUES ('testuser3@internet2.edu', 'loginid', 'testuser3@internet2.edu', 'testuser3@internet2.edu');
INSERT INTO subjectattribute (subjectId, NAME, VALUE, searchValue)
VALUES ('testuser3@internet2.edu', 'name', 'Test User3 at Internet2', 'test user3 at internet2');
INSERT INTO subjectattribute (subjectId, NAME, VALUE, searchValue)
VALUES ('testuser3@internet2.edu', 'description', 'Test User3 at Internet2', 'test user3 at
internet2');

INSERT INTO subjectattribute (subjectId, NAME, VALUE, searchValue)
VALUES ('testuser4@internet2.edu', 'loginid', 'testuser4@internet2.edu', 'testuser4@internet2.edu');
INSERT INTO subjectattribute (subjectId, NAME, VALUE, searchValue)
VALUES ('testuser4@internet2.edu', 'name', 'Test User4 at Internet2', 'test user4 at internet2');
INSERT INTO subjectattribute (subjectId, NAME, VALUE, searchValue)
VALUES ('testuser4@internet2.edu', 'description', 'Test User4 at Internet2', 'test user4 at
internet2');

INSERT INTO subjectattribute (subjectId, NAME, VALUE, searchValue)
VALUES ('testuser7@internet2.edu', 'loginid', 'testuser7@internet2.edu', 'testuser7@internet2.edu');
INSERT INTO subjectattribute (subjectId, NAME, VALUE, searchValue)
VALUES ('testuser7@internet2.edu', 'name', 'Test User7 at Internet2', 'test user7 at internet2');
INSERT INTO subjectattribute (subjectId, NAME, VALUE, searchValue)
VALUES ('testuser7@internet2.edu', 'description', 'Test User7 at Internet2', 'test user7 at
internet2');
COMMIT;

Note: in the future, we would like this provisioning to occur with SPML similar to ldappcng, speak the common Groups API (up and coming).
Therefore anything that speaks the (standard) API could be an endpoint. Perhaps the design of web services and xmpp could use SPML as the
data format.

Syncing groups on demo server

Wiki Home Download Grouper Grouper Guides Community Contributions Developer Resources Grouper Website

Synching Groups on the Demo Server

Synching Groups Between Group Management Systems

Basically there are two 2.0 Groupers on the demo server.  Note that only external subjects are synced (not group members, or GrouperSystem,
etc).  The source groups are world readable/writable so everyone can experiment.  The destination groups are world readable (should be
readonly).  There are three groups synced across, in the three different sync strategies (note that in real life, the diffs are still every minute, but the
crons for full refreshes will probably be less frequent (daily?) though are configurable):

push (cron'ed for every 5 minutes to do a full sync).  .  Source group Destination group

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
https://grouperdemo.internet2.edu/grouper_v2_0_0/grouperUi/appHtml/grouper.html?operation=SimpleMembershipUpdate.init&groupName=groupSync_v2_0_0:sourcePushGroup
https://grouperdemo.internet2.edu/grouper_v2_0_0a/grouperUi/appHtml/grouper.html?operation=SimpleMembershipUpdate.init&groupName=groupSync_v2_0_0a:destinationPushGroup


2.  
3.  

incremental_push (will do diffs every minute, and cron'ed for every 5 minutes to do a full sync).  .  Source group Destination group
pull (cron'ed for every 5 minutes to do a full sync). .  Destination group Source group

Groups on grouperdemo v2_0_0:

gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1%  GroupSave(grouperSession).assignName(new "groupSync_v2_0_0:sourcePushGroup"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 2%  GroupSave(grouperSession).assignName(new "groupSync_v2_0_0:sourcePushIncrementalGroup"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 3%  GroupSave(grouperSession).assignName(new "groupSync_v2_0_0:destinationPullGroup"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 4% addSubject( , , );"remoteUser" "application" "remoteUser"
gsh 5% grantPriv( , , AccessPrivilege.READ);"groupSync_v2_0_0:sourcePushGroup" "remoteUser"
gsh 6% grantPriv( , , AccessPrivilege.READ);"groupSync_v2_0_0:sourcePushIncrementalGroup" "remoteUser"
gsh 7% grantPriv( , , AccessPrivilege.READ);"groupSync_v2_0_0:destinationPullGroup" "remoteUser"
gsh 8% grantPriv( , , AccessPrivilege.UPDATE);"groupSync_v2_0_0:destinationPullGroup" "remoteUser"

[mchyzer@i2midev1 ~]$ sudo htpasswd /etc/httpd/conf.d/users.pass remoteUser

Groups on grouperdemo v2_0_0a:

gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1%  GroupSave(grouperSession).assignName(new "groupSync_v2_0_0a:destinationPushGroup"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 2%  GroupSave(grouperSession).assignName(new "groupSync_v2_0_0a:destinationPushIncrementalGroup"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 3%  GroupSave(grouperSession).assignName(new "groupSync_v2_0_0a:sourcePullGroup"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 4% addSubject( , , );gsh 5% grantPriv("remoteUser" "application" "remoteUser"

, , AccessPrivilege.READ);"groupSync_v2_0_0a:destinationPushGroup" "remoteUser"
gsh 6% grantPriv( , , AccessPrivilege.UPDATE);"groupSync_v2_0_0a:destinationPushGroup" "remoteUser"
gsh 7% grantPriv( , ,"groupSync_v2_0_0a:destinationPushIncrementalGroup" "remoteUser"
AccessPrivilege.READ);
gsh 8% grantPriv( , ,"groupSync_v2_0_0a:destinationPushIncrementalGroup" "remoteUser"
AccessPrivilege.UPDATE);
gsh 6% grantPriv( , , AccessPrivilege.READ);"groupSync_v2_0_0a:sourcePullGroup" "remoteUser"

Test a client:

grouper.client.properties:
grouperClient.webService.url = https://grouperdemo.internet2.edu/grouper-ws_v2_0_0/servicesRest
grouperClient.webService.login = remoteUser
grouperClient.webService.password = **********

C:\temp\grouperclient>java -jar grouperClient.jar --operation=addMemberWs
--groupName=groupSync_v2_0_0:sourcePushGroup --subjectIds=remoteUser
Index 0: success: T: code: SUCCESS: remoteUser

C:\temp\grouperclient>java -jar grouperClient.jar --operation=getMembersWs
--groupNames=groupSync_v2_0_0:sourcePushGroup
GroupIndex 0: success: T: code: SUCCESS: group: groupSync_v2_0_0:sourcePushGroup: subjectIndex: 0:
remoteUser

Setup a sync:

grouper.properties:

######################################
## Grouper client connections
##   grouper needs to talk to another grouper,  is the client connection informationif this this
######################################
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# id of the source, should match the part in the property name
grouperClient.grouperDemo_v2_0_0a.id = grouperDemo_v2_0_0a

# url of web service, should include everything up to the first resource to access
# e.g. https://groups.school.edu/grouperWs/servicesRest
grouperClient.grouperDemo_v2_0_0a.properties.grouperClient.webService.url = https:
//grouperdemo.internet2.edu/grouper-ws_v2_0_0a/servicesRest

# login ID
grouperClient.grouperDemo_v2_0_0a.properties.grouperClient.webService.login = remoteUser

# password  shared secret authentication to web servicefor
# or you can put a filename with an encrypted password
grouperClient.grouperDemo_v2_0_0a.properties.grouperClient.webService.password =
/opt/grouper/2.0.0/pass/remoteUser.pass

# client version should match or be related to the server on the other end...
grouperClient.grouperDemo_v2_0_0a.properties.grouperClient.webService.client.version = v2_0_000

#  is the subject to act as local,  blank, act as GrouperSystem, specify with SubjectFinderthis if
packed string, e.g.
# subjectIdOrIdentifier  or  sourceId::::subjectId  or  ::::subjectId  or 
sourceId::::::subjectIdentifier  or  ::::::subjectIdentifier
# sourceId::::::::subjectIdOrIdentifier  or  ::::::::subjectIdOrIdentifier
grouperClient.grouperDemo_v2_0_0a.localActAsSubject = remoteUser

# the id of  source, generally the same as the name in the property name.  This is mandatorythis
grouperClient.grouperDemo_v2_0_0a.source.externalUser.id = grouperExternal

# the part between  and  links up the configs,"grouperClient.someOtherSchool.source." ".id"
# in  , , make sure it has no special chars.  sourceId can be blank  you dont want tothis case "jdbc" if
specify
grouperClient.grouperDemo_v2_0_0a.source.externalUser.local.sourceId = grouperExternal

#  is the identifier that goes between them, it is  or an attribute name.  subjects without this "id"
 attribute will not be processedthis

grouperClient.grouperDemo_v2_0_0a.source.externalUser.local.read.subjectId = identifier

#  is the identifier to lookup to add a subject, should be  or  or this "id" "identifier"
"idOrIdentifier"
grouperClient.grouperDemo_v2_0_0a.source.externalUser.local.write.subjectId = identifier

# sourceId of the remote system, can be blank
grouperClient.grouperDemo_v2_0_0a.source.externalUser.remote.sourceId = grouperExternal

#  is the identifier that goes between them, it is  or an attribute name.  subjects without this "id"
 attribute will not be processedthis

grouperClient.grouperDemo_v2_0_0a.source.externalUser.remote.read.subjectId = identifier

#  is the identifier to lookup to add a subject, should be  or  or this "id" "identifier"
"idOrIdentifier"
grouperClient.grouperDemo_v2_0_0a.source.externalUser.remote.write.subjectId = identifier

######################################
## Sync to/from another grouper
## Only sync one group to one other group,  not sync one group todo
## two report groupers.  If you need to  , add the group to another groupdo this
######################################

# we need to know where our
# connection name in grouper client connections above
syncAnotherGrouper.sourcePushGroup.connectionName = grouperDemo_v2_0_0a

# incremental  or  push  or   pull  or  incremental_push.  Note, incremental push is cron'ed and
incremental (to make sure no discrepancies arise)
syncAnotherGrouper.sourcePushGroup.syncType = push



# quartz cron  to schedule the pull or push (incremental is automatic as events happen) (e.g. 5am
daily)
syncAnotherGrouper.sourcePushGroup.cron =  0 0/5 * * * ?

# local group which is being synced
syncAnotherGrouper.sourcePushGroup.local.groupName = groupSync_v2_0_0:sourcePushGroup

# remote group at another grouper which is being synced
syncAnotherGrouper.sourcePushGroup.remote.groupName = groupSync_v2_0_0a:destinationPushGroup

#  subjects are external and should be created  not existif if
syncAnotherGrouper.sourcePushGroup.addExternalSubjectIfNotFound = true

#############

# we need to know where our
# connection name in grouper client connections above
syncAnotherGrouper.sourcePushIncrementalGroup.connectionName = grouperDemo_v2_0_0a

# incremental  or  push  or   pull  or  incremental_push.  Note, incremental push is cron'ed and
incremental (to make sure no discrepancies arise)
syncAnotherGrouper.sourcePushIncrementalGroup.syncType = incremental_push

# quartz cron  to schedule the pull or push (incremental is automatic as events happen) (e.g. 5am
daily)
syncAnotherGrouper.sourcePushIncrementalGroup.cron =  0 0/5 * * * ?

# local group which is being synced
syncAnotherGrouper.sourcePushIncrementalGroup.local.groupName =
groupSync_v2_0_0:sourcePushIncrementalGroup

# remote group at another grouper which is being synced
syncAnotherGrouper.sourcePushIncrementalGroup.remote.groupName =
groupSync_v2_0_0a:destinationPushIncrementalGroup

#  subjects are external and should be created  not existif if
syncAnotherGrouper.sourcePushIncrementalGroup.addExternalSubjectIfNotFound = true

#############

# we need to know where our
# connection name in grouper client connections above
syncAnotherGrouper.destinationPullGroup.connectionName = grouperDemo_v2_0_0a

# incremental  or  push  or   pull  or  incremental_push.  Note, incremental push is cron'ed and
incremental (to make sure no discrepancies arise)
syncAnotherGrouper.destinationPullGroup.syncType = pull

# quartz cron  to schedule the pull or push (incremental is automatic as events happen) (e.g. 5am
daily)
syncAnotherGrouper.destinationPullGroup.cron =  0 0/5 * * * ?

# local group which is being synced
syncAnotherGrouper.destinationPullGroup.local.groupName = groupSync_v2_0_0:destinationPullGroup

# remote group at another grouper which is being synced
syncAnotherGrouper.destinationPullGroup.remote.groupName = groupSync_v2_0_0a:sourcePullGroup

#  subjects are external and should be created  not existif if
syncAnotherGrouper.destinationPullGroup.addExternalSubjectIfNotFound = true
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GrouperShell (gsh) as of v1.5.0

gsh is a command line shell for administering and interacting with the Grouper API. It can be used in both a batch and interactive manner.  It is
built on Java BeanShell

API Compability

gsh is now a core part of the Grouper API and so is always compatible with the current release. 

Installation

When using the Grouper API source distribution, grouper.jar needs to be built before using gsh.sh for the first time: 

cd $GROUPER_HOME
ant dist

Usage

For Windows use $GROUPER_HOME\bin\gsh.bat 

Run gsh as an interactive shell:

$GROUPER_HOME/bin/gsh.sh

Read gsh commands from STDIN:

$GROUPER_HOME/bin/gsh.sh -

Read gsh commands from a script file:

$GROUPER_HOME/bin/gsh.sh /path/to/your/script.gsh

Run Grouper utilities:

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
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$GROUPER_HOME/bin/gsh.sh <option>
args: -h,               Prints this message
args: -check,           Performs startup check and enters an
                        interactive shell
args: -runarg <command> Run command (use \\n to separate commands)
args: -main <class> [args...]
   class,               Full class name (must have main method)
   args,                args as required by main method of class
args: -initEnv [<configDir>]
       On Windows sets GROUPER_HOME and adds GROUPER_HOME/bin to path
       For *nix 'source gsh.sh' for the same result
       configDir optionally adds an alternative conf directory than
       GROUPER_HOME/conf to the classpath
args: (-xmlimport | -xmlexport | -loader | -test | -registry | -usdu |
       findbadmemberships)
                        Enter option to get additional usage for that
                        option
  -xmlimport,           Invokes XmlExporter
  -xmlexport,           Invokes XmlImporter
  -loader,              Invokes GrouperLoader
  -registry,            Manipulate the Grouper schema and install
                        bootstrap data
  -test,                Run JUnit tests
  -usdu,                Invoke USDU - Unresolvable Subject Deletion
                        Utility
  -findbadmemberships,  Check for membership data inconsistencies

Supported Commands

Grouper API methods

Any Grouper API method can be directly invoked just by referencing it, inclusive of the class in which it is defined. Methods return a java object
which can be stored in a variable. For example, the following gsh session determines all of the groups to which a given subject belongs:

gsh 0% subj = findSubject("SD00125")
subject: id='SD00125' type='person' source='kitn-person' name='Barton, Tom'
gsh 1% sess = GrouperSession.start(subj)
edu.internet2.middleware.grouper.GrouperSession:
29c40f97-9fb0-4e45-88bc-a14877a6c9b5,'SD00125','person'
gsh 2% member = MemberFinder.findBySubject(sess, subj)
member: id='SD00125' type='person' source='kitn-person' uuid='d0fa765e-1439-4701-89b1-9b08b4ce9daa'
gsh 3% member.getGroups()
group: name='etc:sysadmingroup' displayName='Grouper Administration:SysAdmin Group'
uuid='6f77fb36-b466-481a-84a7-7af609f1ad09'

Groups

Command Description

addGroup(parent stem name, extension, displayExtension) Add group to registry

delGroup(name) Delete group from registry

getGroupAttr(group name, attr) Get value of group attribute

getGroups(name) Find all groups with a matching naming attribute value, returns a Set of groups

setGroupAttr(group name, attr, value) Set value of group attribute

GroupFinder.findByName(grouperSession, name) Find one group by name 

GroupFinder.findByUuid(grouperSession, name) Find one group by uuid 

You can use GroupSave as an alternate way:



 GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist( ).save();new "stem1:a" true

Group Types

Command Description

groupAddType(group name, type name) Add type to group

groupDelType(group name, type name) Delete type from group

groupGetTypes(group name) Get group's types

groupHasType(group name, type name) Check whether group had type

typeAdd(type name) Create custom group type

typeAddAttr(type name, attr name, read, write,
required)

Create custom group attribute.  and  must be an  (e.g. read write AccessPrivilege
)AccessPrivilege.ADMIN

typeAddList(type name, attr name, read, write) Create a custom list.  and  must be an  (e.g. read write AccessPrivilege
).AccessPrivilege.ADMIN

typeDel(type name) Delete group type

typeDelField(type name, field name) Delete custom field from group type

typeFind(type name) Find the group

typeGetFields(type name) Get fields associated with the group type

Member change subject

Change subject of a Member object, e.g.:

grouperSession = GrouperSession.startRootSession();
oldSubject = findSubject("10021368");
member = MemberFinder.findBySubject(grouperSession, oldSubject);
newSubject = findSubject("10021366");
member.changeSubject(newSubject);

Command Description 

member.changeSubject(newSubject); Change the subject of the member object.  If the subject is
the same, its a no-op.  If the new subject does not have a
Member object, then the existing member object simply gets
new subject information.  If the new subject does have a
member object, then all objects in the grouper registry which
uses the old member, will be updated to the new member. 
Then the old member object is deleted from the registry 

member.changeSubject(newSubject,!Member.DELETE_OLD_MEMBER); Change the subject, but dont delete the old member.  Do this
if the way which deletes the old member doesnt work due to
foreign keys.  This will do all the work it can, and the rest can
be manual 

member.changeSubjectReport(newSubject,Member.DELETE_OLD_MEMBER); Dont do any of the work, just print a report to the screen of
what will be done.  Dry-run. 

Memberships

Command Description

addComposite(group name, composite type, left group name, right group name) Add composite membership.  e.g. CompositeType.UNION

addMember(group name, subject id) Add member to the members list for the group.

addMember(group name, subject id, field) Add member to the specified list for the group.

https://bugs.internet2.edu/jira/browse/GRP-151


delComposite(group name) Delete composite membership from group

delMember(group name, subject id) Delete member from the members list for the group

delMember(group name, subject id, field) Delete member from the specified list for the group

getMembers(group name) Get members of group

hasMember(group name, subject id) Check whether subject is member of the members list

hasMember(group name, subject id, field) Check whether subject is member of the specified list

Privileges

Command Description

grantPriv(group name, subject id,
privilege)

Grant privilege on group.  must be an  (e.g. )privilege AccessPrivilege AccessPrivilege.ADMIN

grantPriv(stem name, subject id,
privilege)

Grant privilege on stem.  must be a  (e.g. )privilege NamingPrivilege NamingPrivilege.STEM

hasPriv(group name, subject id,
privilege)

Check whether subject has privilege on group.  must be an  (e.g. privilege AccessPrivilege
)AccessPrivilege.ADMIN

hasPriv(stem name, subject id,
privilege)

Check whether subject has privilege on strem.  must be a  (e.g. privilege NamingPrivilege
)NamingPrivilege.STEM

revokePriv(group name, subject id,
privilege)

Revoke privilege on group.  must be an  (e.g. )privilege AccessPrivilege AccessPrivilege.ADMIN

revokePriv(stem name, subject id,
privilege)

Revoke privilege on stem.  must be a  (e.g. )privilege NamingPrivilege NamingPrivilege.STEM

Registry

Command Description

registryInitializeSchema() Will generate schema DDL for the DB, and wont drop
before creating, will not run script 

registryInitializeSchema(registryInitializeSchema.DROP_THEN_CREATE) generate DDL for the DB, dropping existing tables, will not
run script 

registryInitializeSchema.WRITE_AND_RUN_SCRIPT) generate DDL for the DB, not dropping, but will run the
script after writing it to file

registryInitializeSchema(registryInitializeSchema.DROP_THEN_CREATE |
registryInitializeSchema.WRITE_AND_RUN_SCRIPT)

generate DDL for the DB, drop existing grouper tables,
and run the script after writing it to file

resetRegistry() Restore registry to default state(delete data from all tables,
install defaults) 

registryInstall() If the default Grouper data is not there, it will be added
(e.g. root stem, default fields, etc) 

Stems

Command Description

addRootStem(extension, displayExtension) Add top-level stem to the registry

addStem(parent stem name, extension, displayExtension) Add stem to registry

delStem(stem name) Delete stem from registry



obliterateStem(stem name, testOnlyBoolean,
deleteFromPointInTimeBoolean)    (Grouper v2.0.2+) 

Delete stem, and subobjects. 

If testonly (true|false), then only 
print a report.  This is not supported when deleteFromPointInTime
is true. 

If deleteFromPointInTime (true|false), then delete from point in
time only.  Otherwise, point in time records are not deleted. 

Note that point in time data can only be deleted after the actual
objects have been deleted and those deletions have been
processed by the changeLogTempToChangeLog job, which runs
once a minute by default with the Grouper Daemon.  So if you
want to completely delete a stem (including point in time data),
then run this GSH command with deleteFromPointInTime=false,
then wait a minute or so, then run the GSH command with
deleteFromPointInTime=true. 

GrouperSession must be open before calling... 

getStemAttr(stem name, attr) Get value of stem attribute

getStems(name) Find all stems with a matching naming attribute value, returns a
Set of stems

setStemAttr(stem name, attr, value) Set value of stem attribute

StemFinder.findByName(grouperSession, name) Find one stem by name 

StemFinder.findByUuid(grouperSession, uuid) Find one stem by uuid 

grouperSession =
GrouperSession.startRootSession();
stem = StemFinder.findByName(grouperSession, 

);"a"
(child :for

stem.getChildGroups(Stem.Scope.SUB)) { System
.out.println(  + child.getName());"deleting: "
child.delete();  }
stemList = new
ArrayList(stem.getChildStems(Stem.Scope.SUB));
Collections.sort(stemList);
Collections.reverse(stemList);

(childStem : stemList) { for System
.out.println(  +"deleting: "
childStem.getName()); childStem.delete(); }
stem.delete();

Delete stem and subcontents 

Subjects

Command Description

addSubject(id, type, name) Add local subject to registry

findSubject(id) Find a subject

findSubject(id, type) Find a subject

findSubject(id, type, source) Find a subject

getSources() Find all Subject sources

System

Command Description



sqlRun(file) Execute each line of a sql file, just like ant would.  This can run the files generated by registryInitializeSchema()

sqlRun(string) Executes a single sql statement

exit Terminate shell

help() Display usage information

history() Print commands that have been run

history(N) Print the last N commands that have been run

last() Run the last command executed

last(N) Execute command number N

p(command) Pretty print results. This command is more useful when GSH_DEVEL is enabled

quit Terminate shell

version() Return version information

Unresolvable subject deletion utility (USDU)

usdu finds which memberships are with subjects which cannot be found in a subject source, and prints them on the screen
- if the usdu.DELETE option is passed in, then the memberships will be deleted
- a grouper session must be open when this command is run.

 For more information, see Unresolvable Subject Deletion Utility (USDU)

Command Description 

subject=SubjectFinder.findById("GrouperSystem") 
 session=GrouperSession.start(subject) 
 usdu()

Sample call to find all unresolvable subjects in the registry and print details
to the screen 

usdu(usdu.DELETE) Pass in that you want to delete memberships in the usdu call

usduBySource("schoolperson") Work only in a specific subject source, pass in the sourceId from
sources.xml

usduBySource("schoolperson", usdu.DELETE) Work in a specific source and delete membeships

subject=SubjectFinder.findById("GrouperSystem") 
 session=GrouperSession.start(subject)" 
 memberSubject=SubjectFinder.findById("1234567") 
 member=MemberFinder.findBySubject(session,memberSubject)

 usduByMember(member)

Work only with a specific member 

usduByMember(member, usdu.DELETE) usdu by member, and delete memberships

Find bad memberships

 This command will find membership records in the database which are invalid, and prints them on the screen, along with a GSH script that will fix
the memberships.

 For more information, see Bad Membership Finder Utility

Command Description 

findBadMemberships() complete findBadMemberships run

XML legacy

Command Description

xmlFromFile(filename) Load registry from XML in file

https://spaces.internet2.edu/display/GrouperWG/Unresolvable+Subject+Deletion+Utility+%28USDU%29
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xmlFromString(xml) Load registry from XML in string

xmlFromURL(url) Load registry from XML at URL

xmlToFile(filename) Exports registry to file

xmlToString() Exports registry to string.

xmlUpdateFromFile(filename) Update registry from XML in file

xmlUpdateFromString(xml) Update registry from XML in string

xmlUpdateFromURL(url) Update registry from XML at URL

XML export

There is an object: XmlExport which has various chaining methods, which should be ended with an exportTo() method.  You can export to file or
string.

For more information, see Import-Export

Command Description 

XmlExport xmlExport.stem(stem) The stem to export. Defaults to the ROOT stem.

XmlExport xmlExport.group(group) The group to export 

XmlExport xmlExport.relative(boolean) If group or stem specified do not export parent Stems.

XmlExport xmlExport.includeParent(boolean) If group specified, export from the parent stem 

XmlExport xmlExport.childrenOnly(boolean) If stem specified, export child stems and groups only - not the specified stem

XmlExport xmlExport.userProperties(file) Properties file for extra settings for import 

XmlExport xmlExport.grouperSession(grouperSession) Operate within a certain grouper session (defaults to root session) 

void xmlExport.exportToFile(file) Export to an XML file 

void xmlExport.exportToString(string) Export to an XML string 

 Examples:

gsh 1% new XmlExport().exportToFile(new File("c:/temp/export.xml"))

gsh 1% grouperSession = GrouperSession.start(SubjectFinder.findById("mchyzer"));
gsh 2% stem = StemFinder.findByName(grouperSession, "aStem");
gsh 3% new XmlExport().stem(stem).relative(true).userProperties(new
File("C:/temp/some.props")).grouperSession(grouperSession).exportToFile(new
File("c:/temp/export.xml"));

 -or- (without chaining)

gsh 3% xmlExport = new XmlExport();
gsh 4% xmlExport.stem(stem);
gsh 5% xmlExport.grouperSession(grouperSession);
gsh 6% xmlExport.exportToFile(new File("c:/temp/export.xml"))

XML import

There is an object: XmlImport which has various chaining methods, which should be ended with an importFrom() method.  You can import from
file, string, or url.

For more information, see Import-Export

https://spaces.internet2.edu/display/GrouperWG/Import-Export
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Command Description 

XmlImport xmlImport.stem(stem) The Stem into which data will be imported. Defaults to the ROOT stem.

XmlImport xmlImport.updateList(boolean) XML contains a flat list of Stems or Groups which may be updated. 
Missing Stems and Groups are not created.

XmlImport xmlImport.userProperties(file) Properties file for extra settings for import 

XmlImport xmlImport.grouperSession(grouperSession) Operate within a certain grouper session (defaults to root session) 

XmlImport xmlImport.ignoreInternal(boolean) Ignore internal attributes, including group and stem uuids. 

void xmlImport.importFromFile(file) Import from an XML file 

void xmlImport.importFromString(string) Import from an XML string 

void xmlImport.importFromUrl(url) Import XML from a URL 

 Examples:

gsh 1% new XmlImport().importFromFile(new File("c:/temp/export.xml"))

gsh 1% grouperSession = GrouperSession.start(SubjectFinder.findById("mchyzer"));
gsh 2% stem = StemFinder.findByName(grouperSession, "aStem");
gsh 3% new XmlImport().stem(stem).updateList(true).userProperties(new
File("C:/temp/some.props")).grouperSession(grouperSession).importFromUrl(new
URL("http://whatever.xml"));

 -or- (without chaining)

gsh 3% xmlImport = new XmlImport();
gsh 4% xmlImport.stem(stem);
gsh 5% xmlImport.grouperSession(grouperSession);
gsh 6% xmlImport.importFromFile(new File("c:/temp/export.xml"))

Transactions

Transactions facilitate all commands succeeding or failing together, and perhaps some level of repeatable reads of the DB (depending on the
DB).  If there is an open transaction and an exception is thrown in a command, GSH will shut down so that subsequent commands will not
execute outside of a transaction. 

Command Description

help("transaction") print help information

transactionStatus() print the list of nested transactions

transactionStart("<GrouperTransactionType>") start a transaction, or make sure one is already started 
   Can use: "READONLY_OR_USE_EXISTING", "NONE", "READONLY_NEW", 
"READ_WRITE_OR_USE_EXISTING", "READ_WRITE_NEW"

transactionCommit("<GrouperCommitType>") commit a transaction 
   Can use: "COMMIT_NOW", "COMMIT_IF_NEW_TRANSACTION

transactionRollback("<GrouperRollbackType>") rollback a transaction 
    Can use: "ROLLBACK_NOW", "ROLLBACK_IF_NEW_TRANSACTION

transactionEnd() end a transaction 
    Note if it was read/write, and not committed or rolled back, this will commit and end

Loader

Above, it describes how you can kick off the loader in daemon mode.  You can also execute one job with:

Command Description 



grouperSession = GrouperSession.startRootSession(); 
loaderGroup = GroupFinder.findByName(grouperSession, "stem:group");

loaderRunOneJob(loaderGroup);

Kick off the loader for one group (configured by group attributes)

loaderRunOneJob("MAINTENANCE_cleanLogs"); Kick off the loader by job name 

loaderRunOneJob("CHANGE_LOG_changeLogTempToChangeLog"); Move change log entries from the temp table to the real table 

loaderRunOneJob("CHANGE_LOG_consumer_grouperRules"); Run the Grouper Rules daemon 

loaderRunOneJob("CHANGE_LOG_consumer_test"); Run a change log consumer 

v1.6+ loader

Command Description 

loaderRunOneJobAttr(attirbuteDef) Run an attribute definition loader job

GrouperShell Variables

gsh has several variables that can be set to modify runtime behavior

Variable Description

GSH_DEBUG Stack traces will be printed upon failure if true

GSH_DEVEL Summaries of returned objects are not automatically printed if true

GSH_TIMER Prints time spent evaluating each command if true

    Example:

gsh 4% GSH_DEVEL = true
gsh 5% subj = findSubject("SD00125")
gsh 6% sess = GrouperSession.start(subj)
gsh 7% member = MemberFinder.findBySubject(sess, subj)
gsh 8% p(member.getGroups())
group: name='etc:sysadmingroup' displayName='Grouper Administration:SysAdmin Group'
uuid='6f77fb36-b466-481a-84a7-7af609f1ad09'

Misc

Note: you cannot encrypt passwords with GSH since the passwords end up in the GSH history.  To encrypt passwords, issue the command:

C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper>java -jar lib\morphString.jar
Enter the location of morphString.properties: conf/morphString.properties
Type the string to encrypt (note: pasting might echo it back):
The encrypted string is: ca8a15be4ad0fb45c6f1b3ca0cfd9c9e

v2.0: to sync up the point in time tables with regular tables, run this:

 edu.internet2.middleware.grouper.misc.SyncPITTables().syncAllPITTables()new

To create missing group sets:

 edu.internet2.middleware.grouper.misc.AddMissingGroupSets().addAllMissingGroupSets();new

Create a script from SQL

Here is an example to remove access from someone...  run a SQL to generate a GSH script, e.g. in oracle:



set linesize 1000;
set pagesize 1000;
select 'delMember( , );' as script"' || gmlv.GROUP_NAME || '" "' || gmlv.SUBJECT_ID || '"
from grouper_memberships_lw_v gmlv where subject_id = '12345678' and gmlv.LIST_NAME = 'members';

Put that script in a text editor and remove extra whitespace (probably optional), and add this to the beginning:

grouperSession = GrouperSession.startRootSession();

Look at it and remove lines that dont apply...  then run in GSH

[appadmin@lorenzo bin]$ ./gsh.sh remove.script

Here is a more complicated example.  I want all groups in a certain folder which do not have an ADMIN privilege assigned to my application
service principal, to assign that privilege.  Here is the query for oracle:

select 'grantPriv( , , AccessPrivilege.ADMIN);' as script "' || gg.name || '" "someid/server.school.edu"
from grouper_groups gg where gg.name like school:apps:appName:spaces:%' 
and not exists
(select (1) from grouper_memberships_lw_v gmlv where gg.name = gmlv.group_name and list_name =
'admins' 
and gmlv.subject_id = 'someid/server.school.edu');

Grouper resource or permission picker
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Resource or Permission Picker

Grouper Web UIs

The Grouper attributeDefName resource picker is a lightweight embeddable UI component which can help external applications (or Grouper itself)
to find attributes, resources, or permissions to put into textfields or hidden fields or drop downs or whatever.  This is available for Grouper 1.6+. 
Here is a demo

Example

Here is a simple app screen.  The URL says grouper, but it could be any URL.
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There are two fields which need resources selected (could be attributes, resources, permissions, attirbuteDefNames, etc), one just goes to a label
on the screen, one to a textfield.  When clicking on find resource, this screen appears as a popup

This screen above is hosted in the Grouper UI.  It is assumed there is singlesign on between the two applications for good usability.  If there isnt,
then the user would need to login to Grouper (I dont think the resource picker can be used anonymously).  Since it is a popup there should be
fewer problems with cross site browser plugin blockers (e.g. for ajax)

Now a resource can be searched for.  Its results will populate with ajax.  Note: there is a resource picker "name" that links the picker with a config
file.  That config file specifies which attribute definitions are to be used for searching, and other configs, css to use, customizable text, etc



Now another search can take place, or one of the resources can be selected.  If the resource is selected, then the window will close, and the
calling window will get a javascript call with the resource chosen (the label, the id, and the name, display name, description of the resource.  The
calling page can easily take that and put it in a hidden field, a textfield, a label, etc with a little javascript.  We can give examples of any javascript
people will need.

So the bottom line is that with some Javascript, and some configuring of properties files in the Grouper UI, any web application can have a
customized resource picker.  Here is the calling page with the subject selected

Default settings

Resource pickers (you can have multiple at your site, customized for each application), have a lot of settings which are available.  So to avoid
having to set common settings in each resource picker instance, there are default settings.  In the media.properties you can configure defaults for
any of the resource picker settings.  Note, since this is the media.properties, Grouper has defaults built in, and you can override those defaults:



##################################
## Attribute def name picker

#  putting config files on file system and not classpath, then put the files hereif
attributeDefNamePicker.confDir =

## attributeDefName picker config defaults

#comma separated css urls (relative or absolute)  skinning  attributeDefName pickerfor this
attributeDefNamePicker.defaultSettings.extraCss =

# names of attribute defs where the attribute def names should be searched from
attributeDefNamePicker.defaultSettings.searchInAttributeDefNames =

## You can configure per source how the attributeDefNames appear on screen, and customize per
attributeDefName picker instance as well
#  is the expression language of how the attributeDefName result should appear on screenthis
attributeDefNamePicker.defaultSettings.attributeDefNameNameEl =

# max results that can be retrieved
attributeDefNamePicker.defaultSettings.maxAttributeDefNamesResults = 200

# is an actas should be applied  group operations.  Generally  is GrouperSystem, though couldfor this
be anyone, or blank
# to act as the logged in user
attributeDefNamePicker.defaultSettings.actAsSourceId = g:isa
attributeDefNamePicker.defaultSettings.actAsSubjectId = GrouperSystem

# put a URL here where the result (attributeDefNameId, displayName, name, description) will be
submitted back
# blank  same domain and just call opener directlyif
attributeDefNamePicker.defaultSettings.submitResultToUrl =

Then for each resource picker, assign a resource picker name, some alphanumeric or underscore that will tie the resource picker in the URL to
the property file.  Make a file in the directory above or on classpath: /attributeDefNamePicker/resourcePickerName.properties

This file can be blank, or could have any of the default settings above overridden:



##################################
## AttributeDefName picker
## http:
//localhost:8090/grouper/grouperUi/appHtml/grouper.html?operation=AttributeDefNamePicker.index&attributeDefNamePickerName=attributeDefNamePickerExample&attributeDefNamePickerElementName=subject1

#comma separated css urls (relative or absolute)  skinning  attributeDefName pickerfor this
extraCss = ../ /assets/css/attributeDefNamePickerExample.csspublic
#extraCss = http://localhost:8091/grouper/grouperUi/ /assets/css/subbjectPickerExample.csspublic

# put attributeDefNames to search in
searchInAttributeDefNames = test:testAttributeDefName1Def, test:testAttributeDefName2Def

#  is the expression language of how the subject result should appear on screenthis
#attributeDefNameNameEl = ${attributeDefName.displayName}
attributeDefNameNameEl = ${pickerResultAttributeDefName.grandParentAndDisplayName}

# max results that can be retrieved
maxAttributeDefNamesResults = 800

# put a URL here where the result (attributeDefNameId, displayName, name, description) will be
submitted back
# blank  same domain and just call opener directlyif
submitResultToUrl = http:
//localhost:8089/grouper/grouperUi/appHtml/attributeDefNamePickerTestSubmit.html

#  the resource is far down the folder structure, you can remove part of itif
removePrefixOnUi = test:

Not only the settings can be configured, but also the text.  This is in the nav.properties so it can in different languages or locales based on
browser preferences.  Also this means Grouper has defaults, institutions can override those defaults (globally), and also further customize per
subjectPicker.  Here are the defaults in the nav.properties:

######################################
## AttributeDefName picker defaults
######################################
attributeDefNamePickerDefault.header = Find a resource
attributeDefNamePickerDefault.title = Resource picker
attributeDefNamePickerDefault.searchSectionTitle = Enter search term
attributeDefNamePickerDefault.searchButtonText = Search

attributeDefNamePickerDefault.resultsSectionTitle = Search results

attributeDefNamePickerDefault.noSearchTerm = Enter a search term

attributeDefNamePickerDefault.noResultsFound = No results found

attributeDefNamePickerDefault.tooManyResults = Too many results, please narrow your search.  Note, a
partial listing might still display.

attributeDefNamePickerDefault.cancelText = Cancel

Based on the attributeDefName picker name, you can customize per resource picker in your local nav.properties



######################################
## AttributeDefName picker test  attributeDefName picker with name attributeDefNamePickerExamplefor
######################################

attributeDefNamePicker.attributeDefNamePickerExample.title = Resource picker

Note that the same rules apply in the nav.properties as other apps, you can use the same syntax to make infodot help icons appear

Using

Once you have the resource picker configured in the Grouper UI, you can use it from an application.  Note, with this setup with Grouper as an
external application, there is no way to tell that the user is coming from the application you think it is coming from.  This is one reason why
authentication is required, and you can clamp down on who can use the service (e.g. active members of the community).  If we want more
security we could pass tokens with web services or something.  In the HTML of the web app that needs a resource picker, make a button with an
onclick that opens the picker.  You also need to pass in the element name on the screen which had its button pressed (since multiple elements
could need a resource picker).

 <button onclick="theWindow = window.open('http:
//localhost:8091/grouper/grouperUi/appHtml/grouper.html?operation=AttributeDefNamePicker.index&attributeDefNamePickerName=attributeDefNamePickerExample&attributeDefNamePickerElementName=attributeDefName2','newWindow',
'scrollbars,resizable,width=600,height=500'); theWindow.focus();  ;"return false
>Find resource</button>

This will popup the resource picker.  Note this is not a modal popup, it is assumed the user will use it or close it.  If they forget it and use it later,
that is another reason the element name is returned (so it doesnt mangle another screen).  Anyways, have a javascript in the calling page for the
callback for when a resource in the popup is selected.  Here is an example that handles two resource pickers on one page, and escapes HTML
on the screen



1.  

    <script>

      function grouperAttributeDefNameSelected(elementName,attributeDefNameId,screenLabel,
          attributeDefNameName, attributeDefNameDisplayName, attributeDefNameDescription) {

        screenLabel = escapeHtml(screenLabel);
        attributeDefNameId = escapeHtml(attributeDefNameId);
        attributeDefNameName = escapeHtml(attributeDefNameName);
        attributeDefNameDisplayName = escapeHtml(attributeDefNameDisplayName);
        attributeDefNameDescription = escapeHtml(attributeDefNameDescription);

         theElement = document.getElementById(elementName + );var "IdSpanId"
         (theElement.value) {if
          theElement.value = attributeDefNameId;
        }
         (theElement.innerHTML) {if
          theElement.innerHTML = screenLabel;
        }

      }

      /** convert input into a non-  string */null
      function escapeHtml(input) {
         (!input) {if
           input;return
        }
        input = input.replace(/&/g,  );"&amp;"
        input = input.replace(/</g,  );"&lt;"
        input = input.replace(/>/g,  );"&gt;"
         input;return
      }
    </script>

Note, you could use a library like Jquery to make this easier.  Also, it is nice if the elements you are putting the resources into have id's (not just
names), since it is more browser neutral (IE has issues with names).

Algorithm

There is a max number of resources to display, which is configurable.  Regardless if you search for a resource's extension or display extension,
that result will be at the top.  So if the extension is "a", and that throws an exception in the source for too many results, the resource with
extension "a" will still be in the results to choose.  The results are sorted by display name.

Any exact matches of extension, and displayExtension will be brought to the top fo the list and not counted in the max count.

Security

Note, there are browser security restrictions that prohibit applications with different domain names or ports from accessing other windows of the
browser.  In this case the resource picker is a popup, and it needs to call a javascript function in its
"opener".  So if Grouper and the application have different domain names or ports, then you need to workaround this.  Set this in the settings to
an HTML file which resides in the application:# put a URL here where the result (attributeDefNameId, screenLabel, displayName, name,
description) will be submitted back

blank if same domain and just call opener directly
submitResultToUrl =

That HTML page (or servlet or whatever) will be submitted to with an HTTP GET with the results of the picker.  An example of an HTML page is
, it just gets the args from the URL, and calls the opener function which will work since it is the same domain and port, and closes itself.attached

To do

https://spaces.internet2.edu/download/attachments/14517752/attributeDefNamePickerTestSubmit.html?version=1&modificationDate=1273287266936
https://spaces.internet2.edu/download/attachments/14517752/attributeDefNamePickerTestSubmit.html?version=1&modificationDate=1273287266936


Should add paging here.

asdf

Initializing Administration of Privileges
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Initializing Administration of Grouper Privileges

GrouperSystem is the root-like principal used to manage assignment of privileges in Grouper. In addition to GrouperSystem, externally
authenticated members of the  can choose when to act with root-like privileges.wheel group

If you've enabled the wheel group, you must create it and add members. GrouperShell acts as GrouperSystem and can bootstrap the necessary
naming stem(s), group, and memberships.

Enabling the Wheel Group

The wheel group is enabled and named in conf/grouper.properties :

conf/grouper.properties

# A wheel group allows you to enable non-GrouperSystem subjects to act
# like a root user when interacting with the registry.
groups.wheel.use                      = true

# Set to the name of the group you want to treat as the wheel group.
# The members of this group will be treated as root-like users.
groups.wheel.group                    = etc:sysadmingroup

Automatically Creating the Wheel Group

To automatically create the wheel group :

conf/grouper.properties

configuration.autocreate.system.groups = true

Using GrouperShell to Create the Wheel Group

To create the wheel group using GrouperShell :

GrouperShell

gsh 0% addRootStem("etc", "Grouper Administration")
stem: name='etc' displayName='Grouper Administration' uuid='f7687876-2c94-4635-997c-f2793fb8152d'
gsh 1% addGroup("etc", "sysadmingroup", "SysAdmin Group")
group: name='etc:sysadmingroup' displayName='Grouper Administration:SysAdmin Group'
uuid='6f77fb36-b466-481a-84a7-7af609f1ad09

Adding Members to the Wheel Group

Whether you've set the wheel group to be automatially created, or you've used GrouperShell to create it, you'll need to add members to the wheel
group using GrouperShell :

GrouperShell

gsh 0% addMember("etc:sysadmingroup", "SD00125")
true
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In this example "SD00125" is the subjectId of a person, as determined outside of gsh by, in this case, an LDAP query to a directory that acts as a
subject source to Grouper:

% ldapsearch \-b dc=kitn,dc=edu uid=tbarton
dn: kitnEduPersonRegId=SD00125,ou=people,dc=kitn,dc=edu
objectClass: top
objectClass: person
objectClass: inetOrgPerson
objectClass: kitnEduPerson
kitnEduPersonRegId: SD00125
cn: Barton, Tom
sn: Barton
description: Professor, Mathematics
uid: tbarton

Notifications (change log)
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Notifications

Grouper can incrementally provision external systems. As of Grouper 2.0, the following change log events are supported.  Note that Grouper 2.1
will not have flattened notifications for permissions.  See .GRP-611

Change Log Category Action Name

attributeAssign addAttributeAssign

attributeAssign deleteAttributeAssign

attributeAssignAction addAttributeAssignAction

attributeAssignAction deleteAttributeAssignAction

attributeAssignAction updateAttributeAssignAction

attributeAssignActionSet addAttributeAssignActionSet

attributeAssignActionSet deleteAttributeAssignActionSet

attributeAssignValue addAttributeAssignValue

attributeAssignValue deleteAttributeAssignValue

attributeDef addAttributeDef

attributeDef deleteAttributeDef

attributeDef updateAttributeDef

attributeDefName addAttributeDefName

attributeDefName deleteAttributeDefName

attributeDefName updateAttributeDefName

attributeDefNameSet addAttributeDefNameSet

attributeDefNameSet deleteAttributeDefNameSet

group addGroup

group deleteGroup

group updateGroup

groupField addGroupField
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groupField deleteGroupField

groupField updateGroupField

groupType addGroupType

groupType deleteGroupType

groupType updateGroupType

groupTypeAssignment assignGroupType

groupTypeAssignment unassignGroupType

member addMember

member changeSubject

member deleteMember

member updateMember

membership addMembership

membership deleteMembership

membership updateMembership

permission  (Grouper 2.1+)permissionChangeOnRole

privilege addPrivilege

privilege deletePrivilege

privilege updatePrivilege

roleSet addRoleSet

roleSet deleteRoleSet

stem addStem

stem deleteStem

stem updateStem

Implementing a consumer

To implement a consumer:

1. Make sure the change log is enabled (it is by default) in the grouper.properties

#  we should insert records into grouper_change_log_temp when events happenif
# defaults to true
changeLog.enabled = true

2. Enable (it is by default) the grouperLoader daemon process in the grouper-loader.properties which copies change log data from the temp table
to the change log table (this is what ensures data integrity, strict ordering, unique id's, etc from disparate and concurrent grouper API sources). 
Note, by default this runs every minute at 10 seconds to the minute, the cron can generally be left blank unless this schedule needs to be adjusted

# should the change log temp to change log daemon run?
changeLog.changeLogTempToChangeLog.enable = true

#quartz cron-like schedule  change log temp to change log daemon, the  is 50 seconds afterfor default
every minute: 50 * * * * ?
#leave blank to disable this
changeLog.changeLogTempToChangeLog.quartz.cron =

https://bugs.internet2.edu/jira/browse/GRP-611


3. Extend the base class for a change log consumer.  Code the notification part which sends appropriate data to external systems.  In this case, it
just sends the data to stdout.  Note the error handling here, the keeping track of which change log sequence has been successful, the processing
in a batch (currently 100 records will be sent at a time), and the coding to the change log events with constants (DONT USE string01, string02,
etc)

 edu.internet2.middleware.grouper.changeLog.consumer;package

 java.util.List;import
 edu.internet2.middleware.grouper.changeLog.ChangeLogConsumerBase;import
 edu.internet2.middleware.grouper.changeLog.ChangeLogEntry;import
 edu.internet2.middleware.grouper.changeLog.ChangeLogLabels;import
 edu.internet2.middleware.grouper.changeLog.ChangeLogProcessorMetadata;import
 edu.internet2.middleware.grouper.changeLog.ChangeLogTypeBuiltin;import

/**
 * just print out some of the events
 */

 class PrintTest  ChangeLogConsumerBase {public extends

  /**
   * @see
edu.internet2.middleware.grouper.changeLog.ChangeLogConsumerBase#processChangeLogEntries(java.util.List,
edu.internet2.middleware.grouper.changeLog.ChangeLogProcessorMetadata)
   */
  @Override
    processChangeLogEntries(List<ChangeLogEntry> changeLogEntryList,public long
      ChangeLogProcessorMetadata changeLogProcessorMetadata) {

     currentId = -1;long

    //   so we can track that we made some progresstry catch
 {try

       (ChangeLogEntry changeLogEntry : changeLogEntryList) {for
        currentId = changeLogEntry.getSequenceNumber();

        //   is a group type add action and categoryif this
 (changeLogEntry.equalsCategoryAndAction(ChangeLogTypeBuiltin.GROUP_TYPE_ADD)) {if

          //print the name from the entry
.out.println(System "Group type add, name: "

              + changeLogEntry.retrieveValueForLabel(ChangeLogLabels.GROUP_TYPE_ADD.name));
        }

         (changeLogEntry.equalsCategoryAndAction(ChangeLogTypeBuiltin.GROUP_TYPE_DELETE)) {if

          //print the name from the entry
.out.println(System "Group type delete, name: "

              + changeLogEntry.retrieveValueForLabel(ChangeLogLabels.GROUP_TYPE_DELETE.name));
        }

        //   is a group add action and categoryif this
 (changeLogEntry.equalsCategoryAndAction(ChangeLogTypeBuiltin.GROUP_ADD)) {if

          //print the name from the entry
.out.println(System "Group add, name: "

              + changeLogEntry.retrieveValueForLabel(ChangeLogLabels.GROUP_ADD.name));
        }

         (changeLogEntry.equalsCategoryAndAction(ChangeLogTypeBuiltin.GROUP_DELETE)) {if

          //print the name from the entry
.out.println(System "Group delete, name: "

              + changeLogEntry.retrieveValueForLabel(ChangeLogLabels.GROUP_DELETE.name));
        }

         (changeLogEntry.equalsCategoryAndAction(ChangeLogTypeBuiltin.GROUP_UPDATE)) {if



          //print the name from the entry
.out.println(System "Group update, name: "

              + changeLogEntry.retrieveValueForLabel(ChangeLogLabels.GROUP_UPDATE.name)
              +  +", property: "
changeLogEntry.retrieveValueForLabel(ChangeLogLabels.GROUP_UPDATE.propertyChanged)
              +  +", from: '"
changeLogEntry.retrieveValueForLabel(ChangeLogLabels.GROUP_UPDATE.propertyOldValue)
              +  +"', to: '"
changeLogEntry.retrieveValueForLabel(ChangeLogLabels.GROUP_UPDATE.propertyNewValue) + );"'"
        }

        //we successfully processed  recordthis
}
    }  (Exception e) {catch
      changeLogProcessorMetadata.registerProblem(e, , currentId);"Error processing record"
      //we made it to  -1this

 currentId-1;return
    }
     (currentId == -1) {if
        RuntimeException( );throw new "Couldnt process any records"
    }

     currentId;return
  }



}

4. Register this consumer in the grouper-loader.properties (note, the cron string might not be needed.  If blank, it will default to on the minute,
every minute [right after the temp daemon].  If there are multiple consumers, they will be staggered by 2 seconds)

#specify the consumers here.  specify the consumer name after the changeLog.consumer. part.  This
example is "ldappc"
#but it could be changeLog.consumer.myConsumerName.class
#the class must extend edu.internet2.middleware.grouper.changeLog.ChangeLogConsumerBase
#changeLog.consumer.ldappc.class =

#the quartz cron is a cron-like string.  it defaults to every minute on the minute (since the temp to
change log job runs
#at 10 seconds to each minute).  it defaults to : 0 * * * * ?this
#though it will stagger each one by 2 seconds
#changeLog.consumer.ldappc.quartzCron =

changeLog.consumer.printTest.class = edu.internet2.middleware.grouper.changeLog.consumer.PrintTest
changeLog.consumer.printTest.quartzCron =

5. To test this, run the loader, and a GSH shell in separate windows.  Enter commands which add/delete types, and add/update/delete groups in
the GSH shell, see print statements to STDOUT in the loader window.  Start the loader:

C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper>bin\gsh -loader
Using GROUPER_HOME:           C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\bin\..
Using GROUPER_CONF:           C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\bin\../conf
Using JAVA:                   "c:\dev_inst\java/bin/java"
using MEMORY:                 64m-512m
Grouper starting up: version: 1.5.0-rc1, build date: 2009/06/10 01:09:59, env: DEV
...

6. Start up GSH, and enter some commands

C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper>bin\gsh
Using GROUPER_HOME:           C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\bin\..
Using GROUPER_CONF:           C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\bin\../conf
Using JAVA:                   "c:\dev_inst\java/bin/java"
using MEMORY:                 64m-512m
...
gsh 0% typeAdd( );"testA"
type: 'testA'
gsh 1% addRootStem( , );"stem1" "stem1"
stem: name='stem1' displayName='stem1' uuid='ece24338-afde-4d5f-8593-d11b8b4341aa'
gsh 2% group = addGroup( , , );"stem1" "group1" "group1"
group: name='stem1:group1' displayName='stem1:group1' uuid='6ada2741-20b0-4cb6-9780-b07cfaf31db3'
gsh 3% typeDel( );"testA"
true
gsh 4% group.setDisplayExtension( );"group2"
gsh 5% group.setDescription( );"my description"
gsh 6% group.store();
gsh 7% typeAdd( );"testB"
type: 'testB'
gsh 8% typeDel( );"testB"
true
gsh 9% group.delete();
gsh 10%

7. Switch back to the loader window, and see the output (especially after waiting until the top of the minute, so that the daemon has run again). 
Note there are multiple entries for one group update since multiple properties have changed.



C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper>bin\gsh -loader
Using GROUPER_HOME:           C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\bin\..
Using GROUPER_CONF:           C:\mchyzer\isc\dev\grouper-qs-1.2.0\grouper\bin\../conf
Using JAVA:                   "c:\dev_inst\java/bin/java"
using MEMORY:                 64m-512m
Group type add, name: testA
Group add, name: stem1:group1
Group type delete, name: testA
Group update, name: stem1:group1, property: description, from: ' ', to: 'my description'null
Group update, name: stem1:group1, property: displayExtension, from: 'group1', to: 'group2'
Group type add, name: testB
Group type delete, name: testB
Group delete, name: stem1:group1

8. Note that the state of this consumer is stored in the database.  So if grouper is shutdown, or the loader is shutdown, and brought back up, it will
start up where it left off.  The name is the name configured in the grouper-loader.properties above

select * from grouper_change_log_consumer

name       last_sequence_processed  last_updated   created_on     id                                  
hibernate_version_number
--------------------------------------------------------------------------------------------------------------------------------
printTest
14                       1244611320119  1244610780084  57bd90bc-64b9-43c7-8023-dbb2b5fcbd03  4

To do

Add retry timeouts and max retries (currently it will just keep retrying every cycle of loader (every minute?) if there is an exception in
target system.  It should sleep for progressively longer and longer until hitting a max
Add a friendly view so it is easy to look at records
Add in other notification types: attributes, group rename, privileges, etc
Make sure effecive memberships with the new membership db layout
Add a cleanup daemon which deletes old or too many records (configurable)
Add filters so that all systems are not notified on all change log entries
Add a web service to read notifications
Add hook on change log entry (pre/post insert/update/delete
Add import/export to xml

Design / FAQ

The change log is transactional.  If a rollback or failure occurs in Grouper, the change log will be in sync.
If the destination is unreachable, it will retry next time with the same record
You can query the change log directly with the API through the DAO
Change log entries are ordered so that they norify in an order that will work (i.e. create a group before adding members)
There is a unique id (sequential sequence) for each row in change log
The timestamp is in micros, and will never be the same on the same jvm as another record
No database triggers are user, it's an all Java solution
There are 12 columns to stash data in the change log entry
Grouper keeps track of progress of consumers run in the loader

Customising the Grouper UI
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How to Customize the Grouper User Interface (UI)

   Some settings for Grouper UI customization are described here. Look in the media.properties for more settings in the UI. 

Introduction
CSS Changes
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Changing the Internet2 logo
Changing the Default Text
Using Custom Templates Instead of the Standard Templates
Defining Custom Dynamic Templates
Modifying Existing Struts Actions, Adding New Actions, and Making New Tiles Definitions Available
Customising authentication
Customising group authorizations
Customising the Root Node of the Grouper Repository
Creating an InitialStems View
Customising Browsing and Searching
Customising the Menu
Personal Groups
Displaying subjects, groups and stems
Sort order of lists
Enabling import / export of group memberships
Customising the Build Process
Customising web.xml
Running the Standard UI at the Same Time as the Custom UI
Determining How a Grouper UI Page Was Constructed
Providing Feedback and Getting Help

Introduction

This document is written for the web application developer. It describes how to make changes to the Grouper UI and is best understood with
reference to the Grouper UI architecture (which contains links to underlying concepts and technologies). The section Determining How a Grouper

 explains how to display on screen information, which can help determine what you need to change in order to modify aUI page Was Constructed
Grouper UI page.  in the Grouper UI gives an overview of which Struts actions relate to which functional areas.Struts Actions

The document focuses on the specific customisations which can be built into the QuickStart demo (see the QuickStart README), and will refer to
differences between the standard and custom screen shots in Grouper UIs. You may want to open this link in a separate window / tab for
reference.

The UI has been designed so that the source code for the standard UI need not be changed in order to effect customisations. This is intended to
make it easier to upgrade changes to the standard UI without compromising customisations you have made.

The structure and contents of  should be used as the starting point for your own custom Grouper UI.grouper-qs/custom-grouper-ui

CSS Changes

Grouper has its own CSS stylesheets, but provides a mechanism for site-specific stylesheets to be loaded after the Grouper stylesheets. This
allows sites to override/extend existing styles and to add new styles. Such changes can alter the position of screen elements, fonts, colours, etc.

The custom stylesheet was configured in :grouper-qs/custom-grouper-ui/resources/custom/media.properties

    css.additional=custom/custom.css

The actual stylesheet is found at .grouper-qs/custom-grouper-ui/webapp/custom/custom.css

Note: As of version 0.9 of Grouper css.additional can be a space separated list of stylesheets. It is also possible to 'turn off' the Grouper
stylesheets by setting the key grouper-css.hide=true.

    Differences in the standard and custom UIs which are due to CSS are listed below:

   Feature Standard UI Custom UI

Menu Positioned vertically on left. Positioned horizontally below logos. Various colour changes.

Content area   To the right of the menu.                       Aligned left and full width.

'Members' Blue text on pale background.                   White text on grey background.

Many more CSS classes are applied to elements in the HTML source than are specified in the Grouper stylesheets so a high degree of CSS
customisation is possible.

It is possible to turn off the style sheets. This may be useful for testing the accessibility of the Grouper UI and any customisations you make (see
the  form field in .Remove CSS stylesheet references? Determining How a Grouper UI Page Was Constructed

Changing the Internet2 Logo

    In , the following property was set:grouper-qs/custom-grouper-ui/resources/custom/media.properties

http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/actions.html


            image.organisation-logo=custom/images/banner.logo.gif

Changing the Default Text

In the standard UI, all navigational text and instructions are derived from a Java ResourceBundle based on 
.grouper-qs/grouper-ui/resources/grouper/nav.properties

In the custom UI, values for keys set in  will override the standard UI values.grouper-qs/custom-grouper-ui/resources/custom/nav.properties
In the UI example screen shots, the custom UI includes  in menu items and changes  to .UoB Help Assistance

Through the use of Java ResourceBundles, the Grouper UI supports Internationalization. The default locale for the standard UI is set in 
:grouper-qs/grouper-ui/resources/init.properties

            default.locale=en_US

In , however, there is no  file so theregrouper-qs/custom-grouper-ui/resources/init.properties,default.locale=en_GB nav_en_GB.properties
are no differences due to locale in the standard and custom UIs.

Currently, there is nowhere in the UI to select a different locale from the default, however, if a  parameter is passed as part of the URL whichlang
invokes login, the value will be used as the locale for the current session.

See  for details of how to display which key / value pairs were used in an actual page in theDetermining How a Grouper UI Page Was Constructed
UI.

If you create your own templates you are not under any obligation to use ResourceBundles instead of directly entering text in templates, however,
if you wish to contribute code back to Grouper, such a contribution would be more useful if it used ResourceBundles.

Using Custom Templates Instead of the Standard Templates

The Grouper UI uses Strut's Tiles to define core page components. In the standard UI these are defined in 
. In the custom UI some definitions are modified and another added in the filegrouper-qs/grouper-ui/webapp/WEB-INF/tiles-def.xml

. New definitions for  and  allow site specificgrouper-qs/custom-grouper-ui/webapp/WEB-INF/tiles-def-custom.xml headerDef footerDef
branding.  defines a template which is included in the Group Summary page of the UI.groupStuffDef

EasyLoginFormDef defines a new page (see ).Customising Authentication

Defining Custom Dynamic Templates

Grouper recognises some core entities such as Groups, Stems, Subjects and Collections. The Grouper UI dynamically chooses the appropriate
template for an entity at runtime based on its type and the UI context. The default templates for an entity and view are defined in 

. When a specific entity-view key is not found, a default is used. Key-value pairsgrouper-qs/grouper-ui/resources/grouper/media.properties
can be overridden, or more specific keys added to . The algorithms usedgrouper-qs/custom-grouper-ui/resources/grouper/media.properties
to choose appropriate keys are described in the Javadoc for . This class can be extended to add support for otherDefaultTemplateResolverImpl
entity types, or a completely new implementation plugged in (see Javadoc for the  interface.TemplateResolver

    In the standard UI the default template for a subject is defined:

                subject.view.default=/WEB-INF/jsp/subjectView.jsp

    In the custom UI:

                personQS.view.default=/WEB-INF/jsp/custom/customPersonSubjectView.jsp

defines a specific template for subjects whose source has an ID of personQS. In the UI examples the name Keith Benson is followed by (kebe) in
the custom UI due to the use of  as a template. Subjects and groups may have any/WEB-INF/jsp/custom/customPersonSubjectView.jsp
number of site specific attributes, so dynamic templates allow sites to create templates which have access to these custom attributes.

See  for determining which template was chosen for an entity-view on a page in the UI.Determining How a Grouper UI Page is Constructed

Modifying Existing Structs Actions, Adding new Actions, and Making New Tiles Definitions Available

The Grouper UI is based on Struts and the standard Struts configuration is through grouper-qs/grouper-ui/webapp/WEB-INF/struts-config.xml
. Existing actions can be replaced and new ones added to .grouper-qs/custom-grouper-ui/webapp/WEB-INF/struts-config-custom.xml

    See  for an explanation of how the standard Grouper ui actions interact.Struts Actions in the Grouper UI

In the custom UI the action  is redefined such that it forwards to  - a new action./callLogin /easyLogin

http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/DefaultTemplateResolverImpl.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/TemplateResolver.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/actions.html


1.  
2.  
3.  

More information on how to change the behaviour of the Grouper Struts actions is available in the appropriate .javadoc package description

Even if you don't need to change/add any actions, a Tiles plugin must be configured in order to make custom templates available (see Using
 instead of the standard templates):Custom Templates

<plug-in className="org.apache.struts.tiles.TilesPlugin">
  <set-property property="moduleAware" value="true"/>
  <set-property property="definitions-debug" value="0"/>
  <set-property property="definitions-parser-details" value="0"/>
  <set-property property="definitions-parser-validate" value="false"/>
  <set-property property="definitions-config"
value="/WEB-INF/tiles-def.xml,/WEB-INF/tiles-def-custom.xml"/>
</plug-in>

Note that the order of files in the definitions-config property is important as the last Tile definition with a particular name loaded is used.

Customising Authentication

The standard UI uses basic HTTP authentication configured through Tomcat and the web application web.xml file. A Filter LoginCheckFilter
checks if you are logged in before allowing access to the application. It checks the . Ifjavax.servlet.http.HttpServletRequest.getRemoteUser()
not set the user is redirected to the splash page, otherwise, access is granted, and if necessary, the user session initialised.

In the custom UI, when a user clicks the  link on the splash page, the  action is requested. This forwards the user to the Login /callLogin /easyLogin
action which displays the template named  which is a simple form allowing a username to be entered. The custom UI alsoEasyLoginFormDef,
defines a Filter  which is called prior to LoginCheckFilter. If it  a request parameter called username, it attempts to load aEasyLoginFilter sees
Subject (through ). If successful, it stores the username in the HttpSession and calls the next Filter in sequence withSubjectFinder.findByIdentifier
a modified , which responds to getRemoteUser() by returning the stored username.HttpServletRequest

This section shows how new authentication schemes can be introduced. A more serious scheme that allows  has beenYale CAS Authentication
contributed to the Grouper UI distribution. The introduction of the Lite UI in v1.50 has lead to more configuration elements  to ensure proper
authentication. The Cas authentication contribution has been updated accordingly. In addition, Newcastle University have contributed a Wiki page
explaining how they .integrated the Grouper UIs with Shibboleth

In order to configure new Filters, it is necessary to modify the web application web.xml file. How to do this is described in .Customising web.xml

Note: The standard UI does not have a logout link, because it is not possible to safely logout of basic HTTP authentication. Other authentication
schemes will generally work by setting an HttpSession attribute - which is cleared when an HttpSession is invalidated, so a logout link is provided.

Customising group authorizations

As of v1.3.0 it is possible to override how the UI decides what the current user can do with a group. The primary motivation for this feature is to
allow some UI features to be turned off i.e. when the feature should be maintained by a loader. Customization is achieved by implementing the 

 interface, and configuring it through media.properties e.g.UIGroupPrivilegeResolver

edu.internet2.middleware.grouper.ui.UIGroupPrivilegeResolver=uk.ac.bris.is.grouper.ui.UoBUIGroupPrivilegeResolver

Customising the Root Node of the Grouper Repository

    *see also Customizing Browsing and Searching

The Grouper API defines a root stem. In the standard UI the  begins with  whereas in the custom UI it starts with Current location Root QS
 Both screen shots are views of the same Grouper repository. Three scenarios are possibleUniversity of Bristol.

Root is visible, and browsing starts at Root,
Root is visible but browsing starts at a defined stem e.g. QS University of Bristol.
Root is not visible and browsing starts at a defined stem e.g.QS University of Bristol.

As of Grouper 0.9 it is possible to specify a root node per browse mode (see ). If none is specified, AbstractRepositoryBrowser
 from media.properties is used. If this is not set the the root node is used and scenario 1 occurs. If the root node isdefault.browse.stem

displayed, its name is determined by  from nav.properties. If this is not set 'Root is used by default.stem.root.display-name

By default, the hide-pre-root-node value for each  defined in media.properties, is set to . This leads to scenario 3.RepositoryBrowser true

If hide-pre-root-node is set to false then scenario 2 occurs.

http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/actions/package-summary.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/LoginCheckFilter.html
https://spaces.internet2.edu/display/Grouper/Contributions
https://spaces.internet2.edu/display/GrouperWG/Newcastle+University+-+Protecting+UI+With+Shib
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/UIGroupPrivilegeResolver.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/AbstractRepositoryBrowser.html


Creating an  InitialStems View

    *see also Customizing Browsing and Searching

This feature is not implemented in either the standard or custom UIs; however, it provides an alternative starting point for browsing, by allowing
sites to provide a customised list of stems or . The list of stems can come from any part of the hierarchy, and so may provide a betterquick links
starting point for users, i.e., for GrouperSystem the default view is:

Personal Groups
Academic Faculties
Student Union
Non-Academic Departments
Community Groups
[All Students]
[All Academic Staff]
[All Students and Academic Staff]
[UoB Administrators]

But for another user (e.g., an art student), the following list might be more appropriate:

Personal Groups for <name>
Arts Faculty
Student Union Clubs

Such a list could be generated in a site-specific way based on a username. A site might also provide a means for a user to edit their list of quick
links.

See Javadoc for  interface.InitialStems

As of Grouper 0.9 it is possible to define a different InitialStems implementation for each browse mode; see 
AbstractRepositoryBrowser.getInitialStems()

Customising Browsing and Searching

As of version 0.9 of Grouper it is possible to customise existing browse modes and add new browse modes. It is also possible to specify root
 and  implementations on a mode by mode basis.nodes InitialStem

At runtime  is used to obtain a  implementation for the current browse mode, by obtaining the classRepositoryBrowserFactory RepositoryBrowser
name of the implentation from  using the key . All Grouper suppliedresources/grouper/media.properties repository.browser.<mode>.class
implementations extend , which reads further properties. Thus, the behaviour of supplied browse modes can beAbstractRepositoryBrowser
modified by changing relevant properties. The logic can be modified by providing a new implementation class - possibly a subclass of the Grouper
implementation.

Alternatively, new browse modes can be implemented and configured. In general you will also need to implement a top level Strut's action and
page for any new browse mode, and provide links as appropriate. See  for details on how to change the default menu.Customising the Menu\

Customising the Menu

As of version 0.9 of Grouper the menu is configurable. reads  to obtain a list of knownPrepareMenuAction resources/grouper/menu-items.xml
menu items. A  key, , determines the order in which items are rendered.media.properties menu.order

Sites can add additional menu items by creating their own menu-items.xml and adding the file name to the  key: media.properties
.menu.resource.files

If sites want to have different menus for different users they can subclass  and override the PrepareMenuAction protected boolean
 method. You will also need to override the Strut'sisValidMenuItem(Map item,GrouperSession grouperSession,HttpServletRequest request)

action .prepareMenu.do

As of version 1.2.1 a new  interface has been introduced to allow a more structured approach to customizing menus. TwoMenuFilter
implementations are provided, configured as:

menu.filters=edu.internet2.middleware.grouper.ui.RootMenuFilter
edu.internet2.middleware.grouper.ui.GroupMembershipMenuFilter

GroupMembershipMenuFilter is configured using a  object and allows menu items to be vetoed depending on whether or not a userUiPermissions
is a member of a group.

http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/InitialStems.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/AbstractRepositoryBrowser.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/RepositoryBrowserFactory.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/RepositoryBrowser.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/AbstractRepositoryBrowser.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/actions/PrepareMenuAction.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/MenuFilter.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/GroupMembershipMenuFilter.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/UiPermissions.html


Personal Groups

Grouper has no specific support for personal groups, however, by implementing the  interface, the Grouper UI will create aPersonalStem
'personal stem' for a user (if one does not exist) at login. An implementation of  is provided at PersonalStem

. Thisgrouper-qs/custom-grouper-ui/java/src/edu/internet2/middleware/grouper/customqs/ui/CustomQSPresonalStem.java
implementation creates a stem (extension=subject id) as a child of . Currently any user who is logged in can see personal/qsuob/personal
stems. Whether they can see groups in the personal stem will depend upon Access privileges. Sites could use custom implementations of
RepositoryBrowsers to implement their own business rules around personal stems and groups.

Displaying subjects, groups, and stems

Prior to Grouper v1.2.0 it was necessary to use custom dynamic tiles to change how subjects, groups and stems are displayed. This still remains
the most flexible approach, especially if you need to show more than one attribute.

As of Grouper v1.2.0 it is possible to configure a single arbitrary attribute to use when displaying a subject, group or stem. The default
media.properties keys are:

#Default if an attribute is not configured for a specific subject source. 'description' is set for
backwards compatability
subject.display.default=description

#used for subjects which are groups sourced by Grouper
subject.display.g\:gsa=displayExtension

#used for internal subjects i.e. GrouperSystem and GrouperAll
subject.display.g\:isa=name

#default attribute for groups (when not viewed as a subject)
group.display=displayExtension

#flat = context i.e. flat mode in the UI. Here the hierarchy is not shown and names displayExtension
need not be unique across
#multiple stems.
group.display.flat=displayName

#default attribute for stems
stem.display=displayExtension

 In the QuickStart the following key is also used:

subject.display.qsuob=name

 When displaying search results sites can configure a default attribute to display:

search.group.result-field=name
search.stem.result-field=name

in addition sites can configure a set of attributes from which the user may select one to display:

search.group.result-field-choice=name displayExtension displayName
search.stem.result-field-choice=name displayExtension displayName

As of Grouper v1.2.1 it is possible, for the SubjectSummary page, to specify a subset of available attributes to display and the order in which to
display them:

# subject.attributes.order.<SOURCE_ID>=comma separated list of case sensitive attribute names
subject.attributes.order.g\:gsa=displayExtension,displayName,name,extension,createTime,createSubjectId,createSubjectType,modifySubjectId,modifySubjectType,modifyTime,subjectType,id

#subject.attributes.order.qsuob=LOGINID,LFNAME,subjectType,id

The UI wraps API objects as specific subclasses of . As of v1.3.0 it is possible to configure your own implementations. TypicallyObjectAsMap
these would subclass the Grouper UI concrete subclasses and add/modify behaviour. Configuration is through media.properties e.g.

http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/PersonalStem.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/util/ObjectAsMap.html


objectasmap.StemAsMap.impl=uk.ac.bris.is.grouper.ui.util.UOBStemAsMap

You could use this feature to create virtual attributes as composites of other attributes.

Sort order of lists

As of Grouper v1.2.0 various lists may be sorted alphabetically.

search results for:
groups
stems
subjects

group memberships
group privilegees
stem privilegees
groups / stems where a subject has a selected privilege
saved subjects
saved groups
stems / groups whilst browsing
stems / groups in  modeflat

See Javadoc for  and   for detailed information.LowLevelGrouperCapableAction.html.sort DefaultComparatorImpl

In principle, the sort algorithm should use exactly what is displayed on screen to sort lists, and, by default, this is what it does. The sort algorithm,
therefore, takes account of the configuration for  . On the other hand, Grouper allows the use of dynamicDisplaying subjects, groups and stems
tiles and so it is possible to override the defaults in a way that the sort algorithm cannot work out. If a site does use dynamic tiles to display
subjects, groups or stems, it is possible to configure Grouper to use alternate configuration for sorting, but it is the responsibility of the
administrator to ensure that the sort configuration is appropriate for what is displayed on screen.  For maximum flexibility, it is also possible to
configure different attribute(s) to sort on for different contexts*. The 'search' order for keys is documented for each implementation of 

.GrouperComparatorHelper

*The different contexts recognised are:

search
members
flat
subjectSummary
privilegees

As of Grouper v1.2.1 you can sort subjects from the same source together by defining strings which are pre-pended to the usual sort string:

subject.pre-sort.g\:gsa=AAA
subject.pre-sort.qsuob=BBB

Enabling import / export of group memberships

As of Grouper v1.2.0 it is possible to configure the UI to enable import / export of group memberships. Simple implementation classes are
provided for dealing with tab or comma delimited files. In general, the formats for import or export vary for different sites. By default import / export
is not enabled. Import is controlled by  and a  class is provided. Export is controlled by MembershipImportManager DefaultMembershipImporter

.MembershipExporter

In the QuickStart import and export is 'activated' using:

membership-export.config=resources/custom/membership-export.xml
membership-import.config=resources/custom/membership-import.xml

You can adapt these configuration files for your own needs and even write your own import implementation if the classes provided are unsuitable.

As of Grouper v1.2.1 you can configure the UI to allow import of data from a text area:

membership-import.allow-textarea=true

If a user does not select a file to import, the user is presented with a text area where they can type or paste data.

http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/actions/LowLevelGrouperCapableAction.html#sort(java.util.Collection,%20javax.servlet.http.HttpServletRequest,%20java.lang.String)
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/DefaultComparatorImpl.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/GrouperComparatorHelper.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/util/MembershipImportManager.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/util/DefaultMembershipImporter.html
http://middleware.internet2.edu/dir/groups/grouper/grouper/1.3.0/doc/api/edu/internet2/middleware/grouper/ui/util/MembershipExporter.html


Customising the Build Process

The Grouper UI uses the  ant script to build the web application. This script is configured throughgrouper-qs/grouper-ui/build.xml
, which has a key . In the custom UI this is set to grouper-qs/grouper-ui/build.properties additional.build \${basedir}/

../custom-grouper-ui/additional-build.xml. It is the responsibility of this script, which is called by the standard script, to compile any Java source
files and to copy to the build area any other necessary files. If you wish to incorporate any contributed code, calls to the relevant build scripts
should be placed here. In the  script, the struts-patch build script is called.custom-grouper-ui/additional-build.xml

Customising web.xml

A web application web.xml file is a key configuration file and any site wishing to customise the Grouper UI will need to modify it.  The web.xml is a
J2EE deployment descriptor which configures the Servlets (how URLs are mapped to Java classes), the filters (pre/post logic around servlets),
j2ee security (if not done in apache or somewhere else), listeners (for j2ee events), custom tag libraries (how some tags in JSPs map to java
classes), etc.  Things you might need to customize are filters (e.g. a new way to do authentication / authorization), security (do you want the
servlet container to manage authentication / authorization?), custom tag libraries (are you using a new library in JSP extensions?), etc.

The default deployment descriptor is found at . The UI provies a mechanism forgrouper-qs/grouper-ui/webapp/WEB-INF/web.core.xml
merging fragments of different web.xml files into a final deployment file. In your additional build script (see  copyCustomising the Build Process
any web.xml fragments into . Typically files should be prefixed with a 2 digit number e.g. 20 (90 is used for web.core.ml). The\${temp.dir}
merging process merges in name order of the files.
The custom UI includes two web.xml fragments which, when copied, are prefixed with 00 and 95 so the former is merged with web.core.xml and
the latter is merged with the result of the first merge.

The first web.xml fragment is  and it overrides the default action servletgrouper-qs/custom-grouper-ui/webapp/WEB-INF/web.custom.xml
definition to ensure that it loads the Struts config customisations - which in turn load the Tiles definition customisations.

<servlet>
  <servlet-name>action</servlet-name>
  <servlet-class>org.apache.struts.action.ActionServlet</servlet-class>
  <init-param>
    <param-name>config</param-name>
   
<param-value>/WEB-INF/struts-config-custom.xml,/WEB-INF/struts-config.xml,/WEB-INF/struts-config-custom.xml</param-value>
</init-param>
  <init-param>
    <param-name>config/i2mi</param-name>
    <param-value>/WEB-INF/struts-config.xml</param-value>
  </init-param>
  <load-on-startup>2</load-on-startup>
</servlet>

Note: As the order of elements in the final web.xml file is important it can be difficult to get elements in the order you want. The merging process is
not extensively tested and it is quite likely it will not work properly for all elements. It may be necessary to rework the merging process, or resort to
manual editing of the web.core.xml file.

    The merge process is dependent on and  found in .web-xml-merge.xsl web-xml-merge-tags.xml grouper-qs/grouper-ui

Running the standard UI at the same time as the custom UI

By applying the  contribution (see ), and configuring the Struts action servlet with more than onestruts-patch Customising the Build Process
module see (  parameter in ), it is possible to have both the standard and custom UIs available at the same time.config/i2mi Customising web.xml

After building the custom Grouper UI you appear to  the standard UI, however, if instead of accessing , you access  inlose /grouper /grouper/i2mi
your web browser, you then get the standard UI.

Determining How a Grouper UI Page Was Constructed

Since a Grouper UI page may be constructed from many templates, including dynamic templates, and it may not be easy to determine which
ResourceBundle key was used to render text, a mechanism has been created to display  information. Go to the URl debug

. You should see a form:/grouper/populateDebugPrefs.do

 

    The form fields are explained in the table below:

https://spaces.internet2.edu/display/Grouper/Contributions


Field Description

Enable debug display Determines if debug information is shown at the bottom of the page. If not selected, none of the other options
are active.

Webapp root for I2mi* The complete file system path to the standard UI webapp root.

Webapp root for your site* The complete file system path to the custom UI webapp root.

Show resource keys and
values at end of page

If selected, any key-value pairs derived from the nav ResourceBundle to display screen text are listed.

Show resource keys in page
rather than values

Instead of seeing the text in the page you will see ? ?key

Show dynamic tiles If selected, a hierarchy of templates used to construct the page is shown. If a template was loaded dynamically,
the , ,  and  are displayed.view entity type chosen key template name

Executable for JSP editor

The complete filesystem path to a JSP editor - only use if the server is your working machine!
If the webapp roots above are specified, template names are links which will open the template file in the specified JSP editor.

Remove CSS stylesheet references? Allows you see the non stylised page - used for checking accessibility in absence of a screen reader.

    *These fields are only required if you wish to link template names to a JSP editor.

Providing Feedback and Getting Help

The Grouper UI is intended to be extensible and not to force unnecessary constraints, however, it is only as sites try to make their own
customisations that the true extensibility can be tested. If while customising the Grouper UI you find yourself forced to modify standard Grouper UI
sources (of any kind), or find that you cannot easily do what you want to, please offer feedback to, or request help via the grouper-users mailing

.list

See Also

UI Configuration

Media Properties

Grouper UIs

https://spaces.internet2.edu/display/Grouper/Contact+Information
https://spaces.internet2.edu/display/Grouper/Contact+Information
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Media Properties
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media.properties

This guide to media.properties was released with Grouper v1.2.

The file grouper-ui/resources/grouper/media.properties controls many aspects of the  appearance and behaviour.Grouper UI's

Simple Look and feel
Menu Configuration
Miscellaneous UI configuration
Membership Import and export
Displaying lists
Searching
Sorting
Audit query
Plugin browse / search
Dynamic tiles
ObjectAsMap Implementations
Infodots
Lite UI settings

Simple Look and feel

How to change logos and CSS

#You may specify a logo for your organisation and for Grouper. Off-the-shelf
#your organisation logo appears on the left of the header and the Grouper logo
#appears on the right. Typically you would make the logos the same height.

image.organisation-logo                                =grouper/images/organisation-logo.gif

image.grouper-logo                                     =grouper/images/grouper.gif
#A space separated list of one or more .css files which are inserted into the
#HEAD of all Grouper pages. The .css files are referenced in order and after

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/


#any Grouper CSS files. This means that your CSS files can override any
#Grouper style definition
css.additional                                         =
#You can omit the Grouper CSS files completely by setting grouper-css.hide=true
grouper-css.hide                                       =false
#Include link to new prototype of a Lite ui on login page

login.ui-lite.show-link                                =@login.ui-lite.show-link@

login.ui-lite.link                                     =/grouperUi/appHtml/grouper.html#operation=SimpleMembershipUpdate.index
#Enable links (new window) to lite UI i.e. from GroupSummary page

ui-lite.link-from-admin-ui                             =@ui-lite.link-from-admin-ui@
ui.lite.group-link                                     =/grouperUi/appHtml/grouper.html#operation=SimpleMembershipUpdate.init&groupId=

Menu Configuration

Out-of-the-box Grouper defines a standard set of menu items. It is possible to add
additional menu items and to change the order in which they appear

#space separated list of files - see default for format - which define menu items

menu.resource.files                                    =resources/grouper/menu-items.xml
#space separated list of menu item names (which must exist in 'menu.resource.files'
menu.order                                             =MyGroups ManageGroups CreateGroups JoinGroups AllGroups SearchSubjects SavedStems SavedGroups
SavedSubjects GroupTypes Help
#space separated list of MenuFilters - in the order they are tested
menu.filters                                           =edu.internet2.middleware.grouper.ui.RootMenuFilter
edu.internet2.middleware.grouper.ui.GroupMembershipMenuFilter
#Determines if the menu is processed once at the start of a user session or whether
#it is processed with each request. Use 'true' for production and 'false' if you
#are actively developing the menu and want to see changes immediately

menu.cache                                             =true

Miscellaneous UI configuration

#Specifies whether the error page should include a ticket. The ticket appears
#in the errror log and can be used to filter relevant messages

error.ticket                                           =@error.ticket@
#Specifies whether Grouper should display a logout link. Not all authentication
#schemes allow logout, including Basic authentication.
#This value can be set in the Grouper UI build.properties file
logout.link.show                                       =@logout.link.show@
##Set this to 'all' to remove all cookies, or set to a comma or space separated list of
##cookie names to delete. Java code will do a Cookie.getName().equals or .matches
##so valid regular expressions may be used
logout.cookies-to-delete                               =none
#If you have admin priviliges this is where you go initially
admin.browse.path                                      =/populateAllGroups.do
#When creating a group, which access privs will be granted to GrouperAll?
#groups.create.grant.all allows the UI to override the defaults in grouper.properties

#If not set, the defaults from the grouper.properties file will be used
#NB in the QuickStart, no privs are automatically assigned - grouper.properties was
#modified so that all 'groups.create.grant.all.<priv>' are false,

groups.create.grant.all                                =
#If true, on the 'Subject Search' page there will be a link to your 'Subject Summary'
allow.self-subject-summary                             =true
#Unless otherwise configured, the UI starts browsing at the ROOTstem. set default.browse.stem
#to start browsing from a different stem
default.browse.stem                                    =@default.browse.stem@
#Grouper has no formal notion of 'personal' stems vs 'institutional' stems, however, setting
#personal.browse.stem, will trim this portio of the hierarchy when a user is browsing in 'All' mode
#TODO members of Wheel group / GrouperSystem should be able to browse regardless.
###personal.browse.stem                               =uob:personal
#The UI has a 'Saved Groups' feature intended to make it easier to find groups of interest
#and used when ceating comosite groups. This property, if true, causes any new or updated group
#to be automatically added to your list of saved groups
put.in.session.updated.groups                          =true
#The UI has a 'Saved Stems' feature intended to make it easier to find stems of interest
#This property, if true, causes any new or updated stem
#to be automatically added to your list of saved stems



put.in.session.updated.stems                           =true
#Turn off the debug functionality (true/false)
#Can be set in the Grouper UI build.properties file
browser.debug.enable                                   =@browser.debug.enable@
#If debug is on then restrict to named group. Disable if group does not exist
#Can be set in the Grouper UI build.properties file
browser.debug.group                                    =@browser.debug.group@
#Enables user to specify arbitrary exsecutable as HTML editor on the server
#Do not enable unless you absolutely trust users
#Can be set in the Grouper UI build.properties file
browser.debug.group.enable-html-editor                 =@browser.debug.group.enable-html-editor@
#The directory where preferences are saved

debug.prefs.dir                                        =@debug.prefs.dir@

Membership Import and export

As of V1.2 the UI provides a framework for allowing users to export membership lists
to flat files i.e. comma separated files, including in Excel compatible format. It is also
possible to import simple delimited files.
Both import and export require configuration and appropriate configuration will vary from
site to site. For this reason, the UI does not come pre-configued for import/export, however,
sample files are provided (see )Enabling import / export of group memberships

membership-export.config                               =resources/grouper/membership-export.xml

membership-import.config                               =resources/grouper/membership-import.xml
If the user does not select a file to import allow text to be typed / pasted into textarea
Since version 1.2.1
membership-import.allow-textarea                       =true
##for large files, give a temp dir so they arent stored in memory or the system temp dir

file.upload.temp.dir                                   =

file.upload.max.bytes                                  =
##users must be in this group to be able to login to the UI

require.group.for.logins                               =

Displaying lists

#When browsing or searching the UI will present lists of various objects. The following settings
#allow sites to control default page sizes and a list of user-selectable page sizes

pager.pagesize.default                                 =50

pager.pagesize.selection                               =10 25 50 100
#Typically, when browsing it is sufficient to show the extension/displayExtension for a group/stem
#as the parent stems are aleady shown and are common. When searching, however, this context is lost
#so sites can configure which field to display in the context of a search where results may come from
#different locations

search.group.result-field                              =displayName

search.stem.result-field                               =displayName
#By setting the 'result-field-choice' properties, sites can alow users to select which
#field to use for displaying serach resuts

search.group.result-field-choice                       =displayName displayExtension name

search.stem.result-field-choice                        =displayName displayExtension name
#Prior to V1.2 sites could do little to control how subjects, groups or stems were displayed
#in the UI, beyond the display of stem/group search results, unless they created dynamic tiles
#It is now possible to control the display of stems, groups and subjects in different contexts
#In the case of subjects, an attribute can be configured based on the subject's SourceAdapter

#Provides backwards compatability - it was assumed that all Subjects woud have a 'description' attribute

subject.display.default                                =description
#Used for groups when displayed as a subject i.e. when displayed as member of another group
subject.display.g\:gsa                                 =displayExtension
#Used for internal Grouper subjects i.e. GrouperAll and GrouperSystem
subject.display.g\:isa                                 =name
#Default attribute to display for groups
group.display                                          =displayExtension



#Attribute to use when browsing and the user has selected to hide the hierarchy -
#thus losing context
group.display.flat                                     =displayName
#Default attribute for stems

stem.display                                           =displayExtension

Searching

#Configuration affecting how simple default group/stem searches are carried out

#Determines if the name or extension field (or neither) are searched

search.default.search-in-name-or-extension             =
#Determines if the display name or display extension (or neither) is searched
search.default.search-in-display-name-or-extension     =name
#On the advanced groups search screen determines how many search fields are displayed
search.max-fields                                      =5
#On the advanced groups search screen determines how many group type select lists are displayed
search.max-group-types                                 =3
#On the advanced stems search screen determines how many search fields are displayed
search.stems.max-fields                                =4
#Control whether default search can search any attribute. Valid values=only or true or false
search.default.any                                     =false
#Control default search option
search.default                                         =name
#Allow filtering of membership lists by subject source

members.filter.by-source                               =true

members.filter.limit                                   =500
#Displays source specific form elements using keys:
#subject.search.form-fragment.<sourceId>

subject.search.form-fragment.g\:gsa                    =subjectSearchGroupFragmentDef

Sorting

As of V1.2 the Grouper UI allows sorting of various lists of objects
See  for explanationSort order of lists

comparator.impl                                        =edu.internet2.middleware.grouper.ui.DefaultComparatorImpl

comparator.helper.edu.internet2.middleware.grouper.Group
                 =edu.internet2.middleware.grouper.ui.GroupComparatorHelper
comparator.helper.edu.internet2.middleware.grouper.ui.util.GroupAsMap
                 =edu.internet2.middleware.grouper.ui.GroupComparatorHelper
comparator.helper.edu.internet2.middleware.grouper.Stem=edu.internet2.middleware.grouper.ui.StemComparatorHelper
comparator.helper.edu.internet2.middleware.grouper.ui.util.StemAsMap
                 =edu.internet2.middleware.grouper.ui.StemComparatorHelper
comparator.helper.edu.internet2.middleware.subject.Subject
                 =edu.internet2.middleware.grouper.ui.SubjectComparatorHelper
comparator.helper.edu.internet2.middleware.grouper.ui.util.SubjectAsMap
                 =edu.internet2.middleware.grouper.ui.SubjectComparatorHelper
comparator.helper.edu.internet2.middleware.grouper.Member
                 =edu.internet2.middleware.grouper.ui.SubjectComparatorHelper
comparator.helper.edu.internet2.middleware.grouper.Membership
                 =edu.internet2.middleware.grouper.ui.SubjectComparatorHelper
comparator.helper.edu.internet2.middleware.grouper.ui.util.MembershipAsMap
                 =edu.internet2.middleware.grouper.ui.SubjectComparatorHelper

comparator.helper.edu.internet2.middleware.grouper.ui.util.SubjectPrivilegeAsMap
                 =edu.internet2.middleware.grouper.ui.GroupOrStemComparatorHelper
#Sorting large lists can be computationally expensive - and slow. Use this property to turn off sorting for
#large lists
comparator.sort.limit                                  =200
To control the order in which subject attributes are listed on the Subject Summary page:#subject.attributes.order.<SOURCE_ID>=comma
separated list of case sensitive attribute names

subject.attributes.order.g\:gsa                        =
displayExtension,displayName,name,alternateName,extension,createTime,createSubjectId,createSubjectType,modifySubjectId,modifySubjectType,modifyTime,subjectType,id
subject.attributes.order.qsuob                         =LFNAME,LOGINID,subjectType,id

Audit query



Date format likely to be locale dependent + may need to turn on/off

audit.query.enabled                                    =true
##SimpleDateFormat format strings

audit.query.date-format                                =MM/dd/yyyy

audit.query.display-date-format                        =dd MMM yyyy HH:mm:ss
##If no date specified show results for audit.query.default-since days

audit.query.default-since                              =7

Plugin browse / search

The UI has a pluggable interface for browsing and searching. See  for explanationCustomising Browsing and Searching

repository.browser.my.class                            =edu.internet2.middleware.grouper.ui.MyMembershipsRepositoryBrowser
repository.browser.my.flat-capable                     =true
repository.browser.my.root-node                        =
repository.browser.my.hide-pre-root-node               =true
repository.browser.my.flat-privs                       =MEMBER
repository.browser.my.flat-type                        =group
repository.browser.my.search                           =groups
repository.browser.create.class                        =edu.internet2.middleware.grouper.ui.CreateRepositoryBrowser
repository.browser.create.flat-capable                 =true
repository.browser.create.root-node                    =
repository.browser.create.hide-pre-root-node           =true
repository.browser.create.flat-privs                   =CREATE STEM
repository.browser.create.flat-type                    =stem
repository.browser.create.search                       =stems
repository.browser.manage.class                        =edu.internet2.middleware.grouper.ui.ManageRepositoryBrowser
repository.browser.manage.flat-capable                 =true
repository.browser.manage.root-node                    =
repository.browser.manage.hide-pre-root-node           =true
repository.browser.manage.flat-privs                   =ADMIN UPDATE CREATE STEM
repository.browser.manage.flat-type                    =group
repository.browser.manage.search                       =groups
repository.browser.join.class                          =edu.internet2.middleware.grouper.ui.JoinRepositoryBrowser
repository.browser.join.flat-capable                   =true
repository.browser.join.root-node                      =
repository.browser.join.hide-pre-root-node             =true
repository.browser.join.flat-privs                     =OPTIN
repository.browser.join.flat-type                      =group
repository.browser.join.search                         =groups
repository.browser.all.class                           =edu.internet2.middleware.grouper.ui.AllRepositoryBrowser
repository.browser.all.flat-capable                    =false
repository.browser.all.root-node                       =
repository.browser.all.hide-pre-root-node              =true
repository.browser.all.flat-privs                      =
repository.browser.all.search                          =groups
repository.browser.subjectsearch.class                 =edu.internet2.middleware.grouper.ui.AllRepositoryBrowser
repository.browser.subjectsearch.flat-capable          =true
repository.browser.subjectsearch.root-node             =
repository.browser.subjectsearch.hide-pre-root-node    =true
repository.browser.subjectsearch.flat-privs            =
repository.browser.subjectsearch.search                =groups
repository.browser.savedgroups.class                   =edu.internet2.middleware.grouper.ui.AllRepositoryBrowser
repository.browser.savedgroups.flat-capable            =true
repository.browser.savedgroups.root-node               =
repository.browser.savedgroups.hide-pre-root-node      =true
repository.browser.savedgroups.flat-privs              =
repository.browser.savedgroups.search                  =groups
repository.browser.savedsubjects.class                 =edu.internet2.middleware.grouper.ui.AllRepositoryBrowser
repository.browser.savedsubjects.flat-capable          =true
repository.browser.savedsubjects.root-node             =
repository.browser.savedsubjects.hide-pre-root-node    =true
repository.browser.savedsubjects.flat-privs            =
repository.browser.savedsubjects.search                =groups

Dynamic tiles

The UI uses dynamic tiles to determine, at run time, how to display various objects
See  for more detailsDefining Custom Dynamic Templates

composite.view.default                                 =/WEB-INF/jsp/compositeView.jsp
composite.view.asFactor                                =/WEB-INF/jsp/compositeAsFactorView.jsp



composite.view.chainPath                               =/WEB-INF/jsp/compositeChainPathView.jsp
composite.view.chain                                   =/WEB-INF/jsp/compositeChainView.jsp
subject.view.default                                   =/WEB-INF/jsp/subjectView.jsp
subject.view.memberLink                                =/WEB-INF/jsp/memberLinkView.jsp
subject.view.subjectSearchResultLink                   =/WEB-INF/jsp/subjectSearchResultLinkView.jsp
                                                       =
subject.view.subjectInfo                               =/WEB-INF/jsp/subjectInfo.jsp
subject.view.groupSearchResultLink                     =/WEB-INF/jsp/groupSearchResultLinkView.jsp
subject.view.stemSearchResultLink                      =/WEB-INF/jsp/stemSearchResultLinkView.jsp
subject.view.assignFoundMember                         =/WEB-INF/jsp/assignFoundMemberView.jsp
subject.view.subjectAccessPriv                         =/WEB-INF/jsp/subjectAccessPrivView.jsp
subject.view.subjectNamingPriv                         =/WEB-INF/jsp/subjectNamingPrivView.jsp
subject.view.subjectSummaryLink                        =/WEB-INF/jsp/subjectSummaryLinkView.jsp
subject.view.current                                   =/WEB-INF/jsp/currentSubjectView.jsp
subject.view.isMemberOf                                =/WEB-INF/jsp/subjectIsMemberOfView.jsp
subject.view.isIndirectMemberOf                        =/WEB-INF/jsp/subjectIsIndirectMemberOfView.jsp
subject.view.hasPrivilege                              =/WEB-INF/jsp/subjectHasPrivilegeView.jsp
subject.view.savedSubject                              =/WEB-INF/jsp/subjectSearchResultLinkView.jsp
group.view.hasPrivilege                                =/WEB-INF/jsp/subjectHasPrivilegeView.jsp
stem.view.browseHierarchy                              =/WEB-INF/jsp/browseChildStem.jsp
stem.view.assignFoundMember                            =/WEB-INF/jsp/browseChildStem.jsp
stem.view.stemSearchResultLink                         =/WEB-INF/jsp/stemSearchResultLinkView.jsp
stem.view.searchResultItem                             =/WEB-INF/jsp/stemSearchResultItemView.jsp
stem.view.default                                      =/WEB-INF/jsp/stemView.jsp
stem.view.savedStem                                    =/WEB-INF/jsp/stemSearchResultLinkView.jsp
subjectType.group.view.assignFoundMember               =/WEB-INF/jsp/browseForFindChildGroup.jsp

subjectType.group.view.subjectSearchResult             =/WEB-INF/jsp/groupAsSubjectSearchResultView.jsp
##for subject searches which arent groups, this is the view (to put the subject image)

subject.view.subjectSearchResult                       =/WEB-INF/jsp/subjectSearchResultView.jsp
group.view.linkGroupMembers                            =/WEB-INF/jsp/groupLinkMembersView.jsp
group.view.compositeMember                             =/WEB-INF/jsp/groupChainPathView.jsp
group.view.compositeOwner                              =/WEB-INF/jsp/groupChainPathView.jsp
group.view.compositeGroupChainMember                   =/WEB-INF/jsp/compositeGroupChainMemberView.jsp
group.view.isMemberOf                                  =/WEB-INF/jsp/subjectIsMemberOfView.jsp
group.view.current                                     =/WEB-INF/jsp/currentSubjectView.jsp
group.view.browseHierarchy                             =/WEB-INF/jsp/browseChildGroup.jsp
group.view.assignFoundMember                           =/WEB-INF/jsp/browseForFindChildGroup.jsp
group.view.groupSearchResultLink                       =/WEB-INF/jsp/groupSearchResultLinkView.jsp
group.view.groupSearchResultWithPrivs                  =/WEB-INF/jsp/groupSearchResultWithPrivsView.jsp
group.view.savedGroup                                  =/WEB-INF/jsp/groupSearchResultLinkView.jsp
group.view.groupMember                                 =/WEB-INF/jsp/subjectView.jsp
group.view.chainPath                                   =/WEB-INF/jsp/groupChainPathView.jsp
group.view.subjectSummaryGroupLink                     =/WEB-INF/jsp/groupChainPathView.jsp
group.view.searchResultItem                            =/WEB-INF/jsp/groupSearchResultItemView.jsp
group.view.groupChain                                  =/WEB-INF/jsp/groupChainView.jsp
group.view.default                                     =/WEB-INF/jsp/subjectView.jsp
membership.view.subjectSummaryMemberLink               =/WEB-INF/jsp/subjectSummaryMemberLinkView.jsp
membership.view.subjectSummary                         =/WEB-INF/jsp/subjectSummaryMembershipView.jsp
membership.view.memberLink                             =/WEB-INF/jsp/memberLinkView.jsp
membership.view.memberWithoutLink                      =/WEB-INF/jsp/memberWithoutLinkView.jsp
membership.view.default                                =/WEB-INF/jsp/defaultMembershipView.jsp
membership.view.removableMembershipInfo                =/WEB-INF/jsp/removableMembershipView.jsp
membership.view.compositeMember                        =/WEB-INF/jsp/compositeMembershipView.jsp
subjectprivilege.view.subjectSummaryPrivilege          =/WEB-INF/jsp/subjectSummaryPrivilegeView.jsp
subjectprivilege.view.default                          =/WEB-INF/jsp/defaultSubjectPrivilegeView.jsp
subjectprivilege.access.view.privilegesLink            =/WEB-INF/jsp/accessPrivilegesLinkView.jsp
subjectprivilege.naming.view.privilegesLink            =/WEB-INF/jsp/namingPrivilegesLinkView.jsp
list.view.default                                      =/WEB-INF/jsp/genericListView.jsp
list.view.groupSummaryGroupTypes                       =/WEB-INF/jsp/genericItemsOnlyListView.jsp
list.view.groupSummaryFields                           =/WEB-INF/jsp/genericItemsOnlyListView.jsp
list.view.editGroupAttributes                          =/WEB-INF/jsp/genericItemsOnlyListView.jsp
list.view.editAttributesFields                         =/WEB-INF/jsp/genericItemsOnlyListView.jsp
list.view.compositesAsFactor                           =/WEB-INF/jsp/genericItemsOnlyListView.jsp
list.view.searchAttributesFields                       =/WEB-INF/jsp/genericItemsOnlyListView.jsp
list.view.searchForPrivAssignHeader                    =/WEB-INF/jsp/searchForPrivAssignmentListHeaderView.jsp
list.view.searchForPrivAssignFooter                    =/WEB-INF/jsp/searchForPrivAssignmentListFooterView.jsp
list.view.browseStemsFindHeader                        =/WEB-INF/jsp/browseStemsFindListHeaderView.jsp
list.view.browseStemsFindFooter                        =/WEB-INF/jsp/browseStemsFindListFooterView.jsp
list.view.removableMemberLinksHeader                   =/WEB-INF/jsp/removableMemberLinksHeaderView.jsp
list.view.removableMemberLinksFooter                   =/WEB-INF/jsp/removableMemberLinksFooterView.jsp
list.view.genericListHeader                            =/WEB-INF/jsp/genericListHeaderView.jsp
list.view.genericListFooter                            =/WEB-INF/jsp/genericListFooterView.jsp
list.view.memberLinksHeader                            =/WEB-INF/jsp/genericListHeaderView.jsp
list.view.privilegeLinksHeader                         =/WEB-INF/jsp/genericListHeaderView.jsp
list.view.browseHeader                                 =/WEB-INF/jsp/genericListHeaderView.jsp



list.view.findNewHeader                                =/WEB-INF/jsp/genericListHeaderView.jsp
list.view.assignHeader                                 =/WEB-INF/jsp/genericListHeaderView.jsp
list.view.searchResultHeader                           =/WEB-INF/jsp/genericListHeaderView.jsp
list.view.memberLinksFooter                            =/WEB-INF/jsp/genericListFooterView.jsp
list.view.privilegeLinksFooter                         =/WEB-INF/jsp/genericListFooterView.jsp
list.view.browseFooter                                 =/WEB-INF/jsp/genericListFooterView.jsp
list.view.findNewFooter                                =/WEB-INF/jsp/genericListFooterView.jsp
list.view.assignFooter                                 =/WEB-INF/jsp/genericListFooterView.jsp
list.view.searchResultFooter                           =/WEB-INF/jsp/genericListFooterView.jsp
list.view.chain                                        =/WEB-INF/jsp/chainPath.jsp
field.list.view.default                                =/WEB-INF/jsp/fieldLISTView.jsp
field.list.view.withValue                              =/WEB-INF/jsp/fieldLISTWithValueView.jsp
field.list.view.schema                                 =/WEB-INF/jsp/fieldSchemaView.jsp
field.attribute.view.withValue                         =/WEB-INF/jsp/fieldATTRIBUTEWithValueView.jsp
field.attribute.view.editValue                         =/WEB-INF/jsp/fieldATTRIBUTEEditValueView.jsp
field.attribute.view.search                            =/WEB-INF/jsp/fieldATTRIBUTESearchValueView.jsp
field.attribute.view.schema                            =/WEB-INF/jsp/fieldSchemaView.jsp
groupType.view.groupSummary                            =/WEB-INF/jsp/groupTypeSummaryView.jsp
groupType.view.editGroupAttributes                     =/WEB-INF/jsp/groupTypeEditAttributesView.jsp
groupType.view.schema-summary                          =/WEB-INF/jsp/groupTypeSchemaSummaryView.jsp
groupType.view.audit-link                              =/WEB-INF/jsp/groupTypeAuditLinkView.jsp
auditEntry.view.summary.type.import-importExport       =/WEB-INF/jsp/audit/import-importExport.jsp
auditEntry.view.summary.type.deleteGroupType-groupType =/WEB-INF/jsp/audit/deleteGroupType-groupType.jsp
auditEntry.view.summary.type.move-stem                 =/WEB-INF/jsp/audit/move-stem.jsp
auditEntry.view.summary.type.copy-stem                 =/WEB-INF/jsp/audit/copy-stem.jsp
auditEntry.view.summary.type.updateGroupPrivilege-privilege
                 =/WEB-INF/jsp/audit/updateGroupPrivilege-privilege.jsp
auditEntry.view.summary.type.addGroupField-groupField  =/WEB-INF/jsp/audit/addGroupField-groupField.jsp
auditEntry.view.summary.type.updateGroupType-groupType =/WEB-INF/jsp/audit/updateGroupType-groupType.jsp
auditEntry.view.summary.type.addAttributeDefName-attributeDefName
                 =/WEB-INF/jsp/audit/addAttributeDefName-attributeDefName.jsp
auditEntry.view.summary.type.updateStem-stem           =/WEB-INF/jsp/audit/updateStem-stem.jsp
auditEntry.view.summary.type.addGroupPrivilege-privilege
                 =/WEB-INF/jsp/audit/addGroupPrivilege-privilege.jsp
auditEntry.view.summary.type.deleteGroupField-groupField
                 =/WEB-INF/jsp/audit/deleteGroupField-groupField.jsp
auditEntry.view.summary.type.addGroup-group            =/WEB-INF/jsp/audit/addGroup-group.jsp
auditEntry.view.summary.type.deleteGroupMembership-membership
                 =/WEB-INF/jsp/audit/deleteGroupMembership-membership.jsp
auditEntry.view.summary.type.updateGroup-group         =/WEB-INF/jsp/audit/updateGroup-group.jsp
auditEntry.view.summary.type.deleteGroupComposite-groupComposite
                 =/WEB-INF/jsp/audit/deleteGroupComposite-groupComposite.jsp
auditEntry.view.summary.type.deleteGroup-group         =/WEB-INF/jsp/audit/deleteGroup-group.jsp
auditEntry.view.summary.type.updateGroupField-groupField
                 =/WEB-INF/jsp/audit/updateGroupField-groupField.jsp
auditEntry.view.summary.type.deleteGroupAttribute-groupAttribute
                 =/WEB-INF/jsp/audit/deleteGroupAttribute-groupAttribute.jsp
auditEntry.view.summary.type.copy-group                =/WEB-INF/jsp/audit/copy-group.jsp
auditEntry.view.summary.type.addGroupComposite-groupComposite
                 =/WEB-INF/jsp/audit/addGroupComposite-groupComposite.jsp
auditEntry.view.summary.type.addAttributeDef-attributeDef
                 =/WEB-INF/jsp/audit/addAttributeDef-attributeDef.jsp
auditEntry.view.summary.type.unassignGroupType-groupTypeAssignment
                 =/WEB-INF/jsp/audit/unassignGroupType-groupTypeAssignment.jsp
auditEntry.view.summary.type.addGroupType-groupType    =/WEB-INF/jsp/audit/addGroupType-groupType.jsp
auditEntry.view.summary.type.addStemPrivilege-privilege=/WEB-INF/jsp/audit/addStemPrivilege-privilege.jsp
auditEntry.view.summary.type.addGroupAttribute-groupAttribute
                 =/WEB-INF/jsp/audit/addGroupAttribute-groupAttribute.jsp
auditEntry.view.summary.type.updateGroupMembership-membership
                 =/WEB-INF/jsp/audit/updateGroupMembership-membership.jsp
auditEntry.view.summary.type.deleteStemPrivilege-privilege
                 =/WEB-INF/jsp/audit/deleteStemPrivilege-privilege.jsp
auditEntry.view.summary.type.updateGroupComposite-groupComposite
                 =/WEB-INF/jsp/audit/updateGroupComposite-groupComposite.jsp
auditEntry.view.summary.type.changeSubject-member      =/WEB-INF/jsp/audit/changeSubject-member.jsp
auditEntry.view.summary.type.addStem-stem              =/WEB-INF/jsp/audit/addStem-stem.jsp
auditEntry.view.summary.type.updateStemPrivilege-privilege
                 =/WEB-INF/jsp/audit/updateStemPrivilege-privilege.jsp
auditEntry.view.summary.type.deleteStem-stem           =/WEB-INF/jsp/audit/deleteStem-stem.jsp
auditEntry.view.summary.type.addGroupMembership-membership
                 =/WEB-INF/jsp/audit/addGroupMembership-membership.jsp
auditEntry.view.summary.type.assignGroupType-groupTypeAssignment
                 =/WEB-INF/jsp/audit/assignGroupType-groupTypeAssignment.jsp
auditEntry.view.summary.type.deleteGroupPrivilege-privilege
                 =/WEB-INF/jsp/audit/deleteGroupPrivilege-privilege.jsp
auditEntry.view.summary.type.move-group                =/WEB-INF/jsp/audit/move-group.jsp
auditEntry.view.summary.type.updateGroupAttribute-groupAttribute



                 =/WEB-INF/jsp/audit/updateGroupAttribute-groupAttribute.jsp
auditEntry.view.summary                                =/WEB-INF/jsp/audit/summary.jsp
auditEntry.view.queryResult                            =/WEB-INF/jsp/audit/queryResult.jsp
auditEntry.view.default                                =/WEB-INF/jsp/audit/summary.jsp

ObjectAsMap Implementations

Allow sites to provide local implementations of Map wrappers of Grouper objects

objectasmap.StemAsMap.impl                             =edu.internet2.middleware.grouper.ui.util.StemAsMap

objectasmap.GroupAsMap.impl                            =edu.internet2.middleware.grouper.ui.util.GroupAsMap
objectasmap.FieldAsMap.impl                            =edu.internet2.middleware.grouper.ui.util.FieldAsMap
objectasmap.MembershipAsMap.impl                       =edu.internet2.middleware.grouper.ui.util.MembershipAsMap
objectasmap.SubjectAsMap.impl                          =edu.internet2.middleware.grouper.ui.util.SubjectAsMap
objectasmap.SubjectPrivilegeAsMap.impl                 =edu.internet2.middleware.grouper.ui.util.SubjectPrivilegeAsMap
objectasmap.AuditEntryAsMap.impl                       =edu.internet2.middleware.grouper.ui.util.AuditEntryAsMap

Infodots

##if the little yellow "i" images that show help should be enabled

infodot.enable                                         =true

Lite UI settings

#### Lite UI settings
#cant be subjectId, sourceId, name, description, screenLabel, memberId, or attribute name which is
single valued
#comma separated.  will be sorted by sourceId, then the sort field (recommended to be screenName)
simpleMembershipUpdate.exportAllSubjectFields=sourceId, screenLabel, entityId, name, description
simpleMembershipUpdate.exportAllSortField=screenLabel
simpleMembershipUpdate.groupComboboxResultSize=200
simpleMembershipUpdate.filterComboMinChars=3
simpleMembershipUpdate.filterMaxSearchSubjects=1000
#max subjects in drop down
simpleMembershipUpdate.subjectComboboxResultSize=50

# customizer class to customize common things (extend GrouperUiCustomizer)
grouperUiCustomizerClassname =

# kill all cookies with these prefixes on logout (comma separated)
grouperUi.logout.cookie.prefix =

# images (must be in assets/images dir)  subject source idfor
grouperUi.subjectImg.sourceId.0 = jdbc
grouperUi.subjectImg.image.0 = user.png
#e.g. Chris Hyzer, mchyzer, IT Services
# grouperUi.subjectImg.screenEl.0 = ${subject.name}, $subject.getAttributeValue( ),"netId"
$subject.getAttributeValue( )"dept"
grouperUi.subjectImg.screenEl.0 = ${subject.description}

grouperUi.subjectImg.sourceId.1 = g:gsa
grouperUi.subjectImg.image.1 = group.png
grouperUi.subjectImg.screenEl.1 = ${grouperUiUtils.convertSubjectToLabel(subject)}

grouperUi.subjectImg.sourceId.2 = g:isa
grouperUi.subjectImg.image.2 = application.png
grouperUi.subjectImg.screenEl.2 = ${grouperUiUtils.convertSubjectToLabel(subject)}

grouperUi.logHtmlDir =
grouperUi.logHtml = false

#  comma separated email addresses are here, then errors will trigger emails (ui-lite)if
errorMailAddresses =
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The Attribute Framework

For information about the Attribute Framework UI, see this page.

Grouper v1.5 and above has an attribute framework for attaching metadata to various objects in the registry.

Attributes can be assigned to groups, memberships (immediate or effective), members (i.e. subjects), folders, other attributes, and
attribute assignments (one level deep)
Attributes have security, coupled with other objects' security.  Each attribute has the following lists:

ATTR_VIEW: can see that the attribute exists
ATTR_READ: can see the attribute assignment
ATTR_UPDATE: can assign or unassign the attribute
ATTR_ADMIN: can rename the attribute or assign security
ATTR_OPTIN: can assign the attribute to one's self
ATTR_OPTOUT: can unassign the attribute to one's self

In order to perform operations on attributes, more security is needed on the underlying objects.  For example, to assign an attribute to a
group, you need ATTR_UPDATE on the attribute and ADMIN on the group.  In order to assign an attribute to a membership, you need
ATTR_UPDATE on the attribute, and UPDATE on the group.
To make attributes easier to use, you can set these settings in the grouper.properties to make attributes "public".  This means that if you
have the appropriate security on the underlying object, you can add / edit / delete attributes from the object

attributeDefs.create.grant.all.attrRead          = |true false
attributeDefs.create.grant.all.attrUpdate        = |true false

Many attributes can share the same security settings.  An attribute consists of an attribute definition (where all the rules and security are
applied), and an attribute name (just has a friendly and system name, and a description)
Attribute assignments can be delegatable.  You can identify as assignment as true for delegatable, false for not delegatable, or "grant"
which means the user can delegate it, and set the delegate flag.
Attributes can have enabled/disabled dates.  This is in progress.
Attribute assignments have an optional "action" qualifier.  This is a free form string which is configured per attribute definition
Attributes could have free-form values, multi-valued, multi-assigned, limits as to where they can be applied, validation on values (TODO
on validation), etc
Presentation which includes an example of the attribute framework

Object types

Attribute definition (attributeDef):

An attribute definition holds the type of attribute (attribute, permission, limit, etc), privileges (who can assign or see assignments), restrictions
about where it can be assigned (e.g. which folder), which owner types it can be assigned to (e.g. group, folder, etc), which type of value (e.g. text,
numeric, etc), if it is multi-valued, if it can be assigned to the same owner object more than once at a time, etc.  For permissions, this also holds
which actions (in the triple) are available for this permission (e.g. READ, WRITE, ADMIN, etc).  The attributeDef and attributeDefName live in a
folder (stem) for namespace reasons.  If you can CREATE in the stem, you can create attribute objects.  It is up to you if you keep those centrally
in a top level folder in Grouper or closer to the leaf where the application lives.

Attribute definition name (attributeDefName):

An attribute definition name has a many-to-one relationship to attributeDef.  This is the thing that is assigned to the owner.  It is similar to a
list-of-values for the attribute.  You cannot assign an attribute without having an attributeDefName.  This allows you to share common settings
among multiple attributes without having to reconfigure each value.  You might have only one attributeDefName for an attributeDef, but generally
you will have more than 1.

Attribute assignment:

This is the relationship between the owner (e.g. Group, Folder), and the attributeDefName.  This might have a start/end timestamp, and other
metadata (e.g. for permissions if it is delegatable, if it is allowed or forbidden, etc)

Attribute assignment value:

If an attributeDef is not of value type 'marker', then it can have a value, or multiple values (of the same type) if the attributeDef is labeled as
multi-valued.  The attribute assign value is a many to one on the attribute assignment.  The value can have a type (e.g. text, integer, floating,
timestamp, etc), and at some point it would be nice if it had the capability to have validations (e.g. a regex).

GSH commands
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Create an attribute definition

addRootStem( , );"school" "school"
addStem( , , );"school" "attr" "attr"
addStem( , , );"school:attr" "students" "students"
grouperSession = GrouperSession.startRootSession();
attrStudentsStem = StemFinder.findByName(grouperSession, );"school:attr:students"
studentsAttrDef = attrStudentsStem.addChildAttributeDef( , AttributeDefType.attr);"students"
studentsAttrDef.setAssignToGroup( );true
studentsAttrDef.store();

Create an attribute name

attrArtsAndSciences = attrStudentsStem.addChildAttributeDefName(studentsAttrDef, , "artsAndSciences"
);"artsAndSciences"

Assign an attribute name to an object:

addStem( , , );"school" "math" "math"
groupBrainProject = addGroup( , , );"school:math" "brainProject" "brainProject"
groupBrainProject.getAttributeDelegate().assignAttribute(attrArtsAndSciences);

Set the security of an attribute definition

groupStudents = addGroup( , , );"school" "students" "students"
studentsAttrDef.getPrivilegeDelegate().grantPriv(groupStudents.toSubject(),
AttributeDefPrivilege.ATTR_READ, );false

Here is how to assign the same attribute multiple times (v1.6+) [note, needed to restart GSH to clear cache)

studentsAttrDef.setMultiAssignable( );true
studentsAttrDef.store();
-- RESTART GSH --
grouperSession = GrouperSession.startRootSession();
groupBrainProject = GroupFinder.findByName(grouperSession, , );"school:math:brainProject" true
attrArtsAndSciences = AttributeDefNameFinder.findByName( , );"school:attr:students:artsAndSciences" true
groupBrainProject.getAttributeDelegate().addAttribute(attrAtrsAndSciences);
groupBrainProject.getAttributeDelegate().addAttribute(attrAtrsAndSciences);
groupBrainProject.getAttributeDelegate().addAttribute(attrAtrsAndSciences);
groupBrainProject.getAttributeDelegate().retrieveAssignments(attrArtsAndSciences);

Here is how to assign a value (v1.6+) [note, needed to restart GSH to clear cache)

studentsAttrDef.setValueType(AttributeDefValueType.string);
studentsAttrDef.store();
groupBrainProject.getAttributeDelegate().retrieveAssignments(attrArtsAndSciences).iterator().next().getValueDelegate().assignValue(

);"hey"

//or, assign directly from group based on name of attributeDefName

//note, you get a result that has the assignment object, and whether  was a  assignment, orthis new
already existed
//  is   the value delegate, or the delegate on the assignment abovethis true for
groupBrainProject.getAttributeValueDelegate().assignValue( , "school:attr:students:artsAndSciences"

);"hey"



Here is how to assign multiple values to an assignment (v1.6+) [note, needed to restart GSH to clear cache).

studentsAttrDef.setMultiValued( );true
studentsAttrDef.store();

//again,  returns a result object that has the objectthis
groupBrainProject.getAttributeDelegate().retrieveAssignments(attrArtsAndSciences).iterator().next().getValueDelegate().addValue(

);"there"
groupBrainProject.getAttributeDelegate().retrieveAssignments(attrArtsAndSciences).iterator().next().getValueDelegate().retrieveValuesString();
java.util.ArrayList:
[there, hey]

//you could also   directly with the value delegatedo this
groupBrainProject.getAttributeValueDelegate().addValue( , "school:attr:students:artsAndSciences" "there"
);
groupBrainProject.getAttributeValueDelegate().retrieveValuesString(

);"school:attr:students:artsAndSciences"
java.util.ArrayList: [there, there]

Example

Add a multi-valued attribute to a group, say mailAlternateAddress with two values "foo@memphis.edu" and "bar@memphis.edu".  Here is the API
code:

AttributeDef attributeDef = stem.addChildAttributeDef( , AttributeDefType.attr);"someName"
attributeDef.setAssignToGroup( );true
attributeDef.setMultiValued( );true
attributeDef.setValueType(AttributeDefValueType.string);
attributeDef.store();

AttributeDefName attributeDefName = stem.addChildAttributeDefName(attributeDef, "mailAlternateAddress"
, );"mailAlternateAddress"

group.getAttributeValueDelegate().assignValuesString(
 attributeDefName.getName(), GrouperUtil.toSet( , ), );"foo@memphis.edu" "bar@memphis.edu" true

Example 2

Put an attribute on a membership



gsh 0%
gsh 1% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession: 3c50fffcfb104b39adbd55d05d47355
7,'GrouperSystem','application'
gsh 2% folder = StemFinder.findByName(grouperSession, "Communities:LVC:LSC:MOU:UWM:UWMGroupAttributes"
, )true
stem: name='Communities:LVC:LSC:MOU:UWM:UWMGroupAttributes' displayName='Communi
ties:LVC:LSC:MOU:UWM:UWMGroupAttributes' uuid='97f4c134149941fbad8906d3a1ed2340'
gsh 3% attributeDef = folder.addChildAttributeDef( , AttributeDefType.attr);"attr01"
edu.internet2.middleware.grouper.attr.AttributeDef:
AttributeDef[name=Communities:LVC:LSC:MOU:UWM:UWMGroupAttributes:attr01,uuid=f8756aac777947ff9ae386786de4a287]
gsh
4% attributeDef.setAssignToImmMembership( );true
gsh 5% attributeDef.store();
gsh 6% myAttributeName = folder.addChildAttributeDefName(attributeDef, ,"myAttributeName"

);"myAttributeName"
edu.internet2.middleware.grouper.attr.AttributeDefName:
AttributeDefName[name=Communities:LVC:LSC:MOU:UWM:UWMGroupAttributes:myAttributeName
,uuid=db8d3c93b30e4e2f96d3cdd9ae1af737]
gsh 7% subject = SubjectFinder.findById( , );"scott.koranda@LIGO.ORG" true
subject: id='scott.koranda@LIGO.ORG' type='person' source='ligo' name='Scott Koranda'
gsh 8% member = MemberFinder.findBySubject(grouperSession, subject, );true
member: id='scott.koranda@LIGO.ORG' type='person' source='ligo'
uuid='56246fe035bd4266bc92abb617430033'
gsh 9% group = GroupFinder.findByName(grouperSession, );"Communities:LVC:LSC:MOU:UWM:UWMGroupMembers"
group: name='Communities:LVC:LSC:MOU:UWM:UWMGroupMembers'
displayName='Communities:LVC:LSC:MOU:UWM:UWMGroupMembers' uuid='00918b49-ad44-49aa-8b13-49d8a1aa459c'
gsh 10% membership = MembershipFinder.findImmediateMembership(grouperSession,
group,subject,Group.getDefaultList(), )true
edu.internet2.middleware.grouper.Membership:
Membership[createTime=1270587726584,creatorUuid=e00f1b26f1c340db8845e1dfe297f01b,depth=0,listName=members,listType=list,memberUuid=56246fe035bd4266bc92abb617430033,groupId=00918b49-ad44-49aa-8b13-49d8a1aa459c,type=immediate,uuid=faefbff7e2ce4561b86c7e070fcd0ac9:a5b12a759438462a996842dca313ccfc]
gsh
11% membership.getAttributeDelegate().assignAttribute(myAttributeName);
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult:
edu.internet2.middleware.grouper.attr.assign.AttributeAssignResult@488e753c
gsh 12% membership.getAttributeDelegate().retrieveAssignments(myAttributeName);
edu.internet2.middleware.grouper.attr.assign.AttributeAssign:
AttributeAssign[id=350594e5dc39431ea56c17635eab253f,action=assign,attributeDefName=Communities:LVC:LSC:MOU:UWM:UWMGroupAttributes:evil,membershipId=faefbff7e2ce4561b86c7e070fcd0ac9]
gsh
13%

Grouper - Loader

Wiki Home Download Grouper Grouper Guides Community Contributions Developer Resources Grouper Website

Grouper loader example with privileges
Grouper - Loader for attribute or permission definitions
Grouper - Loader LDAP
Organization hierarchies via the grouper loader

Grouper loader

Here is a Grouper loader which can be used to automatically manage Grouper memberships based on a data source.

Penn is using it in production to load membership for groups, and for groups of groups (in Penn's case, org lists).

One-time setup in your Grouper database

To make a dynamic (loadable) group, first you need the correct metadata in grouper. The easiest way is to set the grouper-loader.properties key
loader.autoadd.typesAttributes to true.  If you dont want to do that, then here is the setup in GSH:
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subj=SubjectFinder.findById("GrouperSystem")
sess=GrouperSession.start(subj)
type=GroupType.createType(sess, "grouperLoader")
read=Privilege.getInstance("read")
admin=Privilege.getInstance("admin")
type.addAttribute(sess, "grouperLoaderType", read, admin, true)
type.addAttribute(sess, "grouperLoaderDbName", read, admin, true)
type.addAttribute(sess, "grouperLoaderScheduleType", read, admin, true)
type.addAttribute(sess, "grouperLoaderQuery", read, admin, true)
type.addAttribute(sess, "grouperLoaderQuartzCron", read, admin, false)
type.addAttribute(sess, "grouperLoaderIntervalSeconds", read, admin, false)
type.addAttribute(sess, "grouperLoaderPriority", read, admin, false)
type.addAttribute(sess, "grouperLoaderAndGroups", read, admin, false)
type.addAttribute(sess, "grouperLoaderGroupTypes", read, admin, false)
type.addAttribute(sess, "grouperLoaderGroupsLike", read, admin, false)
type.addAttribute(sess, "grouperLoaderGroupQuery", read, admin, false)

 Note that a loadable group has the type "grouperLoader", and there are some attributes that you can set about the group:

grouperLoaderType: there will be various types to choose from, currently only SQL_SIMPLE is available, which is a group whose
membership is fed from a query, and the whole query's results will be the groups results (not incremental).  SQL_GROUP_LIST is
available and requires a group_name column in query, so one query can control multiple group memberships.  This will default to
SQL_SIMPLE if no group_name before the FROM in the query.  Else it will be SQL_GROUP_LIST.
grouperLoaderDbName: if it is a sql based type, this is the name in the grouper-loader.properties of the db connection properties.  If this
is set to "grouper" that is a special reserved term for the grouper db (in grouper.hibernate.properties)  Here is a snippet from
grouper-loader.properties

# specify the db connection with user, pass, url, and driver class
# the string after "db." is the name of the connection, and it should not have
# spaces or other special chars in it
db.warehouse.user = mylogin
db.warehouse.pass = secret
db.warehouse.url = jdbc:mysql://localhost:3306/grouper
db.warehouse.driver = com.mysql.jdbc.Driver

* : Grouper-loader uses the quartz open source job scheduler, and currently supports two schedule types (note, thatgrouperLoaderScheduleType
a job will not start if a previous run has not finished.  This defaults to CRON if there is a CRON filled in, else it defaults to
START_TO_START_INTERVAL

CRON: This is a cron-like syntax that I think is quartz specific
START_TO_START_INTERVAL: This is a repeated schedule that runs based on a delay from the start of one run to the start of
another run

grouperLoaderQuery: This is the query to run in the DB, which must have certain columns required or optional based on the
grouperLoaderType.  e.g. for SQL_SIMPLE, the SUBJECT_ID is required, and the SUBJECT_SOURCE_ID is optional.  If your DB
supports views, might not be a bad idea to link query up to a view so you can easily see what it will return and change it without affecting
the group attribute.  But will work with any select query.  This is required.  Note: in Grouper v2.1 you can try having
SUBJECT_IDENTIFIER or SUBJECT_ID_OR_IDENTIFIER instead of SUBJECT_ID, though each is less efficient than the next since
they require an extra subject lookup or multiple subject lookups per row
grouperLoaderQuartzCron: If a CRON schedule type, this is the cron setting string from the quartz product to run a job daily, hourly,
weekly, etc: http://www.opensymphony.com/quartz/wikidocs/TutorialLesson6.html
grouperLoaderIntervalSeconds: If a START_TO_START_INTERVAL schedule type, this is the number of seconds between the start of
one run to the start of another run.  This defaults to daily if not filled in.  Note, for daily jobs, it is probably better to use cron so it wont fire
up each time the loader is restarted.
grouperLoaderPriority: Quartz has a fixed threadpool (max configured in the grouper-loader.properties), and when the max is reached,
then jobs are prioritized by this integer.  The higher the better, and the default if not set is 5.
grouperLoaderAndGroups: If you want to restrict membership in the dynamic group based on other group(s), put the list of group names
here comma-separated.  The require groups means if you put a group names in there (e.g. school:community:employee) then it will "and"
that group with the member list from the loader.  So only members of the group from the loader query who are also employees will be in
the resulting group
grouperLoaderGroupTypes: whatever you put in the value should be comma separated GroupTypes which will be applied to the loaded
groups.  The reason this enhancement exists is so we can do a SQL_GROUP_LIST query and attach addIncludeExclude to the groups. 
Note, if you do this (or use some requireGroups), the group name in the loader query should end in the system of record suffix, which by
default is _systemOfRecord.
grouperLoaderGroupsLike attribute: this should be a sql like string (e.g. school:orgs:%org%_systemOfRecord), and the loader should be
able to query group names to see which names are managed by this loader job.  So if a group falls off the loader resultset (or is moved),
this will help the loader remove the members from this group.  Note, if the group is used anywhere as a member or composite member, it
wont be removed.  All include/exclude/requireGroups will be removed.  Though the two groups, include and exclude, will not be removed
if they have members.  There is a grouper-loader.properties setting to note remove loader groups if empty and not used:
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#if using a sql table, and specifying the name like string, then shoudl the group (in addition to
memberships)
# be removed if not used anywhere else?
loader.sqlTable.likeString.removeGroupIfNotUsed = true

* grouperLoaderGroupQuery: query (optional) for SQL_GROUP_LIST which should return cols: group_name, group_display_name (optional),
group_description (optional) which if there are used for the group display and and extension.  Note: the parent stem display names are only
changed when creating them.  This should return all groups in the membership list, and if not there, its ok, the extension will be used as display
extension, and a generated description. Note: the display name is the display path, with the display extension of each parent stem.  If there is a
column named any of the following: readers, viewers, admins, updaters, optins, optouts, then the data in the column (comma separated
subjectId's or subjectIdentifers (which can include group names) will be assigned to that privilege list.  Note, existing assignments to that privilege
list will not be removed, so if you remove an item from the query, you will need to manually remove it from the groups.  This is a way to have a
loaderJob-wide list of readers or viewers.

Configure a loadable group (obviously any number of dynamic loadable groups can exist at once)

With GSH, it would look like this:

group=getGroups("aStem:aGroup2")
groupAddType("aStem:aGroup2", "grouperLoader")
setGroupAttr("aStem:aGroup2", "grouperLoaderDbName", "grouper")
setGroupAttr("aStem:aGroup2", "grouperLoaderType", "SQL_SIMPLE")
setGroupAttr("aStem:aGroup2", "grouperLoaderScheduleType", "START_TO_START_INTERVAL")
setGroupAttr("aStem:aGroup2", "grouperLoaderQuery", "select SUBJECT_ID, SUBJECT_SOURCE_ID from
agroup2_v")
setGroupAttr("aStem:aGroup2", "grouperLoaderIntervalSeconds", "30")

You can also use the UI, here are screenshots (obviously these need some work).



Run grouper loader

The first time you run, it will probably fail, and give you DDL in the logs to run in your database (to add a couple of tables).  Run the scripts and
you should be all set.

Run with:

GROUPER_HOME/bin/gsh.sh -loader

This will kick off as a command line program that you will want to run as a service.  This process will be always running, the scheduler will
schedule the jobs.  You should monitor the process with a monitoring tool like nagios or whatever you use at your institution so that you know
when it is not up.

You can also run a one-timer via gsh.  This is useful to run once at the beginning, and not have to wait for the schedule.  Or to troubleshoot e.g. 

loaderGroup = GroupFinder.findByName(GrouperSession.startRootSession(), "school:orgs:orgGroup");
loaderRunOneJob(loaderGroup);
loaderRunOneJob("MAINTENANCE_cleanLogs");

Logging of jobs in DB

Each job (and subjob if the job manages multiple things) will have an entry in the grouploader_log table.  This will show the following information. 
This can be used to tune performance problems, see which jobs have unresolvable subjects, verify that jobs are running, etc.



COLUMN_NAME        DATA_TYPE

ID           VARCHAR2
JOB_NAME                                            VARCHAR2
STATUS                                               VARCHAR2
STARTED_TIME                                     TIMESTAMP(6)
ENDED_TIME            TIMESTAMP(6)
MILLIS                NUMBER
MILLIS_GET_DATA        NUMBER
MILLIS_LOAD_DATA              NUMBER
JOB_TYPE              VARCHAR2
JOB_SCHEDULE_TYPE             VARCHAR2
JOB_DESCRIPTION        VARCHAR2
JOB_MESSAGE           VARCHAR2
HOST          VARCHAR2
GROUP_UUID           VARCHAR2
JOB_SCHEDULE_QUARTZ_CRON      VARCHAR2
JOB_SCHEDULE_INTERVAL_SECONDS        NUMBER
JOB_SCHEDULE_PRIORITY         NUMBER
LAST_UPDATED         TIMESTAMP(6)
UNRESOLVABLE_SUBJECT_COUNT           NUMBER
INSERT_COUNT         NUMBER
UPDATE_COUNT        NUMBER
DELETE_COUNT         NUMBER
TOTAL_COUNT          NUMBER
PARENT_JOB_NAME        VARCHAR2
PARENT_JOB_ID          VARCHAR2

You can also look at log4j debug log messages, and info log messages (less frequent).  to see these, set log level in log4j.properties

## Log debug info on loader to see progress etc
log4j.logger.edu.internet2.middleware.grouper.app.loader = INFO
-or-
log4j.logger.edu.internet2.middleware.grouper.app.loader = DEBUG

Misc

You can set transaction level in the grouper-loader.properties.  It defaults to not use transaction since for huge groups, you might have
memory or db problems
By default only wheel group members can edit the grouperLoader type or attributes.  You can edit these settings in the grouper.properties
in the type security part.

Example test proving that only certain members can edit loader attributes

grouper.properties:

security.types.grouperLoader.wheelOnly = false

security.types.grouperLoader.allowOnlyGroup = etc:someAdminGroup

wheel configured:

groups.wheel.use                      = true

# Set to the name of the group you want to treat as the wheel group.
# The members of  group will be treated as root-like users.this
groups.wheel.group                    = etc:sysadmingroup

create the security group in gsh



grouperSession = GrouperSession.startRootSession();

someSysAdminGroup =  GroupSave(grouperSession).assignName(new "etc:someAdminGroup"
).assignGroupNameToEdit( ).save();"etc:someAdminGroup"

make sure subject not wheel

gsh 9% hasMember( , );"etc:sysadmingroup" "test.subject.0"
false

add a group for that user to be an admin of (GSH)

someGroup =  GroupSave(grouperSession).assignName( ).assignGroupNameToEdit(new "a:b" "a:b"
).assignCreateParentStemsIfNotExist( ).save();true

grantPriv( , , AccessPrivilege.ADMIN);"a:b" "test.subject.0"

auto add attributes in grouper-loader.properties

# auto-add grouper loader types and attributes when grouper starts up  they are not thereif
loader.autoadd.typesAttributes = true

start the loader to init the attributes (command line)

gsh -loader

login to UI as test.subject.0, Try to add grouperLoader type to group, and get this error:

Error: This operation is not allowed: Not allowed to edit type: grouperLoader, adding type since the
user Subject id: test.subject.0, sourceId: jdbc is not in group: etc:someAdminGroup.

In the UI see that the type is not assigned.  Check the DB if you dont believe:

SELECT * FROM grouper_groups_types_v WHERE group_name = 'a:b'

Verify the SQL, when I look in grouperSql.log, I see these SQLs:



update grouper_groups set hibernate_version_number=1, parent_stem='088956f34e064116b68b97198ea422f7',
creator_id='233cdc87a0654c03b37e59ea0bc7b52c', create_time=1273197358184,
modifier_id='9221f2ae35d44d23b7bdb469e9e96278', modify_time=1273198909003, name='a:b',
display_name='a:b', extension='b', display_extension='b', description= ,null
context_id='29523c8d2dac4ddd8294c40fadfd0f7f', alternate_name= , type_of_group='group' wherenull
id='6e70a1c3a2d246669244051e44439374' and hibernate_version_number=0
2010/05/06 22:21:49:003, 0ms, statement: ByObjectStatic.java.saveOrUpdate() line 327,
Hib3AuditEntryDAO.java.saveOrUpdate() line 26, AuditEntry.java.saveOrUpdate() line 307,
Group.java.callback() line 3900, Group.java.store() line 3826, SaveGroupAction.java.grouperExecute()
line 237, GrouperCapableAction.java.callback() line 217, Hib3TransactionDAO.java.callback() line 51,
Hib3TransactionDAO.java.transactionCallback() line 41,
GrouperCapableAction.java.grouperTransactionExecute() line 214, GrouperCapableAction.java.execute()
line 279, LoginCheckFilter.java.callback() line 173, GrouperSession.java.callbackGrouperSession() line
644, LoginCheckFilter.java.doFilter() line 168, ErrorFilter.java.doFilter() line 132,
GrouperUiFilter.java.doFilter() line 398
   insert into grouper_audit_entry (hibernate_version_number, act_as_member_id, audit_type_id,
context_id, created_on, description, env_name, grouper_engine, grouper_version, int01, int02, int03,
int04, int05, last_updated, logged_in_member_id, server_host, string01, string02, string03, string04,
string05, string06, string07, string08, duration_microseconds, query_count, user_ip_address,
server_user_name, id) values (0, , 'd087478a3a334c41a104a9a0b47e2b3e',null
'29523c8d2dac4ddd8294c40fadfd0f7f', 1273198909003, 'Updated group: a:b, Fields changed: none', '',
'grouperUI', '1.5.3', , , , , , 1273198909003, '9221f2ae35d44d23b7bdb469e9e96278',null null null null null
'mchyzer-PC', '6e70a1c3a2d246669244051e44439374', 'a:b', '088956f34e064116b68b97198ea422f7', 'a:b',
'', , , , 4444, 1, '0:0:0:0:0:0:0:1', 'mchyzer', '691681cbbb7243caa3e4852ced79b3bc')null null null
2010/05/06 22:21:49:003, 0ms, statement: ByObject.java.save() line 197, Hib3GroupDAO.java.callback()
line 119, Hib3GroupDAO.java.addType() line 108, Group.java.callback() line 916, Group.java.addType()
line 890, Group.java.addType() line 860, SaveGroupAction.java.doTypes() line 349,
SaveGroupAction.java.grouperExecute() line 240, GrouperCapableAction.java.callback() line 217,
Hib3TransactionDAO.java.callback() line 51, Hib3TransactionDAO.java.transactionCallback() line 41,
GrouperCapableAction.java.grouperTransactionExecute() line 214, GrouperCapableAction.java.execute()
line 279, LoginCheckFilter.java.callback() line 173, GrouperSession.java.callbackGrouperSession() line
644, LoginCheckFilter.java.doFilter() line 168, ErrorFilter.java.doFilter() line 132,
GrouperUiFilter.java.doFilter() line 398
   insert into grouper_groups_types (hibernate_version_number, group_uuid, type_uuid, context_id, id)
values (0, '6e70a1c3a2d246669244051e44439374', '57433a6dbdf14008a371ef18cd5c9c8d',
'b296ae3dd6b448d28c9ba2e643903087', '402881822870817d01287091964b0002')
2010/05/06 22:22:08:489, 0ms, statement: ByHqlStatic.java.uniqueResult() line 297,
Hib3GroupDAO.java.findByName() line 907, GroupFinder.java.findByName() line 225,
GroupFinder.java.findByName() line 198, GroupTypeSecurityHook.java.vetoIfNecessary() line 194,
GroupTypeSecurityHook.java.groupTypeTupleHelper() line 300,
GroupTypeSecurityHook.java.groupTypeTuplePostInsert() line 289, GrouperUtil.java.invokeMethod() line
3422, GrouperHooksUtils.java.executeHook() line 476, GrouperHooksUtils.java.callHooksIfRegistered()
line 276, GrouperHooksUtils.java.callHooksIfRegistered() line 215,
GrouperHooksUtils.java.callHooksIfRegistered() line 141, GroupTypeTuple.java.onPostSave() line 265,
Hib3GroupDAO.java.callback() line 119, Hib3GroupDAO.java.addType() line 108, Group.java.callback()
line 916, Group.java.addType() line 890, Group.java.addType() line 860, SaveGroupAction.java.doTypes()
line 349, SaveGroupAction.java.grouperExecute() line 240, GrouperCapableAction.java.callback() line
217, Hib3TransactionDAO.java.callback() line 51, Hib3TransactionDAO.java.transactionCallback() line
41, GrouperCapableAction.java.grouperTransactionExecute() line 214,
GrouperCapableAction.java.execute() line 279, LoginCheckFilter.java.callback() line 173,
GrouperSession.java.callbackGrouperSession() line 644, LoginCheckFilter.java.doFilter() line 168,
ErrorFilter.java.doFilter() line 132, GrouperUiFilter.java.doFilter() line 398

The next commit or rollback in the file is a rollback (after it checks to see if the user is the member of the allowed group or wheel or
GrouperSysadmin)

daf

Possible to do's

add subject souce to group attribute (or default at least) so it doesnt have to be a sql column if all are the same
make specific blackout times (runtime via config file?)
make jobs based on person trigger.  If there is a query that says when people change, then update that person's memberships in the
groups that are dynamic based on that person-change-query
make full refresh jobs for the incremental jobs (e.g. weekly)
save quartz info to DB so that stopping / starting isnt that drastic
make more job types (jndi?)



make an RMI server so that interactions can happen at runtime (to see status, stop/start jobs, etc).  Maybe this would happen from gsh
try the name pattern after loader is done, and if the number of groups is less than the number of groups in this round of loader, set the job
status to WARNING and add a descriptive message

Grouper loader example with privileges

Wiki Home Download Grouper Grouper Guides Community Contributions Developer Resources Grouper Website

This example is in response to  to grouper-usersthis post

Lets add test users to the registry

gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% RegistryReset._addSubjects(0, 10);

Add an attribute:

Grouper starting up: version: 1.6.3, build date: , env: <no label configured>null
grouper.properties read from: C:\mchyzer\grouper\v1_6\grouper\build\grouper.properties
Grouper current directory is: C:\mchyzer\grouper\v1_6\grouper
log4j.properties read from:   C:\mchyzer\grouper\v1_6\grouper\build\log4j.properties
Grouper is logging to file:   C:\mchyzer\grouper\v1_6\grouper\logs\grouper_error.log, at min level
WARN  : edu.internet2.middleware.grouper, based on log4j.propertiesfor package
grouper.hibernate.properties: C:\mchyzer\grouper\v1_6\grouper\build\grouper.hibernate.properties
grouper.hibernate.properties: grouper_v1_6@jdbc:mysql://localhost:3306/grouper_v1_6
sources.xml read from:        C:\mchyzer\grouper\v1_6\grouper\build\sources.xml
sources.xml groupersource id: g:gsa
sources.xml jdbc source id:   jdbc: GrouperJdbcConnectionProvider
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoader
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderType
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderDbName
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderScheduleType
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderQuartzCron
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderIntervalSeconds
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderPriority
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderAttrsLike
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderAttrQuery
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderAttrSetQuery
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderActionQuery
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderActionSetQuery
Type help()  instructionsfor
gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
68de5538cb694321a89d09acf41ca4a8,'GrouperSystem','application'
gsh 4% RegistryReset._addSubjects(0, 10);
gsh 5% RegistrySubject registrySubject =  RegistrySubject();new
gsh 6% registrySubject.setId( );"uportal_user"
gsh 7% registrySubject.setName( );"uportal_user"
gsh 8% registrySubject.setTypeString( );"person"
gsh 17% registrySubject.getAttributes().put( , GrouperUtil.toSet(  []{"monAttribut" new String "Valeur A"
}));
Valeur A
gsh 19% GrouperDAOFactory.getFactory().getRegistrySubject().create(registrySubject);
gsh 20% registrySubject = GrouperDAOFactory.getFactory().getRegistrySubject().find( , "test.subject.0"

, );"person" true
hibernatesubject: id='test.subject.0' type='person' name='my name is test.subject.0'
gsh 21% registrySubjectAttribute =  RegistrySubjectAttribute();new
edu.internet2.middleware.grouper.RegistrySubjectAttribute:
edu.internet2.middleware.grouper.RegistrySubjectAttribute@d23ad
gsh 22% registrySubjectAttribute.setName( );"monAttribut"
edu.internet2.middleware.grouper.RegistrySubjectAttribute:
edu.internet2.middleware.grouper.RegistrySubjectAttribute@4ad820b6
gsh 23% registrySubjectAttribute.setValue( );"Valeur B"
edu.internet2.middleware.grouper.RegistrySubjectAttribute:
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edu.internet2.middleware.grouper.RegistrySubjectAttribute@f9cb2fb9
gsh 24% registrySubjectAttribute.setSearchValue( );"valeur b"
edu.internet2.middleware.grouper.RegistrySubjectAttribute:
edu.internet2.middleware.grouper.RegistrySubjectAttribute@f9cb2fb9
gsh 25% registrySubjectAttribute.setSubjectId(registrySubject.getId());
edu.internet2.middleware.grouper.RegistrySubjectAttribute:
edu.internet2.middleware.grouper.RegistrySubjectAttribute@11d79d7b
gsh 26% HibernateSession.byObjectStatic().save(registrySubjectAttribute);
edu.internet2.middleware.grouper.RegistrySubjectAttribute:
edu.internet2.middleware.grouper.RegistrySubjectAttribute@11d79d7b
gsh 27% registrySubject = GrouperDAOFactory.getFactory().getRegistrySubject().find( , "test.subject.2"

, );"person" true
hibernatesubject: id='test.subject.2' type='person' name='my name is test.subject.2'
gsh 28% registrySubjectAttribute =  RegistrySubjectAttribute();new
edu.internet2.middleware.grouper.RegistrySubjectAttribute:
edu.internet2.middleware.grouper.RegistrySubjectAttribute@d23ad
gsh 29% registrySubjectAttribute.setName( );"monAttribut"
edu.internet2.middleware.grouper.RegistrySubjectAttribute:
edu.internet2.middleware.grouper.RegistrySubjectAttribute@4ad820b6
gsh 30% registrySubjectAttribute.setValue( );"Valeur C"
edu.internet2.middleware.grouper.RegistrySubjectAttribute:
edu.internet2.middleware.grouper.RegistrySubjectAttribute@f9cb2fba
gsh 31% registrySubjectAttribute.setSearchValue( );"valeur c"
edu.internet2.middleware.grouper.RegistrySubjectAttribute:
edu.internet2.middleware.grouper.RegistrySubjectAttribute@f9cb2fba
gsh 32% registrySubjectAttribute.setSubjectId(registrySubject.getId());
edu.internet2.middleware.grouper.RegistrySubjectAttribute:
edu.internet2.middleware.grouper.RegistrySubjectAttribute@11d7a82e
gsh 33% HibernateSession.byObjectStatic().save(registrySubjectAttribute);
edu.internet2.middleware.grouper.RegistrySubjectAttribute:



edu.internet2.middleware.grouper.RegistrySubjectAttribute@11d7a82e
gsh 34% GrouperDAOFactory.getFactory().getRegistrySubject().create(registrySubject);

Create a view for the loader group:

CREATE OR REPLACE VIEW loader_test_listes AS
SELECT CONCAT('esup:groupes_auto:test_listes:',TRIM(VALUE)) AS group_name,
CONCAT('Groupe auto Attribut ',VALUE) AS group_display_name,
CONCAT('monAttribut=', VALUE) AS group_description,
CONCAT('esup:groupes_auto:test_listes:',TRIM(VALUE)) AS readers,
TRIM(VALUE) AS attribute_value
FROM subjectattribute WHERE NAME='monAttribut'

Create the loader type on startup in grouper-loader.properties:

# auto-add grouper loader types and attributes when grouper starts up  they are not thereif
loader.autoadd.typesAttributes = true

Create a view of members for the loader group:

CREATE OR REPLACE VIEW loader_test_listes_members AS
SELECT group_name, sa.subjectId AS subject_id
 FROM loader_test_listes ltl, subjectattribute sa
WHERE sa.name = 'monAttribut' AND sa.value = ltl.attribute_value

Create the loader group:

gsh 35% group=  GroupSave(grouperSession).assignName(new "aStem:loaderGroup"
).assignCreateParentStemsIfNotExist( ).save();true
group: name='aStem:loaderGroup' displayName='aStem:loaderGroup'
uuid='280fc3d01c6847aba35ea67bdea92be8'gsh 38% groupAddType( , )"aStem:loaderGroup" "grouperLoader"
true
gsh 39% setGroupAttr( , , )"aStem:loaderGroup" "grouperLoaderDbName" "grouper"
true
gsh 40% setGroupAttr( , , )"aStem:loaderGroup" "grouperLoaderType" "SQL_GROUP_LIST"
true
gsh 41% setGroupAttr( , , )"aStem:loaderGroup" "grouperLoaderScheduleType" "CRON"
true
gsh 42% setGroupAttr( , , )"aStem:loaderGroup" "grouperLoaderQuartzCron" "0 0 8 * * ? "
true
gsh 43% setGroupAttr( , , "aStem:loaderGroup" "grouperLoaderGroupQuery" "SELECT group_name,

)group_display_name, group_description, readers FROM loader_test_listes"
true
gsh 44% setGroupAttr( , , "aStem:loaderGroup" "grouperLoaderQuery" "SELECT group_name, subject_id, 'jdbc'

)as subject_source_id FROM loader_test_listes_members"
true

Run the loader job:

gsh 46% group = GroupFinder.findByName(grouperSession, , );"aStem:loaderGroup" true
group: name='aStem:loaderGroup' displayName='aStem:loaderGroup'
uuid='280fc3d01c6847aba35ea67bdea92be8'
gsh 47% loaderRunOneJob(group);
loader ran successfully, inserted 3 memberships, deleted 0 memberships, total membership count: 3

Check the memberships:



gsh 48% getMembers( );"esup:groupes_auto:test_listes:Valeur B"
member: id='test.subject.0' type='person' source='jdbc' uuid='e9c7d890774448e0a40d722e7c3d3209'
gsh 49% getMembers( );"esup:groupes_auto:test_listes:Valeur A"
member: id='uportal_user' type='person' source='jdbc' uuid='d596481e981b4404a35174633ef1d7f8'
gsh 50% getMembers( );"esup:groupes_auto:test_listes:Valeur C"
member: id='test.subject.2' type='person' source='jdbc' uuid='c8c8f3983bf642fbae5d4ae2e37ffe55'

Check the privileges

gsh 3% group = GroupFinder.findByName(grouperSession, , );"esup:groupes_auto:test_listes:Valeur B" true
group: name='esup:groupes_auto:test_listes:Valeur B' displayName='esup:groupes_auto:test_listes:Groupe
auto Attribut Valeur B' uuid='5242e40001a5441cab835714616fb1d4'
gsh 4% group.getReaders();
subject: id='5242e40001a5441cab835714616fb1d4' type='group' source='g:gsa'
name='esup:groupes_auto:test_listes:Valeur B'
subject: id='GrouperAll' type='application' source='g:isa' name='EveryEntity'
subject: id='test.subject.0' type='person' source='jdbc' name='my name is test.subject.0'
gsh 5% group = GroupFinder.findByName(grouperSession, , );"esup:groupes_auto:test_listes:Valeur A" true
group: name='esup:groupes_auto:test_listes:Valeur A' displayName='esup:groupes_auto:test_listes:Groupe
auto Attribut Valeur A' uuid='da0ffbe3c5ae429d8f1ba4068f4dd935'
gsh 6% group.getReaders();
subject: id='uportal_user' type='person' source='jdbc' name='uportal_user'
subject: id='GrouperAll' type='application' source='g:isa' name='EveryEntity'
subject: id='da0ffbe3c5ae429d8f1ba4068f4dd935' type='group' source='g:gsa'
name='esup:groupes_auto:test_listes:Valeur A'
gsh 7% group = GroupFinder.findByName(grouperSession, , );"esup:groupes_auto:test_listes:Valeur C" true
group: name='esup:groupes_auto:test_listes:Valeur C' displayName='esup:groupes_auto:test_listes:Groupe
auto Attribut Valeur C' uuid='da6f70a45e664cc3a956cdb17e53c19f'
gsh 8% group.getReaders();
subject: id='test.subject.2' type='person' source='jdbc' name='my name is test.subject.2'
subject: id='GrouperAll' type='application' source='g:isa' name='EveryEntity'
subject: id='da6f70a45e664cc3a956cdb17e53c19f' type='group' source='g:gsa'
name='esup:groupes_auto:test_listes:Valeur C'

sdf

Grouper - Loader for attribute or permission definitions
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The Grouper Loader can be used to management attribute definitions (for attributes or permissions).  You can manage 4 parts of the attribute
definition (each is optional, though you should pick one or wont need the loader):

AttributeDefNames: these are the attribute or permission names:  you can specify the name (mandatory), displayName (optional), and
description (optional)
AttributeDefNameSets: relationships among attribute def names.  e.g. if one attribute def name implies another.  e.g. if org123 implies
org1234
Actions: if you have actions that should be driven by database
ActionSets: if an action implies another, e.g. ADMIN implies READ and UPDATE

Specify the built in attributes in the grouper.properties:
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#####################################
## attribute framework
#####################################

# root stem in grouper where built in attributes are put
grouper.attribute.rootStem = etc:attribute

#  the attribute loader attributes should be autoconfigured (created, etc)if
grouper.attribute.loader.autoconfigure = true

The next time you start Grouper, it will auto-create the loader attributes that you can assign to an attributeDef.  The prefix is the attribute root stem
in the grouper.properties (above), concatenated with "attrLoader", and the extension.  Note, the
etc:attribute:attrLoader:attributeDefLoaderTypeDef is the definition for the loader "type".  You can control access to who can assign loader jobs
with that loader.  By default only root or wheel can use this (probably how it should be or a restricted group of users for security reasons).

Attribute name (prefix etc:attribute:attrLoader
configured in grouper.properties) 

Meaning 

etc:attribute:attrLoader:attributeLoader Assign this to an attributeDef to designate it as a "loader" type.  Then the other a 

etc:attribute:attrLoader:attributeLoaderType Type of loader, e.g. ATTR_SQL_SIMPLE

etc:attribute:attrLoader:attributeLoaderDbName DB name in grouper-loader.properties or default grouper db if blank

etc:attribute:attrLoader:attributeLoaderScheduleType Type of schedule.  Defaults to CRON if a cron schedule is entered, or
START_TO_START_INTERVAL if an interval is entered

etc:attribute:attrLoader:attributeLoaderQuartzCron If a CRON schedule type, this is the cron setting string from the quartz product to run
a job daily, hourly, weekly, etc.  e.g. daily at 7am: 0 0 7 * * ?

etc:attribute:attrLoader:attributeLoaderIntervalSeconds If a START_TO_START_INTERVAL schedule type, this is the number of seconds
between runs

etc:attribute:attrLoader:attributeLoaderPriority Quartz has a fixed threadpool (max configured in the grouper-loader.properties), and
when the max is reached, then jobs are prioritized by this integer.  The higher the
better, and the default if not set is 5.

etc:attribute:attrLoader:attributeLoaderAttrsLike If empty, then orphans (for attributeDefName and attributeDefNameSets) will be left
alone.  If %, then all orphans deleted.  If a SQL like string, then only ones in that like
string not in loader will be deleted

etc:attribute:attrLoader:attributeLoaderAttrQuery SQL query with at least some of the following columns: attr_name, attr_display_name,
attr_description

etc:attribute:attrLoader:attributeLoaderAttrSetQuery SQL query with at least the following columns: if_has_attr_name, then_has_attr_name

etc:attribute:attrLoader:attributeLoaderActionQuery SQL query with at least the following column: action_name

etc:attribute:attrLoader:attributeLoaderActionSetQuery SQL query with at least the following columns: if_has_action_name,
then_has_action_name

Here is an example of loading org units into an attribute definition for org unit permissions (e.g. READ on org123 or WRITE on org234) including
hierarchies

Create two views, one for attribute definitions, one for the relationships among them.  Here is the attribute view that has 1100 rows

ORG_ATTRIBUTE_DEF_NAME ORG_ATTRIBUTE_DEF_DISPLAY_NAME 

penn:community:employee:org:TOPU:UNIV:UADM:91XX penn:community:employee:org:TOPU:UNIV:UADM:91XX - Information
Systems and Computing Parent

penn:community:employee:org:TOPU:UNIV:UADM:91XX:91YY penn:community:employee:org:TOPU:UNIV:UADM:91XX:91YY - ISC
Other Parent

penn:community:employee:org:TOPU:UNIV:UADM:91XX:91YY:9100 penn:community:employee:org:TOPU:UNIV:UADM:91XX:91YY:9100 -
Information Systems and Computing

penn:community:employee:org:TOPU:UNIV:UADM:91XX:91YY:9101 penn:community:employee:org:TOPU:UNIV:UADM:91XX:91YY:9101 -
ISC Finance and HR



penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:9142 penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:9142 -
Administrative Information Technology and Data Admin

penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:9147 penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:9147 -
Information Security Project Office and Technology

penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:SEOG penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:SEOG -
Systems Engineering & Operations Group Parent

penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:SEOG:9143 penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:SEOG:9143
- ISC-Systems Engineering

penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:SEOG:9145 penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:SEOG:9145
- Computer Operations

penn:community:employee:org:TOPU:UNIV:UADM:91XX:ITS:9153 penn:community:employee:org:TOPU:UNIV:UADM:91XX:ITS:9153 - ISC
Support-On-Site

penn:community:employee:org:TOPU:UNIV:UADM:91XX:ITS:9156 penn:community:employee:org:TOPU:UNIV:UADM:91XX:ITS:9156 - ISC
Communications Group

penn:community:employee:org:TOPU:UNIV:UADM:91XX:ITS:9157 penn:community:employee:org:TOPU:UNIV:UADM:91XX:ITS:9157 -
Technology Support Services

penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO -
Network Operations Parent

penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9131 penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9131 -
Network Engineering and Services

penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9161 penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9161 -
Telecommunications Services

penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9166 penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9166 -
Network Operations

penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9181 penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9181 -
Metropolitan Area GigaPoP in Philadelphia for Internet2

penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9182 penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9182 -
Next Generation PennNet Projects

penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9183 penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9183 -
Penn Video Network Video Services 

penn:community:employee:org:TOPU:UNIV:UADM:92XX penn:community:employee:org:TOPU:UNIV:UADM:92XX - Human
Resources Parent

Another view with the relationships among orgs that has 1100 immediate relationships (the size is a coincidence).  Note, only parent0child
relationships need to be represented here, not grandparent or other relationships, those will be provided by Grouper automatically.

IF_HAS_ATTRIBUTE_DEF_NAME THEN_HAS_ATTRIBUTE_DEF_NAME 

penn:community:employee:org:TOPU:UNIV:UADM:90XX:DEVS penn:community:employee:org:TOPU:UNIV:UADM:90XX:DEVS:9010

penn:community:employee:org:TOPU:UNIV:UADM:91XX penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO

penn:community:employee:org:TOPU:UNIV:UADM:91XX penn:community:employee:org:TOPU:UNIV:UADM:91XX:ITS

penn:community:employee:org:TOPU:UNIV:UADM:91XX penn:community:employee:org:TOPU:UNIV:UADM:91XX:91YY

penn:community:employee:org:TOPU:UNIV:UADM:91XX penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS

penn:community:employee:org:TOPU:UNIV:UADM:91XX:91YY penn:community:employee:org:TOPU:UNIV:UADM:91XX:91YY:9101

penn:community:employee:org:TOPU:UNIV:UADM:91XX:91YY penn:community:employee:org:TOPU:UNIV:UADM:91XX:91YY:9100

penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:SEOG

penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:9142

penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:9147

penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:SEOG penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:SEOG:9143

penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:SEOG penn:community:employee:org:TOPU:UNIV:UADM:91XX:AIS:SEOG:9145



penn:community:employee:org:TOPU:UNIV:UADM:91XX:ITS penn:community:employee:org:TOPU:UNIV:UADM:91XX:ITS:9157

penn:community:employee:org:TOPU:UNIV:UADM:91XX:ITS penn:community:employee:org:TOPU:UNIV:UADM:91XX:ITS:9153

penn:community:employee:org:TOPU:UNIV:UADM:91XX:ITS penn:community:employee:org:TOPU:UNIV:UADM:91XX:ITS:9156

penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9183

penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9181

penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9161

penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9182

penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9166

penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO penn:community:employee:org:TOPU:UNIV:UADM:91XX:NETO:9131

penn:community:employee:org:TOPU:UNIV:UADM:92XX penn:community:employee:org:TOPU:UNIV:UADM:92XX:HRS

Create an attribute definition:

grouperSession = GrouperSession.startRootSession();
orgAttributeDef =  AttributeDefSave(grouperSession).assignName(new
"penn:community:employee:orgPermissions:orgs"
).assignAttributeDefType(AttributeDefType.perm).assignToEffMembership( ).assignToGroup(true true
).save();
orgAttributeDef.getAttributeDefActionDelegate().configureActionList(GrouperUtil.toSet(  []{new Object

, }));"read" "write"

Assign the loader type and attributes to that attribute definition

orgAttributeDef.getAttributeDelegate().assignAttributeByName(GrouperCheckConfig.attributeLoaderStemName()
+ );":attributeLoader"
orgAttributeDef.getAttributeValueDelegate().assignValue(GrouperCheckConfig.attributeLoaderStemName() +

, );":attributeLoaderType" "ATTR_SQL_SIMPLE"
orgAttributeDef.getAttributeValueDelegate().assignValue(GrouperCheckConfig.attributeLoaderStemName() +

, );":attributeLoaderQuartzCron" "0 0 7 * * ?"
orgAttributeDef.getAttributeValueDelegate().assignValue(GrouperCheckConfig.attributeLoaderStemName() +

, );":attributeLoaderAttrsLike" "%"
orgAttributeDef.getAttributeValueDelegate().assignValue(GrouperCheckConfig.attributeLoaderStemName() +

, ":attributeLoaderAttrQuery" "select oadf.ATTRIBUTE_NAME attr_name, oadf.ATTRIBUTE_DISPLAY_NAME
);attr_display_name from org_attribute_def_name oadf"

orgAttributeDef.getAttributeValueDelegate().assignValue(GrouperCheckConfig.attributeLoaderStemName() +
, ":attributeLoaderAttrSetQuery" "select oadns.IF_HAS_ATTRIBUTE_DEF_NAME if_has_attr_name,

);oadns.THEN_HAS_ATTRIBUTE_DEF_NAME then_has_attr_name  from org_attribute_def_name_set oadns"

Run the job once

loaderRunOneJobAttr(orgAttributeDef);
...
2010-05-04 02:19:47,723: [main] INFO  GrouperLoaderType.helperSyncAttributeDefNameSets(2108) -
penn:community:employee:orgPermissions:orgs processed 1535 attributeDefNameSet records, finding new
attributeDefNameSets to insert/remove, 500 of 1077 attributeDefNameSets
2010-05-04 02:20:54,663: [main] INFO  GrouperLoaderType.helperSyncAttributeDefNameSets(2108) -
penn:community:employee:orgPermissions:orgs processed 2035 attributeDefNameSet records, finding new
attributeDefNameSets to insert/remove, 1000 of 1077 attributeDefNameSets
2010-05-04 02:21:08,648: [main] INFO  GrouperLoaderType.syncOneAttributeDef(1743) -
penn:community:employee:orgPermissions:orgs done syncing attributeDef, processed 2194 records.  Total
members: 2111, inserts: 994, deletes: 0
loader ran successfully, inserted 994 memberships, deleted 0 records, total record count: 2194
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This page documents using the Grouper Loader to load a group from LDAP.  This is available in Grouper v2.1 and later

Grouper loader LDAP configuration

The Grouper loader LDAP configuration is done through the "new attribute framework".  You can assign the grouperLoaderLdap attribute on a
group, and the configuration attributes on that assignment.  Note, these attributes are in the attribute root stem name (default "etc:attribute"), in a
subfolder named "loaderLdap").  By default only Grouper admins can assign or edit these attributes, though an admin could delegate that
permission to someone else.  Be very careful of the security implications (they could run any ldap filter to load their group, which could be
sensitive data).  Note, all LDAP jobs are scheduled as crons.  These attributes are automatically created on Grouper started if they don't exist if
the grouper.properties setting: grouper.attribute.loader.autoconfigure is set to true.

Attribute system name Attribute
display
name 

Required? Description 

grouperLoaderLdap Grouper
loader LDAP

required This is the marker attribute that you assign to a group to mark
is as a grouper loader ldap group 

grouperLoaderLdapType Grouper
loader LDAP
type

required Like the SQL loader, this holds the type of job from the
GrouperLoaderType enum, currently the only valid values are
LDAP_SIMPLE,
LDAP_GROUP_LIST, LDAP_GROUPS_FROM_ATTRIBUTES.
 Simple is a group loaded from LDAP filter which returns
subject ids or identifiers.  Group list is an LDAP filter which
returns group objects, and the group objects have a list of
subjects.  Groups from attributes is an LDAP filter that returns
subjects which have a multi-valued attribute e.g. affiliations
where groups will be created based on subject who have each
attribute value

grouperLoaderLdapServerId Grouper
loader LDAP
server ID

required Server ID that is configured in the grouper-loader.properties
that identifies the connection information to the LDAP serve. 
Note, if you use "dn", and dn is not an attribute of the object,
then the fully qualified object name will be used

grouperLoaderLdapFilter Grouper
loader LDAP
filter

required LDAP filter returns objects that have subjectIds or
subjectIdentifiers and group name (if LDAP_GROUP_LIST)

grouperLoaderLdapSubjectAttribute Grouper
loader LDAP
subject
attribute
name

required, for LDAP_SIMPLE, and
LDAP_GROUP_LIST, optional
for LDAP_GROUPS_FROM_ATTRIBUTES

Attribute name of the filter object result that holds the subject
id.

grouperLoaderLdapGroupAttribute Grouper
loader LDAP
group
attribute
name

required for
LDAP_GROUPS_FROM_ATTRIBUTES

Attribute name of the filter object result that holds the group
name

grouperLoaderLdapSearchDn Grouper
loader LDAP
search base
DN

optional Location that constrains the subtree where the filter is
applicable.  Note, this is relative to the base DN in the ldap
server config in the grouper-loader.properties for this server. 
This makes the query more efficient 

grouperLoaderLdapQuartzCron Grouper
loader LDAP
quartz cron 

required Quartz cron config string, e.g. every day at 8am is: 0 0 8 * * ? 
Here are more examples

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
http://www.quartz-scheduler.org/documentation/quartz-1.x/tutorials/crontrigger


grouperLoaderLdapSourceId Grouper
loader LDAP
source ID

optional Source ID from the sources.xml that narrows the search for
subjects.  This is optional though makes the loader job more
efficient

grouperLoaderLdapSubjectIdType Grouper
loader LDAP
subject ID
type

optional The type of subject ID.  This can be either: subjectId (most
efficient, default), subjectIdentifier (2nd most efficient), or
subjectIdOrIdentifier

grouperLoaderLdapSearchScope Grouper
loader LDAP
search
scope

optional How the deep in the subtree the search will take place.  Can be
OBJECT_SCOPE, ONELEVEL_SCOPE, or
SUBTREE_SCOPE (default)

grouperLoaderLdapAndGroups Grouper
loader LDAP
require in
groups

optional If you want to restrict membership in the dynamic group based
on other group(s), put the list of group names here
comma-separated.  The require groups means if you put a
group names in there (e.g. school:community:employee) then it
will 'and' that group with the member list from the loader.  So
only members of the group from the loader query who are also
employees will be in the resulting group

grouperLoaderLdapPriority Grouper
loader LDAP
scheduling
priority

optional Quartz has a fixed threadpool (max configured in the
grouper-loader.properties), and when the max is reached, then
jobs are prioritized by this integer.  The higher the better, and
the default if not set is 5.

grouperLoaderLdapGroupsLike Grouper
loader LDAP
groups like

optional, for LDAP_GROUP_LIST, or
LDAP_GROUPS_FROM_ATTRIBUTES

This should be a sql like string (e.g.
school:orgs:%org%_systemOfRecord), and the loader should
be able to query group names to see which names are
managed by this loader job. So if a group falls off the loader
resultset (or is moved), this will help the loader remove the
members from this group. Note, if the group is used anywhere
as a member or composite member, it wont be removed. 
All include/exclude/requireGroups will be removed. Though the
two groups, include and exclude, will not be removed if they
have members. There is a grouper-loader.properties setting to
remove loader groups if empty and not used: 
# if using a sql table, and specifying the name like string, then
shoudl the group (in addition to memberships)  
# be removed if not used anywhere else? 
loader.sqlTable.likeString.removeGroupIfNotUsed = true

grouperLoaderLdapExtraAttributes Grouper
loader LDAP
extra
attributes

optional, for LDAP_GROUP_LIST Attribute names (comma separated) to get LDAP data for
expressions in group name, displayExtension, description

grouperLoaderLdapErrorUnresolvable Grouper
loader LDAP
error
unresolvable

optional Value could be true or false (default to true).  If true, then there
will be an error if there are unresolvable subjects in the results.
 If you know there are subjects in LDAP which are not
resolvable by Grouper, set to false, they will be ignored

grouperLoaderLdapGroupNameExpression Grouper
loader LDAP
group name
expression

optional, for LDAP_GROUP_LIST, or
LDAP_GROUPS_FROM_ATTRIBUTES

JEXL expression language fragment that evaluates to the
group name (relative in the stem as the group which has the
loader definition)

grouperLoaderLdapGroupDisplayNameExpression Grouper
loader LDAP
group
display
name
expression

optional, for LDAP_GROUP_LIST, or
LDAP_GROUPS_FROM_ATTRIBUTES

JEXL expression language fragment that evaluates to the
group display name 

grouperLoaderLdapGroupDescriptionExpression Grouper
loader LDAP
group
description
expression

optional, for LDAP_GROUP_LIST, or
LDAP_GROUPS_FROM_ATTRIBUTES

JEXL expression language fragment that evaluates to the
group description 



grouperLoaderLdapSubjectExpression Grouper
loader LDAP
subject
expression

optional JEXL expression language fragment that processes the subject
string before passing it to the subject API

grouperLoaderLdapGroupTypes Grouper
loader LDAP
group types

optional, for LDAP_GROUP_LIST, or
LDAP_GROUPS_FROM_ATTRIBUTES 

Comma separated GroupTypes which will be applied to the
loaded groups.  The reason this enhancement exists is so we
can do a group list filter and attach addIncludeExclude to the
groups.  Note, if you do this (or use some requireGroups), the
group name in the loader query should end in the system of
record suffix, which by default is _systemOfRecord. 

grouperLoaderLdapReaders Grouper
loader LDAP
group
readers 

optional for LDAP_GROUP_LIST or
LDAP_GROUPS_FROM_ATTRIBUTES

Comma separated subjectIds or subjectIdentifiers who will be
allowed to READ the group memberships.

grouperLoaderLdapViewers Grouper
loader LDAP
group
viewers 

optional for LDAP_GROUP_LIST or
LDAP_GROUPS_FROM_ATTRIBUTES 

Comma separated subjectIds or subjectIdentifiers who will be
allowed to VIEW the group. 

grouperLoaderLdapAdmins Grouper
loader LDAP
group
admins 

optional for LDAP_GROUP_LIST or
LDAP_GROUPS_FROM_ATTRIBUTES 

Comma separated subjectIds or subjectIdentifiers who will be
allowed to ADMIN the group (view, read, update, delete,
rename, etc). 

grouperLoaderLdapUpdaters Grouper
loader LDAP
group
updaters 

optional for LDAP_GROUP_LIST or
LDAP_GROUPS_FROM_ATTRIBUTES 

Comma separated subjectIds or subjectIdentifiers who will be
allowed to UPDATE the group memberships. 

grouperLoaderLdapOptins Grouper
loader LDAP
group optins

optional for LDAP_GROUP_LIST or
LDAP_GROUPS_FROM_ATTRIBUTES 

Comma separated subjectIds or subjectIdentifiers who will be
allowed to OPTIN self membership of the group. 

grouperLoaderLdapOptouts Grouper
loader LDAP
group
optouts 

optional for LDAP_GROUP_LIST or
LDAP_GROUPS_FROM_ATTRIBUTES 

Comma separated subjectIds or subjectIdentifiers who will be
allowed to OPTOUT self membership of the group. 

LDAP server configuration

Configure LDAP servers in the grouper-loader.properties:



#################################
## LDAP connections
#################################
# specify the ldap connection with user, pass, url
# the string after  is the ID of the connection, and it should not have"ldap."
# spaces or other special chars in it.  In   is it this case "personLdap"

#note the URL should start with ldap: or ldaps:  it is SSL.  if
#It should contain the server and port (optional  not ), and baseDn,if default
#e.g. ldaps://ldapserver.school.edu:636/dc=school,dc=edu
#ldap.personLdap.url = ldaps://ldapserver.school.edu:636/dc=school,dc=edu

#optional,  authenticatedif
#ldap.personLdap.user = uid=someapp,ou=people,dc=myschool,dc=edu

#optional,  authenticated note the password can be stored encrypted in an external fileif
#ldap.personLdap.pass = secret

#optional,  you are using tls, set  to .  Generally you will not be using an SSL URL to useif this true
TLS...
#ldap.personLdap.tls = false

#optional,  using saslif
#ldap.personLdap.saslAuthorizationId =
#ldap.personLdap.saslRealm =

#optional (note, time limit is  search operations, timeout is  connection timeouts),for for
#most of these  to vt-ldap defaults.  times are in millisdefault
#validateOnCheckout defaults to   all other validate methods are true if false
#ldap.personLdap.batchSize =
#ldap.personLdap.countLimit =
#ldap.personLdap.timeLimit =
#ldap.personLdap.timeout =
#ldap.personLdap.minPoolSize =
#ldap.personLdap.maxPoolSize =
#ldap.personLdap.validateOnCheckIn =
#ldap.personLdap.validateOnCheckOut =
#ldap.personLdap.validatePeriodically =
#ldap.personLdap.validateTimerPeriod =
#ldap.personLdap.pruneTimerPeriod =
#  connections expire after a certain amount of time,  is it, in millis, defaults to 300000 (5if this
minutes)
#ldap.personLdap.expirationTime =

Here is an example config], with serverId: myLdap

ldap.myLdap.user = uid=someUser,ou=people,dc=school,dc=edu
ldap.myLdap.pass = abcdabcd
ldap.myLdap.url = ldaps://ldap.school.edu:636/dc=school,dc=edu

Configuration

You can configure the loader LDAP attributes with the new UI, GSH (example below), or WS.  Here is a screenshot of the UI



Configure LDAP loader settings in grouper-loader.properties

####################################################################
## LDAP loader settings
##################################

# el classes to add to the el context  the EL to calculate subejct ids or group names etc.for
# Comma-separated fully qualified classnamesm will be registered by the non-fully qualified
# uncapitalized classname.  So you register a.b.SomeClass, it will be available by variable: someClass
loader.ldap.el.classes =

Loader LDAP expression language

The JEXL context and examples are explained here

The expressions expected in the attributes: grouperLoaderLdapGroupNameExpression,
grouperLoaderLdapGroupDisplayExtensionExpression, grouperLoaderLdapGroupDescriptionExpression, grouperLoaderLdapSubjectExpression.

The expressions do not need to be surrounded by

${}

since you might be appending strings

You can register your own variables so your own logic can be run to process the information with the grouper-loader.properties
setting: loader.ldap.el.classes

Variable Represents When set

subjectAttributes['subjectId'] The subject id, identifier, or
idOrIdentifier

When processing the subject.  e.g. if you have a subjectAttribute config, it
will be here

loaderLdapElUtils The LoaderLdapElUtils class Always

     

Here are examples:

Convert a DN to the most specific value, e.g. from cn=something,ou=groups,dn=school,dn=edu, to: something     In this case, it converts the



subjectId to something the subject API can use

${loaderLdapElUtils.convertDnToSpecificValue(subjectId)}

sdf

Test case common setup

Find two groups in your LDAP that do not have many members

In this case, here is a group in ldap:

cn=test:ldapTesting:test1,ou=groups,dc=upenn,dc=edu

With hasMember attribute values:

netmon

There is another group in ldap:

cn=test:testGroup,ou=groups,dc=upenn,dc=edu

With hasMember attribute values:

choate
mchyzer
harveycg
mchyzer

There is another group in ldap:

cn=test:testGroup2,ou=groups,dc=upenn,dc=edu

With hasMember attribute values:

taberkow
choate
bwh
convery

Make sure the member ids in LDAP are subject ids or identifiers in Grouper.  In this case, I am using a new instance of Grouper, not my
institutional one, so I will just make a new source, and insert dummy data, with subject identifiers (even though subject id's are more efficient)

Run this SQL (note, this is tested in mysql, but will work with small adjustment in any db)



CREATE TABLE `person_source_v` (           
                   `penn_id` VARCHAR(50) NOT NULL,               
                   `name` VARCHAR(50) DEFAULT NULL,         
                   `email` VARCHAR(200) DEFAULT NULL,         
                   `description` VARCHAR(50) DEFAULT NULL,  
                   `pennname` VARCHAR(50) DEFAULT NULL,  
                   `description_lower` VARCHAR(50) DEFAULT NULL,
                   PRIMARY KEY  (`penn_id`)                      
                 );
INSERT  INTO `person_source_v`(`penn_id`,`name`,`description`,`pennname`,`description_lower`) VALUES
('44567890','Chris Hyzer','Chris Hyzer','mchyzer','chris hyzer, mchyzer, 44567890'),
('11234567','John Smith','John Smith','jsmith','john smith, jsmith, 11234567'),
('12345678','Bryan Hall','Bryan Hall','bwh','bryan hall, bwh, 12345678'),
('10000000','netmon','netmon','netmon','netmon, 10000000'),
('22345678','Bill Choate','Bill Choate','choate','bill choate, choate, 22345678'),
('33456789','Craig Harvey','Craig Harvey','harveycg','craig harvey, harveycg, 33456789')
;
           COMMIT;

Here is the sources.xml config:

    <source adapterClass= >"edu.internet2.middleware.subject.provider.JDBCSourceAdapter2"

    <id>pennperson</id>
    <name>Penn person</name>
     <type>person</type>
     <init-param>
       <param-name>jdbcConnectionProvider</param-name>
       <param-value>edu.internet2.middleware.grouper.subj.GrouperJdbcConnectionProvider</param-value>
     </init-param>
      <init-param>
       <param-name>maxResults</param-name>
       <param-value>1000</param-value>
     </init-param>

      <init-param>
       <param-name>dbTableOrView</param-name>
       <param-value>person_source_v</param-value>
     </init-param>
      <init-param>
       <param-name>subjectIdCol</param-name>
       <param-value>penn_id</param-value>
     </init-param>
     <init-param>
       <param-name>nameCol</param-name>
       <param-value>name</param-value>
     </init-param>
     <init-param>
       <param-name>descriptionCol</param-name>
       <param-value>description</param-value>
     </init-param>
     <init-param>
       <!-- search col where general searches take place, lower  -->case
       <param-name>lowerSearchCol</param-name>
       <param-value>description_lower</param-value>
     </init-param>
     <init-param>
       <!-- optional col  you want the search results sorted in the API (note, UI might override)if
-->
       <param-name>defaultSortCol</param-name>
       <param-value>description</param-value>
     </init-param>
     <init-param>
       <!-- col which identifies the row, perhaps not subjectId -->



       <param-name>subjectIdentifierCol0</param-name>
       <param-value>pennname</param-value>
     </init-param>
     <init-param>
       <param-name>subjectIdentifierCol1</param-name>
       <param-value>penn_id</param-value>
     </init-param>
     <!-- now you can count up from 0 to N of attributes  various cols -->for
     <init-param>
       <param-name>subjectAttributeCol0</param-name>
       <param-value>pennname</param-value>
     </init-param>
     <init-param>
       <param-name>subjectAttributeName0</param-name>
       <param-value>PENNNAME</param-value>
     </init-param>
     <init-param>
       <param-name>subjectAttributeCol1</param-name>
       <param-value>email</param-value>
     </init-param>
     <init-param>
       <param-name>subjectAttributeName1</param-name>
       <param-value>EMAIL</param-value>
     </init-param>
     <init-param>
       <param-name>sortAttribute0</param-name>
       <param-value>description</param-value>
     </init-param>
     <init-param>
       <param-name>searchAttribute0</param-name>
       <param-value>description_lower</param-value>
     </init-param>



   </source>

Configure an LDAP connection in the grouper-loader.properties:

ldap.personLdap.url = ldaps://penngroups.upenn.edu/dc=upenn,dc=edu
ldap.personLdap.user = uid=someone,ou=entities,dc=upenn,dc=edu
ldap.personLdap.pass = xxxxxxxx

LDAP_SIMPLE test case

First do the common setup above, then you can configure and run the loader in GSH:



gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% group =  GroupSave(grouperSession).assignName(new "someStem:myLdapGroup"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 2% attributeAssign =
group.getAttributeDelegate().assignAttribute(LoaderLdapUtils.grouperLoaderLdapAttributeDefName()).getAttributeAssign();
#in

 you need to retrieve again, here is an examplecase
gsh 2% attributeAssign = group.getAttributeDelegate().retrieveAssignment( ,null
LoaderLdapUtils.grouperLoaderLdapAttributeDefName(), , );false true
gsh 3%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapTypeName(), 

);"LDAP_SIMPLE"
gsh 4%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapFilterName(),

);"(|(cn=test:testGroup)(cn=test:ldaptesting:test1))"
# every  minute so it is easy to test
gsh 5%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapQuartzCronName(),

);"0 * * * * ?"
gsh 6%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSearchDnName(),

);"ou=groups"
gsh 7%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapServerIdName(),

);"personLdap"
gsh 8%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSourceIdName(),

);"pennperson"
gsh 10%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectAttributeName(),

);"hasMember"
# NOTE: hopefully you can use subjectId instead, it will improve the performance a LOT!
gsh 11%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectIdTypeName(),

);"subjectIdentifier"
gsh 12% group = GroupFinder.findByName(grouperSession, );"someStem:myLdapGroup"
gsh 13% loaderRunOneJob(group);
loader ran successfully, inserted 5 memberships, deleted 0 memberships, total membership count: 5
gsh 14% getMembers( );"someStem:myLdapGroup"
member: id='22345678' type='person' source='pennperson' uuid='360802a1bdf341859109c086ffe79022'
member: id='33456789' type='person' source='pennperson' uuid='5dd1fc0431214a6fa53bf3cb7790d5ea'
member: id='44567890' type='person' source='pennperson' uuid='8b26f3fb43da4661946282227580d5be'
member: id='12345678' type='person' source='pennperson' uuid='db43860f64004ec295129cde994a450d'
member: id='10000000' type='person' source='pennperson' uuid='ea9b420cca1f43b1a1cb8b682cb3624a'
gsh 5% delMember( , );"someStem:myLdapGroup" "22345678"
true
gsh 16% addMember( , );"someStem:myLdapGroup" "GrouperSystem"
true
gsh 17% loaderRunOneJob(group);

loader ran successfully, inserted 1 memberships, deleted 1 memberships, total membership count: 5
gsh 18%

LDAP_GROUP_LIST test case

First do the common setup above, then you can configure and run the loader in GSH:



gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% group =  GroupSave(grouperSession).assignName(new "anotherStem:groupListLdapGroup"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 2% attributeAssign =
group.getAttributeDelegate().assignAttribute(LoaderLdapUtils.grouperLoaderLdapAttributeDefName()).getAttributeAssign();
#in

 you need to retrieve again, here is an examplecase
gsh 2% attributeAssign = group.getAttributeDelegate().retrieveAssignment( ,null
LoaderLdapUtils.grouperLoaderLdapAttributeDefName(), , );false true
gsh 3%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapTypeName(), 

);"LDAP_GROUP_LIST"
gsh 4%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapFilterName(),

);"(|(cn=test:testGroup)(cn=test:ldaptesting:test1))"
# every  minute so it is easy to test
gsh 5%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapQuartzCronName(),

);"0 * * * * ?"
gsh 6%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSearchDnName(),

);"ou=groups"
gsh 7%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapServerIdName(),

);"personLdap"
gsh 8%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSourceIdName(),

);"pennperson"
gsh 10%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectAttributeName(),

);"hasMember"
# NOTE: hopefully you can use subjectId instead, it will improve the performance a LOT!
gsh 11%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectIdTypeName(),

);"subjectIdentifier"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapExtraAttributesName(),

);"cn"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapGroupNameExpressionName(),

);"groups:${groupAttributes['cn']}"
gsh 13% group = GroupFinder.findByName(grouperSession, );"anotherStem:groupListLdapGroup"
gsh 13% loaderRunOneJob(group);
loader ran successfully, inserted 5 memberships, deleted 0 memberships, total membership count: 5
gsh 14% getGroups( )"anotherStem"
group: name='anotherStem:groups:test:testGroup' displayName='anotherStem:groups:test:testGroup'
uuid='84cf356b1f694594971439ade9c32ce8'
group: name='anotherStem:groupListLdapGroup' displayName='anotherStem:groupListLdapGroup'
uuid='e42924f906ff4c0cb97bc8766338fea4'
group: name='anotherStem:groups:test:ldapTesting:test1'
displayName='anotherStem:groups:test:ldapTesting:test1' uuid='e767dcdf3d7340c38986ed4cdab30c44'
gsh 15% getMembers( );"anotherStem:groups:test:testGroup"
member: id='22345678' type='person' source='pennperson' uuid='360802a1bdf341859109c086ffe79022' 
member: id='33456789' type='person' source='pennperson' uuid='5dd1fc0431214a6fa53bf3cb7790d5ea' 
member: id='44567890' type='person' source='pennperson' uuid='8b26f3fb43da4661946282227580d5be' 
member: id='12345678' type='person' source='pennperson' uuid='db43860f64004ec295129cde994a450d' 
gsh 15% getMembers( );"anotherStem:groups:test:ldapTesting:test1"
member: id='10000000' type='person' source='pennperson' uuid='ea9b420cca1f43b1a1cb8b682cb3624a' 
gsh 15% delMember( , );"anotherStem:groups:test:testGroup" "22345678"
true
gsh 16% addMember( , );"anotherStem:groups:test:ldapTesting:test1" "GrouperSystem"
true
gsh 17% loaderRunOneJob(group);

loader ran successfully, inserted 1 memberships, deleted 1 memberships, total membership count: 5
gsh 18%



LDAP_GROUPS_FROM_ATTRIBUTES test case

I dont have a multi-valued user attribute, I will just do an inverted loader job from the above...  the group ldap objects are the subjects (by
identifier), and the hasmember multi-valued attributes will be the groups :)

gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% group =  GroupSave(grouperSession).assignName(new "yetAnotherStem:groupsFromAttributesLdapGroup"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 2%  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "test:testGroup"

).save();true
gsh 2%  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "test:testGroup2"

).save();true

gsh 2% attributeAssign =
group.getAttributeDelegate().assignAttribute(LoaderLdapUtils.grouperLoaderLdapAttributeDefName()).getAttributeAssign();
#in

 you need to retrieve again, here is an examplecase
gsh 2% attributeAssign = group.getAttributeDelegate().retrieveAssignment( ,null
LoaderLdapUtils.grouperLoaderLdapAttributeDefName(), , );false true
gsh 3%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapTypeName(), 

);"LDAP_GROUPS_FROM_ATTRIBUTES"
gsh 4%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapFilterName(),

);"(|(cn=test:testGroup)(cn=test:testGroup2))"
# every  minute so it is easy to test
gsh 5%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapQuartzCronName(),

);"0 * * * * ?"
gsh 6%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSearchDnName(),

);"ou=groups"
gsh 7%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapServerIdName(),

);"personLdap"
gsh 8%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSourceIdName(),

);"g:gsa"
gsh 8%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapGroupAttributeName(),

);"hasmember"

# NOTE: hopefully you can use subjectId instead, it will improve the performance a LOT!
gsh 11%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectIdTypeName(),

);"subjectIdentifier"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapGroupNameExpressionName(),

);"groups:${groupAttribute}"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectExpressionName(),

);"${subjectAttributes['cn']}"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapExtraAttributesName(),

);"cn"
gsh 13% group = GroupFinder.findByName(grouperSession, "yetAnotherStem:groupsFromAttributesLdapGroup"
);
gsh 13% loaderRunOneJob(group);
loader ran successfully, inserted 8 memberships, deleted 0 memberships, total membership count: 8
gsh 14% getGroups( )"yetAnotherStem:groups"
group: name='yetAnotherStem:groups:convery' displayName='yetAnotherStem:groups:convery'
uuid='0a8c93cc17914c44b8ae24e7560c4833'
group: name='yetAnotherStem:groups:harveycg' displayName='yetAnotherStem:groups:harveycg'
uuid='2688ff9831bc4c15b8c49095a85d432e'
group: name='yetAnotherStem:groups:choate' displayName='yetAnotherStem:groups:choate'
uuid='3381dd9d59c041289596ae7b9f4ea38e'
group: name='yetAnotherStem:groups:taberkow' displayName='yetAnotherStem:groups:taberkow'
uuid='343af34411144fbfbdca0482edec9435'



group: name='yetAnotherStem:groups:mchyzer' displayName='yetAnotherStem:groups:mchyzer'
uuid='631bf71674b146c98abefcf605cc710b'
group: name='yetAnotherStem:groupsFromAttributesLdapGroup'
displayName='yetAnotherStem:groupsFromAttributesLdapGroup' uuid='9dd5e5eca4f04400965ed3bc0b986ec2'
group: name='yetAnotherStem:groups:bwh' displayName='yetAnotherStem:groups:bwh'
uuid='efaa40a58bae4cc7b04380af11db78f6'
gsh 15% getMembers( );"yetAnotherStem:groups:choate"
member: id='22345678' type='person' source='pennperson' uuid='360802a1bdf341859109c086ffe79022' 
member: id='33456789' type='person' source='pennperson' uuid='5dd1fc0431214a6fa53bf3cb7790d5ea' 
member: id='44567890' type='person' source='pennperson' uuid='8b26f3fb43da4661946282227580d5be' 
member: id='12345678' type='person' source='pennperson' uuid='db43860f64004ec295129cde994a450d' 
gsh 15%  (theGroup : getMembers( )) {print(theGroup.getName());}for "yetAnotherStem:groups:choate"
test:testGroup
test:testGroup2
gsh 15% delMember( , );"yetAnotherStem:groups:choate" "test:testGroup"
true
gsh 16% addMember( , );"yetAnotherStem:groups:choate" "GrouperSystem"
true
gsh 17% loaderRunOneJob(group);



loader ran successfully, inserted 1 memberships, deleted 1 memberships, total membership count: 8
gsh 18%

LDAP_GROUPS_FROM_ATTRIBUTES subject attribute test case

Same as LDAP_GROUPS_FROM_ATTRIBUTES above, though there is a subjectAttribute specified, then used in the subject expression

gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% group =  GroupSave(grouperSession).assignName(new

).assignCreateParentStemsIfNotExist( ).save();"yetAnotherStem2:groupsFromAttributesLdapGroup2" true
gsh 2%  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "test:testGroup"

).save();true
gsh 2%  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "test:testGroup2"

).save();true

gsh 2% attributeAssign =
group.getAttributeDelegate().assignAttribute(LoaderLdapUtils.grouperLoaderLdapAttributeDefName()).getAttributeAssign();
#in

 you need to retrieve again, here is an examplecase
gsh 2% attributeAssign = group.getAttributeDelegate().retrieveAssignment( ,null
LoaderLdapUtils.grouperLoaderLdapAttributeDefName(), , );false true
gsh 3%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapTypeName(), 

);"LDAP_GROUPS_FROM_ATTRIBUTES"
gsh 4%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapFilterName(),

);"(|(cn=test:testGroup)(cn=test:testGroup2))"
# every  minute so it is easy to test
gsh 5%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapQuartzCronName(),

);"0 * * * * ?"
gsh 6%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSearchDnName(),

);"ou=groups"
gsh 7%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapServerIdName(),

);"personLdap"
gsh 8%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSourceIdName(),

);"g:gsa"
gsh 8%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapGroupAttributeName(),

);"hasmember"

# NOTE: hopefully you can use subjectId instead, it will improve the performance a LOT!
gsh 11%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectIdTypeName(),

);"subjectIdentifier"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapGroupNameExpressionName(),

);"groups:${groupAttribute}"

# NOTE: in   it  is redundant, you could leave it out and have the same result, but  youthis case this if
need to process, here it is...
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectExpressionName(),

);"${subjectAttributes['subjectId']}"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectAttributeName(),

);"cn"
gsh 13% group = GroupFinder.findByName(grouperSession, 

);"yetAnotherStem2:groupsFromAttributesLdapGroup2"
gsh 13% loaderRunOneJob(group);
loader ran successfully, inserted 8 memberships, deleted 0 memberships, total membership count: 8
gsh 14% getGroups( )"yetAnotherStem2:groups"



group: name='yetAnotherStem2:groups:convery' displayName='yetAnotherStem2:groups:convery'
uuid='0a8c93cc17914c44b8ae24e7560c4833'
group: name='yetAnotherStem2:groups:harveycg' displayName='yetAnotherStem2:groups:harveycg'
uuid='2688ff9831bc4c15b8c49095a85d432e'
group: name='yetAnotherStem2:groups:choate' displayName='yetAnotherStem2:groups:choate'
uuid='3381dd9d59c041289596ae7b9f4ea38e'
group: name='yetAnotherStem2:groups:taberkow' displayName='yetAnotherStem2:groups:taberkow'
uuid='343af34411144fbfbdca0482edec9435'
group: name='yetAnotherStem2:groups:mchyzer' displayName='yetAnotherStem2:groups:mchyzer'
uuid='631bf71674b146c98abefcf605cc710b'
group: name='yetAnotherStem2:groupsFromAttributesLdapGroup'
displayName='yetAnotherStem2:groupsFromAttributesLdapGroup' uuid='9dd5e5eca4f04400965ed3bc0b986ec2'
group: name='yetAnotherStem2:groups:bwh' displayName='yetAnotherStem:groups:bwh'
uuid='efaa40a58bae4cc7b04380af11db78f6'
gsh 15% getMembers( );"yetAnotherStem2:groups:choate"
member: id='22345678' type='person' source='pennperson' uuid='360802a1bdf341859109c086ffe79022' 
member: id='33456789' type='person' source='pennperson' uuid='5dd1fc0431214a6fa53bf3cb7790d5ea' 
member: id='44567890' type='person' source='pennperson' uuid='8b26f3fb43da4661946282227580d5be' 
member: id='12345678' type='person' source='pennperson' uuid='db43860f64004ec295129cde994a450d' 
gsh 15%  (theGroup : getMembers( )) {print(theGroup.getName());}for "yetAnotherStem2:groups:choate"
test:testGroup
test:testGroup2
gsh 15% delMember( , );"yetAnotherStem2:groups:choate" "test:testGroup"
true
gsh 16% addMember( , );"yetAnotherStem2:groups:choate" "GrouperSystem"
true
gsh 17% loaderRunOneJob(group);



loader ran successfully, inserted 1 memberships, deleted 1 memberships, total membership count: 8
gsh 18%

LDAP_SIMPLE search scope test case

If there is no search DN, and the search scope is one level, then it will not find anyone. Change it to sublevels, and it should find.



gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% group =  GroupSave(grouperSession).assignName(new "someStem2:myLdapGroup2"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 2% attributeAssign =
group.getAttributeDelegate().assignAttribute(LoaderLdapUtils.grouperLoaderLdapAttributeDefName()).getAttributeAssign();
#in

 you need to retrieve again, here is an examplecase
gsh 2% attributeAssign = group.getAttributeDelegate().retrieveAssignment( ,null
LoaderLdapUtils.grouperLoaderLdapAttributeDefName(), , );false true
gsh 3%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapTypeName(), 

);"LDAP_SIMPLE"
gsh 4%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapFilterName(),

);"(|(cn=test:testGroup)(cn=test:ldaptesting:test1))"
# every  minute so it is easy to test
gsh 5%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapQuartzCronName(),

);"0 * * * * ?"
gsh 7%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapServerIdName(),

);"personLdap"
gsh 8%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSourceIdName(),

);"pennperson"
gsh 9%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSearchScopeName(),

);"ONELEVEL_SCOPE"
gsh 10%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectAttributeName(),

);"hasMember"
# NOTE: hopefully you can use subjectId instead, it will improve the performance a LOT!
gsh 11%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectIdTypeName(),

);"subjectIdentifier"
gsh 12% group = GroupFinder.findByName(grouperSession, );"someStem2:myLdapGroup2"

#### NOTE: since there is one level scope, and no search dn, then no objects will be found...

gsh 13% loaderRunOneJob(group);
loader ran successfully, inserted 0 memberships, deleted 0 memberships, total membership count: 0
gsh 13%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSearchScopeName(),

);"SUBTREE_SCOPE"
gsh 13% loaderRunOneJob(group);
loader ran successfully, inserted 5 memberships, deleted 0 memberships, total membership count: 5
gsh 14% getMembers( );"someStem2:myLdapGroup2"
member: id='22345678' type='person' source='pennperson' uuid='360802a1bdf341859109c086ffe79022'
member: id='33456789' type='person' source='pennperson' uuid='5dd1fc0431214a6fa53bf3cb7790d5ea'
member: id='44567890' type='person' source='pennperson' uuid='8b26f3fb43da4661946282227580d5be'
member: id='12345678' type='person' source='pennperson' uuid='db43860f64004ec295129cde994a450d'
member: id='10000000' type='person' source='pennperson' uuid='ea9b420cca1f43b1a1cb8b682cb3624a'
gsh 5% delMember( , );"someStem2:myLdapGroup2" "22345678"
true
gsh 16% addMember( , );"someStem2:myLdapGroup2" "GrouperSystem"
true
gsh 17% loaderRunOneJob(group);

loader ran successfully, inserted 1 memberships, deleted 1 memberships, total membership count: 5
gsh 18%

LDAP_SIMPLE andGroups test case

Make sure the subjects are in a group before adding them to the loaded group



gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% group =  GroupSave(grouperSession).assignName(new "someStem3:myLdapGroup3"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 1% employeeGroup =  GroupSave(grouperSession).assignName(new "school:community:employee"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 1% addMember( , );"school:community:employee" "22345678"
gsh 1% addMember( , );"school:community:employee" "33456789"
gsh 1% addMember( , );"school:community:employee" "44567890"
gsh 2% attributeAssign =
group.getAttributeDelegate().assignAttribute(LoaderLdapUtils.grouperLoaderLdapAttributeDefName()).getAttributeAssign();
#in

 you need to retrieve again, here is an examplecase
gsh 2% attributeAssign = group.getAttributeDelegate().retrieveAssignment( ,null
LoaderLdapUtils.grouperLoaderLdapAttributeDefName(), , );false true
gsh 3%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapTypeName(), 

);"LDAP_SIMPLE"
gsh 4%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapFilterName(),

);"(|(cn=test:testGroup)(cn=test:ldaptesting:test1))"
# every  minute so it is easy to test
gsh 5%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapQuartzCronName(),

);"0 * * * * ?"
gsh 6%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSearchDnName(),

);"ou=groups"
gsh 7%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapServerIdName(),

);"personLdap"
gsh 8%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSourceIdName(),

);"pennperson"
gsh 10%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectAttributeName(),

);"hasMember"
# NOTE: hopefully you can use subjectId instead, it will improve the performance a LOT!
gsh 11%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectIdTypeName(),

);"subjectIdentifier"
gsh 11%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapAndGroupsName(),

);"school:community:employee"
gsh 12% group = GroupFinder.findByName(grouperSession, );"someStem3:myLdapGroup3"
gsh 13% loaderRunOneJob(group);
loader ran successfully, inserted 3 memberships, deleted 0 memberships, total membership count: 3
gsh 14% getMembers( );"someStem3:myLdapGroup3"
member: id='22345678' type='person' source='pennperson' uuid='360802a1bdf341859109c086ffe79022'
member: id='33456789' type='person' source='pennperson' uuid='5dd1fc0431214a6fa53bf3cb7790d5ea'
member: id='44567890' type='person' source='pennperson' uuid='8b26f3fb43da4661946282227580d5be'
gsh 5% delMember( , );"someStem3:myLdapGroup3" "22345678"
true
gsh 16% addMember( , );"someStem3:myLdapGroup3" "GrouperSystem"
true
gsh 17% loaderRunOneJob(group);

loader ran successfully, inserted 1 memberships, deleted 1 memberships, total membership count: 3
gsh 18%

LDAP_GROUP_LIST groupsLike test case

Add an extra group, which represents an orphan, assign a groupsLike, run the loader, see that group get its members removed, first do the
common setup above, then you can configure and run the loader in GSH:

gsh 0% grouperSession = GrouperSession.startRootSession();



gsh 1% group =  GroupSave(grouperSession).assignName(new "anotherStem2:groupListLdapGroup2"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 1%  GroupSave(grouperSession).assignName(new "anotherStem2:groups:someOrphan"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 1% addMember( , );"anotherStem2:groups:someOrphan" "22345678"
gsh 1% addMember( , );"anotherStem2:groups:someOrphan" "33456789"
gsh 2% attributeAssign =
group.getAttributeDelegate().assignAttribute(LoaderLdapUtils.grouperLoaderLdapAttributeDefName()).getAttributeAssign();
#in

 you need to retrieve again, here is an examplecase
gsh 2% attributeAssign = group.getAttributeDelegate().retrieveAssignment( ,null
LoaderLdapUtils.grouperLoaderLdapAttributeDefName(), , );false true
gsh 3%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapTypeName(), 

);"LDAP_GROUP_LIST"
gsh 4%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapFilterName(),

);"(|(cn=test:testGroup)(cn=test:ldaptesting:test1))"
# every  minute so it is easy to test
gsh 5%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapQuartzCronName(),

);"0 * * * * ?"
gsh 6%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSearchDnName(),

);"ou=groups"
gsh 7%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapServerIdName(),

);"personLdap"
gsh 8%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSourceIdName(),

);"pennperson"
gsh 10%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectAttributeName(),

);"hasMember"
# NOTE: hopefully you can use subjectId instead, it will improve the performance a LOT!
gsh 11%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectIdTypeName(),

);"subjectIdentifier"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapExtraAttributesName(),

);"cn"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapGroupNameExpressionName(),

);"groups:${groupAttributes['cn']}"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapGroupsLikeName(),

);"anotherStem2:groups:%"
gsh 13% group = GroupFinder.findByName(grouperSession, );"anotherStem2:groupListLdapGroup2"
gsh 13% loaderRunOneJob(group);
loader ran successfully, inserted 5 memberships, deleted 2 memberships, total membership count: 5
gsh 14% getGroups( )"anotherStem2"
group: name='anotherStem2:groups:test:testGroup' displayName='anotherStem2:groups:test:testGroup'
uuid='84cf356b1f694594971439ade9c32ce8'
group: name='anotherStem2:groupListLdapGroup' displayName='anotherStem2:groupListLdapGroup'
uuid='e42924f906ff4c0cb97bc8766338fea4'
group: name='anotherStem2:groups:test:ldapTesting:test1'
displayName='anotherStem2:groups:test:ldapTesting:test1' uuid='e767dcdf3d7340c38986ed4cdab30c44'
gsh 15% getGroups( );"anotherStem2:groups:someOrphan"
gsh 15% getMembers( );"anotherStem2:groups:test:testGroup"
member: id='22345678' type='person' source='pennperson' uuid='360802a1bdf341859109c086ffe79022' 
member: id='33456789' type='person' source='pennperson' uuid='5dd1fc0431214a6fa53bf3cb7790d5ea' 
member: id='44567890' type='person' source='pennperson' uuid='8b26f3fb43da4661946282227580d5be' 
member: id='12345678' type='person' source='pennperson' uuid='db43860f64004ec295129cde994a450d' 
gsh 15% getMembers( );"anotherStem2:groups:test:ldapTesting:test1"
member: id='10000000' type='person' source='pennperson' uuid='ea9b420cca1f43b1a1cb8b682cb3624a' 
gsh 15% delMember( , );"anotherStem2:groups:test:testGroup" "22345678"
true
gsh 16% addMember( , );"anotherStem2:groups:test:ldapTesting:test1" "GrouperSystem"
true
gsh 17% loaderRunOneJob(group);



loader ran successfully, inserted 1 memberships, deleted 1 memberships, total membership count: 5
gsh 18%

LDAP_SIMPLE error unresolvable test case

First do the common setup above, then you can configure and run the loader in GSH. Delete a couple of records from the source via the DB

DELETE FROM person_source_v WHERE penn_id IN ('44567890', '12345678');
COMMIT;

gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% group =  GroupSave(grouperSession).assignName(new "someStem4:myLdapGroup4"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 2% attributeAssign =
group.getAttributeDelegate().assignAttribute(LoaderLdapUtils.grouperLoaderLdapAttributeDefName()).getAttributeAssign();
#in

 you need to retrieve again, here is an examplecase
gsh 2% attributeAssign = group.getAttributeDelegate().retrieveAssignment( ,null
LoaderLdapUtils.grouperLoaderLdapAttributeDefName(), , );false true
gsh 3%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapTypeName(), 

);"LDAP_SIMPLE"
gsh 4%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapFilterName(),

);"(|(cn=test:testGroup)(cn=test:ldaptesting:test1))"
# every  minute so it is easy to test
gsh 5%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapQuartzCronName(),

);"0 * * * * ?"
gsh 6%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSearchDnName(),

);"ou=groups"
gsh 7%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapServerIdName(),

);"personLdap"
gsh 8%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSourceIdName(),

);"pennperson"
gsh 10%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectAttributeName(),

);"hasMember"
# NOTE: hopefully you can use subjectId instead, it will improve the performance a LOT!
gsh 11%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectIdTypeName(),

);"subjectIdentifier"
gsh 12% group = GroupFinder.findByName(grouperSession, );"someStem4:myLdapGroup4"
gsh 13% loaderRunOneJob(group);
2011-10-09 09:59:11,369: [main] ERROR GrouperLoaderResultset$Row.getSubject(1102) -  - Problem with
subjectIdentifier: mchyzer, subjectSourceId: pennperson, in jobName:
LDAP_SIMPLE__someStem4:myLdapGroup4__12b55951f4f34556b7b8ecd65b763d32
edu.internet2.middleware.subject.SubjectNotFoundException: Subject not found: select
penn_id,name,description,description_lower,pennname,email from person_source_v where pennname = ? or
penn_id = ?, mchyzer,mchyzer
 at edu.internet2.middleware.subject.provider.JDBCSourceAdapter2.search(JDBCSourceAdapter2.java:623)
loader ran successfully, inserted 3 memberships, deleted 0 memberships, total membership count: 3

# NOTE: the status of the job in the SQL table grouper_loader_log is: SUBJECT_PROBLEMS

gsh 14%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapErrorUnresolvableName(),

);" "false
gsh 14% loaderRunOneJob(group);



# NOTE: the status of the job in the SQL table grouper_loader_log is: SUCCESS, but still have as
unresolvable subject count of 2

loader ran successfully, inserted 0 memberships, deleted 0 memberships, total membership count: 3
gsh 14% getMembers( );"someStem4:myLdapGroup4"
member: id='22345678' type='person' source='pennperson' uuid='360802a1bdf341859109c086ffe79022'
member: id='33456789' type='person' source='pennperson' uuid='5dd1fc0431214a6fa53bf3cb7790d5ea'
member: id='10000000' type='person' source='pennperson' uuid='ea9b420cca1f43b1a1cb8b682cb3624a'
gsh 5% delMember( , );"someStem4:myLdapGroup4" "22345678"
true
gsh 16% addMember( , );"someStem4:myLdapGroup4" "GrouperSystem"
true
gsh 17% loaderRunOneJob(group);



loader ran successfully, inserted 1 memberships, deleted 1 memberships, total membership count: 3
gsh 18%

Add these back:

INSERT  INTO `person_source_v`(`penn_id`,`name`,`description`,`pennname`,`description_lower`) VALUES
('44567890','Chris Hyzer','Chris Hyzer','mchyzer','chris hyzer, mchyzer, 44567890'),
('12345678','Bryan Hall','Bryan Hall','bwh','bryan hall, bwh, 12345678')
;
COMMIT;

LDAP_GROUPS_FROM_ATTRIBUTES group name, group display name, group description test case

I dont have a multi-valued user attribute, I will just do an inverted loader job from the above...  the group ldap objects are the subjects (by
identifier), and the hasmember multi-valued attributes will be the groups :)

gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% group =  GroupSave(grouperSession).assignName(new

).assignCreateParentStemsIfNotExist( ).save();"yetAnotherStem3:groupsFromAttributesLdapGroup3" true
gsh 2%  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "test:testGroup"

).save();true
gsh 2%  GroupSave(grouperSession).assignName( ).assignCreateParentStemsIfNotExist(new "test:testGroup2"

).save();true

gsh 2% attributeAssign =
group.getAttributeDelegate().assignAttribute(LoaderLdapUtils.grouperLoaderLdapAttributeDefName()).getAttributeAssign();
#in

 you need to retrieve again, here is an examplecase
gsh 2% attributeAssign = group.getAttributeDelegate().retrieveAssignment( ,null
LoaderLdapUtils.grouperLoaderLdapAttributeDefName(), , );false true
gsh 3%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapTypeName(), 

);"LDAP_GROUPS_FROM_ATTRIBUTES"
gsh 4%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapFilterName(),

);"(|(cn=test:testGroup)(cn=test:testGroup2))"
# every  minute so it is easy to test
gsh 5%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapQuartzCronName(),

);"0 * * * * ?"
gsh 6%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSearchDnName(),

);"ou=groups"
gsh 7%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapServerIdName(),

);"personLdap"
gsh 8%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSourceIdName(),

);"g:gsa"
gsh 8%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapGroupAttributeName(),

);"hasmember"

# NOTE: hopefully you can use subjectId instead, it will improve the performance a LOT!
gsh 11%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectIdTypeName(),

);"subjectIdentifier"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapGroupNameExpressionName(),

);"groups:${groupAttribute}"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapGroupDisplayNameExpressionName(),

);"Loaded groups:${grouperUtil.capitalize(groupAttribute)}"
gsh 12%



attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapGroupDescriptionExpressionName(),
);"Loaded group from ldap attribute value hasMember: ${groupAttribute}"

gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectExpressionName(),

);"${subjectAttributes['cn']}"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapExtraAttributesName(),

);"cn"
gsh 13% group = GroupFinder.findByName(grouperSession, 

);"yetAnotherStem3:groupsFromAttributesLdapGroup3"
gsh 13% loaderRunOneJob(group);
loader ran successfully, inserted 8 memberships, deleted 0 memberships, total membership count: 8
gsh 14%  (theGroup : getGroups( )) {for "yetAnotherStem3:groups"
print(theGroup.getName());print(theGroup.getDisplayName());print(theGroup.getDescription()); }
yetAnotherStem3:groupsFromAttributesLdapGroup3
yetAnotherStem3:groupsFromAttributesLdapGroup3

yetAnotherStem3:groups:choate
yetAnotherStem3:Loaded groups:Choate
Loaded group from ldap attribute value hasMember: choate
yetAnotherStem3:groups:taberkow
yetAnotherStem3:Loaded groups:Taberkow
Loaded group from ldap attribute value hasMember: taberkow
yetAnotherStem3:groups:mchyzer
yetAnotherStem3:Loaded groups:Mchyzer
Loaded group from ldap attribute value hasMember: mchyzer
yetAnotherStem3:groups:bwh
yetAnotherStem3:Loaded groups:Bwh
Loaded group from ldap attribute value hasMember: bwh
yetAnotherStem3:groups:harveycg
yetAnotherStem3:Loaded groups:Harveycg
Loaded group from ldap attribute value hasMember: harveycg
yetAnotherStem3:groups:convery
yetAnotherStem3:Loaded groups:Convery
Loaded group from ldap attribute value hasMember: convery
gsh 15% getMembers( );"yetAnotherStem3:groups:choate"
member: id='22345678' type='person' source='pennperson' uuid='360802a1bdf341859109c086ffe79022' 
member: id='33456789' type='person' source='pennperson' uuid='5dd1fc0431214a6fa53bf3cb7790d5ea' 
member: id='44567890' type='person' source='pennperson' uuid='8b26f3fb43da4661946282227580d5be' 
member: id='12345678' type='person' source='pennperson' uuid='db43860f64004ec295129cde994a450d' 
gsh 15%  (theGroup : getMembers( )) {print(theGroup.getName());}for "yetAnotherStem3:groups:choate"
test:testGroup
test:testGroup2
gsh 15% delMember( , );"yetAnotherStem3:groups:choate" "test:testGroup"
true
gsh 16% addMember( , );"yetAnotherStem3:groups:choate" "GrouperSystem"
true
gsh 17% loaderRunOneJob(group);



loader ran successfully, inserted 1 memberships, deleted 1 memberships, total membership count: 8
gsh 18%

LDAP_GROUP_LIST privileges test case

Create some privilege groups, assign them to each created group. First do the common setup above, then you can configure and run the loader in
GSH:

gsh 0% grouperSession = GrouperSession.startRootSession();
gsh 1% group =  GroupSave(grouperSession).assignName(new "anotherStem3:groupListLdapGroup3"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 1%  GroupSave(grouperSession).assignName(new "anotherStem3:privs:readers"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 1%  GroupSave(grouperSession).assignName(new "anotherStem3:privs:admins"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 1%  GroupSave(grouperSession).assignName(new "anotherStem3:privs:viewers"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 1%  GroupSave(grouperSession).assignName(new "anotherStem3:privs:updaters"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 1%  GroupSave(grouperSession).assignName(new "anotherStem3:privs:optins"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 1%  GroupSave(grouperSession).assignName(new "anotherStem3:privs:optouts"
).assignCreateParentStemsIfNotExist( ).save();true
gsh 2% attributeAssign =
group.getAttributeDelegate().assignAttribute(LoaderLdapUtils.grouperLoaderLdapAttributeDefName()).getAttributeAssign();
#in

 you need to retrieve again, here is an examplecase
gsh 2% attributeAssign = group.getAttributeDelegate().retrieveAssignment( ,null
LoaderLdapUtils.grouperLoaderLdapAttributeDefName(), , );false true
gsh 3%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapTypeName(), 

);"LDAP_GROUP_LIST"
gsh 4%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapFilterName(),

);"(|(cn=test:testGroup)(cn=test:ldaptesting:test1))"
# every  minute so it is easy to test
gsh 5%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapQuartzCronName(),

);"0 * * * * ?"
gsh 6%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSearchDnName(),

);"ou=groups"
gsh 7%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapServerIdName(),

);"personLdap"
gsh 8%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSourceIdName(),

);"pennperson"
gsh 10%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectAttributeName(),

);"hasMember"
# NOTE: hopefully you can use subjectId instead, it will improve the performance a LOT!
gsh 11%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapSubjectIdTypeName(),

);"subjectIdentifier"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapExtraAttributesName(),

);"cn"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapGroupNameExpressionName(),

);"groups:${groupAttributes['cn']}"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapReadersName(),

);"anotherStem3:privs:readers"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapUpdatersName(),

);"anotherStem3:privs:updaters"



gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapAdminsName(),

);"anotherStem3:privs:admins"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapViewersName(),

);"anotherStem3:privs:viewers"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapOptinsName(),

);"anotherStem3:privs:optins"
gsh 12%
attributeAssign.getAttributeValueDelegate().assignValue(LoaderLdapUtils.grouperLoaderLdapOptoutsName(),

);"anotherStem3:privs:optouts"
gsh 13% group = GroupFinder.findByName(grouperSession, );"anotherStem3:groupListLdapGroup3"
gsh 13% loaderRunOneJob(group);
loader ran successfully, inserted 5 memberships, deleted 0 memberships, total membership count: 5
gsh 14% getGroups( );"anotherStem3"
group: name='anotherStem3:privs:updaters' displayName='anotherStem3:privs:updaters'
uuid='00e6678238d54d02bc4af7886977e800'
group: name='anotherStem3:privs:optins' displayName='anotherStem3:privs:optins'
uuid='096c5038fdf94bf2b84750f795962e43'
group: name='yetAnotherStem3:groupsFromAttributesLdapGroup3'
displayName='yetAnotherStem3:groupsFromAttributesLdapGroup3' uuid='177991996a2343b489b7e20a287e484d'
group: name='yetAnotherStem3:groups:choate' displayName='yetAnotherStem3:Loaded groups:Choate'
uuid='20033d406c3540f6b21a8767739253fb'
group: name='anotherStem3:privs:optouts' displayName='anotherStem3:privs:optouts'
uuid='39063c2fc7c24dbcbaa64e2576b60100'
group: name='yetAnotherStem3:groups:taberkow' displayName='yetAnotherStem3:Loaded groups:Taberkow'
uuid='4423e84c1c2942078104586128aa30e8'
group: name='anotherStem3:groups:test:ldapTesting:test1'
displayName='anotherStem3:groups:test:ldapTesting:test1' uuid='52e75327d1144e46b8d8ca3e9bd12601'
group: name='yetAnotherStem3:groups:mchyzer' displayName='yetAnotherStem3:Loaded groups:Mchyzer'
uuid='8403596a647f42edbd6989a30b406af0'
group: name='anotherStem3:privs:admins' displayName='anotherStem3:privs:admins'
uuid='9a398c0a11504838a1f5cbfbe025e9d9'
group: name='yetAnotherStem3:groups:bwh' displayName='yetAnotherStem3:Loaded groups:Bwh'
uuid='d195aabfc0d344bdaef96730844f6d7c'
group: name='yetAnotherStem3:groups:harveycg' displayName='yetAnotherStem3:Loaded groups:Harveycg'
uuid='d1a6f2cd7bc746989ed5ae44508b9795'
group: name='anotherStem3:privs:readers' displayName='anotherStem3:privs:readers'
uuid='d366d9a478fe4db5963f112a4dd2f78d'
group: name='anotherStem3:groups:test:testGroup' displayName='anotherStem3:groups:test:testGroup'
uuid='d8cb545b8d424ebe8733966d240b9225'
group: name='anotherStem3:groupListLdapGroup3' displayName='anotherStem3:groupListLdapGroup3'
uuid='eb052fa06cf34a399e9486785e9996b1'
group: name='yetAnotherStem3:groups:convery' displayName='yetAnotherStem3:Loaded groups:Convery'
uuid='f47c07b37d5d4425a93091538594fa7a'
group: name='anotherStem3:privs:viewers' displayName='anotherStem3:privs:viewers'
uuid='fb19a041f5c040b08b00613e563d6bc8'
gsh 15% getMembers( );"anotherStem3:groups:test:testGroup"
member: id='22345678' type='person' source='pennperson' uuid='360802a1bdf341859109c086ffe79022' 
member: id='33456789' type='person' source='pennperson' uuid='5dd1fc0431214a6fa53bf3cb7790d5ea' 
member: id='44567890' type='person' source='pennperson' uuid='8b26f3fb43da4661946282227580d5be' 
member: id='12345678' type='person' source='pennperson' uuid='db43860f64004ec295129cde994a450d' 
gsh 15% getMembers( );"anotherStem3:groups:test:ldapTesting:test1"
member: id='10000000' type='person' source='pennperson' uuid='ea9b420cca1f43b1a1cb8b682cb3624a' 

gsh 15% hasPriv( , ,"anotherStem3:groups:test:testGroup" "anotherStem3:privs:readers"
AccessPrivilege.ADMIN);
false
gsh 15% hasPriv( , ,"anotherStem3:groups:test:testGroup" "anotherStem3:privs:readers"
AccessPrivilege.READ);
true
gsh 15% hasPriv( , ,"anotherStem3:groups:test:testGroup" "anotherStem3:privs:admins"
AccessPrivilege.ADMIN);
true
gsh 15% hasPriv( , ,"anotherStem3:groups:test:testGroup" "anotherStem3:privs:admins"
AccessPrivilege.READ);
true
gsh 15% hasPriv( , ,"anotherStem3:groups:test:testGroup" "anotherStem3:privs:updaters"
AccessPrivilege.UPDATE);



true
gsh 15% hasPriv( , ,"anotherStem3:groups:test:testGroup" "anotherStem3:privs:updaters"
AccessPrivilege.ADMIN);
false
gsh 15% hasPriv( , ,"anotherStem3:groups:test:testGroup" "anotherStem3:privs:viewers"
AccessPrivilege.ADMIN);
false
gsh 15% hasPriv( , ,"anotherStem3:groups:test:testGroup" "anotherStem3:privs:viewers"
AccessPrivilege.VIEW);
true
gsh 15% hasPriv( , ,"anotherStem3:groups:test:testGroup" "anotherStem3:privs:optins"
AccessPrivilege.OPTIN);
true
gsh 15% hasPriv( , ,"anotherStem3:groups:test:testGroup" "anotherStem3:privs:optins"
AccessPrivilege.OPTOUT);
false
gsh 15% hasPriv( , ,"anotherStem3:groups:test:testGroup" "anotherStem3:privs:optouts"
AccessPrivilege.OPTOUT);
true
gsh 15% hasPriv( , ,"anotherStem3:groups:test:testGroup" "anotherStem3:privs:optouts"
AccessPrivilege.OPTIN);
false
gsh 15% delMember( , );"anotherStem:groups:test:testGroup" "22345678"
true
gsh 16% addMember( , );"anotherStem:groups:test:ldapTesting:test1" "GrouperSystem"
true
gsh 17% loaderRunOneJob(group);



loader ran successfully, inserted 1 memberships, deleted 1 memberships, total membership count: 5
gsh 18%

Diagnostics

Go to this URL in grouper WS:  , see the LDAP jobs there, checked to make surehttp://server.institution.edu/grouper-ws/status?diagnosticType=all
ok for tool like nagios

Server: mchyzer-PC, grouperVersion: 2.1.0, up since: 2011/10/10 02:35, 0 requests
SUCCESS memoryTest: Allocating 100000 bytes to an array to make sure not out of memory (25ms elapsed)
SUCCESS dbTest_grouper: Retrieved object from cache (25ms elapsed)
SUCCESS source_g:gsa: Source checked successfully recently (25ms elapsed)
SUCCESS source_pennperson: Source checked successfully recently (25ms elapsed)
SUCCESS source_jdbc: Source checked successfully recently (25ms elapsed)
SUCCESS source_g:isa: Source checked successfully recently (25ms elapsed)
SUCCESS loader_CHANGE_LOG_changeLogTempToChangeLog: Not checking, there was a success from before:
2011/10/10 02:34:50.000, expecting one in the last 30 minutes (25ms elapsed)
SUCCESS loader_MAINTENANCE_cleanLogs: Not checking, there was a success from before: 2011/10/10
01:27:09.000, expecting one in the last 1500 minutes (25ms elapsed)
SUCCESS loader_CHANGE_LOG_consumer_syncGroups: Not checking, there was a success from before:
2011/10/10 02:35:00.000, expecting one in the last 30 minutes (25ms elapsed)
SUCCESS loader_CHANGE_LOG_consumer_grouperRules: Not checking, there was a success from before:
2011/10/10 02:35:02.000, expecting one in the last 30 minutes (26ms elapsed)
SUCCESS loader_LDAP_GROUP_LIST__anotherStem2:groupListLdapGroup2__61c103adcce84584991c2e1e9ae5e280:
Not checking, there was a success from before: 2011/10/09 09:38:35.000, expecting one in the last 1500
minutes (26ms elapsed)
SUCCESS loader_LDAP_SIMPLE__someStem3:myLdapGroup3__12b55951f4f34556b7b8ecd65b763d32: Not checking,
there was a success from before: 2011/10/10 02:35:00.000, expecting one in the last 1500 minutes (26ms
elapsed)
SUCCESS
loader_LDAP_GROUPS_FROM_ATTRIBUTES__yetAnotherStem2:groupsFromAttributesLdapGroup2__3ae9ed78b74c48a081f8f02ca96f699e:
Not checking, there was a success from before: 2011/10/10 01:54:04.000, expecting one in the last 1500
minutes (26ms elapsed)
SUCCESS loader_LDAP_GROUP_LIST__anotherStem:groupListLdapGroup__e42924f906ff4c0cb97bc8766338fea4: Not
checking, there was a success from before: 2011/10/10 01:55:40.000, expecting one in the last 1500
minutes (26ms elapsed)
SUCCESS loader_LDAP_SIMPLE__someStem4:myLdapGroup4__ab8cd26fe11e4e19ad1618806d4740cc: Not checking,
there was a success from before: 2011/10/10 02:35:00.000, expecting one in the last 1500 minutes (26ms
elapsed)
SUCCESS loader_LDAP_SIMPLE__someStem2:myLdapGroup2__875108a266f54f70baf1d39b27fa5745: Not checking,
there was a success from before: 2011/10/10 02:35:00.000, expecting one in the last 1500 minutes (26ms
elapsed)
SUCCESS loader_LDAP_GROUP_LIST__anotherStem3:groupListLdapGroup3__eb052fa06cf34a399e9486785e9996b1:
Not checking, there was a success from before: 2011/10/09 14:21:39.000, expecting one in the last 1500
minutes (26ms elapsed)
SUCCESS
loader_LDAP_GROUPS_FROM_ATTRIBUTES__yetAnotherStem:groupsFromAttributesLdapGroup__9dd5e5eca4f04400965ed3bc0b986ec2:
Not checking, there was a success from before: 2011/10/10 01:56:22.000, expecting one in the last 1500
minutes (27ms elapsed)
SUCCESS loader_LDAP_SIMPLE__someStem:myLdapGroup__aa8f3a245d1947509d347fee0f6a80b2: Not checking,
there was a success from before: 2011/10/10 02:35:00.000, expecting one in the last 1500 minutes (27ms
elapsed)
SUCCESS
loader_LDAP_GROUPS_FROM_ATTRIBUTES__yetAnotherStem3:groupsFromAttributesLdapGroup3__177991996a2343b489b7e20a287e484d:
Not checking, there was a success from before: 2011/10/09 14:05:07.000, expecting one in the last 1500
minutes (27ms elapsed)

Diagnostics errors since start: 0 (27ms elapsed)

sdf

Organization hierarchies via the grouper loader

http://server.institution.edu/grouper-ws/status?diagnosticType=all
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Here is a demo that shows how to maintain organization charts with Grouper.  Here are  of thisnotes about Penn's implementation

Movies

You need the free  to see the movies.  Also, pay no attention to my kids running around on the floor above me while I made the moviesxvid codec

Movie 1
Movie 2
Movie 3
Movie 4

Steps

First you need to load the test data, and register the hook, add these settings in the proper place in the grouper.properties file:

grouperIncludeExclude.use = true

hooks.loader.class=edu.internet2.middleware.grouper.hooks.examples.HierarchicalOrgLoaderHook

#####################################
## org management
#####################################

#  the orgs table(s) should be included in the DDL (includes the hierarchical tableif
orgs.includePocOrgsTablesInDdl = true

# loader connection of the database where orgs are (grouper means the grouper db in
grouper.hibernate.properties)
orgs.databaseName = grouper

#table name of the org table (can prefix by schema name  you like)if
orgs.orgTableName = grouperorgs_poc_orgs

#column names of  tablethis
orgs.orgIdCol = id
orgs.orgNameCol = org_name
orgs.orgDisplayNameCol = org_display_name
orgs.orgParentIdCol = parent_id

#stem where the orgs are, e.g. poc:orgs
orgs.parentStemName = poc:orgs

#org config name
orgs.configGroupName = poc:orgs:orgsConfig

Then make sure to load the test subjects, and load the new DDL for the org proof of concept (here is the  file):subjects.sql

gsh -registry -runsqlfile ..\subjects.sql
gsh -registry -runscript

Now you should see three new grouperorgs* tables, and 1 new view.  Create the config groups, either with GSH or with the UI.  Here are the GSH
commands:

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
https://spaces.internet2.edu/display/GrouperWG/Penn+organizational+hierarchy
http://www.xvid.org/
https://spaces.internet2.edu/download/attachments/14517741/orgs_part1.avi?version=1&modificationDate=1240793371326
https://spaces.internet2.edu/download/attachments/14517741/orgs_part2.avi?version=1&modificationDate=1240793383252
https://spaces.internet2.edu/download/attachments/14517741/orgs_part3.avi?version=1&modificationDate=1240793295593
https://spaces.internet2.edu/download/attachments/14517741/orgs_part4.avi?version=1&modificationDate=1240793353638
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-qs-builder/subjects.sql


GSH_DEBUG=true
grouperSession = GrouperSession.startRootSession();
addRootStem( , );"poc" "poc - proof of concept"
addStem( , , );"poc" "orgs" "Organizations"
addGroup( , , );"poc:orgs" "orgsConfig" "orgsConfig"
groupAddType( , );"poc:orgs:orgsConfig" "grouperLoader"
setGroupAttr( , , );"poc:orgs:orgsConfig" "grouperLoaderDbName" "grouper"
setGroupAttr( , , );"poc:orgs:orgsConfig" "grouperLoaderQuartzCron" "0 46 6 * * ? "
setGroupAttr( , , "poc:orgs:orgsConfig" "grouperLoaderQuery" "select gh.org_hierarchical_sor_name as
group_name, gpoa.subject_id from grouperorgs_hierarchical gh, grouperorgs_poc_org_assign gpoa where

);gh.org_id = gpoa.org_id"
setGroupAttr( , , );"poc:orgs:orgsConfig" "grouperLoaderScheduleType" "CRON"
setGroupAttr( , , );"poc:orgs:orgsConfig" "grouperLoaderType" "SQL_GROUP_LIST"
setGroupAttr( , , "poc:orgs:orgsConfig" "grouperLoaderGroupQuery" "select gh.org_hierarchical_sor_name as
group_name, gh.org_hierarchical_sor_disp_name as group_display_name, org_description as
group_description from grouperorgs_hierarchical gh, grouperorgs_poc_orgs gpo where gh.org_id = gpo.id"
);
setGroupAttr( , , );"poc:orgs:orgsConfig" "grouperLoaderGroupsLike" "poc:orgs:%org%group_systemOfRecord"
setGroupAttr( , , );"poc:orgs:orgsConfig" "grouperLoaderGroupTypes" "addIncludeExclude"
addGroup( , , );"poc:orgs" "orgsAllConfig" "orgsAllConfig"
groupAddType( , );"poc:orgs:orgsAllConfig" "grouperLoader"
setGroupAttr( , , );"poc:orgs:orgsAllConfig" "grouperLoaderDbName" "grouper"
setGroupAttr( , , );"poc:orgs:orgsAllConfig" "grouperLoaderQuartzCron" "0 06 7 * * ? "
setGroupAttr( , , "poc:orgs:orgsAllConfig" "grouperLoaderQuery" "select gam.group_name, ga.group_id as
subject_id, ga.value from grouperorgs_all_members_v gam, grouper_attributes ga, grouper_fields gf
where gf.type = 'attribute' and gf.name = 'name' and gf.id = ga.field_id and ga.value =

);gam.member_group_name"
setGroupAttr( , , );"poc:orgs:orgsAllConfig" "grouperLoaderScheduleType" "CRON"
setGroupAttr( , , );"poc:orgs:orgsAllConfig" "grouperLoaderType" "SQL_GROUP_LIST"
setGroupAttr( , , "poc:orgs:orgsAllConfig" "grouperLoaderGroupQuery" "select gh.org_hier_all_sor_name as
group_name, gh.org_hier_all_sor_display_name as group_display_name, org_hier_all_sor_description as
group_description from grouperorgs_hierarchical gh, grouperorgs_poc_orgs gpo where gh.org_id = gpo.id

);and gh.org_hier_all_name is not "null
setGroupAttr( , , );"poc:orgs:orgsAllConfig" "grouperLoaderGroupsLike" "poc:orgs:%org%all_systemOfRecord"
setGroupAttr( , , );"poc:orgs:orgsAllConfig" "grouperLoaderGroupTypes" "addIncludeExclude"

Now run the jobs (note, run the allJob twice [one time only generally] since the first time it creates groups needed in the job):

grouperSession = GrouperSession.startRootSession();
group = GroupFinder.findByName(grouperSession, );"poc:orgs:orgsConfig"
loaderRunOneJob(group);
allGroup = GroupFinder.findByName(grouperSession, );"poc:orgs:orgsAllConfig"
loaderRunOneJob(allGroup);
loaderRunOneJob(allGroup);

Example at Penn

There is the grouper.properties hook config:

#implement a loader hook by extending edu.internet2.middleware.grouper.hooks.LoaderHooks
#hooks.loader.class=edu.yourSchool.it.YourSchoolLoaderHooks
hooks.loader.class=edu.internet2.middleware.grouper.hooks.examples.HierarchicalOrgLoaderHook

And the grouper.properties org management config:



#####################################
## org management
#####################################

#  the orgs table(s) should be included in the DDL (includes the hierarchical tableif
orgs.includePocOrgsTablesInDdl = true

# loader connection of the database where orgs are (grouper means the grouper db in
grouper.hibernate.properties)
orgs.databaseName = grouper

#table name of the org table (can prefix by schema name  you like)if
orgs.orgTableName = org_list_v

#column names of  tablethis
orgs.orgIdCol = org_name
orgs.orgNameCol = org_name
orgs.orgDisplayNameCol = org_display_name
orgs.orgParentIdCol = parent_id

#stem where the orgs are, e.g. poc:orgs
orgs.parentStemName = penn:community:employee:org

#org config name
orgs.configGroupName = penn:community:employee:orgConfig

Basically, that hook will when the org loader job runs, and will populate the grouperorgs_hierarchical table.  The org_list_v looks like this:

We need this hook and logic since we dont have the whole name of the group in one columns.  This could also probably be done with an oracle
connect by query, or a view with a procedural function.  The generated (via the hook and view above) grouperorgs_hierarchical table looks like
this:



Based on that we will make some views that load the groups and memberships.  There are two loader jobs, one for the orgs, and one for the org
rollups.  Below is our orgGroupConfig (list of orgs)

Below is org_loader_person_meta_v view, which is based on in part by the grouperorgs_hierarchical table:



Here is the sanitized org_loader_person_v view:

Below is the org rollup config (adds child groups (not grandchild etc) to the parent.  The grandchild is effectively a member since it is a cihld of the
child...



Here is the org_loader_rollup_meta_v view:

Below is the org_loader_rollup2_v



sdf

To do:

make orgs work with reset
make sure deletes work with include/exclude
unit test
make possible to do multiple orgs lists
add option to do include exclude or not
add a way to put privileges on all groups
auto-create groups which arent there...
deprecate GroupSave.saveUnchecked()? 1.5
test and document removing group since not in groupQuery
why does loader keep saying "inserted 5 five memberships"
do we need "all" groups if parents doint have assignments?  Or even if they do?
profile loader?  do all in one query?
add views to hsqldb
stems are not in alphabetical order
graceful loader veto?

Penn organizational hierarchy
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This is Penn's experience implementing the grouper organization hierarchy.

This is the size of our org implementation:

27,000 people in orgs at Penn
2,200 orgs (700 leaf nodes, 1500 rollup nodes)
3,000 org groups (more due to include/exclude lists)
500,000 org memberships (there are a lot due to the rollups, and include/exclude lists)

Performance:

Org loader: 1 minute 20 seconds (after the first load), which equates to 630 groups and 24000 immediate memberships per minute
Rollup loader: 1 minute 40 seconds (after first load), which equates to 1000 groups per minute
Center loader: 40 seconds
Consultant loader (currently one group managed): 4 seconds

General approach

We have a view of orgs and parent id's, and a view of assignments of org to person
Since we want the orgs in a tree structure in Grouper, and the loader expects the group_name matched with person id, we use the
built-in grouper hook on pre-run of loader job, to take the org table and calculate the hierarchical group names.  You could do this part a
variety of ways, including a db function (e.g. PLSQL for oracle)

The builtin hook keeps the group names in grouperorgs_hierarchical table (ddlutils will auto-create this table).  The most
important part of this table is the parent stem name col

There are a few loader jobs:
One that manages all the leaf node orgs groups (assigns people to org groups)
One that manages all the non-leaf rollup nodes (assigns orgs to parent org groups)
One that manages Penn "centers" which are our high level organizations (assigns direct center children orgs to center groups)
One that manages contractor groups.  We dont have contractors assigned in our org structure, so we manage them through
attributes in our person database.  Then we can manually make other groups next to the org rollup which includes the org rollup
and the contractor group

We will run all these jobs once daily after our payroll jobs run
Grouper include/exclude automatically creates include and exclude lists which are tacked on to the system of record group.  This is useful
in loader jobs since the loader system of record list is resynced with the DB query with each run, so manual changes will be undone. 
Penn actually only needs "include" lists, not exclude at this point (use case is VP's are in a different org than the org they manage, so we
want to add them in).  So we will have include/exclude groups on the rollup groups, the centers groups, and the contractor groups.  We
dont think we will need them on the leaf nodes, though if we have a need later, we can add it in.  The reason not to do this is
performance, it creates a bunch more groups and memberships.

Here are the steps to creating a loader SQL_GROUP_LIST job:

First of all, you should prefer using views, and simply put simple select from the view in the loader config.  It is also easy to tell what the
loader is going to do without hunting through the loader configs, and easy to make changes at runtime (though I believe the loader allows
runtime query changes as well)
Note: if you are using include/exclude, then the group names should have the system of record suffix which is configured in the
grouper.properties

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/


Make a view of groups where each row represents a group.
There is a col for the group name, display name (optional), description (optional), and security (e.g. readers, viewers, etc:
optional)
This view will set these attributes of group and auto-create groups which have no members (might be useful for orgs since apps
can refer to groups which have no members)
Note: if you can give groups a unique suffix in the stem structure, then the job can use the setting "grouperLoaderGroupsLike"
which will delete groups which are no longer in the group list

Make the query which returns the subjectId (and sourceId if not the default loader source), and group name
For leaf nodes, this is generally a simple query that assigns people to org groups
For rollup nodes, this can be a little complex.

First of all, you might union the direct rollup children with the direct rollup leaf nodes
The subjectId for groups is the group_id.  for Grouper 1.4, you can join to the grouper_attributes table.  For 1.5 you can
simply join to the grouper_groups table.  In both, you can join to grouper_groups_v if you like.  What I did for 1.4 is:
grouper_attributes ga, grouper_fields gf where gf.NAME = 'name' AND gf.ID = ga.field_id and ga.VALUE =
ocrv.MEMBER_GROUP_NAME.  I would definitely keep these query in a view.
You should also specify the source id for groups: 'g:gsa' as SUBJECT_SOURCE_ID

Configure the config group for each loader job.  I put this next to the top level loaded stem.  I generally do this in GSH, though you could
also do this in the UI
Kick off the loader job manually in GSH so you can verify the results without waiting for the cron to run
Restart your loader so it picks up the new job

Person orgs (leaf nodes)

Lets make a function which strips out special chars:

CREATE OR REPLACE PACKAGE AUTHZADM.authzadm_pkg
AS

   FUNCTION remove_special_chars (the_input varchar2)
      RETURN varchar2;

END authzadm_pkg;
/

CREATE OR REPLACE PACKAGE BODY AUTHZADM.authzadm_pkg
AS

   FUNCTION remove_special_chars (the_input varchar2)
      RETURN varchar2
   AS
     the_string varchar2(4000);
   BEGIN
     --take out anything not alphanumeric, space, underscore, or dash
     the_string := REGEXP_REPLACE(the_input, '[^a-zA-Z0-9 _\-]', '');
     the_string := trim(the_string);
      the_string;return
   END;

END authzadm_pkg;
/

* Implement the view of orgs.  Note, in the view you can easily use unions in the sql to end the hierarchy at a different node.  At first we were
going to do this, then we decided against it.  However, you will see that we do filter out certain branches and nodes.  Also note we shorten the
names of some top level nodes.



CREATE OR REPLACE VIEW ORG_LIST_V
(ORG_NAME, ORG_DISPLAY_NAME, ORG_DESCRIPTION, PARENT_ID, PAYROLL_FLAG,
 CENTER_CODE, CENTER_NAME, center_code_assign)
AS
select trim(organization_code) org_name,
decode(organization_code,      'UNIV',      'Penn',
    'NOTU',     'Not Acad',
    'TOPU',     'Top',
    authzadm_pkg.remove_special_chars(nvl(oc.description, oc.ORG_SHORT_NAME))) org_display_name,
authzadm_pkg.remove_special_chars(nvl(oc.description, oc.ORG_SHORT_NAME)) org_description,
trim(parent_org_code)  parent_id,
oc.PAYROLL_FLAG,
authzadm_pkg.remove_special_chars(oc.CENTER_CODE) center_code,
authzadm_pkg.remove_special_chars(oc.CENTER_NAME) center_name,
/*  the parent is in the same center, dont list it, only list it  the parent is in a differentif if
center */
(select authzadm_pkg.remove_special_chars(oc.CENTER_CODE) from diradmin.dir_org_codes oc2
where oc.PARENT_ORG_CODE = oc2.ORGANIZATION_CODE and oc.CENTER_CODE != oc2.CENTER_CODE ) as
center_code_assign
from diradmin.dir_org_codes oc where oc.ENABLED = 'Y'
and oc.organization_code not in ( 'DEAD', 'BUD5', 'RADA', 'T', 'CAOP')
and oc.PARENT_ORG_CODE not in ( 'DEAD', 'BUD5', 'RADA', 'T', 'CAOP')
 and oc.description is not null

This shows the following data (2200 rows)

ORG_NAME ORG_DISPLAY_NAME                       ORG_DESCRIPTION                      PARENT_ID
PAYROLL_FLAG CENTER_CODE CENTER_NAME
78YY     ACP Other Parent                       ACP Other Parent                     78XX     
N            78          Audit Compliance and Privacy
9985     AG-Center  School Study Councils    AG-Center  School Study Councils  AG32     for for
N            99          External Organizations (Agency Funds)
4602     AG-Institute on Aging                  AG-Institute on Aging                IAGE     
Y            40          School of Medicine
IAGE     AG-Institute on Aging Parent           AG-Institute on Aging Parent         SOMI     
N            40          School of Medicine

Here is the view which assigns people to orgs.  This view makes sure the person has at least one active job in that org (doesnt have to
be the primary job)

CREATE OR REPLACE VIEW ORG_ASSIGN_V
(ORG_CODE, PENN_ID)
AS
Select distinct p.job_org_code org_code, a.v_penn_id penn_id
from comadmin.ssn4_affiliation_view a, comadmin.pennpay_appointment_v p
Where a.v_penn_id = p.penn_id And a.v_source = 'PENNPAY' and a.V_ACTIVE_CODE = 'A'
and p.JOB_ACTIVE_CODE = 'A'

* This will give the following data (cleansed).  The penn_id is the subject_id of the person

ORG_CODE    PENN_ID
0007        12345678
8105        12345679

* Now configure the grouper.properties.  Add the hook, and the org management section

hooks.loader.class=edu.internet2.middleware.grouper.hooks.examples.HierarchicalOrgLoaderHook



#####################################
## org management
#####################################

#  the orgs table(s) should be included in the DDL (includes the hierarchical tableif
orgs.includePocOrgsTablesInDdl = true

# loader connection of the database where orgs are (grouper means the grouper db in
grouper.hibernate.properties)
orgs.databaseName = grouper

#table name of the org table (can prefix by schema name  you like)if
orgs.orgTableName = org_list_v

#column names of  tablethis
orgs.orgIdCol = org_name
orgs.orgNameCol = org_name
orgs.orgDisplayNameCol = org_display_name
orgs.orgParentIdCol = parent_id

#stem where the orgs are, e.g. poc:orgs
orgs.parentStemName = penn:community:employee:org

#org config name
orgs.configGroupName = penn:community:employee:orgConfig

* Add the tables:



[appadmin@lorenzo bin]$ ./gsh.sh -registry -check
Using GROUPER_HOME: /opt/appserv/tomcat_3c/webapps/fastGrouperProdDaemon/WEB-INF/bin/..
Using GROUPER_CONF: /opt/appserv/tomcat_3c/webapps/fastGrouperProdDaemon/WEB-INF/bin/../classes
Using JAVA: /opt/appserv/java5/bin/java
using MEMORY: 64m-512m
Grouper starting up: version: 1.4.2, build date: 2009/05/19 16:13:03, env: PROD
grouper.properties read from:
/opt/appserv/tomcat_3c/webapps/fastGrouperProdDaemon/WEB-INF/classes/grouper.properties
Grouper current directory is: /opt/appserv/tomcat_3c/webapps/fastGrouperProdDaemon/WEB-INF/bin
log4j.properties read from:  
/opt/appserv/tomcat_3c/webapps/fastGrouperProdDaemon/WEB-INF/classes/log4j.properties
Grouper is logging to file:   /opt/appserv/tomcat_3c/logs/fastGrouper/grouper_error.log, at min level
WARN  : edu.internet2.middleware.grouper, based on log4j.propertiesfor package
grouper.hibernate.properties:
/opt/appserv/tomcat_3c/webapps/fastGrouperProdDaemon/WEB-INF/classes/grouper.hibernate.properties
grouper.hibernate.properties: schema@jdbc:oracle:thin:@dbserver.whatever.whatever:1521:sid
sources.xml read from:       
/opt/appserv/tomcat_3c/webapps/fastGrouperProdDaemon/WEB-INF/classes/sources.xml
sources.xml jdbc source id:   pennperson: GrouperJdbcConnectionProvider
sources.xml groupersource id: g:gsa
sources.xml jdbc source id:   servPrinc: GrouperJdbcConnectionProvider
(note, might need to type in your response multiple times (Java stdin is flaky))
(note, you can whitelist or blacklist db urls and users in the grouper.properties)
Are you sure you want to schemaexport all tables (dropThenCreate=F,writeAndRunScript=F) in db user
'schema', db url 'jdbc:oracle:thin:@dbserver.whatever.whatever:1521:sid'? (y|n):
y
Continuing...
Grouper ddl object type 'GrouperOrg' has dbVersion: 0 and java version: 1
Grouper database schema DDL requires updates
(should run script manually and carefully, in sections, verify data before drop statements,
backup/export important data before starting, follow change log on confluence, dont run exact same
script in multiple envs - generate a  one  each env),new for
script file is:
/opt/appserv/tomcat_3c/webapps/fastGrouperProdDaemon/WEB-INF/ddlScripts/grouperDdl_20090519_16_44_25_124.sql
Note:

 script was not executed due to option passed inthis
To run script via gsh, carefully review it, then run :this
gsh -registry -runsqlfile
/opt/appserv/tomcat_3c/webapps/fastGrouperProdDaemon/WEB-INF/ddlScripts/grouperDdl_20090519_16_44_25_124.sql

* Now I will carefully inspect and run the sql file, which adds the hierarchy tables in grouper (grouperorg tables and view)

[appadmin@lorenzo bin]$ ./gsh.sh -registry -runsqlfile
/opt/appserv/tomcat_3c/webapps/fastGrouperProdDaemon/WEB-INF/ddlScripts/grouperDdl_20090519_16_44_25_124.sql

* Make a view about the person org metadata

CREATE OR REPLACE VIEW ORG_LOADER_PERSON_META_V
(GROUP_NAME, group_display_name, readers, viewers, org_id)
AS
select distinct gh.ORG_HIERARCHICAL_STEM || ':' || gh.ORG_ID || '_personorg' as group_name,
gh.ORG_HIERARCHICAL_STEM || ' - ' || olv.ORG_DISPLAY_NAME || ':' || gh.ORG_ID || ' - ' ||
olv.ORG_DISPLAY_NAME as group_display_name,
'penn:community:employee:orgSecurity:orgReaders' as readers,
'penn:community:employee:orgSecurity:orgViewers' as viewers,
gh.org_id as org_id
from grouperorgs_hierarchical gh, org_list_v olv
where gh.ORG_ID = olv.ORG_NAME
and olv.PAYROLL_FLAG = 'Y' order by 2

* This data looks like this



GROUP_NAME                                                                GROUP_DISPLAY_NAME          
READERS                                         VIEWERS                                         ORG_ID
penn:community:employee:org:TOPU:NOTU:HCAG:21XX:2100:2100_personorg      
penn:community:employee:org:TOPU:NOTU:HCAG:21XX:2100 - Health :2100 - Health              System System
penn:community:employee:orgSecurity:orgReaders  penn:community:employee:orgSecurity:orgViewers  2100
penn:community:employee:org:TOPU:NOTU:HCAG:21XX:2101:2101_personorg      
penn:community:employee:org:TOPU:NOTU:HCAG:21XX:2101 - Hospital of the University of Pennsylvania:2101
- Hospital of the University of Pennsylvania                         
penn:community:employee:orgSecurity:orgReaders  penn:community:employee:orgSecurity:orgViewers  2101
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG02:9931:9931_personorg 
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG02:9931 - Organic Letters Journal:9931 - Organic
Letters Journal                                                         
penn:community:employee:orgSecurity:orgReaders  penn:community:employee:orgSecurity:orgViewers  9131
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG02:9979:9979_personorg 
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG02:9979 - American Academy of Political and Social
Science:9979 - American Academy of Political and Social Science         
penn:community:employee:orgSecurity:orgReaders  penn:community:employee:orgSecurity:orgViewers  9979
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG87:9940:9940_personorg 
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG87:9940 - Hillel Foundation:9940 - Hillel Foundation
penn:community:employee:orgSecurity:orgReaders  penn:community:employee:orgSecurity:orgViewers  9940

* Penn has two types of orgs: orgs that hold people, and orgs that dont.  So I will create them separately, here is a view of orgs that hold people,
that the loader will use.  Note: these will not be include/exclude since we only need that on the higher level groups (rollups).  Note, each group
here should end in _personorg so we can know which groups are managed by this loader process.

CREATE OR REPLACE VIEW ORG_LOADER_PERSON_V
(GROUP_NAME, SUBJECT_ID)
AS
select distinct olpmv.GROUP_NAME , oav.PENN_ID as subject_id
from ORG_LOADER_PERSON_META_V olpmv, org_assign_v oav
where olpmv.org_id = oav.ORG_CODE

Add the config group.  Note, there are no org members yet (1=0), so I can inspect the grouperorgs_hierarchical table

[appadmin@lorenzo bin]$ ./gsh.sh
Type help()  instructionsfor
gsh 0% GSH_DEBUG=true
true
gsh 1% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
9702ff7015a84c019ae58ce6ae950115,'GrouperSystem','application'
gsh 2% stem = StemFinder.findByName(grouperSession, );"penn:community:employee"
stem: name='penn:community:employee' displayName='penn:community:employee'
uuid='3cb63130-03e1-4b60-8f01-1454ee3c9588'
gsh 4% group = addGroup( , , );"penn:community:employee" "orgConfig" "orgConfig"
group: name='penn:community:employee:orgConfig' displayName='penn:community:employee:orgConfig'
uuid='f36a72d38053405d997ee8fc6eb66ff4'
gsh 5% groupAddType( , );"penn:community:employee:orgConfig" "grouperLoader"
true
gsh 6% setGroupAttr( , , );"penn:community:employee:orgConfig" "grouperLoaderDbName" "grouper"
true
gsh 7% setGroupAttr( , , "penn:community:employee:orgConfig" "grouperLoaderQuartzCron" "0 46 6 * *

);? "
true
gsh 8% setGroupAttr( , , "penn:community:employee:orgConfig" "grouperLoaderQuery" "select

);group_name, subject_id from org_loader_person_v where 1=0"
true
gsh 9% setGroupAttr( , , );"penn:community:employee:orgConfig" "grouperLoaderScheduleType" "CRON"
true
gsh 10% setGroupAttr( , , "penn:community:employee:orgConfig" "grouperLoaderType" "SQL_GROUP_LIST"
);
true

* Run the job



[appadmin@lorenzo bin]$ ./gsh.sh
Type help()  instructionsfor
gsh 0% grouperSession = GrouperSession.startRootSession();
edu.internet2.middleware.grouper.GrouperSession:
6e1432f7de314aeca2f927f939f1a5be,'GrouperSystem','application'
gsh 1% group = GroupFinder.findByName(grouperSession, );"penn:community:employee:orgConfig"
group: name='penn:community:employee:orgConfig' displayName='penn:community:employee:orgConfig'
uuid='f36a72d38053405d997ee8fc6eb66ff4'
gsh 2% loaderRunOneJob(group);
loader ran successfully, inserted 0 memberships, deleted 0 memberships, total membership count:
0

* Inspect the grouperorgs_hierarchy table.  Note, there were some problems, so we adding the function to strip bad chars and trim the
data... also adjust the org_loader_person_v (so the names and everything are ok).  Here is what the org_loader_person_v looks like
(person data scrubbed)

GROUP_NAME                                                                      SUBJECT_ID
penn:community:employee:org:TOPU:UNIV:USCH:51XX:DPDN:5188:5188_personorg        12345678
penn:community:employee:org:TOPU:UNIV:USTU:85XX:CRSC:ASPP:8508:8508_personorg   12345679
penn:community:employee:org:TOPU:UNIV:USCH:36XX:APPC:3604:3604_personorg        12345680
penn:community:employee:org:TOPU:UNIV:USCH:02XX:GRAD:GRAO:0315:0315_personorg   12345681

* Add the group query, and fix the member query (take out 1=0)

gsh 5% setGroupAttr( , , "penn:community:employee:orgConfig" "grouperLoaderQuery" "select
);group_name, subject_id from org_loader_person_v"

true
gsh 6% setGroupAttr( , , "penn:community:employee:orgConfig" "grouperLoaderGroupQuery" "select
olpmv.GROUP_NAME as group_name, olpmv.GROUP_DISPLAY_NAME as group_display_name, olpmv.READERS,

);olpmv.VIEWERS, olpmv.ORG_ID from ORG_LOADER_PERSON_META_V olpmv"
true
gsh 7% setGroupAttr( , , "penn:community:employee:orgConfig" "grouperLoaderGroupsLike"

);"penn:community:employee:org:%_personorg"
true
gsh 8% loaderRunOneJob(group);

This created 736 org groups with 33k members 

Rollup orgs



Now we need a meta view which has information about the rollup group: note the top two levels are filtered out

CREATE OR REPLACE VIEW ORG_LOADER_ROLLUP_META_V
(GROUP_NAME, GROUP_DISPLAY_NAME, GROUP_DESCRIPTION, READERS, VIEWERS,
 ORG_ID, GROUP_OVERALL_NAME, PARENT_ID)
AS
select distinct gh.ORG_HIERARCHICAL_STEM || ':' || gh.ORG_ID || '_rolluporg_systemOfRecord' as
group_name,
gh.ORG_HIERARCHICAL_STEM || ' - ' || olv.ORG_DISPLAY_NAME || ':' || gh.ORG_ID || ' - ' ||
olv.ORG_DISPLAY_NAME || ' system of record' as group_display_name,
gh.ORG_HIER_ALL_SOR_DESCRIPTION as group_description,
'penn:community:employee:orgSecurity:orgReaders' as readers,
'penn:community:employee:orgSecurity:orgViewers' as viewers,
gh.org_id as org_id,
gh.ORG_HIERARCHICAL_STEM || ':' || gh.ORG_ID || '_rolluporg' as group_overall_name,
olv.PARENT_ID
from grouperorgs_hierarchical gh, org_list_v olv
where gh.ORG_ID = olv.ORG_NAME and gh.ORG_HIER_ALL_NAME is not null
and olv.PAYROLL_FLAG = 'N' and olv.ORG_NAME not in ('TOPU', 'UNIV', 'NOTU') order by 2

* This has data which looks like this:

GROUP_NAME                                                                         
GROUP_DISPLAY_NAME                                                                             
GROUP_DESCRIPTION                                   READERS                                    
VIEWERS                                         ORG_ID  GROUP_OVERALL_NAME
penn:community:employee:org:TOPU:NOTU:HCAG:HCAG_rolluporg_systemOfRecord           
penn:community:employee:org:TOPU:NOTU:HCAG - Health Care and Agencies:HCAG - Health Care and
Agencies system of record                                                       Members of HCAG
and all groups underneath the hierarchy  penn:community:employee:orgSecurity:orgReaders 
penn:community:employee:orgSecurity:orgViewers  HCAG   
penn:community:employee:org:TOPU:NOTU:HCAG:HCAG_rolluporg
penn:community:employee:org:TOPU:NOTU:HCAG:21XX:21XX_rolluporg_systemOfRecord      
penn:community:employee:org:TOPU:NOTU:HCAG:21XX - University of Pennsylvania Health :21XXSystem
- University of Pennsylvania Health  system of record                  Members of 21XXSystem
and all groups underneath the hierarchy  penn:community:employee:orgSecurity:orgReaders 
penn:community:employee:orgSecurity:orgViewers  21XX   
penn:community:employee:org:TOPU:NOTU:HCAG:21XX:21XX_rolluporg
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:99XX_rolluporg_systemOfRecord      
penn:community:employee:org:TOPU:NOTU:HCAG:99XX - External Organizations Parent:99XX - External
Organizations Parent system of record                                        Members of 99XX
and all groups underneath the hierarchy  penn:community:employee:orgSecurity:orgReaders 
penn:community:employee:orgSecurity:orgViewers  99XX   
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:99XX_rolluporg
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG02:AG02_rolluporg_systemOfRecord 
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG02 - Agencies  SAS:AG02 - Agencies  SASfor for
system of record                                                             Members of AG02
and all groups underneath the hierarchy  penn:community:employee:orgSecurity:orgReaders 
penn:community:employee:orgSecurity:orgViewers  AG02   
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG02:AG02
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG04:AG04_rolluporg_systemOfRecord 
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG04 - Agencies  Provost Interdisciplinaryfor
Center:AG04 - Agencies  Provost Interdisciplinary Center system of record  Members of AG04for
and all groups underneath the hierarchy  penn:community:employee:orgSecurity:orgReaders 
penn:community:employee:orgSecurity:orgViewers  AG04   
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG04:AG04
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG06:AG06_rolluporg_systemOfRecord 
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG06 - Agencies  School of Nursing:AG06 -for
Agencies  School of Nursing system of record                                 Members of AG06for
and all groups underneath the hierarchy  penn:community:employee:orgSecurity:orgReaders 
penn:community:employee:orgSecurity:orgViewers  AG06   
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG06:AG06

Now the rollups, make a view which assigns the rollup.  Note this is based on the meta view, so it only includes groups in the meta view



CREATE OR REPLACE VIEW ORG_LOADER_ROLLUP_V
(GROUP_NAME, MEMBER_GROUP_NAME)
AS
(select distinct rollup_parent.GROUP_NAME as group_name,
/* records which are rollups directly under the rollup */
rollup_child.GROUP_OVERALL_NAME as subject_identifier
from ORG_LOADER_ROLLUP_META_V rollup_parent, ORG_LOADER_ROLLUP_META_V rollup_child
where rollup_child.PARENT_ID = rollup_parent.ORG_ID)
union
/* payroll orgs (which hold people) directly under the rollup */
(select distinct rollup_parent.GROUP_NAME ,
gh_member.ORG_HIERARCHICAL_STEM || ':' || gh_member.ORG_ID || '_personorg' as subject_identifier
from grouperorgs_hierarchical gh_member, ORG_LOADER_ROLLUP_META_V rollup_parent, org_list_v
olv_child
where olv_child.PARENT_ID = rollup_parent.org_id and olv_child.ORG_NAME = gh_member.org_id
and olv_child.PAYROLL_FLAG = 'Y' )

* The data for this view looks like this

GROUP_NAME                                                                             
MEMBER_GROUP_NAME
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG02:AG02_rolluporg_systemOfRecord     
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG02:9938:9938_rolluporg
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG02:AG02_rolluporg_systemOfRecord     
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG02:9979:9979_personorg
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG04:AG04_rolluporg_systemOfRecord     
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG04:9992:9992_rolluporg
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG06:AG06_rolluporg_systemOfRecord     
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG06:9907:9907_rolluporg
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG07:AG07_rolluporg_systemOfRecord     
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG07:9902:9902_rolluporg
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG07:AG07_rolluporg_systemOfRecord     
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG07:9911:9911_rolluporg
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG07:AG07_rolluporg_systemOfRecord     
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG07:9912:9912_rolluporg
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG07:AG07_rolluporg_systemOfRecord     
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG07:9913:9913_rolluporg
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG07:AG07_rolluporg_systemOfRecord     
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG07:9914:9914_rolluporg

Use the rollup view, join to group id's

CREATE OR REPLACE VIEW ORG_LOADER_ROLLUP2_V
(GROUP_NAME, SUBJECT_ID, SUBJECT_SOURCE_ID, subject_group_name)
AS
select olrv.GROUP_NAME group_name, ga.GROUP_ID as subject_id, 'g:gsa' as SUBJECT_SOURCE_ID,
olrv.MEMBER_GROUP_NAME subject_group_name
from org_loader_rollup_v olrv, grouper_attributes ga, grouper_fields gf
where gf.NAME = 'name' AND gf.ID = ga.field_id and ga.VALUE = olrv.MEMBER_GROUP_NAME

* The data from this view looks like



GROUP_NAME                                                                      SUBJECT_ID     
SUBJECT_SOURCE_ID  SUBJECT_GROUP_NAME
penn:community:employee:org:TOPU:UNIV:UADM:UADM_rolluporg_systemOfRecord       
e5c4834ca09e45f8b635422cc1b6d4c1   g:gsa             
penn:community:employee:org:TOPU:UNIV:UADM:88XX:88XX_personorg
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:99XX_rolluporg_systemOfRecord  
0dd6217005be4b2996574fbcac0c1eec   g:gsa             
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG13:AG13_rolluporg
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:99XX_rolluporg_systemOfRecord  
a2af451090644ed4b1d1d0ed57adf5d4   g:gsa             
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG98:AG98_rolluporg
penn:community:employee:org:TOPU:UNIV:UADM:UADM_rolluporg_systemOfRecord       
2fca9dbef7144c198b50bf48163d4cd4   g:gsa             
penn:community:employee:org:TOPU:UNIV:UADM:90XX:90XX_rolluporg
penn:community:employee:org:TOPU:UNIV:UADM:90XX:90XX_rolluporg_systemOfRecord  
68e1396ccda643aa8357926de4a0f700   g:gsa             
penn:community:employee:org:TOPU:UNIV:UADM:90XX:ALUM:ALUM_rolluporg
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:99XX_rolluporg_systemOfRecord  
5a13844e363c4e6fbbc95015969b81c1   g:gsa             
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG24:AG24_rolluporg
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:99XX_rolluporg_systemOfRecord  
3ad2e77634c3426c8a2e6e4777f7a350   g:gsa             
penn:community:employee:org:TOPU:NOTU:HCAG:99XX:AG26:AG26_rolluporg
penn:community:employee:org:TOPU:TOPU_rolluporg_systemOfRecord                 
25d090972daa47b690b30eb8a9220de5   g:gsa             
penn:community:employee:org:TOPU:UNIV:UNIV_rolluporg

* Create the config group for the rollups, and execute the loader job



gsh 4% rollupGroup = addGroup( , , );"penn:community:employee" "orgRollupConfig" "orgRollupConfig"
group: name='penn:community:employee:orgRollupConfig'
displayName='penn:community:employee:orgRollupConfig' uuid='8b329babf720413d81f5004fb3729c02'
gsh 6% groupAddType( , );"penn:community:employee:orgRollupConfig" "grouperLoader"
true
gsh 7% setGroupAttr( , , "penn:community:employee:orgRollupConfig" "grouperLoaderDbName" "grouper"
);
true
gsh 8% setGroupAttr( , , "penn:community:employee:orgRollupConfig" "grouperLoaderQuartzCron" "0 06

);7 * * ? "
true
gsh 9% setGroupAttr( , , "penn:community:employee:orgRollupConfig" "grouperLoaderQuery" "select

);GROUP_NAME, SUBJECT_ID, SUBJECT_SOURCE_ID from ORG_LOADER_ROLLUP2_V"
true
gsh 10% setGroupAttr( , , "penn:community:employee:orgRollupConfig" "grouperLoaderScheduleType"

);"CRON"
true
gsh 12% setGroupAttr( , , "penn:community:employee:orgRollupConfig" "grouperLoaderType"

);"SQL_GROUP_LIST"
true
gsh 13% setGroupAttr( , , "penn:community:employee:orgRollupConfig" "grouperLoaderGroupQuery"
"select group_name, group_display_name, group_description, readers, viewers  from

);org_loader_rollup_meta_v"
true
gsh 14% setGroupAttr( , , "penn:community:employee:orgRollupConfig" "grouperLoaderGroupsLike"

);"penn:community:employee:org:%_rolluporg_systemOfRecord"
true
gsh 15% setGroupAttr( , , "penn:community:employee:orgRollupConfig" "grouperLoaderGroupTypes"

);"addIncludeExclude"
true
gsh 18% rollupGroup = GroupFinder.findByName(grouperSession, 

);"penn:community:employee:orgRollupConfig"
group: name='penn:community:employee:orgRollupConfig'
displayName='penn:community:employee:orgRollupConfig' uuid='8b329babf720413d81f5004fb3729c02'
gsh 19% loaderRunOneJob(rollupGroup);

There are 1461 rollup orgs, 407k memberships.  Here is a screen of the rollups orgs 



Here are the immediate members of a rollup org (immediate rollups underneath, or person orgs if directly underneath) 

Here are all members in a rollup group 

Centers (can be high level orgs or across the hierarchy)

Create a view of the list of centers

CREATE OR REPLACE VIEW ORG_CENTER_LIST_V
(CENTER_CODE, CENTER_NAME)
AS
select distinct olv.CENTER_CODE, olv.CENTER_NAME from org_list_v olv where center_code is not null

This data looks like



CENTER_CODE  CENTER_NAME
26           University Museum
90           Development and Alumni Relations
87           Division of Finance
99           External Organizations Agency Funds
91           Information Systems and Computing

Make a meta view aboup all the "center" groups

CREATE OR REPLACE VIEW ORG_CENTER_META_V
(GROUP_OVERALL_NAME, GROUP_NAME, GROUP_DISPLAY_NAME, GROUP_DESCRIPTION, READERS,
 VIEWERS, CENTER_CODE, CENTER_NAME)
AS
select 'penn:community:employee:center:' || oclv.CENTER_CODE || '_center:' || oclv.CENTER_CODE ||
'_center' as group_overall_name,
'penn:community:employee:center:' || oclv.CENTER_CODE || '_center:' || oclv.CENTER_CODE ||
'_center_systemOfRecord' as group_name,
'penn:community:employee:center:' || oclv.CENTER_CODE || ' center ' || oclv.CENTER_NAME || ':' ||
oclv.CENTER_CODE || ' center ' || oclv.CENTER_NAME || ' system of record' as group_display_name,
'Center ' || oclv.CENTER_CODE || ' ' || oclv.CENTER_NAME || ' is a rollup of orgs and their
includes/excludes' as group_description,
'penn:community:employee:orgSecurity:orgReaders' as readers,
'penn:community:employee:orgSecurity:orgViewers' as viewers,
center_code, center_name from org_center_list_v oclv

This data looks like this



GROUP_OVERALL_NAME                                  GROUP_NAME                                        
GROUP_DISPLAY_NAME                                                                                    
GROUP_DESCRIPTION                                                                              READERS
VIEWERS                                         CENTER_CODE  CENTER_NAME
penn:community:employee:center:26_center:26_center 
penn:community:employee:center:26_center:26_center_systemOfRecord  penn:community:employee:center:26
center University Museum:26 center University Museum system of record                                 
Center 26 University Museum is a rollup of orgs and their includes/excludes                   
penn:community:employee:orgSecurity:orgReaders  penn:community:employee:orgSecurity:orgViewers  26    
University Museum
penn:community:employee:center:90_center:90_center 
penn:community:employee:center:90_center:90_center_systemOfRecord  penn:community:employee:center:90
center Development and Alumni Relations:90 center Development and Alumni Relations system of record   
Center 90 Development and Alumni Relations is a rollup of orgs and their includes/excludes    
penn:community:employee:orgSecurity:orgReaders  penn:community:employee:orgSecurity:orgViewers  90    
Development and Alumni Relations
penn:community:employee:center:87_center:87_center 
penn:community:employee:center:87_center:87_center_systemOfRecord  penn:community:employee:center:87
center Division of Finance:87 center Division of Finance system of record                             
Center 87 Division of Finance is a rollup of orgs and their includes/excludes                 
penn:community:employee:orgSecurity:orgReaders  penn:community:employee:orgSecurity:orgViewers  87    
Division of Finance
penn:community:employee:center:99_center:99_center 
penn:community:employee:center:99_center:99_center_systemOfRecord  penn:community:employee:center:99
center External Organizations Agency Funds:99 center External Organizations Agency Funds system of
record   Center 99 External Organizations Agency Funds is a rollup of orgs and their includes/excludes
penn:community:employee:orgSecurity:orgReaders  penn:community:employee:orgSecurity:orgViewers  99    
External Organizations Agency Funds
penn:community:employee:center:91_center:91_center 
penn:community:employee:center:91_center:91_center_systemOfRecord  penn:community:employee:center:91
center Information Systems and Computing:91 center Information Systems and Computing system of record 
Center 91 Information Systems and Computing is a rollup of orgs and their includes/excludes   
penn:community:employee:orgSecurity:orgReaders  penn:community:employee:orgSecurity:orgViewers  91    
Information Systems and Computing
penn:community:employee:center:79_center:79_center 
penn:community:employee:center:79_center:79_center_systemOfRecord  penn:community:employee:center:79
center Division of Public Safety:79 center Division of Public Safety system of record                 
Center 79 Division of Public Safety is a rollup of orgs and their includes/excludes           
penn:community:employee:orgSecurity:orgReaders  penn:community:employee:orgSecurity:orgViewers  79    
Division of Public Safety

Make a view of which children (org nodes) are in each center (direct children not grandchildren which will be effective members anyways)

CREATE OR REPLACE VIEW ORG_CENTER_ROLLUP_V
(GROUP_NAME, MEMBER_GROUP_NAME)
AS
(select distinct ocmv.GROUP_NAME as group_name,
/\* records which are rollups directly under the rollup \*/
rollup_child.GROUP_OVERALL_NAME as subject_identifier
from org_center_meta_v ocmv, ORG_LOADER_ROLLUP_META_V rollup_child, org_list_v olv_child
where olv_child.CENTER_CODE_ASSIGN = ocmv.CENTER_CODE and olv_child.ORG_NAME = rollup_child.ORG_ID )
union all
/\* payroll orgs (which hold people) directly under the rollup \*/
(select distinct ocmv.GROUP_NAME ,
olpmv.GROUP_NAME as subject_identifier
from org_center_meta_v ocmv, org_list_v olv_child, org_loader_person_meta_v olpmv
where olv_child.CENTER_CODE_ASSIGN = ocmv.CENTER_CODE and olv_child.ORG_NAME = olpmv.ORG_ID)

This data looks like this



GROUP_NAME                                                         MEMBER_GROUP_NAME
penn:community:employee:center:86_center:86_center_systemOfRecord 
penn:community:employee:org:TOPU:UNIV:USTU:86XX:86XX_rolluporg
penn:community:employee:center:98_center:98_center_systemOfRecord 
penn:community:employee:org:TOPU:UNIV:UADM:98XX:98XX_rolluporg
penn:community:employee:center:32_center:32_center_systemOfRecord 
penn:community:employee:org:TOPU:UNIV:USCH:32XX:32XX_rolluporg
penn:community:employee:center:02_center:02_center_systemOfRecord 
penn:community:employee:org:TOPU:UNIV:USCH:02XX:WLNT:PSYC:0120:0120_personorg
penn:community:employee:center:02_center:02_center_systemOfRecord 
penn:community:employee:org:TOPU:UNIV:USCH:02XX:DRLB:PHYS:0118:0118_personorg

Join this with the grouper registry to get the group ids

CREATE OR REPLACE VIEW ORG_CENTER_ROLLUP2_V
(GROUP_NAME, SUBJECT_ID, SUBJECT_SOURCE_ID, SUBJECT_GROUP_NAME)
AS
select ocrv.GROUP_NAME group_name, ga.GROUP_ID as subject_id, 'g:gsa' as SUBJECT_SOURCE_ID,
ocrv.MEMBER_GROUP_NAME subject_group_name
from org_center_rollup_v ocrv, grouper_attributes ga, grouper_fields gf
where gf.NAME = 'name' AND gf.ID = ga.field_id and ga.VALUE = ocrv.MEMBER_GROUP_NAME

This data looks like this

GROUP_NAME                                                         SUBJECT_ID                       
SUBJECT_SOURCE_ID  SUBJECT_GROUP_NAME
penn:community:employee:center:98_center:98_center_systemOfRecord  7121d78fafc3405a97adf76e48ae3390 
g:gsa              penn:community:employee:org:TOPU:UNIV:UADM:98XX:98XX_rolluporg
penn:community:employee:center:86_center:86_center_systemOfRecord  29a0985125aa4943933a011bad47d2e2 
g:gsa              penn:community:employee:org:TOPU:UNIV:USTU:86XX:86XX_rolluporg
penn:community:employee:center:99_center:99_center_systemOfRecord  f7a98c679d674711aa272fbeda85cd79 
g:gsa              penn:community:employee:org:TOPU:NOTU:HCAG:99XX:99XX_rolluporg
penn:community:employee:center:32_center:32_center_systemOfRecord  196282f7423e4a9ba2fd0f990ae4e067 
g:gsa              penn:community:employee:org:TOPU:UNIV:USCH:32XX:32XX_rolluporg
penn:community:employee:center:02_center:02_center_systemOfRecord  a3344e870adf4c408e88ceac40d9e595 
g:gsa              penn:community:employee:org:TOPU:UNIV:USCH:02XX:WLNT:PSYC:0120:0120_personorg
penn:community:employee:center:02_center:02_center_systemOfRecord  873b1c843bfa4a198e26ffa75707cb85 
g:gsa              penn:community:employee:org:TOPU:UNIV:USCH:02XX:DRLB:PHYS:0118:0118_personorg

Add this config group



gsh 4% centerGroup = addGroup( , , );"penn:community:employee" "centerRollupConfig" "centerRollupConfig"
group: name='penn:community:employee:centerRollupConfig'
displayName='penn:community:employee:centerRollupConfig' uuid='8b329babf720413d81f5004fb3729c02'
gsh 6% groupAddType( , );"penn:community:employee:centerRollupConfig" "grouperLoader"
true
gsh 7% setGroupAttr( , , );"penn:community:employee:centerRollupConfig" "grouperLoaderDbName" "grouper"
true
gsh 8% setGroupAttr( , , "penn:community:employee:centerRollupConfig" "grouperLoaderQuartzCron" "0 36 7 *

);* ? "
true
gsh 9% setGroupAttr( , , "penn:community:employee:centerRollupConfig" "grouperLoaderQuery" "select

);GROUP_NAME, SUBJECT_ID, SUBJECT_SOURCE_ID from ORG_CENTER_ROLLUP2_V"
true
gsh 10% setGroupAttr( , , "penn:community:employee:centerRollupConfig" "grouperLoaderScheduleType" "CRON"
);
true
gsh 12% setGroupAttr( , , "penn:community:employee:centerRollupConfig" "grouperLoaderType"

);"SQL_GROUP_LIST"
true
gsh 13% setGroupAttr( , , "penn:community:employee:centerRollupConfig" "grouperLoaderGroupQuery" "select

);group_name, group_display_name, group_description, readers, viewers  from org_center_meta_v"
true
gsh 14% setGroupAttr( , , "penn:community:employee:centerRollupConfig" "grouperLoaderGroupsLike"

);"penn:community:employee:center:%_center_systemOfRecord"
true
gsh 15% setGroupAttr( , , "penn:community:employee:centerRollupConfig" "grouperLoaderGroupTypes"

);"addIncludeExclude"
true
gsh 18% centerGroup = GroupFinder.findByName(grouperSession, 

);"penn:community:employee:centerRollupConfig"
group: name='penn:community:employee:centerRollupConfig'
displayName='penn:community:employee:centerRollupConfig' uuid='8b329babf720413d81f5004fb3729c02'
gsh 19% loaderRunOneJob(centerGroup);

This created 41 centers, with 91k membership.  Here are the centers 



Here is a look at one center 

Here are the immediate members of a system of record group of a center 



Here are all members of a center 

Contractors and one-offs

We dont have groupings of contractors in our payroll system, but we can set a flag in "Penn Community" our person database.  So lets organize a
way to automatically make groups based on flags.  Lets make a table which identifies the flags we are looking for, and which group extension

 CREATE TABLE ORG_SPONSOR_GROUP (
  GROUP_EXTENSION    VARCHAR2(128 CHAR)         NOT NULL,
  LIKE_STRING_UPPER  VARCHAR2(128 CHAR)
)

* Currently we only have one row

GROUP_EXTENSION    LIKE_STRING_UPPER
96XX_consultants   96XX

* Lets make the meta view that describes the groups managed by this loader



 CREATE OR REPLACE VIEW ORG_SPONSOR_META_V
(GROUP_NAME, GROUP_DISPLAY_NAME, GROUP_DESCRIPTION, READERS, VIEWERS,
 GROUP_OVERALL_NAME, GROUP_EXTENSION)
AS
select 'penn:community:employee:sponsororg:' || osg.GROUP_EXTENSION || '_sponsororg:' ||
osg.GROUP_EXTENSION || '_sponsororg_systemOfRecord' as group_name,
'penn:community:employee:sponsororg:' || osg.GROUP_EXTENSION || '_sponsororg:' || osg.GROUP_EXTENSION
|| '_sponsororg system of record' as group_display_name,
'people in penn community with a substring of ' || osg.LIKE_STRING_UPPER || ' in their sponsor_org
field somewhere' as group_description,
'penn:community:employee:orgSecurity:orgReaders' as readers,
'penn:community:employee:orgSecurity:orgViewers' as viewers,
'penn:community:employee:sponsororg:' || osg.GROUP_EXTENSION || '_sponsororg:' || osg.GROUP_EXTENSION
|| '_sponsororg' as group_overall_name,
osg.GROUP_EXTENSION
from org_sponsor_group osg

* The data from that view looks like this

GROUP_NAME                                                                                            
GROUP_DISPLAY_NAME                                                                                    
GROUP_DESCRIPTION                                                                       READERS       
VIEWERS                                         GROUP_OVERALL_NAME                                    
GROUP_EXTENSION
penn:community:employee:sponsororg:96XX_consultants_sponsororg:96XX_consultants_sponsororg_systemOfRecord
penn:community:employee:sponsororg:96XX_consultants_sponsororg:96XX_consultants_sponsororg system of
record  people in penn community with a substring of 96XX in their sponsor_org field somewhere 
penn:community:employee:orgSecurity:orgReaders  penn:community:employee:orgSecurity:orgViewers 
penn:community:employee:sponsororg:96XX_consultants_sponsororg:96XX_consultants_sponsororg  
96XX_consultants

* Make an assignment view which links up people with their one-off group

 CREATE OR REPLACE VIEW ORG_SPONSOR_LIST_V
(GROUP_NAME, SUBJECT_ID)
AS
(Select distinct osmv.GROUP_NAME as group_name, sav.v_penn_id as subject_id
from ORG_SPONSOR_group osg, comadmin.ssn4_affiliation_view sav, ORG_SPONSOR_META_V osmv
Where sav.v_active_code = 'A'
and upper(sav.v_sponsor_org) like '%' || osg.LIKE_STRING_UPPER || '%'
and osmv.GROUP_EXTENSION = osg.GROUP_EXTENSION)

* The data from that view looks like this

GROUP_NAME                                                                                            
SUBJECT_ID
penn:community:employee:sponsororg:96XX_consultants_sponsororg:96XX_consultants_sponsororg_systemOfRecord
10128438
penn:community:employee:sponsororg:96XX_consultants_sponsororg:96XX_consultants_sponsororg_systemOfRecord
68214103
penn:community:employee:sponsororg:96XX_consultants_sponsororg:96XX_consultants_sponsororg_systemOfRecord
10135159
penn:community:employee:sponsororg:96XX_consultants_sponsororg:96XX_consultants_sponsororg_systemOfRecord
10114304

* Create the config group, and run the loader



 gsh 4% sponsorGroup = addGroup( , , );"penn:community:employee" "orgSponsorConfig" "orgSponsorConfig"
group: name='penn:community:employee:orgSponsorConfig'
displayName='penn:community:employee:orgSponsorConfig' uuid='8b329babf720413d81f5004fb3729c02'
gsh 6% groupAddType( , );"penn:community:employee:orgSponsorConfig" "grouperLoader"
true
gsh 7% setGroupAttr( , , );"penn:community:employee:orgSponsorConfig" "grouperLoaderDbName" "grouper"
true
gsh 8% setGroupAttr( , , "penn:community:employee:orgSponsorConfig" "grouperLoaderQuartzCron" "0 16 7 * *

);? "
true
gsh 9% setGroupAttr( , , "penn:community:employee:orgSponsorConfig" "grouperLoaderQuery" "select

);GROUP_NAME, SUBJECT_ID from ORG_SPONSOR_LIST_V"
true
gsh 10% setGroupAttr( , , );"penn:community:employee:orgSponsorConfig" "grouperLoaderScheduleType" "CRON"
true
gsh 12% setGroupAttr( , , "penn:community:employee:orgSponsorConfig" "grouperLoaderType" "SQL_GROUP_LIST"
);
true
gsh 13% setGroupAttr( , , "penn:community:employee:orgSponsorConfig" "grouperLoaderGroupQuery" "select

);group_name, group_display_name, group_description, readers, viewers  from org_sponsor_meta_v"
true
gsh 14% setGroupAttr( , , "penn:community:employee:orgSponsorConfig" "grouperLoaderGroupsLike"

);"penn:community:employee:sponsororg:%_sponsororg_systemOfRecord"
true
gsh 15% setGroupAttr( , , "penn:community:employee:orgSponsorConfig" "grouperLoaderGroupTypes"

);"addIncludeExclude"
true
gsh 18% sponsorGroup = GroupFinder.findByName(grouperSession, 

);"penn:community:employee:orgSponsorConfig"
group: name='penn:community:employee:orgSponsorConfig'
displayName='penn:community:employee:orgSponsorConfig' uuid='8b329babf720413d81f5004fb3729c02'
gsh 19% loaderRunOneJob(sponsorGroup);

Here is an attribute based (sponsor) group

Here are the members of an attribute based sponsor group



Putting it all together

We need a group for all employees in Facilities and Real Estate Services.  We need to add the VP (who is not in the Facilities org), and we need
to add the contractors.  I will add this in the org structure, so people can easily find it.

Add the VP to the includes list of the org.  Note, this means that for all purposes, additions are considered part of the org, and part of the
center (since the org is part of the center) 

Now make a group which has the org group, and the consultants 



Here are the two members 

Here are all members 



Protect a web resource in apache by requiring members to be in this group (note: authnz_ldap apache module grabs all members of the
group unless a patch is applied that Penn developed which is not yet public)

 <Directory >"[directory]"
  CosignProtected on
  AuthType Cosign
  CosignRequireFactor UPENN.EDU
  AuthzLDAPAuthoritative on
  AuthLDAPCompareDNOnServer on
  AuthLDAPBindPassword [password]
  AuthLDAPBindDN uid=[service principal],ou=entities,dc=upenn,dc=edu
  AuthLDAPLimitAttribute cn # custom attribute via local patch
  AuthLDAPURL
ldaps://url.ldap.private
/cn=penn:community:employee:org:TOPU:UNIV:UADM:96XX:96XX_andConsultants,ou=groups,dc=upenn,dc=edu?hasMember
require ldap-dn
cn=penn:community:employee:org:TOPU:UNIV:UADM:96XX:96XX_andConsultants,ou=groups,dc=upenn,dc=edu
</Directory>

Administrative UI Installation
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Configuring and Deploying Grouper UIs

This page pertains to Grouper v1.5 and later.

This section describes how to configure, build, and deploy the Grouper UI web application.

UI Configuration

For many purposes, UI customization needs can be met by altering declarations in the grouper-ui/resources/grouper/media.properties file. Logos,
use of subject attributes in various search and display contexts, sorting behavior, and much more is specified in this file. See  forMedia Properties
the details.

The UI is designed to be deeply customizable while remaining "upgrade proof". See .Customising the Grouper UI

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/


1.  
2.  

3.  

4.  

Building & Deploying

Copy grouper-ui/build.properties.template to grouper-ui/build.properties.
Review grouper-ui/build.properties.

Set login.ui-lite.show-link=true if you want users to be able to log in to the  and set ui-lite.link-from-admin-ui=true if youLite UI
want the Administrative UI to use the Lite UI's membership management widget.
If you want the build script to automatically install the UI in your Tomcat instance, uncomment and set the appropriate value for
deploy.home. If you do not set this you will need to copy the UI to your Tomcat installation's webapps directory. You will probably
want to define the default.webapp.folder to suit how you intend to develop or customise the UI. See the Grouper UI Development

 for options.Environment
Make sure you set the grouper.folder property to the location of your Grouper installation.

Copy grouper-ui/template-tomcat-context.xml to grouper-ui/tomcat-context.xml (or the value of the property deploy.context.xml if
you have changed this).

Tomcat specific configuration can be added in this file e.g., container managed data sources.
Note that if you are redeploying the UI (for instance if you are upgrading), then you should delete
$CATALINA_BASE/conf/[enginename]/[hostname]/grouper.xml (typically
$CATALINA_BASE/conf/Catalina/localhost/grouper.xml) so that the file gets recreated properly.

Change directory to grouper-ui and type "ant".
A list of build targets is displayed. If you have set deploy.home enter "default". Otherwise type "dist" or "war". If the former copy
<dist.home>/grouper to <TOMCAT_HOME>/webapps, or if the latter, copy <dist.home>/grouper.war to
<TOMCAT_HOME>/webapps.
If you want to take advantage of the 'nice' targets you must uncomment and set appropriate values for all the deploy properties in
grouper-ui/build.properties.

Note: The build process will attempt to create a directory peer to the grouper-ui directory. Hence, the directory grouper-ui/.. must be writable.

See Also

How to Customize the Grouper UI

Media Properties

Grouper Web UIs ("Lite" UIs)

Group and folder design ideas
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Examples of how institutions have organized and delegated their folders and groups.

University of Chicago

U Chicago has a naming plan for groups described at < >. https://wiki.uchicago.edu/display/idm/Group+Names

"Just having a plan or standard has been quite helpful, as it allows implementers to get on with real work without having to stumble on how to
name things or where to stick them. This plan has also been working out reasonably well - we haven't had to improvise in any large scale way
yet." -Tom

UW Madison

Stem and Group Naming Standards

University of Washington

Group Naming Plan

Newcastle

We also have a couple of documents on our research website for a project that completed last year, they discuss our grouper structure and
naming convention. 

http://research.ncl.ac.uk/grand/docs/Grouper%20Service.pdf

http://research.ncl.ac.uk/grand/docs/Organising%20Groups%20within%20Grouper.pdf

http://research.ncl.ac.uk/grand/resources/GrouperStructureJan12/GrouperStructureJan12.html

With reference to the structuring of groups within Grouper, we at Newcastle

https://spaces.internet2.edu/display/GrouperWG/Grouper+UI+Development+Environment
https://spaces.internet2.edu/display/GrouperWG/Grouper+UI+Development+Environment
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http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
https://wiki.uchicago.edu/display/idm/Group+Names
https://spaces.internet2.edu/display/Grouper/uw-madison+stem+and+group+naming+standards
https://wiki.cac.washington.edu/display/infra/UW+Group+Naming+Plan#
http://research.ncl.ac.uk/grand/docs/Grouper%20Service.pdf
http://research.ncl.ac.uk/grand/docs/Organising%20Groups%20within%20Grouper.pdf
http://research.ncl.ac.uk/grand/resources/GrouperStructureJan12/GrouperStructureJan12.html


University, structure our groups into 3 main stems.

" " - this is where we load in Corporate data. These structuresCorporate Data
are non-editable and are loaded in with either the use of the Grouper Loader
or other data integration tools such as Talend. All users of Grouper have
read only access to these groups.

This stem allows us to represent key Institutional data from the University's
HR systems, for example
* Organisational Structure
* Mapping students to their modules
* Mapping module leaders/lecturers/contributors to their modules

We are always investigating which Institutional data to represent within
Grouper, and have came across scenarios where we did not believe it was
worthwhile. As part of a new room booking system, we decided against creating
a structure of mapping staff members to the buildings/rooms where they
reside, instead we have approached this differently with the use of user
created groups. By making this institutional data available we are able to
provide administrators of systems more flexibility to delegate access to
applications, whilst removing some administrative burden by providing
pre-populated groups.

" " - this area is for groups of users or departments to createUser Groups
their own group structure. By default a new stem is set up for the user where
they are provided with privileges to create groups/stems within that working
area. They are able to then delegate privileges to other users to administer
their created groups. They are able to assign memberships on a individual
basis or more ideally make use of the groups within the Corporate Data stem.

This stem is particularly important for representing groups of users which
are not represented within our HR systems. For example we do not have a data
feed available which says who the members of a particular research group are,
and similarly with University societies. In these cases user managed groups
can be created with the members of these lists being manually administered,
and then subsequently used to provide access control to applications
represented within the "Applications" stem.

" " - Groups within this stem make use of the groups created inApplications
the preceding stems to delegate access to different systems. They provide
access lists for applications and resources such as our wiki service, site
manager etc. An example for this would be with wikis, we are able to provide
access to all of Computing Science by using source group from Org_Structure,
and also a research group created and managed within the user group stem.

The above structure has provided a good starting point for us to allow
delegation of access control with a combination of pre-loaded and user
managed groups, yet it is something we are always monitoring to see if we can
improve it. We are currently working on a project which is interested in the
structuring of groups to enable more effective delegation of access control.
As part of this we have made available a couple of use case documents which
discuss how we have approached some scenarios, with relevance to how we have
structured our access groups and made use of the above core stems. They can
be found on our project website at , we'll behttp://research.ncl.ac.uk/grand/
adding more over the coming months as further use cases are indentified.

Regards to LDAP, we don't currently provision our groups into LDAP, but this
is something we are hoping to be able to do as part of the GRAND project.

University of Pennsylvania

At Penn we have two root stems (note, some names aren't the actual names, just examples):

penn:

test:

underneath penn: we have “etc”, and every school and center who needs access. 

penn:etc

penn:engineering

penn:artsAndSciences

http://research.ncl.ac.uk/grand/


“etc” has groups like which users can get into the UI or WS or are admins etc. 

penn:etc:uiUsers

penn:etc:wsUsers

penn:etc:grouperAdmins

Note, it is good to have group names that make sense without the parent stem.  i.e. penn:etc:grouper:grouperAdmins is better than
penn:etc:grouper:admins.  Sometimes on the UI only the extension is show without the stem.

For each school and center we have a top level group in there called “etc”, which has their school/center wide readers, updaters, and admins. 

penn:engineering:etc:engineerReaders

Generally in the school/center folder we have an “apps” folder for that school/center’s apps. 

penn:engineering:apps:someEngineeringApp:someEngineeringAppUsers

penn:engineering:apps:someEngineeringApp:someEngineeringAppAdmins

Other schools put the “apps” folder at the top or under their top level folder (in our case “penn”. 

Also under “penn” we have “community” which has employees, students, orgs, courses, etc.  Stuff that is generally from the loader and which can
be shared among people who need it.

penn:community:pennAllStudents

API Building & Configuration
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Building the Grouper API

The Grouper API is provided both as a binary and source distribution.  Note the  will install the binary grouper API.Grouper Installer

To build the source distribution :

cd grouper-api-1.5.0
ant dist

Testing the API is performed using  :GrouperShell

Testing will destroy any pre-existing data in the Groups Registry database

bin/gsh.sh -test -all

Configuring the Grouper API

This section describes all of the Grouper API configuration files and important settings.

The Grouper API is distributed with example configuration files with ".example" inserted in the middle of their names. These should be renamed or
copied to remove the ".example" substring, or doing a build with ant will do this, or it is already copied in the binary distribution.  e.g. for
grouper.properties, the example file is grouper.example.properties.

Section Configuration File Purpose

Database-Related
Settings and Procedures

grouper.hibernate.properties integrating the Grouper API with the database that will house your Groups Registry

Configuration of Source
Adapters

sources.xml integrating the Grouper API with chosen identity sources

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/


Grouper properties grouper.properties defaults for Grouper privileges, enabling identified external users to act with
elevated root-like privilege, changing the display name for internal subjects 

Logging log4j.properties logging

Daemon grouper-loader.properties auto-load memberships from external sql sources, register notification consumers,
validate Grouper Rules, update enabled/disabled flags, etc 

Database-Related Settings and Procedures

Database Driver Location

Place the jar file containing the JDBC driver for your database in the lib/custom/ directory. The Grouper v1.5.0 package includes the JDBC driver
for HSQLDB v1.8.0.10. Sample JDBC drivers are located in lib/jdbcSample (e.g. for Oracle, MySQL, and PostgreSQL).

General Property Settings

Grouper uses Hibernate to persist objects in the Groups Registry. Database-specific settings are configured in conf/grouper.hibernate.properties,
which has pre-populated examples for HSQLDB, MySQL, Oracle, and Postgresql.

Required properties are:

Property Name Purpose

hibernate.connection.driver_class JDBC driver classname

hibernate.connection.url JDBC URL for the database

hibernate.connection.username database user

hibernate.connection.password database user's password   Note, you can also put a filename of the encrypted password

hibernate.dialect classname of a Hibernate dialect, for setting platform specific features. Choices are listed here

You may need to refer to your database support person to determine these required properties.

Detailed Hibernate configuration documentation is available  .here

MySQL Transaction Support

If you want transactions to work (i.e. when doing a unit of work in grouper, it either all completes or none), which is definitely recommended,
though not required, your mysql table format needs to be transactional, e.g. innodb, which is not the default  (myisam is the default).  One way to
enable innodb in mysql is with this line in the my.cnf: default-storage-engine=innodb

Database Whitelists and Blacklists

Some database operations (such as dropping tables or recreating data during tests) require confirmation of a prompt asking whether or not to
continue. It is possible to automatically allow or deny these database operations in conf/grouper.properties :

# whitelist (allow) and blacklist (deny) for db data or object deletes.
# if a listing is in the whitelist (allow), it will be allowed to delete db
# if a listing is in the blacklist (deny), it will be denied from deleting db
# multiple inputs can be entered with .0, .1, .2, etc. These numbers must be sequential, starting with
0
db.change.allow.user.0=grouper3
db.change.allow.url.0=jdbc:mysql://localhost:3306/grouper3
db.change.allow.user.1=grouper1
db.change.allow.url.1=jdbc:mysql://localhost:3306/grouper1

db.change.deny.user.0=grouper2
db.change.deny.url.0=jdbc:mysql://localhost:3306/grouper2

Database Initialization Procedure

Database initialization is performed using the GrouperShell. 

https://bugs.internet2.edu/jira/browse/GRP-122
http://docs.jboss.org/hibernate/stable/core/reference/en/html/session-configuration.html#configuration-optional-dialects
http://www.hibernate.org/hib_docs/reference/en/html/session-configuration.html#configuration-hibernatejdbc


Initializing the database will destory any pre-existing data

  To initialize the Groups Registry and install tables, populate default group types and fields, and create the root naming stem : 

bin/gsh.sh -registry -check -runscript

To re-initialize the Groups Registry (e.g. after running junit tests) :

bin/gsh.sh -registry -reset

To see all options :

bin/gsh.sh -registry

Analyzing Tables to Improve Query Performance

Whenever a lot of changes are made to the data in the Groups Registry database (including upgrades of Grouper), you should analyze your
database tables to improve query performance.

MySQL Syntax:  ANALYZE TABLE table_name
http://dev.mysql.com/doc/refman/5.5/en/analyze-table.html

PostgreSQL Syntax:  ANALYZE table_name
http://www.postgresql.org/docs/8.4/static/sql-analyze.html

Oracle Syntax:  exec dbms_stats.gather_table_stats('schema', 'table_name', cascade => TRUE);
http://download.oracle.com/docs/cd/B19306_01/appdev.102/b14258/d_stats.htm

In all cases, substitute "table_name" with each table that you want to have analyzed.  For Oracle, also substitue "schema" with the database
schema for your Groups Registry. 

MySQL example...

ANALYZE TABLE grouper_groups;
ANALYZE TABLE grouper_stems;
ANALYZE TABLE grouper_memberships;
ANALYZE TABLE grouper_group_set;
....

Configuration of Source Adapters

Grouper uses  compliant "source adapters" to integrate with external identity stores. "Subjects" are the objects housed there that areSubject API
presented to Grouper for management vis-à-vis group membership and Grouper privileges. These may represent people, other groups,
computers, applications, services, most anything for which you manage identity. With the exception of Grouper groups, Grouper treats all subjects
opaquely. See the  documentation for further background and details concerning subjects, source adapters, and other aspects of theSubject API
Subject API.

Each source adapter connects with a single back-end store using JDBC or JNDI. Grouper makes no specific assumptions about the schema of
any subject types. Instead, sections of the configuration file, grouper/conf/sources.xml, declare the details of how to connect with each back-end
store, the identifier(s) to be used for the subjects it contains, how to select and search for subjects, and which subject attributes should be made
available to Grouper.

Three types of source adapters are included in the Grouper API v1.5.0 package. JDBCSourceAdapter and JNDISourceAdapter classes are
included in subject.jar, and GrouperSourceAdapter is built along with the Grouper API. Every Grouper API deployment MUST include a *source*
element in grouper/conf/sources.xml for the GrouperSourceAdapter so that Grouper can refer to its own groups in the same manner as other
subjects.

JDBC and JNDI sources have two options each.  For JDBC, if you can make a table/view where each subject is represented as one row of the
view, then the more powerful GrouperJdbcSourceAdapter2.  One of the major advantages is that if you enter in a phrase in the subject search,
e.g. "John Smith", then it will search for records which have John and Smith in them (case insensitive), whereas the GrouperJdbcSourceAdapter
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will look for the whole string "John Smith" and will not return a record for "John L Smith".  For JNDI,  whichUW contributed a source adapter
should give better performance.

As of Grouper 2.0, Grouper stores additional data about subjects that are used by Grouper to .  Each sourcesearch and sort a list of members
must be configured for at least one search attribute and one sort attribute.

See the sources.example.xml for example usages of the sources.xml

Note that in , so if you have custom subject sources you will need to tweak and recompile them.1.5.0 the subject API changed

Choosing Identifiers for Subjects

Identifiers and their management can get complicated. They can be revoked or not, re-assigned or not, lucent or opaque, etc. Depending on such
characteristics, a given identifier might be a good or bad choice to use in the context of managing the identified subject's group memberships.

For example, a username is often lucent - easily remembered by the person to whom it is associated. But it may also be revokable, meaning that
it no longer refers to that person (perhaps they have a new one), or even re-assignable, meaning that it might refer to some other person at a later
time. If a username is used to record membership, username changes must trigger corresponding membership changes. A username is better
suited to authentication than it is to indicating membership.

On the other hand, an opaque registryID (machine, not human, readable) that never changes is great for membership, but lousy for authentication
- it might not even be known by the person to whom it is associated. How would I identify myself to Grouper if I wished to opt-in to a list or manage
a group?

Grouper accommodates subject identifier issues in two ways. First, it maintains UUIDs for every subject and group within the Groups Registry.
These are never exposed by the API, but are associated with externally supplied subject identifiers within the Groups Registry. This approach
allows the identifier associated with a given subject to be changed without any need to change actual memberships.

Second, by relying on the Subject API, Grouper is able to lookup subjects that are presented with an identifier in one namespace and obtain
identifiers in other namespaces for that subject. That means that it can translate a username into a registryID, for example. So, when a user
authenticates to an application using the Grouper API, that application can use the Subject API to fetch an identifier for the person chosen by the
site for use in memberships. Similarly, when a membership in the Groups Registry is to be expressed elsewhere, the identifier used for group
members can be translated by a provisioning connector by use of the Subject API into one that is suitable in the provisioned context.

Grouper Properties

All configuration of Grouper proeprties detailed in this section occur in the grouper/conf/grouper.properties file.  Look in the
grouper.example.properties file for the more obscure settings.  Common settings are listed below

This setting describes the env that grouper is running, e.g. used in the daily report from the loader which

grouper.env.name = production

If grouper should auto init the registry if not initted (i.e. insert the root stem, built in fields, etc)

registry.autoinit = true

If grouper should try and detect and log configuration errors on startup, in general this should be true, unless the output is too annoying or if it is
causing a problem

configuration.detect.errors = true

If groups like the wheel group should be auto-created for convenience (note: check config needs to be on)

configuration.autocreate.system.groups = false

Auto-create groups (increment the integer index), and auto-populate with users (comma separated subject ids) to bootstrap the registry on startup
(note: check config needs to be on).  The next group would end in 1, then 2, etc 

configuration.autocreate.group.name.0 = etc:uiUsers
configuration.autocreate.group.description.0 = users allowed to log in to the UI
configuration.autocreate.group.subjects.0 = johnsmith

http://staff.washington.edu/fox/grouper/
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By default, anyone with admin rights on a group can edit the types or attributes.  Specify types (and related attributes) which are wheel only, or
restricted to a certain group 

security.types.typeName.wheelOnly = true
security.types.grouperLoader.wheelOnly = true

#security.types.typeName.allowOnlyGroup = etc:someAdminGroup

If you don't want to be prompted for DDL changes in certain databases (e.g. dev), list them here:
Whitelist (allow) and blacklist (deny) for db data or object deletes, without prompting the user to confirm
If a listing is in the whitelist (allow), it will be allowed to delete db
If a listing is in the blacklist (deny), it will be denied from deleting db
Multiple inputs can be entered with .0, .1, .2, etc.  These numbers must be sequential, starting with 0

db.change.allow.user.0=grouper3
db.change.allow.url.0=jdbc:mysql://localhost:3306/grouper3
db.change.allow.user.1=grouper1
db.change.allow.url.1=jdbc:mysql://localhost:3306/grouper1

db.change.deny.user.0=grouper2
db.change.deny.url.0=jdbc:mysql://localhost:3306/grouper2

There is a substantial section for . These are group types which help you create composite groups to manageinclude/exclude and requireGroups
include/exclude lists for groups (especially useful for grouper loader privisioned groups), or groups which require memberships in other groups
(e.g. activeStaff).  See the grouper.example.properties file if you want to customize things, but to enable, set these:

grouperIncludeExclude.use = false
grouperIncludeExclude.requireGroups.use = false

Here are some requireGroups (increment the 0 to add more): 

#grouperIncludeExclude.requireGroup.name.0 = requireActiveStudent
#grouperIncludeExclude.requireGroup.attributeOrType.0 = attribute
#grouperIncludeExclude.requireGroup.group.0 = school:community:activeStudent
#grouperIncludeExclude.requireGroup.description.0 = If value is true, members of the overall group
must be an active student (in the school:community:activeStudent group). Otherwise leave this value
not filled in.

 are ways to plugin in your own java code to affect how Grouper does its logic.  You can register multiple classes for one hook base classHooks
by comma separating the hooks implementations. You can also register hooks at runtime with:
GrouperHookType.addHookManual("hooks.group.class", YourSchoolGroupHooks2.class);
See the grouper.example.properties for the full list, here are two examples:

#implement a group attribute hook by extending edu.internet2.middleware.grouper.hooks.AttributeHooks
#hooks.attribute.class=edu.yourSchool.it.YourSchoolGroupHooks,edu.yourSchool.it.YourSchoolGroupHooks2

#implement a group hook by extending edu.internet2.middleware.grouper.hooks.GroupHooks
#hooks.group.class=edu.yourSchool.it.YourSchoolGroupHooks,edu.yourSchool.it.YourSchoolGroupHooks2

You can validate group attributes via regex (see grouper.example.properties for more info) (increment the 0 to add more)

#group.attribute.validator.attributeName.0=extension
#group.attribute.validator.regex.0=^[a-zA-Z0-9]+$
#group.attribute.validator.vetoMessage.0=Group ID '$attributeValue$' is invalid since it must contain
only alpha-numerics

Database structure data definition language (DDL) settings (see grouper.example.properties for full list) 
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# if you want to not create the subject tables (grouper examples for unit testing),
# then set this to true
ddlutils.exclude.subject.tables = false

# set the path where ddl scripts are generated (they will be uniquely named in this directory).
# if blank, the directory used will be the current directory
ddlutils.directory.for.scripts = ddlScripts

# during schema export, should it install grouper data also or not. e.g. insert the root stem, default
true
ddlutils.schemaexport.installGrouperData = true

# when grouper starts, should it shut down if not right version?
ddlutils.failIfNotRightVersion = true

# after you have converted id's, and are happy with the conversion of removing the uuid col,
# this will remove the backup uuid cols when running the gsh command: registryInitializeSchema()
ddlutils.dropBackupUuidCols = false

# after you have converted field id foreign keys, and are happy with the conversion of removing the
attribute name,
# membership list name, and type cols,
# this will remove the backup field name/type cols when running the gsh command:
registryInitializeSchema()
ddlutils.dropBackupFieldNameTypeCols = false

# before the group name etc was moved to the grouper_groups table, the attributes table
# was backed up.  If it should not be backed up, or if the upgrade is done and works, then it can
# be removed, set to true, run: gsh -registry -deep
ddlutils.dropAttributeBackupTableFromGroupUpgrade = false

# Since grouper_memberships no longer has effective memberships, that table doesn't need via_id,
# depth and parent_membership.  If they were converted, this will drop the backup of those cols with:
gsh -registry -deep
ddlutils.dropMembershipBackupColsFromOwnerViaUpgrade = false

# this is the schema ddlutils uses to query metadata with jdbc. usually this can be omitted,
# and it defaults to your database loginid, however, in postgres, it can be different, so enter here
#ddlutils.schema = public

#if you are running a DB that supports them, but you dont want them, disable object comments here
(defaults to false)
ddlutils.disableComments = false

#set to true and we wont subsitute varchar 4000 for text in mysql (wont work in innodb utf-8 databases
ddlutils.dontSubstituteVarchar4000forTextMysql = false

Mail settings (optional, e.g. for daily report form loader)



#smtp server is a domain name or dns name, must be simple clear text stmp with no authentication
#mail.smtp.server = whatever.school.edu

#leave blank if unauthenticated
#mail.smtp.user =

#leave blank if unauthenticated
#mail.smtp.pass =

#this is the default email address where mail from grouper will come from
#mail.from.address = noreply@school.edu

#this is the subject prefix of emails, which will help differentiate prod vs test vs dev etc
#mail.subject.prefix = TEST:

Default privileges

Grouper requires that all subjects must be explicitly granted access or naming privileges (cf. ), with one caveat. There is a specialGlossary
"subject" internal to Grouper called the ALL subject, which is a stand-in for any subject. The ALL subject can be granted a privilege in lieu of
assigning that privilege explicitly to each and every subject.

When a new group or naming stem is created, any of its associated privileges can be granted by default to the ALL subject. This is configured by
a series of properties in grouper.properties, one per privilege. If a property has the value "true" then ALL is granted that privilege by default when
a group or naming stem is created. Otherwise it is not, and hence no subject has that privilege by default.   The groups read and view settings
below are set to true to make the quickstart easier to run.  If you have an deployment where privacy among Grouper users is important, you
should consider changing those to false so that access to see or view memberships of groups must be explicitly assigned.

Property Name Value in Grouper v1.5 Distribution

groups.create.grant.all.admin                      false

groups.create.grant.all.optin                      false

groups.create.grant.all.optout                      false

groups.create.grant.all.update                      false

groups.create.grant.all.read                      true

groups.create.grant.all.view                       true

stems.create.grant.all.create                      false

stems.create.grant.all.stem                      false

attributeDefs.create.grant.all.attrAdmin                     false

attributeDefs.create.grant.all.attrOptin                     false

attributeDefs.create.grant.all.attrOptout                     false

attributeDefs.create.grant.all.attrRead                     false

attributeDefs.create.grant.all.attrUpdate                     false

attributeDefs.create.grant.all.attrView                     false

Super-user Privileges

Grouper has another special "subject" called GrouperSysAdmin that acts as a super-user. GrouperSysAdmin is permitted to do everything - the
privilege system is ignored for that special subject. Grouper can be configured to consider all members of a distinguished group to be able to act
as super-users, much as the "wheel" group does in BSD Unix. Two properties control this behavior:

Property Name Description

groups.wheel.use "true" or "false" to enable or disable this capability.

https://spaces.internet2.edu/display/Grouper/Glossary


groups.wheel.group The group name of the group whose members are to be considered security-equivalent to GrouperSysAdmin.  

By default this is: etc:sysadmingroup 

The Grouper UI enables users that belong to the wheel group to choose when to act with the privileges of GrouperSystem and when to act as
their normal selves.

Changing the display name of GrouperAll and GrouperSystem

Before version 1.3.0 the Grouper UI referred to  as GrouperAll and  GrouperSystem. As of version 1.3.1 theEveryEntity GrouperSysAdmin as
name attribute of GrouperAll and GrouperSystem can be set through the properties below.

Property Name Description

subject.internal.grouperall.name The name to use for GrouperAll instead of EveryEntity 

subject.internal.groupersystem.name The name to use for GrouperSystem instead of GrouperSysAdmin

 If you choose not to use the defaults you will have to update the UI nav.properties file to ensure consistency e.g.
subject.privileges.from-grouperall=inherits from EveryEntity

Changing default privilege caching

Grouper includes three `PrivilegeCache` implementations:

NoCachePrivilegeCache - No caching performed
SimplePrivilegeCache - Caches results but flushes all cached entries upon any update
SimpleWheelPrivilegeCache - Same as 'SimplePrivilegeCache' but with better support for using a wheel group.

The privileges.access.cache.interface and privileges.naming.cache.interface properties can be set to determine the privilege caching regimen.
The default is edu.internet2.middleware.grouper.NoCachePrivilegeCache.

Using a privilege management system external to Grouper

Grouper's internal security implementation relies on two java interfaces, one for Naming Privileges and another for Access Privileges. Grouper
ships with classes that implement these interfaces, but 3rd parties are free to supply their own and so manage Grouper privileges using a
privilege management system external to Grouper. Two properties declare the java classes that Grouper will use to implement these interfaces:

Property Name Description

privileges.access.interface classname of the java class that implements the Access Interface

privileges.naming.interface classname of the java class that implements the Naming Interface

privileges.attributeDef.interface classname of the java class that implements the Attribute access Interface

It is not clear that this has been taken advantage of... the internal privilege management is the one usually used.  Also, performance of the system
will be drastically reduced if external privileges are used, since internal privilege management can join tables in one query to securely select from
the registry.  If you want to store privileges externally, another option is provisioning the internal access adapter settings and table data from an
outside system.

Notifications / change log

To enable the change log, set this:

Property Name Default Value Description 

changeLog.enabled true if we should insert records into grouper_change_log_temp when events happen

If you are using ldappc, then you need to keep updating the last membership time.  If not (and not using this column for other custom reasons),
you will reduce the number of queries by setting this to false.

Property Name Default Value Description 



groups.updateLastMembershipTime true If true, when a membership is added to a group (either a privilege or a list member),

then an update will be made to the lastMembershipChange property for the group. 

stems.updateLastMembershipTime true If true, when a membership is added to a stem (this would be a naming privilege), 
then an update will be made to the lastMembershipChange property for the stem. 

Logging

Logging is configured in the grouper/conf/log4j.properties configuration file. By default Grouper will write event log information to
grouper/grouper_event.log, error logging to grouper/grouper-error.log, and debug logging, if enabled, to grouper/grouper-debug.log. The log4j
configuration can be adjusted to control the verbosity, type and output of Grouper's logging.

Daemon

The  is a daemon command line process which handles many tasks including running jobs that load/remove memberships ofGrouper - Daemon
groups based on results from a sql query, executing change log consumers, validating Grouper Rules, and updating enabled/disabled flags. 
There is a grouper-loader.properties file to configure.  The common settings are described below, see the grouper-loader.example.properties for
descriptions of all settings.

If you want grouper to make sure the loader type and attributes exist if not there, set this.  Otherwise you need to add the type and attributes
yourself with GSH. 

# auto-add grouper loader types and attributes when grouper starts up if they are not there
loader.autoadd.typesAttributes = false

If most of your loader queries come from one subject source, you can set the default subject source here, so your loader queries only need to
return SUBJECT_ID and not the source id also:

default.subject.source.id =

If all of your queries are run against your grouper db credentials (e.g. if you have other schemas on the same DB to query), you dont have to
configure DB connections.  If you have other databases to query (e.g. an external data warehouse, etc),  you can configure the db credentials
here.  The name here is "warehouse", use different names for different connections

db.warehouse.user = mylogin
#note the password can be stored encrypted in an external file
db.warehouse.pass = secret
db.warehouse.url = jdbc:mysql://localhost:3306/grouper
db.warehouse.driver = com.mysql.jdbc.Driver

If you want to use the Grouper daily report, configure in the grouper-loader.properties (and the mail settings described above in
grouper.properties).  This is a daily email that gets sent to you about your grouper health, including status about all the loader jobs in the last day. 

#quartz cron-like schedule for daily grouper report, the default is 7am every day: 0 0 7 * * ?
#leave blank to disable this
daily.report.quartz.cron =

#comma separated email addresses to email the daily report, e.g. a@b.c, b@c.d
daily.report.emailTo =

Schedule when to run the  cron.enabled/disabled



##################################
## enabled / disabled cron
##################################

#quartz cron-like schedule for enabled/disabled daemon.  Note, this has nothing to do with the
changelog
#leave blank to disable this, the default is 12:01am, 11:01am, 3:01pm every day: 0 1 0,11,15 * * ?
changeLog.enabledDisabled.quartz.cron = 0 1 0,11,15 * * ?

Manage  consumers and also specify whether some events are written to the change log.change log

##################################
## Change log
##################################

# should the change log temp to change log daemon run?  Note, this should be true
changeLog.changeLogTempToChangeLog.enable = true

#quartz cron-like schedule for change log temp to change log daemon, the default is 50 seconds after
every minute: 50 * * * * ?
#leave blank to disable this
changeLog.changeLogTempToChangeLog.quartz.cron =

# Should the change log include flattened memberships?
changeLog.includeFlattenedMemberships = true

# Should the change log include flattened privileges?
changeLog.includeFlattenedPrivileges = true

# Should the change log include flattened permissions?
changeLog.includeFlattenedPermissions = true

# Should the change log include non-flattened (immediate and composite only) memberships?
changeLog.includeNonFlattenedMemberships = false

# Should the change log include non-flattened (immediate only) privileges?
changeLog.includeNonFlattenedPrivileges = false

#changeLog.consumer.printTest.class = edu.internet2.middleware.grouper.changeLog.consumer.PrintTest
#changeLog.consumer.printTest.quartzCron =

#rules consumer, needed for some of the Grouper rule types to run (e.g. flattenedMembershipRemove,
flattenedMembershipAdd)
changeLog.consumer.grouperRules.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.RuleConsumer
changeLog.consumer.grouperRules.quartzCron =

#consumer for syncing groups to other groupers
changeLog.consumer.syncGroups.class = edu.internet2.middleware.grouper.client.GroupSyncConsumer
changeLog.consumer.syncGroups.quartzCron =

XMPP notifications



###################################
## XMPP notifications
## (note, uncomment the consumer class and cron above)
## this will get grouper ws getMembers rest lite xmp:
##
http://anonsvn.internet2.edu/cgi-bin/viewvc.cgi/i2mi/trunk/grouper-ws/grouper-ws/doc/samples/getMembers/WsSampleGetMembersRestLite_xml.txt?view=log
###################################

##
general xmpp configuration
xmpp.server.host = jabber.school.edu
xmpp.server.port = 5222
xmpp.user = username
# note, pass can be in an external file with morphstring
xmpp.pass =
xmpp.resource = grouperServer

Schedule when to run daemon to validate .rules

###################################
## Rules config
###################################

# when the rules validations and daemons run.  Leave blank to not run
rules.quartz.cron = 0 0 7 * * ?

ESB Integration

#####################################
## ESB integration
#####################################

#changeLog.consumer.xmppTest.quartzCron =
#changeLog.consumer.xmppTest.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbConsumer
#changeLog.consumer.xmppTest.elfilter = event.eventType eq 'GROUP_DELETE' || event.eventType eq
'GROUP_ADD' || event.eventType eq 'MEMBERSHIP_DELETE' || event.eventType eq 'MEMBERSHIP_ADD'
#changeLog.consumer.xmppTest.publisher.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbXmppPublisher
#changeLog.consumer.xmppTest.publisher.server = jabber.school.edu
#changeLog.consumer.xmppTest.publisher.port = 5222
#changeLog.consumer.xmppTest.publisher.username = jabberuser
#changeLog.consumer.xmppTest.publisher.password = /home/whatever/pass/jabberuserEncrypted.pass
#changeLog.consumer.xmppTest.publisher.recipient = system1@school.edu
#changeLog.consumer.xmppTest.publisher.addSubjectAttributes = NETID

See Also

Subject API

Member Search and Sort

Subject API
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The Subject API

The Subject API is used to integrate a java application with a site's existing Identity Management operations. It enables any type of object whose
identity is being managed - person, group, application, computer, etc. - to be presented to that application without requiring the application to be
specifically designed for particular object types or with knowledge of how those objects are stored and represented. Those details form the
configuration of the Subject API.

Figure 1 (below) illustrates the general role of the Subject API in the interaction between an application and a site's Identity Management
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infrastructure. There are two parts to the Subject API: the Source interface and the Subject interface. An application uses the Source interface to
search for and select Subjects from back-end stores, which are presented as abstracted, flat Subject objects via the Subject interface.

Figure 1: Subject API Interaction Model

Search & Selection Methods

The Source interface provides three principal methods of searching for and selecting Subjects:

Method Description

getSubject Retrieve a specific subject from a specific source by its SubjectId.

getSubjectByIdentifier Retrieve a specific subject by unique match against one or more configured .identifying attributes

search List all subjects meeting a given search criterion.

Deployers supply back-end specific search & selection statements for each of these three methods that determine 1) when a Subject matches
each search criterion and 2) which of its attributes will be presented to the calling application. Callers need only persist a reference to the sourceId
and subjectId of Subjects to be able to fully instantiate them at any time. Various methods in the Subject interface provide access to these
identifiers and other attributes of each Subject.

The getSubject() method is used by the application to instantiate a Subject object from its persisted subject reference data (subjectId and
sourceId). For example, the Grouper UI uses getSubject() to display the name each member of a group.

The getSubjectByIdentifier() method is used to enable the application to locate a unique subject by reference to any of its identifying attributes.
For example, consider a site that manages both netIds and registryIds for its users, and suppose they choose to use registryId as their subjectId.
When a user logs in with their netId, the application uses getSubjectByIdentifier() to locate and instantiate a Subject object for the user from the
user's netId.

The search() method is used to by a User Interface application to allow a human to search for and list subjects using familiar attributes like name
parts, departments, etc. For example, to grant a person a privilege, the Signet UI first does a search() using the user's specified search term,
displays a list of the names and descriptions of the matching subjects, and enables the UI user to select one.

The Subject API in Grouper Architecture



Figure 2: Subject API

Documentation

Subject API v0.3.1

Subject API v0.2.1

Subject API v1.0

subject-0.2.1-doc
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Subject API v0.2.1 Documentation

This version of the Subject API distribution contains a configurable JNDI source adapter and a configurable JDBC source adapter. In addition, the
Grouper distribution contains a source adapter (the GrouperSourceAdapter) that presents Grouper groups as subjects. Third parties may write
their own source adapters; however, in this version of the Subject API it may be necessary to modify Subject API source code beyond merely
implementing the Source and Subject interfaces.

Subject API v0.2.1 Javadoc

Configuration & Usage

Below is the structure of the Subject API v0.2.1 'sources.xml' configuration file. Following that, its elements and attributes are described in detail.

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
http://middleware.internet2.edu/dir/groups/grouper/subject-0.2.1/api/index.html


<sources>

<source adapterClass= />"aClassRef"
sourceId<id> </id>

sourceDisplayName<name> </name>
subjectType<type> </type>

<init-param>
various<param-name> </param-name>
site-specific<param-value> </param-value>

</init-param>
...

attributeType<attribute> </attribute>
...
<search>

searchSubject, searchSubjectByIdentifier, or search<searchType> </searchType>
<param>

JNDI or JDBC specific params<param-name> </param-name>
back-end specific declarations<param-value> </param-value>

</param>
...
</searchType>
</search>
...
</source>

...

</sources>

sources element

A sources.xml file contains a single  element with one or more subordinate  elements.sources source

source element

Each  element configures one instance of a source adapter. Its  attribute is the name of the java class configured by thissource adapterClass
element.

id element

A string identifying this identity source. This value is the value of the sourceId attribute of every subject resolved from this source.

NOTE: A Subject API caller need only persist the sourceId and subjectId of a subject in order to be able to resolve its attributes later. It is
important that the sourceId values be stable over time so that the pair (sourceId, subjectId) continue to refer to the same subject. Hence, a wise
deployer will spend some time to determine a good scheme for assigning sourceId values before making initial production use of the Subject API.

name element

A displayable name for this identity source.

type element

The type of subject presented by this source adapter instance. In v0.2.1 this is limited to one of 'person', 'group', and 'application'.

Note: The notion of type in the Subject API will be removed in v1.0. Grouper and Signet, in particular, either do not now or in upcoming releases
will not make special use of a subject type as signaled by the Subject API. Subject API callers should instead identify any caller-specific special
handling of subjects by the sourceId or by other attributes of subject objects.

init-param elements

The JDBC and JNDI source adapters each require distinct parameter declarations to set up connections to back-end stores. They share three
other parameters that declare which back-end attributes or columns will be presented as the Subject object's distinguished attributes.

The form of these parameter declarations is



<init-param>
parameter_name<param-name> </param-name>
parameter_value<param-value> </param-value>

</init-param>

The parameters required for each source adapter class and descriptions of each follow. The GrouperSourceAdapter requires no parameters.

adapterClass parameter name parameter value

JDBCSourceAdapter dbDriver JDBC driver classname

JDBCSourceAdapter dbURL JDBC URL for the database

JDBCSourceAdapter dbUser database user

JDBCSourceAdapter dbPwd database user's password

JDBCSourceAdapter maxActive refer to Apache Commons DBCP documentation

JDBCSourceAdapter maxIdle refer to Apache Commons DBCP documentation

JDBCSourceAdapter maxWait refer to Apache Commons DBCP documentation

JNDISourceAdapter INITIAL_CONTEXT_FACTORY A string specific to the java you are using. For Sun's java it is
"com.sun.jndi.ldap.LdapCtxFactory". See the JNDI documentation

JNDISourceAdapter PROVIDER_URL The LDAP URL of the LDAP server to connect to.

JNDISourceAdapter SECURITY_AUTHENTICATION See the list of allowable values

JNDISourceAdapter SECURITY_PRINCIPAL The DN to BIND as to the LDAP server specified in the PROVIDER_URL.

JNDISourceAdapter SECURITY_CREDENTIALS A hashed password, clear-text password, key, certificate, whatever you use to
authenticate the SECURITY_PRINCIPAL to the LDAP server at the
PROVIDER_URL.

Both SubjectID_AttributeType The name of the attribute or column whose value is the subjectId.

Both Name_AttributeType The name of the attribute or column whose value is the subject's name.

Both Description_AttributeType The name of the attribute or column whose value is the subject's description.

attribute element(s)

The JNDI source adapter will limit the set of attributes returned in an LDAP search to those listed in  elements. If there are no attribute attribute
elements, then all attributes visible to the SECURITY_PRINCIPAL will be presented to the calling program.

search element

The Subject API defines three methods used to select or search for subjects. There must be one  element for each of these threesearch
methods.

searchType element

Identifies the Source interface method configured by this  element, as given in the table below. The parameter set for each search search
element defines how the selection or search is to be carried out against the back-end identity store, and which columns or attributes will be used
as attributes of the subject objects that are returned. The string "%TERM%" should be used in search filters or WHERE clauses - it is replaced by
the selection criterion or search term presented to the corresponding method.

searchType value Source interface
method

%TERM%
is ...

What the search should accomplish

searchSubject getSubject a subjectId
value

Select the unique record or entry with subjectId=%TERM%, or none if
%TERM% is no subject's subjectId.

searchSubjectByIdentifier getSubjectByIdentifier the value of
an
identifying
attribute

Select the unique record or entry which has %TERM% for the value of one
of its identifying columns or attributes, or none if %TERM% is not the value
of any subject's identifying column or attribute.
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search search a string Select all records or entries in which the %TERM% causes a match.

The "getSubject" method is used to select a specific subject from the back-end identity store, for example, to show the name and department of a
person belonging to a group.

The "getSubjectByIdentifier" method enables identifying a subject by means of a column or attribute different from that used as the subjectId. For
example, if a UI user authenticates with a loginId, but the subjectId is an opaque registryId, this method is used to identify the subject given their
loginId.

The "search" method is used to help a UI user select the subject they want from a list. It is typically implemented as a substring search on several
non-identifying columns or attributes such as lastname, firstname, and department. The results of a search are displayed in a checkbox list to the
UI user.

sql element

The value of this element is a (possibly compound) SQL statement. Before being executed, all occurrences of the %TERM% variable in the SQL
statement are replaced with the corresponding method's argument. The SQL statement should return exactly one table with zero or more rows.
Each row corresponds to exactly one subject, and the column names of the returned table are used as the attribute names of the subject objects
created for each row. The set of rows is assumed to be the set of all subjects meeting the selection or search criterion of the containing search
element. The  element is only used for configuring the JDBCSourceAdapter.sql

filter, , and  elementsbase scope

These elements are only used for configuring the JNDISourceAdapter. They correspond to the various parts of an  of the same name.LDAP URL
Thus, the  element defines a boolean search filter, the  and  specify the portion of the Directory Information Tree to be searched,filter base scope
and zero or more  element values form the list of attributes to be returned with each matching entry.attribute

The  element MUST contain one of the values "OBJECT_SCOPE", "ONELEVEL_SCOPE", or "SUBTREE_SCOPE", which corresponds toscope
an RFC2255 scope parameter of "0", "1", or "2", respectively.

The  element is the DN (distinguished name) of an entry in the directory which is the root of the portion of the Directory Information Tree tobase
be searched.

Example of a sources.xml file

<sources>

<!-- Group Subject Resolver -->
<source adapterClass= >"edu.internet2.middleware.grouper.GrouperSourceAdapter"

g:gsa<id> </id>
Grouper: Group Source Adapter<name> </name>
group<type> </type>

</source>

<!-- Example JDBC Person Resolver -->
<source adapterClass= >"edu.internet2.middleware.subject.provider.JDBCSourceAdapter"

uc<id> </id>
Bogus UC People<name> </name>
person<type> </type>

<init-param>
maxActive<param-name> </param-name>
16<param-value> </param-value>

</init-param>
<init-param>

maxIdle<param-name> </param-name>
16<param-value> </param-value>

</init-param>
<init-param>

maxWait<param-name> </param-name>
-1<param-value> </param-value>

</init-param>
<init-param>

dbDriver<param-name> </param-name>
org.hsqldb.jdbcDriver<param-value> </param-value>

</init-param>
<init-param>
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dbUrl<param-name> </param-name>
jdbc:hsqldb:hsql://localhost:9002/bogus-uc-people<param-value> </param-value>

</init-param>
<init-param>

dbUser<param-name> </param-name>
sa<param-value> </param-value>

</init-param>
<init-param>

dbPwd<param-name> </param-name>
<param-value></param-value>
</init-param>
<init-param>

SubjectID_AttributeType<param-name> </param-name>
id<param-value> </param-value>

</init-param>
<init-param>

Name_AttributeType<param-name> </param-name>
name<param-value> </param-value>

</init-param>
<init-param>

Description_AttributeType<param-name> </param-name>
name<param-value> </param-value>

</init-param>

<search>
searchSubject<searchType> </searchType>

<param>
sql<param-name> </param-name>

<param-value>
select id,
concat(firstname, concat(' ', lastname)) as name,
concat(lastname, concat(', ', firstname)) as lfname,
lastname, firstname, middlename,
account.name as loginid,
department, curriculum, appointment
from
individual
left join account on (account.individualid = id)
left join faculty on (faculty.individualid = id)
left join staff on (staff.individualid = id)
left join student on (student.individualid = id)
where (id='%TERM%')
</param-value>
</param>
</search>
<search>

searchSubjectByIdentifier<searchType> </searchType>
<param>

sql<param-name> </param-name>
<param-value>
select id,
concat(firstname, concat(' ', lastname)) as name,
concat(lastname, concat(', ', firstname)) as lfname,
lastname, firstname, middlename,
account.name as loginid,
department, curriculum, appointment
from
individual
left join account on (account.individualid = id)
left join faculty on (faculty.individualid = id)
left join staff on (staff.individualid = id)
left join student on (student.individualid = id)
where (account.name='%TERM%')
</param-value>
</param>
</search>
<search>

search<searchType> </searchType>
<param>

sql<param-name> </param-name>



<param-value>
select id,
concat(firstname, concat(' ', lastname)) as name,
concat(lastname, concat(', ', firstname)) as lfname,
lastname, firstname, middlename,
account.name as loginid,
department, curriculum, appointment
from
individual
left join account on (account.individualid = id)
left join faculty on (faculty.individualid = id)
left join staff on (staff.individualid = id)
left join student on (student.individualid = id)
where (lower(firstname) like '%%TERM%%')
or (lower(lastname) like '%%TERM%%')
or (lower(department) like '%%TERM%%')
or (lower(account.name) like '%%TERM%%')
</param-value>
</param>
</search>
</source>

<!-- Example JNDI Person Resolver -->
<source adapterClass= >"edu.internet2.middleware.subject.provider.JNDISourceAdapter"

kitn-person<id> </id>
KITN People<name> </name>
person<type> </type>

<init-param>
INITIAL_CONTEXT_FACTORY<param-name> </param-name>
com.sun.jndi.ldap.LdapCtxFactory<param-value> </param-value>

</init-param>
<init-param>

PROVIDER_URL<param-name> </param-name>
ldap://localhost:389<param-value> </param-value>

</init-param>
<init-param>

SECURITY_AUTHENTICATION<param-name> </param-name>
simple<param-value> </param-value>

</init-param>
<init-param>

SECURITY_PRINCIPAL<param-name> </param-name>
<param-value></param-value>
</init-param>
<init-param>

SECURITY_CREDENTIALS<param-name> </param-name>
<param-value></param-value>
</init-param>
<init-param>

SubjectID_AttributeType<param-name> </param-name>
kitnEduPersonRegID<param-value> </param-value>

</init-param>
<init-param>

Name_AttributeType<param-name> </param-name>
cn<param-value> </param-value>

</init-param>
<init-param>

Description_AttributeType<param-name> </param-name>
description<param-value> </param-value>

</init-param>

<search>
searchSubject<searchType> </searchType>

<param>
filter<param-name> </param-name>

<param-value>
(&amp; (kitnEduPersonRegId=%TERM%)(objectclass=kitnEduPerson))
</param-value>
</param>
<param>

scope<param-name> </param-name>



SUBTREE_SCOPE<param-value> </param-value>
</param>
<param>

base<param-name> </param-name>
ou=people,dc=kitn,dc=edu<param-value> </param-value>

</param>
</search>
<search>

searchSubjectByIdentifier<searchType> </searchType>
<param>

filter<param-name> </param-name>
<param-value>
(&amp; (uid=%TERM%)(objectclass=kitnEduPerson))
</param-value>
</param>
<param>

scope<param-name> </param-name>
SUBTREE_SCOPE<param-value> </param-value>

</param>
<param>

base<param-name> </param-name>
ou=people,dc=kitn,dc=edu<param-value> </param-value>

</param>
</search>
<search>

search<searchType> </searchType>
<param>

filter<param-name> </param-name>
<param-value>
(&amp;(|(uid=%TERM%)(cn=*%TERM%*)(kitnEduPersonRegId=%TERM%))(objectclass=kitnEduPerson))
</param-value>
</param>
<param>

scope<param-name> </param-name>
SUBTREE_SCOPE<param-value> </param-value>

</param>
<param>

base<param-name> </param-name>
ou=people,dc=kitn,dc=edu<param-value> </param-value>

</param>
</search>
</source>



</sources>
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Subject API v0.3.1 Documentation

This version of the Subject API distribution contains a configurable JNDI source adapter and a configurable JDBC source adapter. In addition, the
Grouper distribution contains a source adapter (the GrouperSourceAdapter) that presents Grouper groups as subjects. Third parties may write
their own source adapters; however, in this version of the Subject API it may be necessary to modify Subject API source code beyond merely
implementing the Source and Subject interfaces.

Changes from v0.2.1

The JDBCSourceAdapter and JNDISourceAdapter have been restructured to prevent parameter injection attacks, and the JDBCSourceAdapter
has had some performance improvement.

The Subject and Source interfaces are unchanged from v0.2.1.

Configuration & Usage

Below is the structure of the Subject API v0.3.1 'sources.xml' configuration file. Following that, its elements and attributes are described in detail.

<sources>

<source adapterClass="aClassRef"/>
<id>sourceId</id>
<name>sourceDisplayName</name>
<type>subjectType</type>
<init-param>
<param-name>various</param-name>
<param-value>site-specific</param-value>
</init-param>
...
<attribute>attributeType</attribute>
...
<search>
<searchType>searchSubject, searchSubjectByIdentifier, or search</searchType>
<param>
<param-name>JNDI or JDBC specific params</param-name>
<param-value>back-end specific declarations</param-value>
</param>
...
</searchType>
</search>
...
</source>

...

</sources>

sources element

A sources.xml file contains a single  element with one or more subordinate  elements.sources source

source element

Each  element configures one instance of a source adapter. Its  attribute is the name of the java class configured by thissource adapterClass
element.
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id element

A string identifying this identity source. This value is the value of the sourceId attribute of every subject resolved from this source.

NOTE: A Subject API caller need only persist the sourceId and subjectId of a subject in order to be able to resolve its attributes later. It is
important that the sourceId values be stable over time so that the pair (sourceId, subjectId) continue to refer to the same subject. Hence, a wise
deployer will spend some time to determine a good scheme for assigning sourceId values before making initial production use of the Subject API.

name element

A displayable name for this identity source.

type element

The type of subject presented by this source adapter instance. In v0.3.1 this is limited to one of 'person', 'group', and 'application'.

Note: The notion of type in the Subject API will be removed in v1.0. Grouper and Signet, in particular, either do not now or in upcoming releases
will not make special use of a subject type as signaled by the Subject API. Subject API callers should instead identify any caller-specific special
handling of subjects by the sourceId or by other attributes of subject objects.

init-param elements

The JDBC and JNDI source adapters each require distinct parameter declarations to set up connections to back-end stores. They share three
other parameters that declare which back-end attributes or columns will be presented as the Subject object's distinguished attributes.

The form of these parameter declarations is

<init-param>
parameter_name<param-name> </param-name>
parameter_value<param-value> </param-value>

</init-param>

The parameters required for each source adapter class and descriptions of each follow. The GrouperSourceAdapter requires no parameters.

adapterClass parameter name parameter value

JDBCSourceAdapter dbDriver JDBC driver classname

JDBCSourceAdapter dbURL JDBC URL for the database

JDBCSourceAdapter dbUser database user

JDBCSourceAdapter dbPwd database user's password

JDBCSourceAdapter maxActive refer to Apache Commons DBCP documentation

JDBCSourceAdapter maxIdle refer to Apache Commons DBCP documentation

JDBCSourceAdapter maxWait refer to Apache Commons DBCP documentation

JNDISourceAdapter INITIAL_CONTEXT_FACTORY A string specific to the java you are using. For Sun's java it is
"com.sun.jndi.ldap.LdapCtxFactory". See the JNDI documentation

JNDISourceAdapter PROVIDER_URL The LDAP URL of the LDAP server to connect to.

JNDISourceAdapter SECURITY_AUTHENTICATION See the list of allowable values

JNDISourceAdapter SECURITY_PRINCIPAL The DN to BIND as to the LDAP server specified in the PROVIDER_URL.

JNDISourceAdapter SECURITY_CREDENTIALS A hashed password, clear-text password, key, certificate, whatever you use to
authenticate the SECURITY_PRINCIPAL to the LDAP server at the
PROVIDER_URL.

Both SubjectID_AttributeType The name of the attribute or column whose value is the subjectId.

Both Name_AttributeType The name of the attribute or column whose value is the subject's name.

Both Description_AttributeType The name of the attribute or column whose value is the subject's description.

attribute element(s)
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The JNDI source adapter will limit the set of attributes returned in an LDAP search to those listed in  elements. If there are no attribute attribute
elements, then all attributes visible to the SECURITY_PRINCIPAL will be presented to the calling program.

search element

The Subject API defines three methods used to select or search for subjects. There must be one  element for each of these threesearch
methods.

searchType element

Identifies the Source interface method configured by this  element, as given in the table below. The parameter set for each search search
element defines how the selection or search is to be carried out against the back-end identity store, and which columns or attributes will be used
as attributes of the subject objects that are returned. The string "%TERM%" should be used in search filters and the string '?' in WHERE clauses -
they are replaced by the selection criterion or search term presented to the corresponding method.

searchType value Source interface
method

? or
%TERM%
is ...

What the search should accomplish

searchSubject getSubject a subjectId
value

Select the unique record or entry with subjectId=%TERM%, or none if
%TERM% is no subject's subjectId.

searchSubjectByIdentifier getSubjectByIdentifier the value of
an
identifying
attribute

Select the unique record or entry which has %TERM% for the value of one
of its identifying columns or attributes, or none if %TERM% is not the value
of any subject's identifying column or attribute.

search search a string Select all records or entries in which the %TERM% causes a match.

The "getSubject" method is used to select a specific subject from the back-end identity store, for example, to show the name and department of a
person belonging to a group.

The "getSubjectByIdentifier" method enables identifying a subject by means of a column or attribute different from that used as the subjectId. For
example, if a UI user authenticates with a loginId, but the subjectId is an opaque registryId, this method is used to identify the subject given their
loginId.

The "search" method is used to help a UI user select the subject they want from a list. It is typically implemented as a substring search on several
non-identifying columns or attributes such as lastname, firstname, and department. The results of a search are displayed in a checkbox list to the
UI user.

sql element

The value of this element is a (possibly compound) SQL statement. Before being executed, all occurrences of the '?' variable in the SQL
statement are replaced with the corresponding method's argument. The SQL statement should return exactly one table with zero or more rows.
Each row corresponds to exactly one subject, and the column names of the returned table are used as the attribute names of the subject objects
created for each row. The set of rows is assumed to be the set of all subjects meeting the selection or search criterion of the containing search
element. The  element is only used for configuring the JDBCSourceAdapter.sql

filter, , and  elementsbase scope

These elements are only used for configuring the JNDISourceAdapter. They correspond to the various parts of an  of the same name.LDAP URL
Thus, the  element defines a boolean search filter, the  and  specify the portion of the Directory Information Tree to be searched,filter base scope
and zero or more  element values form the list of attributes to be returned with each matching entry.attribute

The  element MUST contain one of the values "OBJECT_SCOPE", "ONELEVEL_SCOPE", or "SUBTREE_SCOPE", which corresponds toscope
an RFC2255 scope parameter of "0", "1", or "2", respectively.

The  element is the DN (distinguished name) of an entry in the directory which is the root of the portion of the Directory Information Tree tobase
be searched.

Example of a sources.xml file

<sources>

<!-- Group Subject Resolver -->
<source adapterClass="edu.internet2.middleware.grouper.GrouperSourceAdapter">
<id>g:gsa</id>
<name>Grouper: Group Source Adapter</name>
<type>group</type>
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</source>

<!-- Example JDBC Person Resolver -->
<source adapterClass="edu.internet2.middleware.subject.provider.JDBCSourceAdapter">
<id>uc</id>
<name>Bogus UC People</name>
<type>person</type>

<init-param>
<param-name>maxActive</param-name>
<param-value>16</param-value>
</init-param>
<init-param>
<param-name>maxIdle</param-name>
<param-value>16</param-value>
</init-param>
<init-param>
<param-name>maxWait</param-name>
<param-value>-1</param-value>
</init-param>
<init-param>
<param-name>dbDriver</param-name>
<param-value>org.hsqldb.jdbcDriver</param-value>
</init-param>
<init-param>
<param-name>dbUrl</param-name>
<param-value>jdbc:hsqldb:hsql://localhost:9002/bogus-uc-people</param-value>
</init-param>
<init-param>
<param-name>dbUser</param-name>
<param-value>sa</param-value>
</init-param>
<init-param>
<param-name>dbPwd</param-name>
<param-value></param-value>
</init-param>
<init-param>
<param-name>SubjectID_AttributeType</param-name>
<param-value>id</param-value>
</init-param>
<init-param>
<param-name>Name_AttributeType</param-name>
<param-value>name</param-value>
</init-param>
<init-param>
<param-name>Description_AttributeType</param-name>
<param-value>name</param-value>
</init-param>

<search>
<searchType>searchSubject</searchType>
<param>
<param-name>sql</param-name>
<param-value>
select id,
concat(firstname, concat(' ', lastname)) as name,
concat(lastname, concat(', ', firstname)) as lfname,
lastname, firstname, middlename,
account.name as loginid,
department, curriculum, appointment
from
individual
left join account on (account.individualid = id)
left join faculty on (faculty.individualid = id)
left join staff on (staff.individualid = id)
left join student on (student.individualid = id)
where (id=?)
</param-value>
</param>
</search>



<search>
<searchType>searchSubjectByIdentifier</searchType>
<param>
<param-name>sql</param-name>
<param-value>
select id,
concat(firstname, concat(' ', lastname)) as name,
concat(lastname, concat(', ', firstname)) as lfname,
lastname, firstname, middlename,
account.name as loginid,
department, curriculum, appointment
from
individual
left join account on (account.individualid = id)
left join faculty on (faculty.individualid = id)
left join staff on (staff.individualid = id)
left join student on (student.individualid = id)
where (account.name=?)
</param-value>
</param>
</search>
<search>
<searchType>search</searchType>
<param>
<param-name>sql</param-name>
<param-value>
select id,
concat(firstname, concat(' ', lastname)) as name,
concat(lastname, concat(', ', firstname)) as lfname,
lastname, firstname, middlename,
account.name as loginid,
department, curriculum, appointment
from
individual
left join account on (account.individualid = id)
left join faculty on (faculty.individualid = id)
left join staff on (staff.individualid = id)
left join student on (student.individualid = id)
where (firstname like '%'||?||'%')
or (lastname like '%'||?||'%')
or (department like '%'||?||'%')
or (account.name like '%'||?||'%')
</param-value>
</param>
</search>
</source>

<!-- Example JNDI Person Resolver -->
<source adapterClass="edu.internet2.middleware.subject.provider.JNDISourceAdapter">
<id>kitn-person</id>
<name>KITN People</name>
<type>person</type>
<init-param>
<param-name>INITIAL_CONTEXT_FACTORY</param-name>
<param-value>com.sun.jndi.ldap.LdapCtxFactory</param-value>
</init-param>
<init-param>
<param-name>PROVIDER_URL</param-name>
<param-value>ldap://localhost:389</param-value>
</init-param>
<init-param>
<param-name>SECURITY_AUTHENTICATION</param-name>
<param-value>simple</param-value>
</init-param>
<init-param>
<param-name>SECURITY_PRINCIPAL</param-name>
<param-value>cn=Manager,dc=example,dc=edu</param-value>
</init-param>
<init-param>
<param-name>SECURITY_CREDENTIALS</param-name>



<param-value>secret</param-value>
</init-param>
<init-param>
<param-name>SubjectID_AttributeType</param-name>
<param-value>exampleEduRegID</param-value>
</init-param>
<init-param>
<param-name>Name_AttributeType</param-name>
<param-value>cn</param-value>
</init-param>
<init-param>
<param-name>Description_AttributeType</param-name>
<param-value>description</param-value>
</init-param>

<search>
<searchType>searchSubject</searchType>
<param>
<param-name>filter</param-name>
<param-value>
(&amp; (exampleEduRegId=%TERM%)(objectclass=exampleEduPerson))
</param-value>
</param>
<param>
<param-name>scope</param-name>
<param-value>SUBTREE_SCOPE</param-value>
</param>
<param>
<param-name>base</param-name>
<param-value>ou=people,dc=kitn,dc=edu</param-value>
</param>
</search>
<search>
<searchType>searchSubjectByIdentifier</searchType>
<param>
<param-name>filter</param-name>
<param-value>
(&amp; (uid=%TERM%)(objectclass=exampleEduPerson))
</param-value>
</param>
<param>
<param-name>scope</param-name>
<param-value>SUBTREE_SCOPE</param-value>
</param>
<param>
<param-name>base</param-name>
<param-value>ou=people,dc=example,dc=edu</param-value>
</param>
</search>
<search>
<searchType>search</searchType>
<param>
<param-name>filter</param-name>
<param-value>
(&amp;(|(uid=%TERM%)(cn=*%TERM%*)(exampleEduRegId=%TERM%))(objectclass=exampleEduPerson))
</param-value>
</param>
<param>
<param-name>scope</param-name>
<param-value>SUBTREE_SCOPE</param-value>
</param>
<param>
<param-name>base</param-name>
<param-value>ou=people,dc=example,dc=edu</param-value>
</param>
</search>
</source>



</sources>

subject-1.0-doc
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To Be Done

As of this writing, details of the v1.0 Subject API have been largely determined. The formal v1.0 specification and corresponding implementation
documentation will appear here as soon as they are settled.

Grouper Training Materials
Welcome to the Grouper Online Training Area. You will find links to training videos and also to the slides shown in the videos, in case you want to
review them apart from the videos. 

Materials here are covered under the .Creative Commons License

Training for Managers

Training for Administrators

Training for Developers are Architects

Training for End Users

Training for Managers

Video Just the slides file 

Access Management and Grouper should I link to the files on the web server?

Grouper's Core Access Management Capabilities  

Grouper Toolkit Components  

Training for Administrators

Grouper API - Part 1

Grouper API - Part 2

Grouper UI

Grouper Web Services

Training for Developers are Architects

Examples of Grouper Integration

--

--

Training for End Users

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
https://spaces.internet2.edu/display/Grouper/Grouper+Developers'+Wiki
http://www.internet2.edu/grouper/
http://www.youtube.com/watch?v=rzyVxo3r01Q
http://www.youtube.com/watch?v=s9-dwoeXZjY
http://www.youtube.com/watch?v=yiluM0dbZGg
http://www.youtube.com/watch?v=qazFGCxbtmk


Using the Grouper Lite UI

--

--

Additional Links

Creative Commons License info

Creative Commons License info

For the license we are using, here is the language:

This work is licensed under a Creative Commons Attribution-NonCommercial 3.0 Unported License.

Here is the html:

 <a rel="license" href=" "><img alt="Creative Commons License" style="border-width:0" src="http://creativecommons.org/licenses/by-nc/3.0/
" /></a><br />This work is licensed under a <a rel="license" href="http://i.creativecommons.org/l/by-nc/3.0/88x31.png

">Creative Commons Attribution-NonCommercial 3.0 Unported License</a>.http://creativecommons.org/licenses/by-nc/3.0/

A page with the associated graphics choices is here: 

http://creativecommons.org/choose/results-one?q_1=2&q_1=1&field_commercial=n&field_derivatives=y&field_jurisdiction=&field_format=&field_worktitle=&field_attribute_to_name=&field_attribute_to_url=&field_sourceurl=&field_morepermissionsurl=&lang=en_US&n_questions=3

Grouper highlights 2.0

This page is designed for Grouper Developers to list and briefly describe their work items for the Grouper 2.0 release

Chris

Feature Description Additional
Links 

Rules Similar to Grouper Hooks, but instead of Java logic, built in actions or expression language scripts can be
executed

 

External subjects If your Identity Management System does not support external users (e.g. via EPPN), then Grouper can
manage that with self registration and or invitations which will can provision memberships

 

Syncing groupers A group in one Grouper can be sync'ed with a group in another Grouper.  For instance if two institutions want
to share a group of subjects but store them in their own Grouper

 

Attribute and
Permissions UI

User interface to define, view, and assign attributes and permissions in Grouper.  The attributes can be
assigned to many types of Grouper objects including Groups, Folders, Members, Memberships, etc.  The
permissions are used as a central permissions management system for other applications at your institution

 

Grouper-Atlassian
connector

If you cannot connect Atlassian applications (e.g Jira, Confluence) to your Grouper managed LDAP, then you
can use this connector which used Grouper Web Services to manage your Atlassian groups and person
information

 

Permissions
Allow/disallow

A permission assignment can be an allow or disallow (to filter out allows inherited from another assignment)  

Permission limits A run-time decision can be applied to immediate permission allows so that context environment variables can
change an allow to a disallow.  e.g. permissions are only allowed at a certain time of day or from a certain IP
address.  Grouper can calculate this on the server or the client can get the limits and calculate them. 

 

Web service
versioning

Grouper 2.0 web servers will accept clients coded against the 1.6 or previous WS API's  

http://creativecommons.org/licenses/by-nc/3.0/
http://i.creativecommons.org/l/by-nc/3.0/88x31.png
http://creativecommons.org/licenses/by-nc/3.0/
http://creativecommons.org/choose/results-one?q_1=2&q_1=1&field_commercial=n&field_derivatives=y&field_jurisdiction=&field_format=&field_worktitle=&field_attribute_to_name=&field_attribute_to_url=&field_sourceurl=&field_morepermissionsurl=&lang=en_US&n_questions=3
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Feature Description Additional
Links 

Point in
Time
Audit

This allows you to query the state of Grouper at a point in time in the past or a date range in the past.  You can query
for memberships, privileges and permissions. 

 

Member
Search
and Sort

Additional data is now stored about subjects in Grouper.  This allows you to sort a list of members and search a list of
members without having to go to the subject source to query attributes for each subject in the list that you would then
use for the sort or search operation. 

 

TomZ

Feature Description Additional Links 

ldappcng caching (performance) The SPMLDataConnector supports caching
similar 
to other Shibboleth DataConnectors

https://bugs.internet2.edu/jira/browse/GRP-503

real-time / incremental provisioning
(tentative)

scheduled for 2.1 https://bugs.internet2.edu/jira/browse/GRP-592

Grouper 2.0 vs 1.6 Performance
The following is performance results from Grouper API calls using both Grouper 2.0 and Grouper 1.6. Each call was made several times and an
average was taken. Both databases (using Oracle) were prepopulated with equivalent data before performing this test. Here's a summary of what
was prepopulated:

Groups: 126,801
Stems: 105,900
Immediate memberships and privileges: 1,074,400
Attribute assignments: 125,400
Attribute def names: 41,800
Permissions: 585,200

This data was mostly added by running edu.internet2.middleware.grouper.helper.LoadData.  The version in trunk was run for both the 2.0 and the
1.6 databases.

Note that these tests were run on a test database server that's shared with other applications so your results will vary...  The test was executed
by:

Using the Grouper API to add any required data for the operation.  For instance, the effective membership add/delete tests required
creating a group with 1000 members.
Then using the Grouper API to run the operation several times (mostly either 10 times or 100 times) and taking an average of the time.

Operation Grouper 2.0 (ms) Grouper 1.6 (ms)

GroupFinder.findByName() 3 3

Group.hasImmediateMember(Subject) 28 17

Group.hasEffectiveMember(Subject) 22 18

Group.hasMember(Subject) 16 11

Group.hasOptin(Subject) 17 17

Group.getPrivs(Subject) 19 13

Group.getUpdaters() 4 3

Group.getEffectiveMembers() 3 3

Group.getEffectiveMemberships() 4 4

Group.getImmediateMembers() 3 2

https://bugs.internet2.edu/jira/browse/GRP-503
https://bugs.internet2.edu/jira/browse/GRP-592


Group.getImmediateMemberships() 4 4

Group.getMembers() 4 2

Group.getMemberships() 5 5

MemberFinder.findBySubject() 12 6

Member.getEffectiveMemberships() 9 10

Member.getImmediateMemberships() 9 7

Member.getMemberships() 4 4

StemFinder.findByName() 1 2

Stem.getPrivs(Subject) 34 17

Stem.hasCreate(Subject) 17 12

Stem.getStemmers() 3 3

Group create 416 317

Group delete 212 193

Role create 430 312

Attribute def name create 86 60

Assign role permission 91 39

Remove role permission 44 15

Attribute def name delete 38 15

Role delete 207 182

Stem create 206 165

Stem delete 119 105

AttributeDef create (type=perm) 224 159

AttributeDef delete (type=perm) 192 149

Membership add 76 59

Membership delete 53 43

Membership add where member is a group 134 127

Membership delete where member is a group 71 60

Membership add causes composite add 109 86

Membership delete causes composite delete 81 70

Group privilege (update) add 51 44

Group privilege (update) delete 34 26

Stem privilege (create) add 50 42

Stem privilege (create) delete 30 26

Effective membership (1000) add 216 169

Effective membership (1000) delete 162 148

Grouper changes v2.0
This document lists instructions for people with existing groups installations on how to upgrade to newer versions of grouper (or grouper related
products).  If you notice something missing please let us know.  The instructions are in descending order based on date/release.  You will find



instructions below for Grouper, Grouper-ws, Grouper-ui, etc.  It is assumed if you are running grouper-ui that you will perform both the grouper
upgrade notes, and the grouper-ui upgrade notes.  It is understood that you will get the new source/javadoc/etc files, this document addresses
configurations, jars, etc.  Note that for major upgrades, you should .  For minor upgrades, that instructions should befollow the upgrade steps
sufficient.

Grouper

v2.0.2: compare the grouper.hibernate.properties with grouper.hibernate and re-arrange the driver/dialect, and optionally blank them out
so Grouper can auto-detect.  You can also do this in the grouper-loader.properties.
v2.0.2: compare sources.xml with sources.example.xml and you should add an inclause to any jdbc (not jdbc2) sources:

<!--  you are going to use the inclause attributeif
        on the search to make the queries batchable when searching
        by id or identifier -->
      <init-param>
        <param-name>useInClauseForIdAndIdentifier</param-name>
        <param-value> </param-value>true
      </init-param>
      
      <!-- comma separate the identifiers   row,  is  the findByIdentifiers  using anfor this this for if
in clause -->
      <init-param>
        <param-name>identifierAttributes</param-name>
        <param-value>LOGINID</param-value>
      </init-param>

<search>
          <searchType>searchSubject</searchType>
          <param>
              <param-name>sql</param-name>
              <param-value>
 select
    s.subjectid as id, s.name as name,
    (select sa2.value from subjectattribute sa2 where name='name' and sa2.SUBJECTID = s.subjectid) as
lfname,
    (select sa3.value from subjectattribute sa3 where name='loginid' and sa3.SUBJECTID = s.subjectid)
as loginid,
    (select sa4.value from subjectattribute sa4 where name='description' and sa4.SUBJECTID =
s.subjectid) as description,
    (select sa5.value from subjectattribute sa5 where name='email' and sa5.SUBJECTID = s.subjectid) as
email
 from
    subject s
 where
    {inclause}
             </param-value>
          </param>
          <param>
              <param-name>inclause</param-name>
              <param-value>
 s.subjectid = ?
             </param-value>
          </param>
      </search>
      <search>
          <searchType>searchSubjectByIdentifier</searchType>
          <param>
              <param-name>sql</param-name>
              <param-value>
 select
    s.subjectid as id, s.name as name,
    (select sa2.value from subjectattribute sa2 where name='name' and sa2.SUBJECTID = s.subjectid) as
lfname,
    (select sa3.value from subjectattribute sa3 where name='loginid' and sa3.SUBJECTID = s.subjectid)
as loginid,
    (select sa4.value from subjectattribute sa4 where name='description' and sa4.SUBJECTID =
s.subjectid) as description,
    (select sa5.value from subjectattribute sa5 where name='email' and sa5.SUBJECTID = s.subjectid) as



email
 from
    subject s, subjectattribute a
 where
    a.name='loginid' and s.subjectid = a.subjectid and {inclause}
              </param-value>
          </param>
          <param>
              <param-name>inclause</param-name>
              <param-value>
    a.value = ?
             </param-value>
          </param>
      </search>



v2.0.2: compare sources.xml with sources.example.xml and you should probably add a max page size to each source:

<!-- on a findPage()  is the most results returned -->this
    <init-param>
      <param-name>maxPageSize</param-name>
      <param-value>100</param-value>
    </init-param>

v2.0.2: compare grouper.properties with grouper.example.properties, and add this section to the grouper.properties

###################################
## Subject settings
###################################

#  finding across multiple threadable sources, use threads to  the work fasterif do
subjects.allPage.useThreadForkJoin = false

#  finding across multiple threadable sources, use threads to  the work fasterif do
subjects.idOrIdentifier.useThreadForkJoin = false

#  the creator and last updater should be group subject attributes (you getif
# a performance gain  you set to , but   you can see subject id from UI in 2.0if false if true
subjects.group.useCreatorAndModifierAsSubjectAttributes = true

#  we should use a root session  one isnt started  subject lookups (behavior in v2.0-if if for
subjects.startRootSessionIfOneIsntStarted = true

v2.0.2: merge grouper.hibernate.properties with grouper.hibernate.example.properties

OLD:
hibernate.cache.provider_class = org.hibernate.cache.EhCacheProvider

NEW:
hibernate.cache.region.factory_class = net.sf.ehcache.hibernate.EhCacheRegionFactory

v2.0.2: The default sort string for groups was changed from "name" to "displayExtension".  Note that the admin UI shows
displayExtension when showing membership lists, but the lite UI shows the displayName.  So even with the new default, the membership
list in the lite UI will not look like it is sorted correctly.  If your users use the lite UI and not the admin UI, you may want to use
"displayName" instead for now.  Perhaps in 2.2, the lite UI will show the displayExtension instead.  If you change the sort string, you
should sync the member attributes.  See . Here's the new default in sources.xml:Member search and sort columns



<source adapterClass= >"edu.internet2.middleware.grouper.GrouperSourceAdapter"
    <id>g:gsa</id>
    <name>Grouper: Group Source Adapter</name>
    <type>group</type>

    <init-param>
      <param-name>subjectVirtualAttribute_0_searchAttribute0</param-name>
     
<param-value>${subject.getAttributeValue('name')},${subject.getAttributeValue('displayName')},${subject.getAttributeValue('alternateName')}</param-value>
</init-param>
    <init-param>
      <param-name>sortAttribute0</param-name>
      <param-value>displayExtension</param-value>
    </init-param>
    <init-param>
      <param-name>searchAttribute0</param-name>
      <param-value>searchAttribute0</param-value>
    </init-param>
    <!-- on a findPage()  is the most results returned -->this
    <init-param>
      <param-name>maxPageSize</param-name>
      <param-value>100</param-value>
    </init-param>
    <internal-attribute>searchAttribute0</internal-attribute>
  </source>

v2.0.1: Note that grouper-loader.properties has loader.autoadd.typesAttributes default to true GRP-672
v2.0.1: Merge ehcache.xml with ehcache.example.xml. Unless you previously customized this configuration file, you should be able to
just copy the new configuration. The change here was to add caching for Hib3PITFieldDAO.findById() and PITField.  And also to no
longer expire UpdateTimestampsCache and set the default cache to expire after 1 second rather than to never expire.  Here are the
cache settings for the updated caches:

https://bugs.internet2.edu/jira/browse/GRP-672


<defaultCache
    maxElementsInMemory="1000"
    eternal=" "false
    timeToIdleSeconds="1"
    timeToLiveSeconds="1"
    overflowToDisk=" "false
  />

  <cache name="net.sf.hibernate.cache.UpdateTimestampsCache"
    maxElementsInMemory="5000"
    eternal=" "true
    overflowToDisk=" "true
  />

  <cache name="org.hibernate.cache.UpdateTimestampsCache"
    maxElementsInMemory="5000"
    eternal=" "true
    overflowToDisk=" "true
  />

  <cache  name="edu.internet2.middleware.grouper.pit.PITField"
          maxElementsInMemory="1000"
          eternal=" "false
          timeToIdleSeconds="30"
          timeToLiveSeconds="120"
          overflowToDisk=" "false
  />

  <cache  name="edu.internet2.middleware.grouper.internal.dao.hib3.Hib3PITFieldDAO.FindById"
          maxElementsInMemory="1000"
          eternal=" "false
          timeToIdleSeconds="30"
          timeToLiveSeconds="120"
          overflowToDisk=" "false
  />

v2.0.0: Merge grouper.properties with grouper.example.properties
Note, this should be true, and set where you want the system attributes to live:

# root stem in grouper where built in attributes are put
grouper.attribute.rootStem = etc:attribute

#  the attribute loader attributes, and other attributes should be autoconfiguredif
(created, etc)
grouper.attribute.loader.autoconfigure = true

The following general settings have been added.

#put the URL which will be used e.g. in emails to users.  include the webappname at the
end, and nothing after that.
#e.g. https://server.school.edu/grouper/
grouper.ui.url =

Subject API changed to support . You can use the sources.xml file to map subject attributessort and search strings for subjects
to sort and search fields that are stored in Grouper. Every source must be configured for at least one sort string and one search
string. Most of the sources are configured in sources.xml but the internal and external sources are configured in
grouper.properties. Here are the configuration updates for grouper.properties.



# Search and sort strings  internal usersfor
internalSubjects.searchAttribute0.el = ${subject.name},${subject.id}
internalSubjects.sortAttribute0.el = ${subject.name}

...

# By , all users have access to sort using any of the sort strings in the memberdefault
table and search using any of the search strings in the member table.
# You can restrict to wheel only or to a certain group.
#security.member.sort.string0.allowOnlyGroup = etc:someGroup
#security.member.sort.string1.allowOnlyGroup = etc:someGroup
#security.member.sort.string2.wheelOnly = true
#security.member.sort.string3.wheelOnly = true
#security.member.sort.string4.wheelOnly = true
#security.member.search.string0.allowOnlyGroup = etc:someGroup
#security.member.search.string1.allowOnlyGroup = etc:someGroup
#security.member.search.string2.wheelOnly = true
#security.member.search.string3.wheelOnly = true
#security.member.search.string4.wheelOnly = true

###################################
## Member sort and search
###################################

# Attributes of members are kept in the grouper_members table to allow easy sorting and
searching (  instance when listing group members).for
# When performing a sort or search and an index is not specified, then a  indexdefault
will be used as configured below.  The value is comma-separated,
# so that  the user does not have access to the first index, then next will be triedif
and so forth.
# Note:  all sources should have attributes configured  all  indexes.for default
member.search.defaultIndexOrder=0
member.sort.defaultIndexOrder=0

There is additional support for Grouper hooks.

#implement an attribute def hook by extending
edu.internet2.middleware.grouper.hooks.AttributeDefHooks
#hooks.attributeDef.class=edu.yourSchool.it.YourSchoolAttributeDefHooks,edu.yourSchool.it.YourSchoolAttributeDefHooks2

#implement
an attribute def name hook by extending
edu.internet2.middleware.grouper.hooks.AttributeDefNameHooks
#hooks.attributeDefName.class=edu.yourSchool.it.YourSchoolAttributeDefNameHooks,edu.yourSchool.it.YourSchoolAttributeDefNameHooks2

#implement
an attribute assign hook by extending
edu.internet2.middleware.grouper.hooks.AttributeAssignHooks
#hooks.attributeAssign.class=edu.yourSchool.it.YourSchoolAttributeAssignHooks,edu.yourSchool.it.YourSchoolAttributeAssignHooks2

#implement
an attribute assign hook by extending
edu.internet2.middleware.grouper.hooks.AttributeAssignValueHooks
#hooks.attributeAssignValue.class=edu.yourSchool.it.YourSchoolAttributeAssignValueHooks,edu.yourSchool.it.YourSchoolAttributeAssignValueHooks2

#implement
an external subject hook by extending
edu.internet2.middleware.grouper.hooks.ExternalSubjectHooks
#hooks.externalSubject.class=edu.yourSchool.it.YourSchoolExternalSubjectHooks

Grouper rules are new in 2.0.



###################################
## Rules
###################################

# Rules users who are in the following group can use the actAs field to act as someone 
else
# You can put multiple groups separated by commas.  e.g. a:b:c, e:f:g
# You can put a single entry as the group the calling user has to be in, and the grouper
the actAs has to be in
# separated by 4 colons
# e.g.  the configured values is:       a:b:c, e:f:d :::: r:e:w, x:e:wif
# then  the calling user is in a:b:c or x:e:w, then the actAs can be anyoneif
#  not, then  the calling user is in e:f:d, then the actAs must be in r:e:w.  Ifif if
multiple rules, then
#  one passes, then it is a success,  they all fail, then fail.if if
rules.act.as.group =

# any actAs subject in  group has access to more objects when the EL fires onthis
# the IF or THEN EL clause
rules.accessToApiInEl.group =

# cache the decision to allow a user to actAs another, so it doesnt have to be calculated
each time
# defaults to 30 minutes
rules.act.as.cache.minutes = 30

# uuids (comma separated) of the attribute assign record which is the rule type to the
owner object
# e.g. SELECT gaagv.attribute_assign_id FROM grouper_attr_asn_group_v gaagv WHERE
gaagv.attribute_def_name_name LIKE '%:rule' AND gaagv.group_name = 'stem:a'
# make sure log info level is set  RuleEnginefor
# log4j.logger.edu.internet2.middleware.grouper.rules.RuleEngine = INFO
rules.attributeAssignTypeIdsToLog = abc1234abc123, def456def345

#   is , then log a lot of info about why rules  or  not fire... only turnif this true do do
on temporarily
# since it takes a lot of resources...  note you need log DEBUG set  the rules enginefor
in log4j.properties too e.g.
# log4j.logger.edu.internet2.middleware.grouper.rules = DEBUG
rules.logWhyRulesDontFire = false

# put in fully qualified classes to add to the EL context.  Note that they need a default
constructor
# comma separated.  The alias will be the simple class name without a first cap.
# e.g.  the class is test.Test the alias is if "test"
rules.customElClasses =

# If the CHECK, IF, and THEN are all exactly what is needed  managing inherited stemfor
privileges
# Then allow an actAs GrouperSystem in source g:isa
rules.allowActAsGrouperSystemForInheritedStemPrivileges =

# If not blank, then keep email templates in  folder instead of classpaththis
# If in classpath, it is classpath: grouperRulesEmailTemplates/someTemplate.txt
rules.emailTemplatesFolder =

If you want to keep track of the last immediate membership update of a group.

# If , when an immediate membership changes  a group (either a privilege or a listtrue for
member),
# then an update will be made to the lastImmediateMembershipChange property  thefor
group.
groups.updateLastImmediateMembershipTime = true

Additional email settings



#leave blank or   no ssl,   sslfalse for true for
#mail.smtp.ssl =

#leave blank   (probably 25),  ssl is ,  is 465,  specifyfor default if true default else
#mail.smtp.port =

#when running junit tests,  is the address that will be usedthis
#mail.test.address = a@b.c

Additional junit settings

#  the external subject tests should be included when running all tests, note you needif
the jabber attribute in the view (  )default false
junit.test.externalSubjects = false

#  the group sync should be tested... note you need the demo server available to test if
, or change some settings...this

junit.test.groupSync = false
junit.test.groupSync.url = https:
//grouperdemo.internet2.edu/grouper-ws_v2_0_0/servicesRest
junit.test.groupSync.user = remoteUser
junit.test.groupSync.password = R:/pass/grouperDemoRemoteUser.pass
#folder where the user can create/stem which the user can use to run tests
junit.test.groupSync.folder = test2:whateverFolder
#  is  unless testing to an older grouper which doesnt support this true this
junit.test.groupSync.pushAddExternalSubjectIfNotExist = true
junit.test.groupSync.createRemoteFolderIfNotExist = true
junit.test.groupSync.remoteSourceId = grouperExternal
junit.test.groupSync.remoteReadSubjectId = identifier
junit.test.groupSync.remoteWriteSubjectId = identifier

Grouper Permission Limits are new in 2.0.



#####################################
## centrally managed permissions
#####################################

#  the permissions limits should be readable and updatable by GrouperAll (set whenif
created)...
grouper.permissions.limits.builtin.createAs.  = public true

#  the permissions limits should be readable and updatable by GrouperAll (set whenif
created)...
grouper.permissions.limits.builtin.displayExtension.limitAmountLessThan = amount less
than
grouper.permissions.limits.builtin.displayExtension.limitAmountLessThanOrEqual = amount
less than or equal to
grouper.permissions.limits.builtin.displayExtension.limitExpression = Expression
grouper.permissions.limits.builtin.displayExtension.limitIpOnNetworkRealm = ipAddress on
network realm
grouper.permissions.limits.builtin.displayExtension.limitIpOnNetworks = ipAddress on
networks
grouper.permissions.limits.builtin.displayExtension.limitLabelsContain = labels contains
grouper.permissions.limits.builtin.displayExtension.limitWeekday9to5 = Weekday 9 to 5

# el classes to add to the el context  a limitExpression.  Comma-separated fullyfor
qualified classnames
grouper.permissions.limits.el.classes =

# permission limits linked to subclasses of
edu.internet2.middleware.grouper.permissions.limits.PermissionLimitBase
#grouper.permissions.limits.logic.someName.limitName =
#grouper.permissions.limits.logic.someName.logicClass =

#  you are doing ip address limits, you can put realms hereif
# grouper.permissions.limits.realm.someName = 1.2.3.4/24, 2.3.4.5/16

External subjects are new in 2.0

#####################################
## External subjects
#####################################

#manages the description of a user automatically
externalSubjects.desc.el = [unverifiedInfo]
${grouperUtil.appendIfNotBlankString(externalSubject.name, ' - ',
externalSubject.institution)} [externalUserID] ${externalSubject.identifier}

#search and sort strings added to member objects
externalSubjects.searchAttribute0.el =
${subject.name},${subjectUtils.defaultIfBlank(subject.getAttributeValue( ), "institution"

identifier"")},${subjectUtils.defaultIfBlank(subject.getAttributeValue(" "), "
email ")}")},${subject.id},${subjectUtils.defaultIfBlank(subject.getAttributeValue(" "), "

externalSubjects.sortAttribute0.el = ${subject.name}
externalSubjects.sortAttribute1.el =
${subjectUtils.defaultIfBlank(subject.getAttributeValue( ), "")}"identifier"
externalSubjects.sortAttribute2.el =
${subjectUtils.defaultIfBlank(subject.getAttributeValue( ), "")}"institution"

#   the description should be managed via EL (config above)false if
externalSubjects.desc.manual = false

# quartz cron where subjects are recalculated  necessary (empty means dont run), e.g.if
everyday at 3am
externalSubjects.calc.fields.cron = 0 0 3 * * ?

externalSubjects.name.required = true
externalSubjects.email.required = false



externalSubjects.email.enabled = true

# these field names (uuid, institution, identifier, uuid, email, name) or attribute names
# will be toLowered, and appended with comma separators.  e.g.  you add attributes, addif
them here too
externalSubjects.searchStringFields = name, institution, identifier, uuid, email

externalSubjects.institution.required = false
externalSubjects.institution.enabled = true

# note,  must be only alphanumeric lower  or underscorethis case
# (valid db column name, subject attribute name)
#externalSubjects.attributes.jabber.systemName = jabber
#externalSubjects.attributes.jabber.required = false
# comment on column in DB (no special characters allowed)
#externalSubjects.attributes.jabber.comment = The jabber ID of the user

#  wheel or root can edit external usersif
externalSubjects.wheelOrRootCanEdit = true

# group which is allowed to edit external users
externalSubjects.groupAllowedForEdit =

#  the view on the external subjects should be created.if
# turn  off  it doesnt compile, othrewise should be finethis if
externalSubjects.createView = true

#name of external subject source, defaults to grouperExternal
externalSubject.sourceId = grouperExternal
externalSubject.sourceName = External Users

# grouper can auto create a jdbc2 source  the external subjectsfor
externalSubjects.autoCreateSource = false

# put in fully qualified classes to add to the EL context.  Note that they need a default
constructor
# comma separated.  The alias will be the simple class name without a first cap.
# e.g.  the class is test.Test the alias is if "test"
externalSubjects.customElClasses =

# change these to affect the storage where external subjects live (e.g. to store in
ldap),
# must implement each respective storable interface
externalSubjects.storage.ExternalSubjectStorable.class =
edu.internet2.middleware.grouper.externalSubjects.ExternalSubjectDbStorage
externalSubjects.storage.ExternalSubjectAttributeStorable.class =
edu.internet2.middleware.grouper.externalSubjects.ExternalSubjectAttributeDbStorage

# you can use the variables $newline$, $inviteLink$.  Note, you need to change  this
 message...default

externalSubjectsInviteDefaultEmail = Hello,$newline$$newline$This is an invitation to
register at our site to be able to access our applications.  This invitation expires in 7
days.  Click on the link below and sign in with your InCommon credentials.  If you  notdo
have InCommon credentials you can register at a site like protectnetwork.org and use
those credentials.$newline$$newline$$inviteLink$$newline$$newline$Regards.
#  subject  emaildefault for
externalSubjectsInviteDefaultEmailSubject = Register to access applications

# you can use the variables $newline$, $inviteeIdentifier$, $inviteeEmailAddress$.  Note,
you need to change   message...this default
externalSubjectsNotifyInviterEmail = Hello,$newline$$newline$This is a notification that
user $inviteeIdentifier$ from email address $inviteeEmailAddress$ has registered with the
identity management service.  They can now use applications at this
institution.$newline$$newline$Regards.
externalSubjectsNotifyInviterSubject = $inviteeIdentifier$ has registered

# numner of days after which  request will expire.  If -1, then will not expirethis
externalSubjectsInviteExpireAfterDays = 7

#put some group names comma separated  groups to auto add subjects tofor



externalSubjects.autoaddGroups=
#should be insert, or update, or insert,update
externalSubjects.autoaddGroupActions=insert,update
#  a number is here, expire the group assignment after a certain number of daysif
externalSubjects.autoaddGroupExpireAfterDays=

# add multiple group assignment actions by URL param: externalSubjectInviteName
#externalSubjects.autoadd.testingLibrary.externalSubjectInviteName=library

# comma separated groups to add   type of invitefor this
#externalSubjects.autoadd.testingLibrary.groups=

# should be insert, update, or insert,update
#externalSubjects.autoadd.testingLibrary.actions=insert,update

# should be insert, update, or insert,update
#externalSubjects.autoadd.testingLibrary.expireAfterDays=

#  registrations are only allowed  invited or existing...if if
externalSubjects.registerRequiresInvite=true

#make sure the identifier when logging in is like an email address or eppn, e.g.
username@school.edu
externalSubjects.validateIndentiferLikeEmail=true

#put regexes here, increment the 0  multiple entries, e.g. restrict your ownfor
institution



#note, the extensions must be sequential (dont skip), regex e.g. ^.*@myschool\\.edu$
externalSubjects.regexForInvalidIdentifier.0=

If your Grouper instance needs to talk to another Grouper instance (for instance to sync data):

######################################
## Grouper client connections
##   grouper needs to talk to another grouper,  is the client connectionif this this
information
######################################

# id of the source, should match the part in the property name
#grouperClient.someOtherSchool.id = someOtherSchool

# url of web service, should include everything up to the first resource to access
# e.g. https://groups.school.edu/grouperWs/servicesRest
#grouperClient.someOtherSchool.properties.grouperClient.webService.url = https:
//some.other.school.edu/grouperWs/servicesRest

# login ID
#grouperClient.someOtherSchool.properties.grouperClient.webService.login =
someRemoteLogin

# password  shared secret authentication to web servicefor
# or you can put a filename with an encrypted password
#grouperClient.someOtherSchool.properties.grouperClient.webService.password = *********

# client version should match or be related to the server on the other end...
#grouperClient.someOtherSchool.properties.grouperClient.webService.client.version =
v2_0_000

#  is the subject to act as local,  blank, act as GrouperSystem, specify withthis if
SubjectFinder packed string, e.g.
# subjectIdOrIdentifier  or  sourceId::::subjectId  or  ::::subjectId  or 
sourceId::::::subjectIdentifier  or  ::::::subjectIdentifier
# sourceId::::::::subjectIdOrIdentifier  or  ::::::::subjectIdOrIdentifier
#grouperClient.someOtherSchool.localActAsSubject =

# the id of  source, generally the same as the name in the property name.  This isthis
mandatory
#grouperClient.someOtherSchool.source.jdbc.id = jdbc

# the part between  and  links up the"grouperClient.someOtherSchool.source." ".id"
configs,
# in  , , make sure it has no special chars.  sourceId can be blank  youthis case "jdbc" if
dont want to specify
#grouperClient.someOtherSchool.source.jdbc.local.sourceId = jdbc

#  is the identifier that goes between them, it is  or an attribute name. this "id"
subjects without  attribute will not be processedthis
#grouperClient.someOtherSchool.source.jdbc.local.read.subjectId = identifier

#  is the identifier to lookup to add a subject, should be  or  or this "id" "identifier"
"idOrIdentifier"
#grouperClient.someOtherSchool.source.jdbc.local.write.subjectId = identifier

# sourceId of the remote system, can be blank
#grouperClient.someOtherSchool.source.jdbc.remote.sourceId = jdbc

#  is the identifier that goes between them, it is  or an attribute name. this "id"
subjects without  attribute will not be processedthis
#grouperClient.someOtherSchool.source.jdbc.remote.read.subjectId =

#  is the identifier to lookup to add a subject, should be  or  or this "id" "identifier"
"idOrIdentifier"
#grouperClient.someOtherSchool.source.jdbc.remote.write.subjectId =



######################################
## Sync to/from another grouper
## Only sync one group to one other group,  not sync one group todo
## two report groupers.  If you need to  , add the group to another groupdo this
######################################

# we need to know where our
# connection name in grouper client connections above
#syncAnotherGrouper.testGroup0.connectionName = someOtherSchool

# incremental  or  push  or   pull  or  incremental_push.  Note, incremental push is
cron'ed and incremental (to make sure no discrepancies arise)
#syncAnotherGrouper.testGroup0.syncType = incremental_push

# quartz cron  to schedule the pull or push (incremental is automatic as events happen)
(e.g. 5am daily)
#syncAnotherGrouper.testGroup0.cron =  0 0 5 * * ?

# local group which is being synced
#syncAnotherGrouper.testGroup0.local.groupName = test:testGroup

# remote group at another grouper which is being synced
#syncAnotherGrouper.testGroup0.remote.groupName = test2:testGroup2



#  subjects are external and should be created  not existif if
#syncAnotherGrouper.testGroup0.addExternalSubjectIfNotFound = true

v2.0.0: Merge grouper-loader.properties with grouper-loader.example.properties
Clear out old change log entries. Old records will be deleted from grouper_change_log_entry, so you should remove old records
first if there are lots, since deleting 2 million records with a delete statement in oracle could be bad.  e.g. if you have 2560000
records in the table, this will clear out everything but 60k of them in a way that doesnt make oracle choke... note, make sure the
grouper loader is not running when you do this...

create table change_log_entry_temp as select * from grouper_change_log_entry gcle where
gcle.SEQUENCE_NUMBER > 2500000;
truncate table grouper_change_log_entry;
insert into grouper_change_log_entry (select * from change_log_entry_temp);
commit;
analyze table grouper_change_log_entry compute statistics;
drop table change_log_entry_temp;

# number of days to retain db rows in grouper_change_log_entry.  -1 is forever.  default
is 14
loader.retain.db.change_log_entry.days=14

Add options for enabling/disabling flattened notifications. Also, remove lines that start with daily.report.syncFlatTables.

# Should the change log include flattened memberships?
changeLog.includeFlattenedMemberships = true

# Should the change log include flattened privileges?
changeLog.includeFlattenedPrivileges = true

# Should the change log include flattened permissions?
changeLog.includeFlattenedPermissions = true

Add change log consumers for Grouper Rules and to sync Grouper instances

#rules consumer, needed  some of the Grouper rule types to run (e.g.for
flattenedMembershipRemove, flattenedMembershipAdd)
changeLog.consumer.grouperRules.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.RuleConsumer
changeLog.consumer.grouperRules.quartzCron =

#consumer  syncing groups to other groupersfor
changeLog.consumer.syncGroups.class =
edu.internet2.middleware.grouper.client.GroupSyncConsumer
changeLog.consumer.syncGroups.quartzCron =

Rules configuration

###################################
## Rules config
###################################

# when the rules validations and daemons run.  Leave blank to not run
rules.quartz.cron = 0 0 7 * * ?

ESB integration configuration



#####################################
## ESB integration
#####################################

#changeLog.consumer.xmppTest.quartzCron =
#changeLog.consumer.xmppTest.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbConsumer
#changeLog.consumer.xmppTest.elfilter = event.eventType eq 'GROUP_DELETE' ||
event.eventType eq 'GROUP_ADD' || event.eventType eq 'MEMBERSHIP_DELETE' ||
event.eventType eq 'MEMBERSHIP_ADD'
#changeLog.consumer.xmppTest.publisher.class =
edu.internet2.middleware.grouper.changeLog.esb.consumer.EsbXmppPublisher
#changeLog.consumer.xmppTest.publisher.server = jabber.school.edu
#changeLog.consumer.xmppTest.publisher.port = 5222
#changeLog.consumer.xmppTest.publisher.username = jabberuser
#changeLog.consumer.xmppTest.publisher.password =
/home/whatever/pass/jabberuserEncrypted.pass
#changeLog.consumer.xmppTest.publisher.recipient = system1@school.edu
#changeLog.consumer.xmppTest.publisher.addSubjectAttributes = NETID

v2.0.0: Merge ehcache.xml with ehcache.example.xml and merge grouper.ehcache.xml with grouper.ehcache.example.xml. Unless you
previously customized these configuration files, you should be able to just copy the new configuration.
v2.0.0: Add and customize grouper.client.properties based on grouper.client.example.properties.
v2.0.0: Add email templates for Grouper rules (under conf/grouperRulesEmailTemplates).
v2.0.0: Merge log4j.example.properties with log4j.properties to replace sync'ing of flat tables with sync'ing of point in time tables.

## Grouper Sync Point in Time Tables
log4j.logger.edu.internet2.middleware.grouper.misc.SyncPITTables   = INFO, grouper_event

## Grouper Sync Flat Tables
#####log4j.logger.edu.internet2.middleware.grouper.misc.SyncFlatTables   = INFO, grouper_event

v2.0.0: Merge sources.xml with sources.example.xml
You can control error handling on findAll() failures

<!--
     You can flag a source as not throwing exception on a findAll (general search) i.e. 

 it isif
     ok  it is down.  Generally you probably won't want to  .  It defaults to if do this

  omitted.true if

     <init-param>
       <param-name>throwErrorOnFindAllFailure</param-name>
       <param-value> </param-value>false
     </init-param>
   -->

Subject API changed to support . You can use the sources.xml file to map subject attributessort and search strings for subjects
to sort and search fields that are stored in Grouper. Every source must be configured for at least one sort string and one search
string. Most of the sources are configured in sources.xml but the internal and external sources are configured in
grouper.properties. Here are the configuration updates for sources.xml.
The default for the g:gsa source:



<init-param>
      <param-name>subjectVirtualAttribute_0_searchAttribute0</param-name>
     
<param-value>${subject.getAttributeValue('name')},${subject.getAttributeValue('displayName')},${subject.getAttributeValue('alternateName')}</param-value>
</init-param>
    <init-param>
      <param-name>sortAttribute0</param-name>
      <param-value>name</param-value>
    </init-param>
    <init-param>
      <param-name>searchAttribute0</param-name>
      <param-value>searchAttribute0</param-value>
    </init-param>
    <internal-attribute>searchAttribute0</internal-attribute>

The default for the jdbc source:

<init-param>
       <param-name>subjectVirtualAttribute_0_searchAttribute0</param-name>
      
<param-value>${subject.name},${subjectUtils.defaultIfBlank(subject.getAttributeValue('LFNAME'),
"")},${subjectUtils.defaultIfBlank(subject.getAttributeValue('LOGINID'), "
")},${subjectUtils.defaultIfBlank(subject.description, "

")}</param-value>")},${subjectUtils.defaultIfBlank(subject.getAttributeValue('EMAIL'), "
     </init-param>
     <init-param>
       <param-name>sortAttribute0</param-name>
       <param-value>LFNAME</param-value>
     </init-param>
     <init-param>
       <param-name>sortAttribute1</param-name>
       <param-value>LOGINID</param-value>
     </init-param>
     <init-param>
       <param-name>searchAttribute0</param-name>
       <param-value>searchAttribute0</param-value>
     </init-param>
     <internal-attribute>searchAttribute0</internal-attribute>

The default for the alternate jdbc source:

<init-param>
       <param-name>subjectAttributeCol1</param-name>
       <param-value>description_lower</param-value>
     </init-param>
     <init-param>
       <param-name>subjectAttributeName1</param-name>
       <param-value>searchAttribute0</param-value>
     </init-param>
     <init-param>
       <param-name>sortAttribute0</param-name>
       <param-value>description</param-value>
     </init-param>
     <init-param>
       <param-name>searchAttribute0</param-name>
       <param-value>searchAttribute0</param-value>
     </init-param>
     <internal-attribute>searchAttribute0</internal-attribute>

The default for the jndi source:



<init-param>
      <param-name>subjectVirtualAttribute_0_searchAttribute0</param-name>
     
<param-value>${subjectUtils.defaultIfBlank(subject.getAttributeValueOrCommaSeparated('uid'),
"")},${subjectUtils.defaultIfBlank(subject.getAttributeValueOrCommaSeparated('cn'), "
")},${subjectUtils.defaultIfBlank(subject.getAttributeValueOrCommaSeparated('exampleEduRegId'),
")}</param-value>"

    </init-param>
    <init-param>
      <param-name>sortAttribute0</param-name>
      <param-value>cn</param-value>
    </init-param>
    <init-param>
      <param-name>searchAttribute0</param-name>
      <param-value>searchAttribute0</param-value>
    </init-param>
    <internal-attribute>searchAttribute0</internal-attribute>

    ///Attributes you would like to display when doing a search
<attribute>cn</attribute>
    <attribute>sn</attribute>
    <attribute>uid</attribute>
    <attribute>department</attribute>
    <attribute>exampleEduRegId</attribute>

For the jdbc and alternate jdbc sources, you can have exception thrown if too many subjects are returned.

<!--  more than  many results are returned, then  a too many subjectsif this throw
exception -->^M
     <init-param>
       <param-name>maxResults</param-name>
       <param-value>1000</param-value>
     </init-param>

The new configuration includes an SQL Server example.
The new configuration includes an example of configuring an email attribute.

v2.0.0: Get latest jars
Update lib/grouper/subject.jar
Add lib/grouper/grouperClient.jar

Grouper UI

v2.0.2: Merge media.properties, decide if you want pager.removeFromSubjectSearch to be true or false

# If we should remove paging from subject search since we cant *really* page through all subjects,
# you would just be paging through the first part of the first page.  IF you set  to this true
# then you might want to bump up the  pagesize...default
pager.removeFromSubjectSearch=false

v2.0.2: Merge media.properties: this subject combobox setting should be more than a couple of the largest sources.xml page size for
subjects

#max subjects in drop down
simpleMembershipUpdate.subjectComboboxResultSize=250

v2.0.0: Merge media.properties
The default location for logos have changed.



# You may specify a logo  your organisation and  Grouper. Off-the-shelffor for
# your organisation logo appears on the left of the header and the Grouper logo
# appears on the right. Typically you would make the logos the same height.
image.organisation-logo=grouperExternal/ /assets/images/organisation-logo.gifpublic
image.grouper-logo=grouperExternal/ /assets/images/grouper.gifpublic

Menu bar on the admin UI can contain a link to the Lite UI

menu.order=MyGroups ManageGroups CreateGroups JoinGroups AllGroups SearchSubjects
SavedStems SavedGroups SavedSubjects GroupTypes LiteUi Help

If you're a wheel group member, default to 'act as admin' view?

# If you are a wheel group member determines  you  to 'act as admin' viewif default
act-as-admin. =default true

Security related groups:

#users must be in  group to invite external users to grouperthis
require.group. .inviteExternalSubjects.logins=for

#users must be in  group to assign/create/etc attributes in the UI (  attributethis new
framework)
require.group. .attributeUpdateLite.logins=for

Include options for .sorting and searching of subjects

#### Member sorting and searching
# Whether to enable member sorting using sort attributes stored in Grouper.
member.sort.enabled=true

# Whether to use  sorting only and not allow users to specify which sort attributedefault
to use.
member.sort.defaultOnly=false

# Whether to enable member searching using search attributes stored in Grouper.
member.search.enabled=true

Misc settings

### Misc

# give more info about what is not serializable in the session
debugSessionSerialization = false

Additional lite UI settings

grouperUi.subjectImg.sourceId.4 = grouperExternal
grouperUi.subjectImg.image.4 = user_red.png
grouperUi.subjectImg.screenEl.4 = ${subject.description}

#  source doesnt really exist, but it is the image  roles as opposed to groupsthis for
grouperUi.subjectImg.sourceId.5 = g:rsa
grouperUi.subjectImg.image.5 = group_key.png
grouperUi.subjectImg.screenEl.5 = ${grouperUiUtils.convertSubjectToLabel(subject)}

Add internationalization



###################################
## Internationalization
###################################

#  should be  unless troubleshooting...this true
convertInputToUtf8 = true

Various new settings due to new functionality

##################################
## External subjects invitation
##################################

#  the registration screen is enabledif
externalMembers.enabledRegistration = false

#  admins should be emailed after each action, put comma separated addresses hereif
externalMembers.emailAdminsAddressesAfterActions =

#  you want to allow users to delete their recordif
externalMembers.allowSelfDelete = false

##################################
## Invite external members
##################################

inviteExternalMembers.groupComboboxResultSize = 200

#  the wheel group is allowed to be invitedif
inviteExternalMembers.allowWheelInInvite = false

#  the invitation screen is enabledif
inviteExternalMembers.enableInvitation = false

#  link from admin UIif
inviteExternalPeople.link-from-admin-ui = false

#  link from lite UIif
inviteExternalPeople.link-from-lite-ui = false

#  admins should be emailed after each action, put comma separated addresses hereif
inviteExternalMembers.emailAdminsAddressesAfterActions =

#  we should allow invite by identifierif
inviteExternalMembers.allowInviteByIdentifier = false

###################################
## Simple permission update
###################################

#max size  combobox when filtering attribute defs  permissionsfor for
simplePermissionUpdate.attributeDefComboboxResultSize = 200

#max size  combobox when filtering permission resourcesfor
simplePermissionUpdate.permissionResourceComboboxResultSize = 200

#max users in combobox when filtering
simplePermissionUpdate.subjectComboboxResultSize = 50

#number of rows to repeat headers on permissions screen
simplePermissionUpdate.repeatPermissionHeaderAfterRows = 20

#max chars in subject listing in permissions screen
simplePermissionUpdate.maxOwnerSubjectChars = 50

###################################



## Simple attribute update
###################################

#max size  combobox when filtering attribute defs to editfor
simpleAttributeUpdate.attributeDefComboboxResultSize = 200

#repeat the header of which privilege is which every X rows
simpleAttributeUpdate.repeatPrivilegeHeaderAfterRows = 20

#max size  combobox when filtering privilege users to addfor
simpleAttributeUpdate.attributeDefPrivilegeUserComboboxResultSize = 200

#max size  combobox  search  members in assignmentfor for for
simpleAttributeUpdate.memberComboboxResultSize = 200

#when showing assignments,  is the max number of chars before ellipses, -1  nothis for
ellipses
simpleAttributeUpdate.maxOwnerSubjectChars = 50

###################################
## Simple attribute name
###################################

#max size  combobox when filtering attribute def names to editfor
simpleAttributeNameUpdate.attributeDefNameComboboxResultSize = 200

###################################
## Groups
###################################

#max size  combobox when filtering groups to editfor
simpleGroupUpdate.groupComboboxResultSize = 200

#max size  entity drop down in group privilege screenfor
simpleGroupUpdate.groupPrivilegeUserComboboxResultSize = 200

###################################
## Directed graphs
###################################



directedGraph.width = 1000
directedGraph.height = 600

v2.0.0: Merge nav.properties
If you have enabled member sorting (member.sort.enabled) and disabled default sorting (member.sort.defaultOnly), be sure to
add labels for each default sort string configured in grouper.properties (member.sort.defaultIndexOrder). Note that the labels
used for the member.sort.stringX properties are based on your configuration in sources.xml and grouper.properties for member
sorting and searching.

member.sort.string0=Name
member.sort.string1=Login Id

member.sort.change-sort-attribute=Change sort attribute

member.search.filter-members-hint=Enter search text to find members in the list:&nbsp;
member.search.filter-label=Searching  member:for
member.search.search-members=Search  membersfor
member.search.filter-clear=Clear member search

There are many other updates in the nav.properties file. Mostly to define the text in all the new screens in the lite UI. Be sure to
merge your copy.

Grouper WS

v2.0.0: Merge grouper-ws.properties with grouper-ws.example.properties
Update the WS version for testing purposes

150c150
< ws.testing.version=v2_0_000
---
> ws.testing.version=v1_6_003

Subject API

Subject attributes are not case sensitive anymore.  If implement your own source, and you do not extend SubjectImpl and BaseSourceAdaptor,
then you need to make the following changes: all the Subject attribute methods are case-insensitive, you should use the
SubjectCaseInsensitiveMap for attributes.  The source attribute names should be toLowerCase, you should use the SubjectCaseInsensitiveSet for
the Source attribute names.

Grouper Client

v2.0.0: Merge grouper.client.properties with grouper.client.example.properties.
Encryption settings.  See GRP-542

# pre grouper 2.0, the client encrypted passwords differently than the server.  Now that
the client is part of the server,
# there are more reasons to be consistent.  Change to   pre-2.0 passwordfalse for
encryption behavior
encrypt.encryptLikeServer = true

Update output templates for getPermissionAssignments and assignPermissions.

https://bugs.internet2.edu/jira/browse/GRP-542


webService.getPermissionAssignments.output = Index: ${index}: permissionType:
${wsPermissionAssign.permissionType}, role: ${wsPermissionAssign.roleName}, subject:
${wsPermissionAssign.sourceId} - ${wsPermissionAssign.subjectId}, attributeDefNameName:
${wsPermissionAssign.attributeDefNameName}, action: ${wsPermissionAssign.action},
allowedOverall: ${wsPermissionAssign.allowedOverall}, enabled:
${wsPermissionAssign.enabled}$newline$
webService.assignPermissions.output = Index: ${index}: permissionType: ${permissionType},
owner: ${ownerName}, permissionDefNameName: ${wsAttributeDefName.name}, action:
${wsAttributeAssign.attributeAssignActionName}, disallowed:
${wsAttributeAssign.disallowed}, enabled: ${wsAttributeAssign.enabled},
attributeAssignId: ${wsAttributeAssign.id}, changed: ${wsAssignPermissionResult.changed},
deleted: ${wsAssignPermissionResult.deleted}$newline$

Update Grouper version

grouperClient.output.version = 2.0.0

...

grouperClient.webService.client.version = v2_0_000

Fix documentation link

## https://spaces.internet2.edu/display/Grouper/Grouper+XMPP+notifications+v1.6.0

v2.0.0: Merge grouper.client.usage.txt with grouper.client.usage.example.txt.
Several operations have new usage

java -jar grouperClient.jar --operation=addMemberWs [--groupName=a:b:c]
[--groupUuid=123abc] [--subjectIds=subjId0,subjId1]
[--subjectIdentifiers=subjIdent0,subjIdent1] [--subjectSources=source0,source1]
[--subjectIdsFile=fileName] [--subjectIdentifiersFile=fileName]
[--subjectSourcesFile=fileName] [--defaultSubjectSource=subjectSourceId]
[--fieldName=fieldNameToAdd] [--txType=GcTransactionType] [--includeGroupDetail= |true

] [--includeSubjectDetail= | ] [--subjectAttributeNames=name0,name1]false true false
[--replaceAllExisting= | ] [--disabledTime=yyyy/mm/dd hh:mi:ss]true false
[--enabledTime=yyyy/mm/dd hh:mi:ss] [--addExternalSubjectIfNotFound= | ]true false
[--actAsSubjectId=subjId] [--actAsSubjectIdentifier=subjIdent]
[--actAsSubjectSource=source] [--saveResultsToFile=fileName]
[--outputTemplate=somePattern] [--paramName0=name0] [--paramValue0=value1]
[--paramNameX=xthParamName] [--paramValueX=xthParamValue] [--debug= ]true
[--clientVersion=someVersion]

  java -jar grouperClient.jar --operation=getMembersWs [--groupNames=a:b:c,a:b:d]
[--groupUuids=1234,abcd] [--fieldName=fieldNameToAdd]
[--memberFilter=All|Immediate|NonImmediate|Effective|Composite]
[--sourceIds=sourceId1,sourceId2] [--includeGroupDetail= | ]true false
[--includeSubjectDetail= | ] [--subjectAttributeNames=name0,name1]true false
[--actAsSubjectId=subjId] [--actAsSubjectIdentifier=subjIdent]
[--actAsSubjectSource=source] [--saveResultsToFile=fileName]
[--outputTemplate=somePattern] [--paramName0=name0] [--paramValue0=value1]
[--paramNameX=xthParamName] [--paramValueX=xthParamValue] [--debug= ]true
[--clientVersion=someVersion] [--pointInTimeFrom=yyyy/mm/dd hh:mi:ss]
[--pointInTimeTo=yyyy/mm/dd hh:mi:ss]

  java -jar grouperClient.jar --operation=hasMemberWs [--groupName=a:b:c]
[groupUuid=123abc] [--subjectIds=subjId0,subjId1]
[--subjectIdentifiers=subjIdent0,subjIdent1] [--subjectSources=source0,source1]
[--subjectIdsFile=fileName] [--subjectIdentifiersFile=fileName]
[--subjectSourcesFile=fileName] [--defaultSubjectSource=subjectSourceId]
[--fieldName=fieldNameToAdd] [--memberFilter=GcMemberFilter] [--includeGroupDetail= |true

] [--includeSubjectDetail= | ] [--subjectAttributeNames=name0,name1]false true false
[--actAsSubjectId=subjId] [--actAsSubjectIdentifier=subjIdent]
[--actAsSubjectSource=source] [--saveResultsToFile=fileName]



[--outputTemplate=somePattern] [--paramName0=name0] [--paramValue0=value1]
[--paramNameX=xthParamName] [--paramValueX=xthParamValue] [--debug= ]true
[--clientVersion=someVersion] [--pointInTimeFrom=yyyy/mm/dd hh:mi:ss]
[--pointInTimeTo=yyyy/mm/dd hh:mi:ss]

  java -jar grouperClient.jar --operation=getGroupsWs [--subjectIds=subjId0,subjId1]
[--subjectIdentifiers=subjIdent0,subjIdent1] [--subjectSources=source0,source1]
[--subjectIdsFile=fileName] [--subjectIdentifiersFile=fileName]
[--subjectSourcesFile=fileName] [--defaultSubjectSource=subjectSourceId]
[--memberFilter=GcMemberFilter] [--includeGroupDetail= | ]true false
[--includeSubjectDetail= | ] [--subjectAttributeNames=name0,name1]true false
[--actAsSubjectId=subjId] [--actAsSubjectIdentifier=subjIdent]
[--actAsSubjectSource=source] [--saveResultsToFile=fileName]
[--outputTemplate=somePattern] [--paramName0=name0] [--paramValue0=value1]
[--paramNameX=xthParamName] [--paramValueX=xthParamValue] [--debug= ]true
[--clientVersion=someVersion] [--scope=some:folder:] [--stemName=stemNameToSearchIn]
[--stemUuid=stemUuidToSearchIn] [--stemScope=ONE_LEVEL|ALL_IN_SUBTREE] [--enabled=A|T|F]
[--pageSize=100] [--pageNumber=1] [--sortString=displayName] [--ascending= | ]true false
[--fieldName=members] [--pointInTimeFrom=yyyy/mm/dd hh:mi:ss] [--pointInTimeTo=yyyy/mm/dd
hh:mi:ss]

  java -jar grouperClient.jar --operation=groupSaveWs --name=a:b:c [--includeGroupDetail=
] [--txType=transactionType] [--saveMode=SaveMode] [--groupLookupName=a:b:c]true

[--groupLookupUuid=sd87f-dsf87-sdf89-df78f] [--description=theDescription]
[--displayExtension=theDisplayExtension] [--createParentStemsIfNotExist= | ]true false
[--attributeName0=someName] [--attributeValue0=someValue] [--attributeNameX=xthName]
[--attributeValueX=xthValue] [--compositeType=COMPLEMENT|INTERSECTION|UNION]
[--leftGroupName=compositeLeft] [--rightGroupName=compositeRight]
[--groupDetailParamName0=paramName] [--groupDetailParamValue0=paramValue]
[--groupDetailParamNameX=xthName] [--groupDetailParamNameX=xthValue]
[--typeNames=namesOfGroupTypes]  [--actAsSubjectId=subjId]
[--actAsSubjectIdentifier=subjIdent] [--actAsSubjectSource=source]
[--saveResultsToFile=fileName] [--outputTemplate=somePattern] [--paramName0=name0]
[--paramValue0=value1] [--paramNameX=xthParamName] [--paramValueX=xthParamValue]
[--debug= ] [--clientVersion=someVersion]true

  java -jar grouperClient.jar --operation=stemSaveWs --name=groupName
[--txType=transactionType] [--saveMode=SaveMode] [--stemLookupName=theName]
[--stemLookupUuid=theUuid] [--description=theDescription]
[--displayExtension=theDisplayExtension] [--createParentStemsIfNotExist= | ]true false
[--actAsSubjectId=subjId] [--actAsSubjectIdentifier=subjIdent]
[--actAsSubjectSource=source] [--saveResultsToFile=fileName]
[--outputTemplate=somePattern] [--paramName0=name0] [--paramValue0=value1]
[--paramNameX=xthParamName] [--paramValueX=xthParamValue] [--debug= ]true
[--clientVersion=someVersion]

  java -jar grouperClient.jar --operation=getAttributeAssignmentsWs
--attributeAssignType=group|member|stem|any_mem|imm_mem|attr_def
[--includeAssignmentsOnAssignments= | ] [--attributeDefNames=a:b,b:c]true false
[--attributeDefUuids=1a,2b] [--attributeDefNameNames=a:b,b:c]
[--attributeDefNameUuids=1a,2b] [--ownerAttributeDefNames=a:b,b:c]
[--ownerAttributeDefUuids=1a,2b] [--ownerGroupNames=a:b:c,a:b:d]
[--ownerGroupUuids=1234,abcd] [--owner0SubjectId=subjId0]
[--owner0SubjectIdentifier=subjIdent0] [--owner0SubjectSource=source0]
[--ownerMembershipUuids=abc,bcd] [--ownerStemNames=a:b,b:c] [--ownerStemUuids=1a,2b]
[--ownerMembershipAny0SubjectId=12] [--ownerMembershipAny0SubjectIdentifier=ab]
[--ownerMembershipAny0SourceId=xyz] [--ownerMembershipAny0GroupName=3c]
[--ownerMembershipAny0GroupUuid=1a] [--attributeAssignUuids=a:b,b:c] [--enabled=A|T|F]
[--actions=read,write] [--includeGroupDetail= | ] [--includeSubjectDetail= |true false true

] [--subjectAttributeNames=name0,name1] [--actAsSubjectId=subjId]false
[--actAsSubjectIdentifier=subjIdent] [--actAsSubjectSource=source]
[--saveResultsToFile=fileName] [--outputTemplate=somePattern] [--paramName0=name0]
[--paramValue0=value1] [--paramNameX=xthParamName] [--paramValueX=xthParamValue]
[--debug= ] [--clientVersion=someVersion]true

  java -jar grouperClient.jar --operation=getPermissionAssignmentsWs
[--includeAttributeAssignments= | ] [--includeAssignmentsOnAssignments= | ]true false true false
[--includeAttributeDefNames= | ] [--includePermissionAssignDetail= | ]true false true false
[--attributeDefNames=a:b,b:c] [--attributeDefUuids=1a,2b]
[--attributeDefNameNames=a:b,b:c] [--attributeDefNameUuids=1a,2b]



[--roleNames=a:b:c,a:b:d] [--roleUuids=1234,abcd] [--subject0SubjectId=subjId0]
[--subject0SubjectIdentifier=subjIdent0] [--subject0SubjectSource=source0]
[--enabled=A|T|F] [--actions=read,write] [--includeGroupDetail= | ]true false
[--includeSubjectDetail= | ] [--subjectAttributeNames=name0,name1]true false
[--actAsSubjectId=subjId] [--actAsSubjectIdentifier=subjIdent]
[--actAsSubjectSource=source] [--pointInTimeFrom=yyyy/mm/dd hh:mi:ss]
[--pointInTimeTo=yyyy/mm/dd hh:mi:ss] [--immediateOnly=T|F]
[--permissionType=role_subject|role]
[--permissionProcessor=FILTER_REDUNDANT_PERMISSIONS|FILTER_REDUNDANT_PERMISSIONS_AND_PROCESS_LIMITS|FILTER_REDUNDANT_PERMISSIONS_AND_ROLES|FILTER_REDUNDANT_PERMISSIONS_AND_ROLES_AND_PROCESS_LIMITS|PROCESS_LIMITS]
[--limitEnvVarName0=name0] [--limitEnvVarValue0=value0]
[--limitEnvVarType0=integer|decimal|date|timestamp|text| | |emptyString]boolean null
[--limitEnvVarNameX=xthName] [--limitEnvVarValueX=xthValue] [--limitEnvVarTypeX=xthType]
[--includeLimits=T|F] [--saveResultsToFile=fileName] [--outputTemplate=somePattern]
[--paramName0=name0] [--paramValue0=value1] [--paramNameX=xthParamName]
[--paramValueX=xthParamValue] [--debug= ] [--clientVersion=someVersion]true
  e.g.: java -jar grouperClient.jar --operation=getPermissionAssignmentsWs
--permissionType=role_subject --attributeDefNames=test:testAttributeAssignDefNameDef
  output line: Index: 0: permissionType: role_subject, role: test:someRole, subject:
123456, attributeDefNameName: test:testPermission, action: assign, allowedOverall: T,
enabled: T

  java -jar grouperClient.jar --operation=assignPermissionsWs
--permissionType=role|role_subject
--permissionAssignOperation=assign_permission|remove_permission|replace_permissions
[--permissionDefNameNames=a:b,b:c] [-permissionDefNameUuids=1a,2b]
[--roleNames=a:b:c,a:b:d] [--roleUuids=1234,abcd] [--subjectRole0SubjectId=12]
[--subjectRole0SubjectIdentifier=ab] [--subjectRole0SourceId=xyz]
[--subjectRole0RoleName=3c] [--subjectRole0RoleUuid=1a] [--attributeAssignUuids=a:b,b:c]
[--actions=read,write] [--disallowed= | ]true false
[--assignmentDisabledTime=2010/03/05_17:05:13.123]
[--assignmentEnabledTime=2010/03/05_17:05:13.123] [--assignmentNotes=someNotes]
[--delegatable=TRUE|FALSE|GRANT] [--includeGroupDetail= | ]true false
[--includeSubjectDetail= | ] [--subjectAttributeNames=name0,name1]true false
[--actAsSubjectId=subjId] [--actAsSubjectIdentifier=subjIdent]
[--actAsSubjectSource=source] [--saveResultsToFile=fileName]
[--outputTemplate=somePattern] [--attributeDefNamesToReplace=a:b,b:c]
[--attributeDefUuidsToReplace=1a,2b] [--actionsToReplace=read,write] [--paramName0=name0]
[--paramValue0=value1] [--paramNameX=xthParamName] [--paramValueX=xthParamValue]
[--debug= ] [--clientVersion=someVersion]true
  output line: Index: 0: permissionType: role, owner: a:b:c, permissionDefNameName:



test:testAttributeAssignDefName, action: assign, disallowed: T, enabled: T,
attributeAssignId: a9c83eeb78c04ae5befcea36272d318c, changed: T, deleted: F
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Release Notes for Grouper v2.0
Grouper v2.0.3 fixes a  with 2.0.2serious SQL problem

Grouper v2.0.2 fixes a  including making subject searches more efficient and some UI fixescouple dozen issues

Grouper v2.0.1 fixes several issues

Grouper v2.0.0 includes 47 fixes and improvements over v1.6.3. See the .full list

New Features

Rules Similar to Grouper , but instead of Java logic, built in actions or expression language scripts can be executedHooks

External subjects If your Identity Management System does not support external users (e.g. via EPPN), then Grouper can manage that with
self registration and or invitations which will can provision memberships

Syncing groupers A group in one Grouper can be sync'ed with a group in another Grouper.  For instance if two institutions want to share a
group of subjects but store them in their own Grouper

Attribute and
Permissions UI

User interface to define, view, and assign attributes and permissions in Grouper.  The attributes can be assigned to many
types of Grouper objects including Groups, Folders, Members, Memberships, etc.  The permissions are used as a central
permissions management system for other applications at your institution

Grouper-Atlassian
connector

If you cannot connect Atlassian applications (e.g. Jira, Confluence) to your Grouper managed LDAP, then you can use
this connector which used Grouper Web Services to manage your Atlassian groups and person information

Permissions
Allow/disallow

A permission assignment can be an allow or disallow (to filter out allows inherited from another assignment) 

Permission limits A run-time decision can be applied to immediate permission allows so that context environment variables can change an
allow to a disallow.  e.g. permissions are only allowed at a certain time of day or from a certain IP address.  Grouper can
calculate this on the server or the client can get the limits and calculate them. 

Web service
versioning

Grouper 2.0 web servers will accept clients coded against Grouper 1.6 or previous WS API's 

Point in Time
Audit

This allows you to query the state of Grouper at a point in time in the past or a date range in the past.  You can query for
memberships, privileges and permissions. 

For more information about upcoming plans, see the .Grouper+Product+Roadmap

Improvements & Fixes

Member
Search and
Sort

Additional data is now stored about subjects in Grouper.  This allows you to sort a list of members and search a list of
members without having to go to the subject source to query attributes for each subject in the list that you would then use for
the sort or search operation. 

ldappcng
caching
(performance)

The SPMLDataConnector supports caching similar to other Shibboleth DataConnectors

Notification
improvements

Additional notifications are available now for permissions and the attribute framework. 

https://spaces.internet2.edu/display/Grouper/Grouper+Wiki+Home
http://www.internet2.edu/grouper/software.html
https://spaces.internet2.edu/display/Grouper/Community+Contributions
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http://www.internet2.edu/grouper/
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6.  

7.  

Many other fixes and improvements were also made to all components of the Grouper Toolkit: Grouper API, Administrative & Lite UIs, Grouper
Web Services, Grouper Client, Grouper Shell, Grouper Loader, Ldappc, Ldappc-ng, and the Subject API.

Upgrading from Grouper v1.6

The following instructions describe how you can upgrade to 2.0 from 1.6. To give you an idea of how long the database upgrade may take, I
performed a test upgrade on an Oracle database with 125,400 groups, 105,710 stems, 1,067,124 memberships, and 128,328 members. The
actual database upgrade steps (Step 7, Step 10, Step 11) took the following amount of time:

Step 7 (generate SQL script): 3 minutes
Step 10 (run SQL script): 13 minutes
Step 11 (update grouper_members table): 50 minutes

Your time will vary depending on several factors such as the type of database you are using, how well it is tuned, how fast your subject source
responds to queries, etc...  Also, if you really wanted to, you can perform Step 11 after giving your users access to the Grouper UI/WS, etc again
but membership results in the UI may not sort properly until that step is done.

You should get v2.0 versions of the Grouper API, Grouper UI, Grouper WS, Grouper Daemon, etc.  You will need to merge configuration
files and JARs.  See the  for more information.  The rest of this document focuses on upgrading the database.change log
First you may want to analyze your tables to help speed up the upgrade. .  At minimum, be sure to analyzeAnalyze your tables
grouper_members, grouper_group_set, grouper_memberships, grouper_groups, and grouper_stems.
You may need to increase tablespace for your schema since the upgrade will add point in time auditing.
Once you prevent users from making updates to your Grouper instance, run the changeLogTempToChangeLog daemon to clear out the
temp changelog using the v1.6 API.  Here's an example using GSH.

gsh 0% loaderRunOneJob( )"CHANGE_LOG_changeLogTempToChangeLog"

If you are not currently using the change log for notifications, then you can instead just clear the temp change log.

delete from grouper_change_log_entry_temp; commit;

Before performing any upgrade steps, export your Grouper registry.  Options include performing a database backup or using the XML
 utility in Grouper.Export

Using the 2.0 API, perform a registry check using GSH to create an SQL file that will contain the DDL to update your database. To do
this, run: gsh -registry -check     For instance..

https://spaces.internet2.edu/pages/viewpage.action?pageId=11076532#APIBuilding%26Configuration-AnalyzingTablestoImproveQueryPerformance
https://spaces.internet2.edu/display/Grouper/Import-Export
https://spaces.internet2.edu/display/Grouper/Import-Export


7.  

8.  
9.  

a.  

b.  

10.  

$ ./bin/gsh.sh -registry -check
Using GROUPER_HOME: /srv/grouper
Using GROUPER_CONF: /srv/grouper/conf
Using JAVA: java
using MEMORY: 64m-512m
Grouper starting up: version: 2.0.0, build date: 2011/07/30 12:40:43, env: <no label configured>
grouper.properties read from: /srv/grouper/conf/grouper.properties
Grouper current directory is: /srv/grouper
log4j.properties read from:   /srv/grouper/conf/log4j.properties
Grouper is logging to file:   /srv/grouper/logs/grouper_error.log, at min level WARN  for

: edu.internet2.middleware.grouper, based on log4j.propertiespackage
grouper.hibernate.properties: /srv/grouper/conf/grouper.hibernate.properties
grouper.hibernate.properties: ims@jdbc:oracle:thin:@imstst-db.oit.duke.edu:1668:IMSTST
sources.xml read from:        /srv/grouper/conf/sources.xml
sources.xml groupersource id: g:gsa
sources.xml jdbc source id:   jdbc: GrouperJdbcConnectionProvider
(note, might need to type in your response multiple times (Java stdin is flaky))
(note, you can whitelist or blacklist db urls and users in the grouper.properties)
Are you sure you want to schemaexport all tables (dropThenCreate=F,writeAndRunScript=F) in db
user 'ims', db url 'jdbc:oracle:thin:@imstst-db.oit.duke.edu:1668:IMSTST'? (y|n):
y
Continuing...
Grouper ddl object type 'Grouper' has dbVersion: 23 and java version: 25
Grouper database schema DDL requires updates
(should run script manually and carefully, in sections, verify data before drop statements,
backup/export important data before starting, follow change log on confluence, dont run exact
same script in multiple envs - generate a  one  each env),new for
script file is:
/srv/grouper/ddlScripts/grouperDdl_20110730_13_40_54_757.sql
Note:  script was not executed due to option passed inthis
To run script via gsh, carefully review it, then run :this
gsh -registry -runsqlfile /srv/grouper/ddlScripts/grouperDdl_20110730_13_40_54_757.sql

In this example above, an SQL script called /srv/grouper/ddlScripts/grouperDdl_20110730_13_40_54_757.sql was created.
Review the script to make sure it looks okay.  The script will be dropping and recreating the table
GROUPER_PIT_ATTR_ASSN_VALUE.  It will also drop and recreate views, constraints, and some indexes. And it will drop the
GROUPER_FLAT_* tables. The tables GROUPER_ATTRIBUTE_ASSIGN, GROUPER_GROUPS, and GROUPER_MEMBERS will have
new columns added.

If using postgres, you should see foreign keys being dropped at the top of the script.  If not, try setting the ddlutils.schema
grouper.properties setting and run again.  If you still dont see foreign keys being dropped at the top of the script, manually drop
all foreign keys before running the script.
If using postgres or hsql, you should backup any non grouper views that depend on Grouper views, run the grouper script (which
deletes those views due to drop view cascade), and then you should recreate those non grouper views.

If you are okay with the SQL script, execute using GSH again.  To do this, run:  gsh -registry -runsqlfile /path/to/sql/file.sql  For instance..



10.  

11.  

$ ./bin/gsh.sh -registry -runsqlfile ddlScripts/grouperDdl_20110730_13_40_54_757.sql
Using GROUPER_HOME: /srv/grouper
Using GROUPER_CONF: /srv/grouper/conf
Using JAVA: java
using MEMORY: 64m-512m
(note, might need to type in your response multiple times (Java stdin is flaky))
(note, you can whitelist or blacklist db urls and users in the grouper.properties)
Are you sure you want to run the sql file in db user 'ims', db url
'jdbc:oracle:thin:@imstst-db.oit.duke.edu:1668:IMSTST'? (y|n):
y
Continuing...
Script was executed successfully

Grouper starting up: version: 2.0.0, build date: 2011/07/30 12:40:43, env: <no label configured>
grouper.properties read from: /srv/grouper/conf/grouper.properties
Grouper current directory is: /srv/grouper
log4j.properties read from:   /srv/grouper/conf/log4j.properties
Grouper is logging to file:   /srv/grouper/logs/grouper_error.log, at min level WARN  for

: edu.internet2.middleware.grouper, based on log4j.propertiespackage
grouper.hibernate.properties: /srv/grouper/conf/grouper.hibernate.properties
grouper.hibernate.properties: ims@jdbc:oracle:thin:@imstst-db.oit.duke.edu:1668:IMSTST
sources.xml read from:        /srv/grouper/conf/sources.xml
sources.xml groupersource id: g:gsa
sources.xml jdbc source id:   jdbc: GrouperJdbcConnectionProvider

Starting with v2.0, Grouper now stores member attributes that you can configure and use to sort and search a list of members. These
attributes are populated in the member objects when the subjects are resolved in Grouper. Here is how you can resolve the subjects.
Note that if you have a lot of groups or members, you may have to increase your JVM heap size before starting GSH.

$ ./bin/gsh.sh
Using GROUPER_HOME: /srv/grouper
Using GROUPER_CONF: /srv/grouper/conf
Using JAVA: java
using MEMORY: 64m-512m
Grouper starting up: version: 2.0.0, build date: 2011/07/30 12:40:43, env: <no label configured>
grouper.properties read from: /srv/grouper/conf/grouper.properties
Grouper current directory is: /srv/grouper
log4j.properties read from:   /srv/grouper/conf/log4j.properties
Grouper is logging to file:   /srv/grouper/logs/grouper_error.log, at min level WARN  for

: edu.internet2.middleware.grouper, based on log4j.propertiespackage
grouper.hibernate.properties: /srv/grouper/conf/grouper.hibernate.properties
grouper.hibernate.properties: ims@jdbc:oracle:thin:@imstst-db.oit.duke.edu:1668:IMSTST
sources.xml read from:        /srv/grouper/conf/sources.xml
sources.xml groupersource id: g:gsa
sources.xml jdbc source id:   jdbc: GrouperJdbcConnectionProvider
Grouper warning: jarfile mismatch, expecting name: 'subject.jar' size: 118749 manifest version:
1.6.0.  However the jar detected is: /srv/grouper/lib/grouper/subject.jar, name: subject.jar
size: 147811 manifest version: 2.0.0
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInvite
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteExpireDate
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteDate
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectEmailAddress
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteGroupUuids
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteMemberId
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteUuid
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteEmailWhenRegistered
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteEmail
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Grouper note: auto-created attributeDefName: etc:attribute:rules:rule
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleActAsSubjectId
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleActAsSubjectIdentifier
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleActAsSubjectSourceId
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckType
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckOwnerId
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckOwnerName
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckStemScope
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckArg0
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckArg1
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfOwnerId
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfOwnerName
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfConditionEl
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfConditionEnum
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfConditionEnumArg0
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfConditionEnumArg1
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfStemScope
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleThenEl
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleThenEnum
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleThenEnumArg0
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleThenEnumArg1
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleThenEnumArg2
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleValid
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleRunDaemon
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitExpression
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitIpOnNetworks
Grouper note: auto-created attributeDefName:
etc:attribute:permissionLimits:limitIpOnNetworkRealm
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitLabelsContain
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitAmountLessThan
Grouper note: auto-created attributeDefName:
etc:attribute:permissionLimits:limitAmountLessThanOrEqual
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitWeekday9to5
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoader
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderType
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderDbName
Grouper note: auto-created attributeDefName:
etc:attribute:attrLoader:attributeLoaderScheduleType
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderQuartzCron
Grouper note: auto-created attributeDefName:
etc:attribute:attrLoader:attributeLoaderIntervalSeconds
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderPriority
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderAttrsLike
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderAttrQuery
Grouper note: auto-created attributeDefName:
etc:attribute:attrLoader:attributeLoaderAttrSetQuery
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderActionQuery
Grouper note: auto-created attributeDefName:
etc:attribute:attrLoader:attributeLoaderActionSetQuery
Type help()  instructionsfor
gsh 0% // run USDU to resolve all the subjects with type=person
gsh 1% subject=SubjectFinder.findById( )"GrouperSystem"
subject: id='GrouperSystem' type='application' source='g:isa' name='GrouperSysAdmin'
gsh 2% session=GrouperSession.start(subject)
edu.internet2.middleware.grouper.GrouperSession:
8106bdad683d43f88bf24c8e683f6162,'GrouperSystem','application'
gsh 3% usdu()
usdu completed successfully
gsh 4% // resolve the groups
gsh 5% GrouperSession.startRootSession();
gsh 6%  (  g : HibernateSession.byHqlStatic().createQuery(for String "select uuid from Group"
).listSet( .class)) { subj = SubjectFinder.findByIdAndSource(g, , );String "g:gsa" true
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12.  

13.  

1.  

2.  

3.  
4.  

5.  

6.  

7.  

GrouperDAOFactory.getFactory().getMember().findBySubject(subj).updateMemberAttributes(subj, true
); }

Analyze your tables.  At minimum, be sure to analyze grouper_members, grouper_group_set, grouper_memberships, grouper_groups,
grouper_stems, grouper_pit_members, grouper_pit_group_set, grouper_pit_memberships, grouper_pit_groups, and grouper_pit_stems.
Start the Grouper Loader.

v2.0 Upgrade Instructions from v1.6.*

Upgrading from Grouper v1.6

The following instructions describe how you can upgrade to 2.0 from 1.6. To give you an idea of how long the database upgrade may take, I
performed a test upgrade on an Oracle database with 125,400 groups, 105,710 stems, 1,067,124 memberships, and 128,328 members. The
actual database upgrade steps (Step 7, Step 10, Step 11) took the following amount of time:

Step 7 (generate SQL script): 3 minutes
Step 10 (run SQL script): 13 minutes
Step 11 (update grouper_members table): 50 minutes

Your time will vary depending on several factors such as the type of database you are using, how well it is tuned, how fast your subject source
responds to queries, etc...  Also, if you really wanted to, you can perform Step 11 after giving your users access to the Grouper UI/WS, etc again
but membership results in the UI may not sort properly until that step is done.

You should get v2.0 versions of the Grouper API, Grouper UI, Grouper WS, Grouper Daemon, etc.  You will need to merge configuration
files and JARs.  See the  for more information.  The rest of this document focuses on upgrading the database.change log
First you may want to analyze your tables to help speed up the upgrade. .  At minimum, be sure to analyzeAnalyze your tables
grouper_members, grouper_group_set, grouper_memberships, grouper_groups, and grouper_stems.
You may need to increase tablespace for your schema since the upgrade will add point in time auditing.
Once you prevent users from making updates to your Grouper instance, run the changeLogTempToChangeLog daemon to clear out the
temp changelog using the v1.6 API.  Here's an example using GSH.

gsh 0% loaderRunOneJob( )"CHANGE_LOG_changeLogTempToChangeLog"

If you are not currently using the change log for notifications, then you can instead just clear the temp change log.

delete from grouper_change_log_entry_temp; commit;

Before performing any upgrade steps, export your Grouper registry.  Options include performing a database backup or using the XML
 utility in Grouper.Export

Using the 2.0 API, perform a registry check using GSH to create an SQL file that will contain the DDL to update your database. To do
this, run: gsh -registry -check     For instance..

https://spaces.internet2.edu/pages/viewpage.action?pageId=11076532#APIBuilding%26Configuration-AnalyzingTablestoImproveQueryPerformance
https://spaces.internet2.edu/pages/viewpage.action?pageId=11076532#APIBuilding%26Configuration-AnalyzingTablestoImproveQueryPerformance
https://spaces.internet2.edu/display/Grouper/Import-Export
https://spaces.internet2.edu/display/Grouper/Import-Export
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8.  
9.  

a.  

b.  

10.  

$ ./bin/gsh.sh -registry -check
Using GROUPER_HOME: /srv/grouper
Using GROUPER_CONF: /srv/grouper/conf
Using JAVA: java
using MEMORY: 64m-512m
Grouper starting up: version: 2.0.0, build date: 2011/07/30 12:40:43, env: <no label configured>
grouper.properties read from: /srv/grouper/conf/grouper.properties
Grouper current directory is: /srv/grouper
log4j.properties read from:   /srv/grouper/conf/log4j.properties
Grouper is logging to file:   /srv/grouper/logs/grouper_error.log, at min level WARN  for

: edu.internet2.middleware.grouper, based on log4j.propertiespackage
grouper.hibernate.properties: /srv/grouper/conf/grouper.hibernate.properties
grouper.hibernate.properties: ims@jdbc:oracle:thin:@imstst-db.oit.duke.edu:1668:IMSTST
sources.xml read from:        /srv/grouper/conf/sources.xml
sources.xml groupersource id: g:gsa
sources.xml jdbc source id:   jdbc: GrouperJdbcConnectionProvider
(note, might need to type in your response multiple times (Java stdin is flaky))
(note, you can whitelist or blacklist db urls and users in the grouper.properties)
Are you sure you want to schemaexport all tables (dropThenCreate=F,writeAndRunScript=F) in db
user 'ims', db url 'jdbc:oracle:thin:@imstst-db.oit.duke.edu:1668:IMSTST'? (y|n):
y
Continuing...
Grouper ddl object type 'Grouper' has dbVersion: 23 and java version: 25
Grouper database schema DDL requires updates
(should run script manually and carefully, in sections, verify data before drop statements,
backup/export important data before starting, follow change log on confluence, dont run exact
same script in multiple envs - generate a  one  each env),new for
script file is:
/srv/grouper/ddlScripts/grouperDdl_20110730_13_40_54_757.sql
Note:  script was not executed due to option passed inthis
To run script via gsh, carefully review it, then run :this
gsh -registry -runsqlfile /srv/grouper/ddlScripts/grouperDdl_20110730_13_40_54_757.sql

In this example above, an SQL script called /srv/grouper/ddlScripts/grouperDdl_20110730_13_40_54_757.sql was created.
Review the script to make sure it looks okay.  The script will be dropping and recreating the table
GROUPER_PIT_ATTR_ASSN_VALUE.  It will also drop and recreate views, constraints, and some indexes. And it will drop the
GROUPER_FLAT_* tables. The tables GROUPER_ATTRIBUTE_ASSIGN, GROUPER_GROUPS, and GROUPER_MEMBERS will have
new columns added.

If using postgres, you should see foreign keys being dropped at the top of the script.  If not, try setting the ddlutils.schema
grouper.properties setting and run again.  If you still dont see foreign keys being dropped at the top of the script, manually drop
all foreign keys before running the script.
If using postgres or hsql, you should backup any non grouper views that depend on Grouper views, run the grouper script (which
deletes those views due to drop view cascade), and then you should recreate those non grouper views.

If you are okay with the SQL script, execute using GSH again.  To do this, run:  gsh -registry -runsqlfile /path/to/sql/file.sql  For instance..



10.  

11.  

$ ./bin/gsh.sh -registry -runsqlfile ddlScripts/grouperDdl_20110730_13_40_54_757.sql
Using GROUPER_HOME: /srv/grouper
Using GROUPER_CONF: /srv/grouper/conf
Using JAVA: java
using MEMORY: 64m-512m
(note, might need to type in your response multiple times (Java stdin is flaky))
(note, you can whitelist or blacklist db urls and users in the grouper.properties)
Are you sure you want to run the sql file in db user 'ims', db url
'jdbc:oracle:thin:@imstst-db.oit.duke.edu:1668:IMSTST'? (y|n):
y
Continuing...
Script was executed successfully

Grouper starting up: version: 2.0.0, build date: 2011/07/30 12:40:43, env: <no label configured>
grouper.properties read from: /srv/grouper/conf/grouper.properties
Grouper current directory is: /srv/grouper
log4j.properties read from:   /srv/grouper/conf/log4j.properties
Grouper is logging to file:   /srv/grouper/logs/grouper_error.log, at min level WARN  for

: edu.internet2.middleware.grouper, based on log4j.propertiespackage
grouper.hibernate.properties: /srv/grouper/conf/grouper.hibernate.properties
grouper.hibernate.properties: ims@jdbc:oracle:thin:@imstst-db.oit.duke.edu:1668:IMSTST
sources.xml read from:        /srv/grouper/conf/sources.xml
sources.xml groupersource id: g:gsa
sources.xml jdbc source id:   jdbc: GrouperJdbcConnectionProvider

Starting with v2.0, Grouper now stores member attributes that you can configure and use to sort and search a list of members. These
attributes are populated in the member objects when the subjects are resolved in Grouper. Here is how you can resolve the subjects.
Note that if you have a lot of groups or members, you may have to increase your JVM heap size before starting GSH.

$ ./bin/gsh.sh
Using GROUPER_HOME: /srv/grouper
Using GROUPER_CONF: /srv/grouper/conf
Using JAVA: java
using MEMORY: 64m-512m
Grouper starting up: version: 2.0.0, build date: 2011/07/30 12:40:43, env: <no label configured>
grouper.properties read from: /srv/grouper/conf/grouper.properties
Grouper current directory is: /srv/grouper
log4j.properties read from:   /srv/grouper/conf/log4j.properties
Grouper is logging to file:   /srv/grouper/logs/grouper_error.log, at min level WARN  for

: edu.internet2.middleware.grouper, based on log4j.propertiespackage
grouper.hibernate.properties: /srv/grouper/conf/grouper.hibernate.properties
grouper.hibernate.properties: ims@jdbc:oracle:thin:@imstst-db.oit.duke.edu:1668:IMSTST
sources.xml read from:        /srv/grouper/conf/sources.xml
sources.xml groupersource id: g:gsa
sources.xml jdbc source id:   jdbc: GrouperJdbcConnectionProvider
Grouper warning: jarfile mismatch, expecting name: 'subject.jar' size: 118749 manifest version:
1.6.0.  However the jar detected is: /srv/grouper/lib/grouper/subject.jar, name: subject.jar
size: 147811 manifest version: 2.0.0
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInvite
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteExpireDate
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteDate
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectEmailAddress
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteGroupUuids
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteMemberId
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteUuid
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteEmailWhenRegistered
Grouper note: auto-created attributeDefName:
etc:attribute:attrExternalSubjectInvite:externalSubjectInviteEmail
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Grouper note: auto-created attributeDefName: etc:attribute:rules:rule
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleActAsSubjectId
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleActAsSubjectIdentifier
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleActAsSubjectSourceId
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckType
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckOwnerId
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckOwnerName
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckStemScope
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckArg0
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleCheckArg1
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfOwnerId
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfOwnerName
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfConditionEl
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfConditionEnum
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfConditionEnumArg0
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfConditionEnumArg1
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleIfStemScope
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleThenEl
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleThenEnum
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleThenEnumArg0
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleThenEnumArg1
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleThenEnumArg2
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleValid
Grouper note: auto-created attributeDefName: etc:attribute:rules:ruleRunDaemon
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitExpression
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitIpOnNetworks
Grouper note: auto-created attributeDefName:
etc:attribute:permissionLimits:limitIpOnNetworkRealm
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitLabelsContain
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitAmountLessThan
Grouper note: auto-created attributeDefName:
etc:attribute:permissionLimits:limitAmountLessThanOrEqual
Grouper note: auto-created attributeDefName: etc:attribute:permissionLimits:limitWeekday9to5
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoader
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderType
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderDbName
Grouper note: auto-created attributeDefName:
etc:attribute:attrLoader:attributeLoaderScheduleType
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderQuartzCron
Grouper note: auto-created attributeDefName:
etc:attribute:attrLoader:attributeLoaderIntervalSeconds
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderPriority
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderAttrsLike
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderAttrQuery
Grouper note: auto-created attributeDefName:
etc:attribute:attrLoader:attributeLoaderAttrSetQuery
Grouper note: auto-created attributeDefName: etc:attribute:attrLoader:attributeLoaderActionQuery
Grouper note: auto-created attributeDefName:
etc:attribute:attrLoader:attributeLoaderActionSetQuery
Type help()  instructionsfor
gsh 0% // run USDU to resolve all the subjects with type=person
gsh 1% subject=SubjectFinder.findById( )"GrouperSystem"
subject: id='GrouperSystem' type='application' source='g:isa' name='GrouperSysAdmin'
gsh 2% session=GrouperSession.start(subject)
edu.internet2.middleware.grouper.GrouperSession:
8106bdad683d43f88bf24c8e683f6162,'GrouperSystem','application'
gsh 3% usdu()
usdu completed successfully
gsh 4% // resolve the groups
gsh 5% GrouperSession.startRootSession();
gsh 6%  (  g : HibernateSession.byHqlStatic().createQuery(for String "select uuid from Group"
).listSet( .class)) { subj = SubjectFinder.findByIdAndSource(g, , );String "g:gsa" true
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12.  

13.  

GrouperDAOFactory.getFactory().getMember().findBySubject(subj).updateMemberAttributes(subj, true
); }

Analyze your tables.  At minimum, be sure to analyze grouper_members, grouper_group_set, grouper_memberships, grouper_groups,
grouper_stems, grouper_pit_members, grouper_pit_group_set, grouper_pit_memberships, grouper_pit_groups, and grouper_pit_stems.
Start the Grouper Loader.

https://spaces.internet2.edu/pages/viewpage.action?pageId=11076532#APIBuilding%26Configuration-AnalyzingTablestoImproveQueryPerformance
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