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Comments

« Spirals or gyres
* Overheard
» Options
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Are They Spirals or Gyres

Turning and turning in the widening gyre
The falcon cannot hear the falconer;

Things fall apart; the centre cannot hold;
Mere anarchy is loosed upon the world,
The blood-dimmed tide is loosed, and eve
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|
Overheard at GEC7

 Just an experiment — reputation systems sufficient
« X.509 “special certs”

» Kerberos

* Federated identity and social identit
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e
Options for Identity in GENI

e Anarchy
* Refactoring -
+Adding a layer of abstraction
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Authorization

* The real deal
* Not identity munging
Attributes and ABAC

_ .EVE%%
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Quick Attribute Nomenclature

* Attributes
e Have syntax of the name (name-space) and semantlcs- i

« Semantics get defined by a controlled vocabula y of
values attribute can have and shared busm
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Attribute Ecosystem elements

* Creation and storage of attributes

* From source of authority, possible delgated
* Enterprises and their legacy systems
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What Modern Middleware can offer

 Creation and storage of attributes
* Group management tools and interfaces
 Some privilege management capabilites
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S
R&E Federations

» Substantial deployments in many countries, including UK,
Norway, Switzerland, Sweden, Japan, Australia, France,
Denmark, Finland, Spain, Germany, Netherlands, etc.
Coverage in a number of countries is now 100%.

« Uses include roaming access, grid credentials, digital cor
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|
InCommon InCommon.

US R&E Federation,

«200+ members - universities, service providers, government
agencies, national labs, 5 M users

*Millions of assertions a day

INTERNETe

A\ANNAA INCAMMAaNnfadaratinn ara



The Texas Lone Ranger in the past

4
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The Texas Rangers now - federated
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The cost of federations

» Agreements
- Central facilitation of meta-data )
. Dealing with priany, espQCil
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The cost of non-federations

* Agreements

* Dealing with privacy, especially
internationally

oW - -
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.
Trust, Identity and the Internet

* The Internet was built for friendly behavior; that is not the
current situation

- ISOC initiative to introduce trust and |dent|ty-leveraged -
capabilities to many RFC’s and protocols —

* http://www.isoc.org/isoc/mission/initiative/trust.s
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Non web applications

« Many non-web apps want federated identity — wireless
roaming, videoconferencing, soft phones, SSH, Grids,
next-generation Internet, calendaring, etc.

- Adding federated authentication and authorlzatlon to tt
~is generally engineered on a 2
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-
The Internet of things

* We have built the Internet of computers and now the
Internet of people and identity; next is things.

 Federation is a powerful model — it provides a degree of 3
local freedom but a scalable infrastructure; with
~interfederation it can rh Internet _sgl.
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The Attribute Ecosystem EBifzZE

» Authentication is very important, but identity is just one of
many attributes

* And attributes provide scalable access control, privacy, |
customization, linked identities, federated roles and more -

. We now have our first transport mechanlsms to mov'
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