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Draft Charter

 How to consistently identify security incidents

e How Information about the incidents can be
shared

* To improve the overall security of the network and
the parties connected to the network.

-+ Publish a report identifying tools, tool output
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Three primary activity areas

e Tools
« Shared darknets
e Distributed IDS
~ *Data
e rete tion, anonymization, related policies
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Tools

e Survey existing tool sets

 What tools are in use by campuses that could be
shared?

e Future tools

a e Can we improve the security posture of the
-~ __community by supporting development of these
‘tools?
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B
Tools: Darknets

e A darknet collector listens to one or more
blocks of routed, allocated, but unused IP
address space.

-+ Because the IP space is unused (hence
' "dark") there should be very little if any
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Darknets

e« Complex campus networks need an IGP

* We use hold-down (nailed-up) routes

anyways
-« Static routes at the border to minimize route
~ flapping
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Darknets

* Why not inject hold-down routes for
unused space to a stub router?

* And generate netflow records in one place
~*Doesn’t need a lot of horsepower
Unused space dynamically falls in to the
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Shared Darknet

* Develop a wide-aperture, powerful
network security sensor

» directly serve higher-education and
research institutions

- eindirectly serve Internet users at large.
~ e Institutions who run local darknets senc
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Shared Darknet

 The data Is analyzed to identify
compromised machines by IP address,
destination ports

 The REN-ISAC compiles the darknet
~data contributions
\\ . Ibutes notifications and repa
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Data: Policy Issues

e Sharing data beyond campus may require
different policies to ensure data privacy

« Many campuses have or are developing data
release/retention policies for network data

-+ Can campus policies be mapped to share data
~ beyond the campus?
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Data: Sharing

 Value of this data improves with the
number of sources

* Do campuses currently have policies that
allow sharing of data?

~ +With REN-ISAC, others?
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N
Data: Policy Questions

Do we need to anonymize this data |if
REN-ISAC is a trusted party?

* How Is this related to outputs from REN-
ISAC?

-+ Do campuses maintain some control of data
isclosure?
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Sharing data

e Can we broadly support sharing of
iIncident data?

« Within policy constraints
* Incident Reports, Netflow

 What standardization currently exists?
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http://www.ietf.org/internet-drafts/draft-ietf-inch-iodef-05.txt
http://www.ietf.org/internet-drafts/draft-ietf-inch-iodef-05.txt

N
Sharing data: RENOIR

* What to use for transport?
e Scp”?
« EDDY? (http://www.cmu.edu/eddy)
« How do we authentication/authorize
- sharing this rich data
~ « Shibboleth?
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http://www.cmu.edu/eddy

RENOIR Design

e Research and Education Networking
Operational Information Repository

» Design around the concept of ticket system
handling security data
 vast array of sources
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B
RENOIR Design

e Accept human input and structured data
to form tickets

 using IODEF in an appropriate format.

 Allow input from users from a variety of
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B
RENOIR Design

e Use, widely-accepted, encrypted
transport mechanisms

e In the transport layer
e Encrypting message content.

~ +Usea repository of contact information
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RENOIR Design

« Extendable to include new security
problems and reported incident types as
they occuir.

| « Accommodate dynamic threat environment
- * Interaction with campus-scoped ticketing
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