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Outline

* Network management
* Switch management
* Router configs
* Log summarization
* Netflow
* Survivor systems monitor
* Intermapper

February 2006 &2 COLUMBIA UNIVERSITY
INFORMATION TECHNOLOGY



Outline

* Security
* GULP - auth log mining
* PAIRS - IDS
* Mazu — anomaly detection

February 2006 &2 COLUMBIA UNIVERSITY
INFORMATION TECHNOLOGY



Switchmgr

® Web interface to SNMP commands to
Cisco CatOS/IOS switches/routers on
campus

" Database backend provides another
layer of information for ports:
— Jack location information <-> port number
— (LDAP) jack location <-> person
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Switchmgr Privileges

¥ Use pamacea to authenticate users

" Users view/modify switches based on
their Unix groups

— Student RCCs can only view dorm
switches

— Cabling group can only modify jack location
information
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Switchmgr: switch view

Ewitch: | wat-6-1.net v

/_Suhmit_\ /_Reset_\

wat-6-1.net

Legend CDP Neighbors
@ |Connected Hame IP Address |Port
@ |liot Connected wat-edge-1.net.columbia.eda 128.59.39.1 151
@ |Disabled
@ |Major Fault
& |Unknown
Module 1 (Model WS-X4013, Serial JABOS5190AUZ, 2 Forts): @ lacks
L o
Module 2 (Model WS-X4148-RJ45V, Serial JABO5190C0E, 48 Ports): @ jacks
IOV |9]|P|9 |9 |9 |@|9]|I |9 |9 |9
|| |D|@|I|D|@|9|F|F|9|9]|I|D || |I|F|9 |9 |9 |9 |
Module 3 (Model WS-X4148-RJ45V, Serial JAB05190C78, 48 Ports): @ jacks
Q||| |@|I|Q|@|@|G|@|@|@|@|@|9|0 |9 |9 |I
Q|| |@|9|Q|P|Q|9|Q|@ || |G|@|@|@|Q|2|@|9|I |9 |I
Module 4 (Model WS-X4148-RJ45V, Serial JABO5190C6N, 48 Forts): @ jacks
||| |9|I||9|9|Q|I||@|G|@|G|@|I|2|D|9|F |9 |
| @IS |I|FNI I || |@ P |S|S|S | |@ | |@ || |D |
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Switchmgr: jack view

Building:| watson )
Floor: 6
ROoOom: 619
Jack:

f Full wildcard search
J_Suhmit_\ ”_Reset_\

Hub:Slot/Port Jack | Riser | Floor | Room Updated
wat-6-1.net:4/1 625a |hr ] 619 kk29 Tue Oct 30 16:00:27 2001
wat=6=1.net:4/2 625b |hr [ 619 root Fri Nov 9 12:38:12 2001
wat=-6-1l.net:d/3 625c |hr ] 619 root Fri Mov 9 12:38:12 2001
wat=6=1.net:d/4 625d |hr 6 619 root Fri Mov 9 12:38:12 2001
wat=6=1.net:4/5 626a |hr [ 619 kkZ29 Tue Oct 30 16:00:27 2001
wat=-6=1.net:4/6 626b |hr 6 619 root Fri Nov 9 12:38:12 2001
wat-6-1.net:4/7 626c |hr 6 619 root Fri Mov 9 12:38:12 2001
wat=6-1.net:4/8 626d |hr 6 619 root Fri Nov 9 12:38:12 2001
wat=6=1.net:4/29 632a |hr 6 619 kk29 Tue Oct 30 16:00:27 2001
wat-6-1.net:4/30 632b |hr 6 619 root Fri Mov 9 12:38:12 2001
wat=6=1.net:4/31 632¢c |hr [ 619 root Fri Nov 9 12:38:12 2001
wat=6f=1.net:d /32 632d |hr 6 619 root Fri Mov 9 12:38:12 2001
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Switchmgr: port

wat-6-1.net:4/2

switch: | wat-6-Lnet %)
Slot: 4

Port: 2

f 1 4 n

_Submit Reset

Jack info for wat-6-1.net:4/2

Comments go
here

( Modify )

(macs )

Connected #625b, 619 Watson LDAP
0 input, 0 output Errors Jack Riser Floor Room Last First
Spead i 625b hr 6 619 n/a n/a
Duplex Full
Last update: root Fri Nov 9 12:38:12 2001
. . X 5 LY
Port name 619,625h i e
2 enable | disable Logs for wat-6-1.net:4/2
set S/D .iDO—FuH _?] Date User Comment
2l-gep-2005 15:52:51 masls6 100-full.
WV1lan 39
Ticket #
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Cisco Config Management

® Nightly backups into RCS to archive all switch
and router configs

® Currently uses 'clogin' from RANCID project
to authenticate and run automatically

" Web-based comparison tool for viewing
changes to configs over time, or can just use
RCS at the command-line

® Nightly email tells group which switches &
routers have changed their configurations
since the previous day
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Switch & Router Log
Monitoring

® cisco-summary.pl emails log summaries
to our group every day

® Person On Call ensures that all log
messages are OK, or fixes any
problems found
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Netflow

® Track traffic going across the border

® CFlowd on a linux machine to process flow
files exported from main routers

® CUFlow builds on Cflow tools to provide
graphs and charts per service or router

¥ CUQuota monitors bytes to and from internal
hosts and polices them when they exceed
180 M/h upload or 350 M/h download
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CUFlow

® Our graphing/charting Cflow class is
GPL'd and available at
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http://www.columbia.edu/acis/networks/advanced/CUFlow

Survivor

* "It's a systems monitor. It monitors
systems." Like Mon, Big Brother,
Nagios, etc, but better or worse,
depending on what features you like.
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http://freshmeat.net/projects/survivor/
http://symon.cc.columbia.edu/cgi-bin/sw

Hni}s} ﬁlte 1s used to configure the filesystem checking on
ach hagst.

T'he format of this file 1s

filesysregex,warn,prob

# Disks not explicitly listed here use the default thresholds
1n_check.cf. , ,

# Disks listed here that don't exist are ignored. .

# Values must be greater than 0. 101 or greater will never
match, and so ,

# can be used to suppress warnings or problems.

FHTO H-

# Important filesystems should have some spare space
A/3.90.94 Y AT SP

# Some hosts write variable stuff into /var, others /usr/var
~usr$,90,94

Nvar$,90,94

# Generate warnings, but not problems, for filesystems
holding software
Nusr/local, 98,101
~opt,98,101
Nminiopt, 98,101
rservice,98,101 |
# Some filesystems are never worth worrying about
NMm/mnt, 101,101
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# Survivor check specification file
check load
module load
warn 20
prob 30

check loadna {
module snmp
community XXX
oid 150.3.6.1.4.1.789.1.2.1.3.0
warnmatch gt[ 75
probmatch gt

alert on noncritical alertplan

check lda mam {
mo u e ag

11ter sn—metz
response objectclass=person

\ helpfile ldapmain
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File Edit View Go Bookmarks Tools Help

(‘qg - |_:J - %1 (X @ iF http://symon.cc.columbia.edu/cgi-bin/sw7i% 3D netsys&file%3Dview-long. htm B © Go ||E|,

/JHome Pages | JHobby | )Reference | 7Systems | JNetworks | Linux | 7Sun | JMisc | JPersonal Ed Slashdot: News for ne...

e s s Gum e R S U PSR AT Y S [ AR T IS 1) S g
ping@ dod-ap-3-1.net 1 | Packet Loss: O/1 packets, min=0, max=0, avg=0 | Acknowledged by jims
battery @ ec-2-1-ups.net 6 | Dependency "ping” has error status 1 | —

.ping@ec-z-l-ups.net - Packet Loss: 0/1 packets, min=0, max=0, swgzﬁ. —

..ping@ct-ap-.‘&-?.net 4 . :Unablﬂ to find address .-—

ping@fay-ap-2-3.net 1 .Packet Loss: 0/1 packets, min=0, max=0, avg:{}. :-Acknowledged by jims
battery @htl-b-2-ups.net 2 | Battery needs replacing | -éAc:kaniedged by jscally
ping@iab-ap-13-2.net - :Packﬂt Loss: 0/1 packets, min=0, max=0, avg={}- —

:.ping@iah-apqs-li.net - _Packet Loss: 0/1 packets, min=0, max=0, avg=(}- —

battery @ire-130morn-2-1-ups.net 6 | Dependency "ping" has error status 1 Acknowledged by jscally
ping@ire-130morn-2-1-ups.net 1 _Packet Loss: 0/1 packets, min=0, max=0, avg:(}. E;ﬂmknowledgcd by met2105
.battery@ire-iﬁdwll.'i-ups.net 6 | Dependency "ping" has error status 1 | ;Acknowledged by dhallll]uil
..ping@ire-ssélwll}ups.nct 1 | :Packﬂt Loss: 0/1 packets, min=0, max=0, avg=0 ;-Acknowledged by dba2104
ping @ jj-ap-1-1.net 1 .Packet Loss: 0/1 packets, min=0, max=0, avg:{}. :-Acknowledged by dba2104
battery @ jrn-5-1-ups.net 6 | Dependency "ping" has error status 1 | -éAc:kaniedged by dba2104
ping@ jrn-5-1-ups.net 1 | :Packﬂt Loss: 0/1 packets, min=0, max=0, avg={}- E.Ackncrwledgcd by dba2104
:.ping@jm-ap-.‘s-z.net 1 _Packet Loss: 0/1 packets, min=0, max=0, avg=(}- :Acknﬂwledged by jscally
ping@ jrn-ap-7-3.net 1 | Packet Loss: 0/] packets, min=0, max=0, avg=0 | Acknowledged by rd2214

Done

>




File Edit View Go Bookmarks Tools Help

@ -t - & () ) [P hpssymon.ce.columbia.edu/cgi-bin/sw?i%3Dunix&file%3Dview-long.htmi% [v| © Go [IGl,

/ JHome Pages | JHobby | )Reference | ISystems | JNetworks | Linux | 7Sun | JMisc | JPersonal bs Slashdot: News for ne...

>

sendmail @ seitan 1 | No process matching 'sendmail' owned by uid 0:No process matching 'sendmail' owned by smmsp [«
Imtpproxyd @soyloaf 1 | Number of processes matching Imtpproxyd owned by cyrus '28' is not between '5' and 25' (expecting not nt
sendmail @ tempeh 1 | No process matching 'sendmail' owned by uid 0:No process matching 'sendmail’ owned by smmsp
|
sendmail @ tofu 1 | No process matching 'sendmail' owned by uid 0:No process matching 'sendmail' owned by smmsp
sendmail@unmeatball| 1 | No process matching 'sendmail' owned by uid 0:No process matching 'sendmail' owned by smmsp
bignightly @ asiago 1 |/flopsy/bignightly.OK does not exist
/hmt/chinchin/vol0 not mounted /hmt/chinchin/root not mounted./hmt/prost/vol0 not mﬂuntﬂd,hﬂb“pmsﬂrmf!
mounts@ kiaora 1 |
‘mounted. /hmt/kampai/root not mounted./hmt/salud/vol0 not mounted /hmt/salud/root not moumed,fhmﬂcheesi
/hmt/chinchin/vol0 not mounted /hmt/chinchin/root not mounted /hmt/prost/vold not mounted ./hmt/prost/rool
mounts@sawubona 1 '
 mounted /hmt/kampai/root not mounted./hmt/salud/root not mounted./hmt/cheers/vol0 not mounted
loadr @ almond . Load 36.69 exceeds 30
snmpd @ almond 6 EDependency "loadr" has error status 1 .
ol

Done



Outline

* Security
* GULP - auth log mining
* PAIRS - IDS
* Mazu — anomaly detection
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GULP

* Authn syslogs are collected in a
database.
* user identity
* service/server
* client IP address

* Merged with
* MAC addresses (ARP tables polled)
* RADIUS caller ID for dialups
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GULP

* Web interface allows searching by
* IP addr
* MAC addr
* user identity
* etc.
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https://www1.columbia.edu/sec-cgi-bin/acis/security/gulp.pl

GULP - Marketscore

luser2111 216.148.246.70 |proxys.sj3.marketscore.com CubMail jujube |2004-12-06 01:05:04 |_
|IIHE:I'2]11 |216.]43.246.Tﬂ |pmxfs.qj:3.mnrkemmre.mm |Cllenﬂ Lilﬂllbe |2[H]4-12-ﬂﬁ 01:11:11 |_
juser2131[66.119.34.39  [proxys.a2.marketscore.com [CubMail [durian ~ [2004-12-06 01:16:47 |
juser317 [170.224.224.102 proxys.or3.marketscore.com |CubMail |passionfruit [2004-12-06 08:35:15 |_
luser2113 [170.224.224.70 |proxys.or2.marketscore.com CubMail [jujube 12004-12-06 09:04:10 |_
luser2102 216.148.244.70 |proxys.sj2.marketscore.com CubMail jujube |2004-12-06 09:18:59 |_
luser2113 [170.224.224.70 |proxys.or2.marketscore.com |CubMail [jujube 12004-12-06 09:19:18 |_
luser55  |216.148.246.134 proxys.sjd.marketscore.com [CubMail passionfruit 2004-12-06 09:33:41|_
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GULP - search for user

Search User Records

UNI || selsky
IP

MAC
Service

Server

Start

End

Color code:
OUNI®IPOMAC
[ search
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GULP - search for user

| UNI || Service || Server || Login || Logout || IP Address || Hostname || MAC Address
selsky |WIND-wg-wiki | edam | 20pnov200 1285931134 dookie.cc.columbia edu 000D56A688C6
selsky | IMAP rambutan 301‘2?;4320?05 30[?3‘6‘%“55 128.59.59.52 cumin cc columbia edn 0003BA274453
selsky | CubMail duian | SODOVIONS ) S0DOVA00Y ) 128 5931134 dookie cc columbia.edu 000D56A688C6
maslS6|  WWWS augula || 0020 1285931134 dookie.cc.columbia edu 000D56A688C6
29-nov-2003 . .
selsky | WIND-OIL edam 16:16:24 160.39.244.113|| dyn-wireless-244-113 .dyn.columbia.edu |[0011242B368D
selsky IMAP  |pomegranate 281‘ g%‘;é%ﬂs 68.244.138.153 000-035-618 area3 spesdns net
selsky IMAP  |pomegranate 281‘ 'l‘f‘l‘gﬂus 231‘ 'l‘f‘l‘g_zﬂjs 68.244.138.153 000-035-618 area3 spcsdns net
. WWW 27-nov-2005 PO 207-237-137-58.¢3-0.80w-ubrl 6 .nvr-
—— S greenieat 21:08:29 e 80w .nv.cable.rcn.com
. WWW 27-nov-2003 e 207-237-137-58.¢3-0.80w-ubrl 6 .nvr-
e S greenieat 21:07:30 e 280w .nv.cable rcn.com
selsky IMAP datil 241‘ 23“1-24%05 241‘ 23‘;_21?5 68.245.176.232 000-111-255 area3 spesdns.net
selsky IMAP longan 241‘291‘”'5‘%0305 68.245.195.20 000-115-926 area3 spesdns net
selsky IMAP akee 23[2?‘2"1‘?2%05 231‘22"?‘_21??5 68.244.156.84 000-040-175 area3 spesdns net
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PAIRS

* Analyzes Netflow for
* host/port scanning
* hitting a darknet
* connecting to known C&C nodes

* Includes a responsible party database
* by CIDR and domain
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https://www1.columbia.edu/sec-cgi-bin/acis/security/pairspanel.pl

Event Summary

File Edit View Go Bookmarks Yahoo! Tools Help 0
I, =
<Z| - Ep - %1 L € ) @ |“ https:/f128.59.60. 149 /index. php?page =event_reports =5 Vl @ Go | Gl, |
|| Customize Links | | Free Hotmail | | Windows Media | | Windows
Y_’ - - | vl | Search web ~ # ~ | (2 Mail ~ @ My Yahoo! gk, Games ~ | Shopping -~ * Music ~ i Finance ~ W Personals ~ [[# signin -

Group Visualization

Page Settings J_\
* Reports
_ Event Typeas: | Host Scan bt | Span: |1 || day(s) bt |
Event Reports Event Id: | | End: (%) Mowr
Reports + Saved Queries Involved Host/CIDR : | | (3 on [Dec 05 2005 12:04:40 PM| E] -
Top Usage Query Service Used: | | ggjau:ﬁndcar;?';izﬂe i
Basic Query Show entries per page
Advanced Query Click Search to view event summaries:
» Mitigation
* Settings
Ewvent Detection Showing 1 to 11 out of 11 Events
Rule-based Ewvents I0 + Sewverity Tvpe Source Destination Top service Start time Cruration
Host Groups 2174950 Host Scan 160.39.225.210.dvn.columbia.edu multiple icmp/0 Dec 039 09:49 EST 32 minutes
Sarvice Groups 2163734 Host Scan 160.29.188.206.dvyn.columbia.edu multiple tcp/ 6246 Dec 03 OF :28 EST 22 minutes
UI Praferancas 2142124 Host Scan pli-109-106.barnard.columbia.edu multiple udp/552=24 Dec 09 03:27 EST 8 hours and 25 minutes (c
EPort Definition 21322279 Host Scan dyn-wien-209-61.dyn.columbia.edu multipla icrmp/0 Dec 09 01:22 EST 4 minutaes
Tz 2126763 Host Scan 160.22.234.96.dvn.columbia.edu multiple icmp/0 Cec 03 00:20 EST 22 minutes
P 2101664 100 Host Scan jonjon.bway.resnet.columbia.edu multiple tep/445({microsoft-ds) Dec 08 19:44 EST 17 minutes
RS 2096211 100 Host Scan 160.39.165.13.dvn.columbia.edu multiple icmpd0 Dec 08 18:41 EST 26 minutes
u 3094955 100 Host Scan dyn-mecb-168-221 . .dyn.columbia.edu multiple tep/445(microsoft-ds) Dec 08 18:18 EST 1 hour and 43 minutes
sers
: 2082125 Host Scan dmcE24c.art.columbis.aedu multiple iemp/O Dec 08 15:47 EST 1 minute
Aler= 2078804 100 Host Scan dialup-ccts1-177 ..cc.columbia.edu multiple tecpd 129(netbios-ssn) Dec 08 15:10 EST 4 minutes B
Frefilss 2057544 100 Host Scan 160.29.169.136.dyn.calumbis.adu multipla udp/2255 Dec 08 12:08 EST 12 minutes p
L [ I >
Dione 128.59.50.149 (=

&
: : S S : ) Friday
:' profiler - Mo... & POC relate... . 4 Internet... - 9‘ 2 Yahoo! ... = ﬁ Microsoft P... =) Event Repo... - root@mazu... [ 12/g/2005
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Host Scan Event

.cc.columbia.edu - Mozilla Firefox

Event Details

Event Summary

ID 2162734

Type Host Scan
Sawverity Low 26

Start Time Dec 09 07 :28 EST
Duration 22 minutes

Ewvent Deatails

Scanner host-id: 160.39.188.206.dvn.columbia.edu group: Morningside
Mumber of new connections: 89
Mumber of normal connactions: 18

Wictims
Host Group Packets received Protocol Services
kedu.cc.columbia.edu Morningside [ udp (100%) udp/53 (domain) (100%:)
122.0.0.0/8 75 udp (4%) udp/63246 (4%)

tcp (969%6) tcp/ 6350 (96%)
124.0.0.0/8 144 udp (5%) udp/6346 (5%)

tcp (95%) tep/ 6346 (Gnutella) (95%)
128.0.0.0/8 13 udp (100%:) udp/6346 (100%:)
131.0.0.0/8 7 tep (299%) tep/ 5346 (Gnutella) (29%:)

udp (71%:) udp/6346 (F1%)
137.0.0.0/8 =3 udp (15%) udp/6346 (15%)

tep (B85%) tep/ 6346 (Gnutella) (85%:)
130.0.0.0/8 12 tep (S50%6) tep/ 5346 (Gnutella) (50%:)

udp (50%%) udp/6346 (S50%)
87.0.0.0/8 140 udp (36%) udp/6346 (36%)

tep [(645%0) tep/ 6345 (Gnutella) [(64%)
28.0.0.0/8 s4 udp (35%) udp/6346 (35%)

tep (65%G) tep/ 63246 (Gnutella) [(65%:)
128.0.0.0/8 11 udp (100%) udp/6346 (100%)
129.0.0.0/8 s udp (100%) udp/6346 (100%a)
141.0.0.0/8 264 udp (5%) tep/ 5346 (Gnutella) (1%)

tcp (94%) udp/&6346 (5%)

tep/ 6348 (Gnutella) (34%0)
146.0.0.0/8 1 udp (100%) udp/6346 (100%a)
147.0.0.0/8 245 udp (1%) udp/6346 (1%) po
Done 128.59.60.148 [
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Services Provided

2 Traffic Report - Mazu Profi ] Firefox

Traffic REPOI’t [ Change Query... ][ Print Report ][ Send Tou.. ]

Historical traffic betweean 160.29.188.206.dyn.columbia.edu and any host from Dec 09 2005 07:28:00 AM to Dac 09 2005 07 :50:00
AM

Top 10 services prowvided by 160.29.188.206.dyn.columbia.edu (in bits sent by server)

EE tocpsa5dn (Grutellad
N LcdpA/55dE CB3460
O topAdS779 (497790
N topAS0458 (S0d4550
N tcps50554 (505542

Summary of traffic by services provided by 160.29.183.206.dyn.columbia.edu Export All

Traffic Sent by Sarvar Traffic Receivaed by Server

(%%} Packets {%%) Connections (%] Eits (%) Packets (%) Connections %)
co/ 6246 (Gnutella 58,932, [EEES EEIE {2255 )]
udp/6346 (6245) 4,286/ (48] 2fs (28] GCLEDN /s (28] (785%%)
tcp/49779 (49779 1,421/s (19%) 1= (29%) 0 (0%) 1.,065/s (49%%) 1/s (2%) u] (0%&)
tep/S04as5e (So4a58) 1,287 /s (1%%0) 1= {2%%0) o {0%a) S4=/s (2%%) 1/s {2%a) lu] (0%%)
tcp/50854 (50854 524/s (0.59%%) 27/m (19%) 0 (0% 537/s (28] 25/m (1%) u] (0%&)
tcp/S0850 (S0850) S5/= (0.00%) 22/h (0.01%) 0 (D%) 3/s (0D.01%) 14/h (D.01%) 3/h (0.03%)
tep/S0852 (S0852) 2/= (0.00%:) 14/h {(0D.01%%) 0 [0%&) o (0%%) o [o%e) o (0%%)
tcp/50852 (50852 2/=s (0.00%) 14/h (0.01%) o (0%) o (0%%) o (0%) o (O%&)
tcp/80 (http) 17/m (D.00%&) Z/h (0.00%:) 0 [0%&) 22/m (0.00%:) 2/h [0.00%:) Z/h (0.03%:)
udp/1027 (1027 o (0%%) u] (0%%) o (0%) 2/s (0.01%) 2/h (0.00%) u] (0%%)
Total 106,829/s (100%:) 432/s (100%:) O (0%} 20,282/s (100%:) 40/s (100%:) 2/s (100%)

o
128.59.60.148 [

12:10 PM
_ _ : v Friday
[ profiler - Mo... &= POC relate... 7 4 Internet... - '@' 2 Yahoo! ... - | B} MicosoftP... ’J‘ 3 Firefox 27 root@mazu... 12/9/2005
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Services Consumed

Traffic Report - Mazu Profi

Firefox

Historical traffic between 160.29.1828.2068.dyn.columbia.edu and any host from Dec 09 2005 07:28:00 AM to Dec 09 2005 07:50:00

AP

Top 10 services consumed by 160.29.133.206.dyn.columbia.edu (in bits sent by client)

EE topsae3d4d (Gnutellal
N tcp /0546 (Ghutellal
3 topse350 (63500
N topsSo349 (634590
N tops50 Chttps

[ udpAE3d6 CE3dED
O topA11o CpopsEl

N Lol /55 Cdomaind
[ top o190 (51900
B tops 3333 (33330
B 0thers

Summary of traffic by services consumed by 160.39.18338.206.dyn.columbia.edu Export &ll

Service Bits + (%) Packets (%) Connections {%%]) Bits (%) Packets (%) Connections (%)

tep/634s (Gnutella) Z.414/s  (49%) 2f/s  (51%a) o {0%) 1.540/s (41%) 2fs  (51%) O (0%%)

tep/6246 (Gnutellal 1,271/s (28%) 1/s  (22%) 2/h (2%) 1.018/s (27%) 1/s  (22%) 0 (0%)

tep/ 5350 (6350 7735 (16%) 20/m (8%a) o (0%%) 562fs (15%) 20/m (9%G) 0 (0%:)

tep/ 6349 (6349) 243/= =LY 2/m [(256) o (0%%) 76/ s =L 7/m (Zee) 0 (0%&)

tcp/80 (htt 57/s (1%) 4'm (2%a) 30/h (324%) S501/s (13%) &/ m (2%G) 0 (0%:)

udp/6246 (6245) 29/s (0.79%) 1/m (0.58%%) 11/h  (12%%) 12/s (0.21%) 1/m (0.499%) 0 (0%&)

tcp/110 (pop3 22/s (0.47%) 2'm (1%%) 14/h  (16%) 25/s (0.67%) 2/m {19%) 0 (0%)

udp/S3 (domain) 8/s (0.17%) s52/h (0.36%) i6/h (19%4) 22/s (0.59%) 52/h (0.365%) O (0%%)

tcp/5190 (5190 &/s (0.12%) S55/h (0.279%) u] (0%%) 14/s (0.26%) S57/h (0.409%) 0 (0%)

tcp/3333 (3333 2/s (0.06%) 14/h (0.09%) o (0%%) 3/s (0.07%) 14/h (0.09%) 0 (0%) L

udp/67 (bootps) 2/= (D.045%G) 2/h (0.02%:) 2/h (=25%) 2/= (0.05%:) 2/h [0.02%:) 0 (0%&)

udp/427 (swrloc) 2/s (0.04%) 11/h (0.07%) 5/h (5%%) o (0%) o (0%G) 0 (0%:)

tcp/AZ22 (4322) 2/=s (0.02%&) 14/h (0.09%:) =/h (29%) o (0%%) o (0%&) 0 (0%&) B
— f=nn fefal 4.i fo 2o’ fb 0 nooet ) fnos I ol T b o 2ot O_fnosi

Traffic Sent by Client

Traffic Received by Client

Done
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Right-Click (Drill

Firefox

Traffic using tcp/ 6348 by Columbia U Schools groups
Traffic using tcp/ 6348 by Columbia U Schools group-pairs
Traffic using tcp/6348 by CUIT Servers groups
Traffic using tcp/ 6348 by CUIT Servers group-pairs
Traffic using tcp/ 6348 by Graduate School of Business groups
Traffic using tcp/ 6348 by Graduate School of Business group-pairs
Traffic using tcp/ 6348 by Cyrus groups
Traffic using tcp/ 6348 by Cyrus group-pairs
Traffic between 160.33.188.206.dyn.columbia.edu and any host using tcp/ 6348 by services
Traffic between 160.33.188.206.dyn.columbia.edu and any host using tcp/ 6348 by hosts
Traffic between 160.39.188.206.dvn.columbis.edu and any host using tcp/6348 by host-pairs
Traffic between 160.33.188.206.dyn.columbia.edu and any host using tcp/ 6348 by protocols
Traffic between 160.33.188.206.dyn.columbia.edu and any host using tcp/6348 by service groups
Traffic between 160.233.188.206.dyn.columbia.edu and any host using tcp/ 6348 by automatic groups
Traffic between 160.33.188.206.dyn.columbia.edu and any host using tcp/6348 by automatic group-pairs
Traffic between 160.33.188.206.dyn.columbia.edu and any host using tcp/ 62348 by Columbia groups
Traffic between 160.33.188.206.dyn.columbia.edu and any host using tcp/6348 by Columbia group-pairs
Traffic between 160.33.188.206.dyn.columbia.edu and any host using tcp/6348 by Columbia U Schools groups
Traffic between 160.33.188.206.dyn.columbia.edu and any host using tep/ 6348 by Columbia U Schools group-pairs
Traffic between 160.33.188.206.dyn.columbia.edu and any host using tcp/ 6348 by CUIT Servers groups
Summary of traffic Traffic between 1560.33.188.206.dyn.columbia.edu and any host using tep/6348 by CUIT Servers group-pairs
Traffic between 160.33.188.206.dyn.columbia.edu and any host using tcp/ 6348 by Graduate School of Business groups
Traffic between 160.39.188.206.dyn.columbia.edu and any host using tcp/6348 by Graduate School of Business group-pairs
Traffic between 160.33.188.206.dyn.columbia.edu and any host using tcp/ 6348 by Cyrus groups
.. Traffic between 160.39.188.206.dyn.columbia.edu and any host using tcp/ 6348 by Cyrus group-pairs
= = =

E TF LTS TF= o - oI 7a] TOTE T Lo = TF LT ToLI ooy T
tep/6346 (Gnutellal 1.371/s (28%) ifs (32%) 3/h (3%) 1,018/s (27%) i/=s (32%) O (0%)
tep/63250 (6250) FTEM= (16%) 20/m (B8] 0 (0%) Se62/s (15%) 20/m (95%G) 0 (0%&)
tep/6349 (6349 243/s (S5%) 8/m (3%) o (0%) 76/s (2%) 7/m (3%) o (0%)
tep/80 (httpl 57/s [(18&) 4/ m (=LY 20/h  (24%:) S01fs  (139%:) &/m (=15 0 (0%&)
udp/6346 (6346 39/s (0.79%) 1/m (0.58%) 11/h (13%) 12/s (0.31%) 1/m (0.49%) O (0%%)
tepf110 (pop3l 23/s (0.47%) 3/m (1) 14/h  (16%6) 25/s (0.67%) =/m (1%a) 0 (0%&)
udp/52 (domain) 8/s (D.17%) 52/h (0.36%) 16/h (19%) 22/s (0.59%) 52/h (0.36%) O (0%%)
tep/S190 (5190) &/s (0.12%) 55/h (0.37%:) o (0%) 14/s (0.36%) 57/h (0.40%) O (0%)
tep/2222 (2333) 3/= (0.065G) 14/h (0.09%:) o (0%%) 2/s (0.07%:) 14/h (0.09%G) 0 (0%&)
udp/67 (bootns 2/s (0.04%:) 3/h (0.02%) 3/h (3%R) 2/s (0.05%) 3/h (0.02%) o (0%)
udp/a27 (swrloc) 2/s (0.04%) 11/h (0.07%&) 5/h (59%) o (0%%) o (0%&) 0 (0%&)
tep/4222 (4322) 2/s (0.03%) 14/h (0.09%) 3/h (39%) o (0%) 0 [(0%%) O (0%%)
udp/S002 (rfa) 1/s (D.02%0) 3/h (0.02%4) o {0%%) 23/m (0.01%:) 3/h (0.02%) O (0%%)
udp/7006 (afs3-arrors] 1/s (0.02%) 2/h (0.02%) 0 (0%%) 23/m (D.01%) 2/h (0.02%) O (0%%)
udp/1433 (ms-sgl-s) 1/s (0.02%) 3/h (D.02%) o (0%) 23/m (0.01%) 3/h (0.02%) O (0%)
tep/4982 (4582) S50/m (0.02%&) 2/h (0.06%:) 3/h (2%%) S2/m (0.02%) g2/h [0.06%:) 0 (0%&)
udp/49464 (49464) 41/m (0.01%) 3/h (D.02%) o (0%) o (0%:) o (0%) o (0%)

Total 4,948/s (100%) afs (1L00%:) 1/m (1008:%) 2,778/ (100%:) 4/s (100%:) 0 (0%&) =

javascript:servicehost_report{tcpf5348','160. 39, 188, 206. dyn. columbia.edu',”,",'Dec 09 2005 07:258:00 AM','Dec 09 2005 07:50:00 aM','S minutes', log2’,'server-dient’) ;show_rdick_men... 128.59.50.149 (=
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Gnutella Peers

Traffic Report - Mazu Profi Firefox
Traffic Repo[‘t [ Change Query... ][ Print R«
Historical traffic between 160.39.188.206.dyn.columbia.edu and any host using tep/6348 from Dec 0% 2005 07 :28:00 AM to Dec 09 2005 07:50:00 AM
Top 10 host-pairs (in bits received by server)
3 fletcher-175-14 .reshall .umict
H ser-7575 .0 1ns3-c8..ds] pol oo
Summary of traffic by host-pairs Export All
Traffic Received by Server Traffic Sent by
Sarver (group) Client {(group]) Bits 4+ (%) Packets (%) Connections (%] Bits (%) Packets
fletcher-175-14.reshall.umich.edu {unassigned) 160.39.188.206.dyn.columbia.edu {(Morningside) 1.,418/s (59%) 1/s  (B54%) 0 {0%) 918/s (B0%]) 1fs (6
user-7875.lns3-c8.dsl.pol.co.uk (unassignead) 160.39.188.206.dyn.columbia.edu (Morningside) 996/ (41%) 45/m (26%:) 0 (0%a) 623/s (40%:) 44/m (3
Total 2,414/s (100%:) 2/s (100%) 0 {0%:) 1,540/s (100%) 2/s (101
bt
571 3
128.59.60.148 [
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Policy to Detect

# Rule Details - Mazu

Rule Identification

Name |Co|-|-|rr|ar||:| Control El
Description |client |
Type | Client / Server - |

Client Group/Host Info
Group/Address is: @ﬁny

O within: ‘O outside of:

Schedule Info

Days to run rule Monday
Tuesday
Wednesday

r

Friday

Saturday

Sunday
Start time 00:00:00
End time 24:00:00
Seaverity 100

Serwver Group/Host Info
Group/ Address is: @ﬂny

O within: ‘O outside of:

MNewi... l Remowve MNew... I Remowve
e B
[y bl
Track statistics @ per Host Track statistics O per Host
O Aggregate @ Aggregate
Service Info Threshold Info
Services are: C}Any @ wWithin: O Outside of: :-:pe hold
[ Maw... I Remowve ] reshe |]‘ |
tcp/ 6667 . | Inbound to server |W |
2 Duration Hours Minutes
[oo [o1 |
[ Save [ Clasa ]

C 8«9

. 3 Interne... -

E 2 Microso... -

= | [ 3 Notepad - @ Yahoo! Me...

INFORMATION TECHNOLOGY

v C:WINDO...

128.59.60.148 [

Y = 9:04 AM

Nk Monday
12/12/2005




Columbia U Owned Hosts

Traffic Report - Mazu Profiler : nf1.cc.columbia.edu - Mozilla Firefox

Historical traffic between not unassigned group and any host using tcp/6667 from Dec 09 2005 11:16:58 AM to -
Dec 09 2005 12:16:58 PM

Top 10 client hosts  (in bits by client)

160,39 . 202 .32 adyn.columbia.ec
i l-97-170 . bharnard . columbia .
C125.59.25.105 .dyn.columbia.ec
H clyn-125-59-d45-160 . duyn .columkb:
160,39 .33 .55 . dyn . columbia. ed
delectra.phys ..columbia.edu
C1e0.39.55 123 dyn.columbis . e
17559 .24 15858 .dyn.columbia.ec
160,39 .165.111 .dun .columbia .«
EE125.59.242 131 .dyn .columbia .
N Others

Summary of traffic by client hosts (showing 20 of 832) View &ll, Export All

Host (group) Bits + (%) Packets (%) Connections (0]

160.29.202.22.dyn.columbia.edu (Mormingside) 87 .441/= {S57%) i18/=s (22%) (u] {0%a)

mil-37-170.barnard.columbiz.edu {(Morningside) 15.323/s (10%:) 10/s (13%) a] {0%6)

128.59.25.108.dvn.columbia.edu (Morningside) 8,615/s (8%0) Sfs (11%) u] {o%&)

dyn-128-53-46-160.dyvn.columbia.edu {Morningside]) 8,365/s {45%a) 4= (5%) a] {0%6)

150.39.33.58.dyn.columbia.edu (Morningside) 6,116/ =s (4%a) S5i's (7%0) a] {o%a)

electra.phys.columbia.edu (Morningside) 4,938/ (2%]) 7T/ (9%) (u] {0%)

1560.39.55.123.dvn.columbia.edu {(Morningside) 3,606/s (2% s (45%0) a] {0%a)

128.59.24.188. dyn.columbia.edu (Mormingside) 2,096/ (2%a]) 2E/m (0.725%n) 7/h {2%)

150.39.165.111 .dyn.columbis.edu {Morningside] 2,148/s {1%a) 50/m {1%) a] [0%6)

128.59.242.121 .dyn.columbis.edu (Morningside) 2,018/s (1%06) 2= (4%0) u] {0%%=)

tesla.cs.columbis.edu (Morningside) 1,917/s {1%a) 52/m {1%o) a] {0%6) = |

scnlab.psych.columbia.edu (Morningside) 1,707 /s {1%a) 2= (3%0) 4/h (0D.98%)

160.29.194. 60 dyn.columbia.edu (Morningsida) 1,219/s (0.86%) 2/= (2%%a) (u] {0%)

128.59.25.188.dvn.columbia.edu {(Morningside) 1,223/s (0.80%:) 2= (2%) a] {0%a)

cetacean.cs.columbiz.edu (Morningside) S917/s (0.60%]) i/s (2%a) 45/h (11%n) P
Done 128.59.60.148 [
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Columbia Owned Hosts

: nfl.cc.colu ] Firefox

Traffic Repol't [ Change Query... ][ Print Report ][ Sand To... ]

Historical traffic between not unassigned group and any host using tcp/65667 from Dec 09 2005 11:16:58 AM to
Oec 09 2005 12:16:58 PM

Top 10 server hosts (in bits by server)

[ capture et .columbia.edu

Hl clectra.phys . .columbia.eduy
C160.539.155 .. 225 dyn .columbia .
010,10 .10

H jewels . phys..columbia.edu
Cd0.0.1.1258

Summary of traffic by server hosts Export all

Host {group) Bits + (%) Packets (%) Connections {%%)
capture.net.columbis.edu (capture) 553/ (47%) 1/s  (59%:) S/m (47%%)
glectra.phys.columbia.edu (Morningside) 408/s (34%) 25/m ({17%) fu} {0%ge)
160.39.188.223.dyn.columbis.edu (Morningside) 107/s {9%0) 17/m  (11%) 4/m  (42%)
10.10.10.10 (eaptura) 42/ (4%) 7im  (4%) 29/h  (5%)
jewels.phys.columbia.edu (Morningside) 38/s (3%0) &/ m (4% i5/h (2%0)
10.0.1.128 (captura) 26/s (2%) &/ m (<4%a]) 22/h (#%a])
Total 1,184 s (100%) 2/s (100%) 10/m (100%%)

Historical traffic between not unassigned group and any host using tcp/ 6667 from Dec 09 2005 11:16:58 AM to
Drec 09 2005 12:16:58 PM

Top 10 client hosts (in bits by client)
-

128.59.60.148 [

Done
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Firefox
1C REDDI’t Change Query... Print Report Send To... ~

Historical traffic using tcp/6667 from Dec 09 2005 11:16:58 AM to Dec 09 2005 12:16:58 PM

Top 10 host-pairs (in bits)

A efl-197-70-70 . .eliza-1asjakais
H =agreb hreoeu.undernet corg mil
[ zagreb.hr .eu..undernet sorg 128
o102 . no.eu W undernet sorg dun-
H undertet (50195 .86 . in—adde- . ar
[ undernet .xsdall .nl electra.ph
[ zagreb . hr .eu. undernet .org 16c
E buwldZ . internetds] tpnetapl
I brown.freenode . net 160,39 ..165
B zagreb . hr .eu.undernet .org 12
N Others

Summary of traffic by host-pairs (showing 20 of 135) View &All. Export all

Sarvar (group) Cliant (group]) Bit= + (%) Packeats (%) Connections (%)
281-197-70-70.clisa-laajakaista.fi (unassigned) 160.33.202.32.dvn.columbia.edu {(Morningside]) 87.441/s (57%) 18/= (22%%) a] [0%e)
zagreb.hr.eu.undernet.org (unassigned) mil-97-170.barnard.columbia.edu (Morningside) 15,222/s (10%:) 1s  (12%:) a] {0%e)
zagreb.hr.eu.undernet.org {unassigned) 128.53.25.108.dvn.columbia.edu {(Morningside]) 8,615/s (6%) = (11%%) a] {0%a)
osloZ.no.eu.undernet.org (unassigned) dyn-128-59-46-1650.dyn.columbia.edu (Morningside]) 5,365/ s (<4%0) 4= (5%0) u] {0%e)
undernet.20.1328.56.in-addr.arps (unassignad) 160.259.22.58. dyvn.celumbiz.edu (Morningside) E,116/= (¥%%a]) S/= (B%%) (u] {0%a)
undernet.xs4all.nl (unassigned]) electra.phys.columbia.edu (Morningside) 4,938/s (3%) 7is (9%40) u] {0%a)
zagreb.hr.eu.undernet.org (unassigned) 160.29.55.122 . dyn.columbia.edu (Morningside) 2,606/ = (2%a) 2/= (4%=]) (u] {0%a)
buwil4Z.internetdsl.tpnet.pl (unassigned) 128.59.24.188.dvn.columbia.edu {(Morningside]) 3,096/s (2%) 33/m (0.70%:) 7/h (0.72%) L&
brovmn.freencda.net (unassignead) 160.39.165.111.dyn.columbia.edu {Morningside) 2,148/ s (1%0) 50/m {1%0) a] {0%e)
zagreb.hr.eu.undernet.org {unassigned) 128.59.242.1231 . .dvn.columbia.edu {Morningside) 2,018/s {1%%) = {4%0) o {0%G)
brovm.freenode.net (unassigned) tesla.cs.columbia.edu (Morningside) 1,917/s (1%0) 53/m (1%0) a] {0%a)
undernat.xsdall.nl (unassigned) scnlab.psych.columbiz.edu (Morningsida) 1,679/ (1%a) 2/f= (2%) 2/h [(0.215%:])
irc.efnet.pl (unassigned) 160.35.194.60.dvn.columbia.edu (Morningside) i1,319/s (0.86%) 2= (2%0) a] {0%a)
irc2.caunalahti.fi (unassigned) 128.59.25.188.dyvn.columbia.edu (Morningside] 1,222/s (0.79%) 2/ (2%a) (n] {0%a)
capture.net.columbia.edu (capture] capture-39-54-28.net.columbia.edu {(unassigned) 553 s (0.36%) 1is (2%e) S/m (30%:]) w
javascript:group_report_from_logs({3', '100', 'Dec 09 2005 11:16:58 AM', 'Dec 09 2005 12:16:58 PMY); 128.59.60.148 [
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Port Scan Event

letails - Mazu Profil cc.columbi du - Mozilla Fi

Event Details

Event Summary

ID 2840264

Type Port Scan
Sewverity 100

Start Time Dac 06 15:45 EST
Duration & minutes

Ewvent Deatails

Scanner: sausage.cc.columbia.edy Morningside

Wictim: dyn-chandler-125-121.dvn.columbia.edu Morningside
Mumber of ports scanned: 22429

Mumber of ports nermally used: O

tcp:

12435367 9 10 14 16 17 18 20 26 28 29 22 22 27 29 40 41 43 46 47 48 49 30 52

56 57 59 60 64 65 66 68 70 74 76 77 78 79 85 88 30 32 93 94 96 93 101 102 104

106 108 110 111 114 115 116 117 118 121 122 124 125 120 132 134 125 1326 1328 140
141 142 145 146 147 148 1532 156 157 1538 139 160 164 163 166 167 169 170 172 173
174 177 179 180 181 185 190 192 192 197 198 200 201 202 204 206 208 209 210 212
214 216 217 220 221 222 2235 227 228 229 2322 23R 234 2326 237 239 241 243 245 246
247 248 249 251 252 253 254 259 260 263 266 269 270 272 273 276 277 278 280 284
286 288 292 2893 294 293 296 297 201 203 206 208 2059 210 216 217 218 220 224 226
327 329 330 332 333 334 336 337 339 340 341 342 344 346 348 353 354 356 357 358
268 269 371 272 274 375 276 279 280 281 224 285 286 290 292 2932 297 401 402 404
403 406 407 408 410 412 413 414 421 422 425 428 432 434 435 437 438 440 441 445
448 450 4532 456 457 458 459 461 462 464 466 469 470 474 476 480 481 482 4832 484
488 491 494 496 498 499 302 505 507 308 509 510 512 514 318 520 521 324 523 526
528 529 530 533 535 538 540 541 542 543 544 547 548 550 552 556 558 553 561 362
S64 368 569 570 371 572 5732 574 577 378 579 581 382 583 S86 389 590 5393 394 396
597 598 601 603 604 605 606 609 610 611 613 615 617 621 625 627 6293 630 632 635
5328 640 641 642 6432 644 652 654 656 658 6539 660 661 662 665 666 5668 669 672 5674
676 677 679 680 681 5682 684 683 688 689 694 697 700 F01 702 704 707 708 710 712
713 715 717 720 F22 725 726 728 720 721 732 733 734 736 740 742 744 746 74T 749
7350 F32 732 736 737 760 76l 762 764 FeI 770 FT72 774 7F76 F77 781 FEZ 784 TEB6 788
793 794 795 796 797 800 801 302 804 B05 808 810 814 817 818 820 821 824 825 827
828 829 8320 832= 826 BE7 B329 842 B4 2845 846 849 B350 852 852 857 B61 862 864 866
867 868 B69 B70 871 872 873 876 878 879 882 583 884 885 886 887 888 890 891 892
894 2597 900 302 905 906 912 915 918 920 921 923 925 927 928 929 520 522 924 9326
S<40 941 942 9435 944 9435 946 947 950 3533 954 358 960 961 62 9654 366 368 969 ITF0
971 972 974 976 978 979 981 9E2Z 984 988 992 992 994 997 1000 1002 1004 1005 1008
1009 1010 1012 1012 1014 1016 1020 1024 1025 1029 1021 1022 10324 1026 1027 1042 b

javascriptrhost_report_from_logs{sausage. cc. columbia.edu’, 128, 59,59, 186", 'Dec 06 2005 03:45:00 PM', 'Dec 06 2005 03:51:00 PM', 'S5 minutes’); 123.59.60.148 (9
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Detailed

r45:01

(]2
os
(13
os
(13
(]2
os
(]2
os
(13
os
(13
(]2
os
(]2
os
(13
os
(13
(]2
(=1
ne

Protocol

15:45:01 tep
15:45:01 tcp
15:45:01 tep
15:45:01 tcp
15:45:01 tcp
15:45:01 tcp
15:45:01 tcp
15:45:01 tep
15:45:01 tcp
15:45:01 tep
15:45:01 tcp
15:45:01 tcp
15:45:01 tcp
15:45:01 tcp
15:45:01 tep
15:45:01 tcp
15:45:01 tep
15:45:01 tcp
15:45:01

15:45:01

15:45:01
15:45:01
15:45:01
15:45:01
15:45:01
15:45:01
15:45:01
15:45:01 tcp
15:45:01 tep
15:45:01 tcp
15:45:01 tep
15:45:01 tcp
15:45:01 tcp
15:45:01 tep
15:45:01 tcp
15:45:01 tep
15:45:01 tcp
15:45:01 tep
15:45:01 tcp
15:45:01 tcp
15:45:01 tcp

Client

ssussge.cc.columbis.edu:43125
dyn-chandler-135-121.dyn.columbia.edu:41685
ssussge.cc.columbis.edu:43139
dyn-chandler-135-121.dyn.columbia.edu: 20943
sausage.cc.columbia.edu43047
saussge.cc.columbia.edu:43109
dyn-chandler-135-121.dyn.columbia.edu: 6837
dyn-chandler-125-121.dyn.columbia.edu: 6837
sausage.ca.columbia.edu:i 43025
dyn-chandler-135-121.dyn.columbia.edu: 48373
saussge.cc.columbia.edu:43021
sausage.cc.columbia.edui43215
dyn-chandler-135-121.dyn.columbia.edu: 47582
sausage.cc.columbia.edui43115
dyn-chandler-135-121.dyn.columbia.edu: 58343
sausage.cc.columbia.edui43150
ssussge.cc.columbis.edu:43180
saussge.cc.columbia.edu: 43087
sausage.cc.columbia.edui43z08
dyn-chandler-135-121.dyn.columbia.edu: 14650

sausage.cc.columbia.edu:43153)
dyn-chandler-135-121.dyn.columbia.edu: 38402
ssussge.cc.columbis.edu:43117
saussge.cc.columbia.edu:43113
ssussge.cc.columbis.edu:43181
saussge.cc.columbia.edu: 43055
sausage.cc.columbia.edu 43027
ssussge.cc.columbis.edu:43057
dyn-chandler-135-121.dyn.columbia.edu: 14650
dyn-chandler-135-121.dyn.columbia.adu:
saussge.cc.columbia.edu:43101
ssussge.cc.columbis.edu:a43118
saussge.cc.columbia.edu: 43045
dyn-chandler-135-121.dyn.columbia.edu:42721
dyn-chandler-135-121.dyn.columbia.edu:57266
sausage.cc.columbia.edui4314z
ssussge.cc.columbis.edu:43163
saussge.cc.columbia.edu:43147
ssussge.cc.columbis.edu:43189
saussge.cc.columbia.edu: 43089
sausage.cc.columbia.edui43172
sausage.cc.columbia.edu: 43055

=aunsana.rr.enlumbia.ado:

1 bia.edu and any host from Dec 06 2005 03:45:00 PM to Dec 06 2005 02:51:00 PM (showing 500 of 10000) View All.

Server

dyn-chandler-125-121.dyn.columbis.edu: 62399
saussge.cc.columbia.edu: 43150
dyn-chandler-125-121.dyn.columbis.edu: 43652
saussge.cc.columbia.edu: 43083
dyn-chandler-125-121.dyn.columbiz.edu:32511
dyn-chandler-135-121.dyn.columbis.edu: 1878
sausage.cc.columbia.edu43068
saussge.cc.columbis.edu:43058
dyn-chandler-125-121.dyn.columbiz.edu: 27091
saussge.cc.columbis.edura3174
dyn-chandler-135-121.dyn.columbis.edu: 50858
dyn-chandler-125-121.dyn.columbiz.edu: 11912
saussge.cc.columbia.edu:43211
dyn-chandler-125-121.dyn.columbiz.edu:43203
saussge.cc.columbis.edur43204
dyn-chandler-135-121.dyn.columbiz.edu: 34197
dyn-chandler-125-121.dyn.columbis.edu: 59743
dyn-chandler-135-121.dyn.columbis.edu: 25315
dyn-chandler-125-121.dyn.columbiz.edu: 562335
saussge.cc.columbia.edu: 43157
dyn-chandler-125-121.dyn.columbiz.edu

n.columbia.

n.columbia.

sausage.cc.columbiz.edu43119
dyn-chandler-135-121.dyn.columbis.edu:2207
dyn-chandler-135-121.dyn.columbis.edu: 63733
dyn-chandler-135-121.dyn.columbis.edu: 1567
dyn-chandler-135-121.dyn.columbis.edu: 25275
dyn-chandler-125-121.dyn.columbiz.edu:25105
dyn-chandler-125-121.dyn.columbis.edu:60105
sausage.cc.columbiz.edut43168
saussge.cc.columbia.edu: 43055
dyn-chandler-135-121.dyn.columbis.edu: 7511
dyn-chandler-125-121.dyn.columbis.edu: 33003
dyn-chandler135-121.dyn.columbis.edu: 55174
sausage.cc.columbia.edut43159
saussge.cc.columbia.edu:43146
dyn-chandler-125-121.dyn.columbiz.edu:2207
dyn-chandler-125-121.dyn.columbis.edu:61731
dyn-chandler-135-121.dyn.columbis.edu: 2022
dyn-chandler-125-121.dyn.columbis.edu:58343
dyn-chandler-135-121.dyn.columbis.edu: 11370
dyn-chandler-125-121.dyn.columbiz.edu: 7625
dyn-chandler-125-121.dyn.columbis.edu:22889
Avwn-rhandlar-125-121 . Awn.ralumhbis.adu:S2009

Export All
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New Host Event -

.cc.columbia.edu - Mozilla Firefox

Event Details

Event Summary

ID 2188458
Type MNew Host
Severity mEdl 7o
Start Timea Cec 09 12:17 EST
Duration 1 minute

Eveant Deatails
Mew Host: erprod.ais.columbia.edu Morningside

Actions to take on this even 1253 50,213, 70
Set a rule to suppress this alert for a specified pericd of time.

Use the Threshold Advisor to change settings such that similar behavior would not generate an alert of this type in the future.
Mitigate... Specify mitigation steps for this event.

javascriptrhost_report_from_logs{erprod. ais. columbia.edu’, '128.59.213. 70, 'Dec 09 2005 12:17:00 PM', 'Dec 09 2005 12:18:00 PM', 'S5 minutes"); 128.59.60.148 [

re start & G- ]

Friday
t' profiler - Mo... & POC relate... 7 6 Internet... - E Microsoft P... A J‘ Ewvent Repo... ’J‘ Ewvent Detai... _-__';‘-" root@pgho... 12/g/2005
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Services Provided by

2 Traffic Report - Mazu Pro nf1.cc.column ] Firefox

[ Change Query... ][ Print Report ][ Send To... ]

Traffic Report
Historical traffic between erprod.ais.columbia.edu and any host from Dec 0% 2005 12:17:00 PM to Dec 09 2005
12:58:00 PM

d.ais. | bia.edu (in bits sent by server)

Top 10 services provided by erpr

A tops443 Chttps)

_ " ki

Summary of traffic by services provided by erprod.ais. edu Export all
Traffic Received by Server

Traffic Sent by Server

Sarvice {%%) Connections (%)

tep/443 (https)  9/s (100%9:) 18/h (100%:) 0 (0%) 7/s (100%:) 20/h (100%:) 2/h (100%:)
Total 9/s (100%%) 18/h (100%) 0 (0%]) 7/s (100%) 20/h (100%:) 3/h (100%:)

Bits 4+ (2%} Packets {%%) Connections (%) Bits {%%) Packets

Historical traffic between erprod.ais.columbia.edu and any host from Dec 09 2005 12:17:00 PM to Dec 09 2005
12:58:00 PM
d.ais. | bia.edu (in bits s=ent by cliant)

Top 10 services consumed by erpr

o
128.59.60.148 [

Done

1:00 PM

‘s Start & Gl -
- . v Friday
77 6 InternetEx... - | EF Micosoft Powe... %D 2 Firefox i~ root@pghost: ~ 12/3/2005
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Firefox

[ Change Query... ][ Print Report ][ Send To..

? Traffic Report - Mazu Pro

Traffic Report
Historical traffic between erprod.ais.columbia.edu and any host using tep/443 from Dec 0% 2005 12:17:00 PM to Dec 0% 2005 12:58:00 PM

Top 10 host-pairs (in bits received by server)

A erprod.ais.columbia. edu dfrac

Traffic Sent by Server

(%) Connections

Traffic Received by Saerver
(%) Paclkets

Summary of traffic by host-pairs Export All
Sarver (group) Cliant (group]) Bits 4+ (%) Packets (%) Connections (%) Bits
erprod.ais.columbia.edu (Morningside) dfraceapane.ais.columbia.edu (Morningside) 7is (100%) 20/h {100%:) 3/h (100%:) 9s (100%) 18/h {100%) o0
Total 7/s (100%%) z20/h (100%&) 2/h (100%:) 9¥s (100%:) ig/h (100%%) o 1
125.59.51. 14
Lo
>

! | >
128.59.60.148 [
1:02 PM
Friday

2 root@pghost: - [ 12/9/2005
~U

£

javascriptrhost_report_from_logs{dfracapane. ais. columbia.edu’, '128.59.81. 14, 'Dec 05 2005 12:17:00 PM', 'Dec 09 2005 12:58:00 PM');

%D 3 Firefox

s start & 08 2 &8 . D
related info 7' & Internet Ex... B Microsoft Pawe...

[ profiler - Motepad -l
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Anomalous Connection for

du - Mozilla Fi

letails - Mazu Profil cc.columbi

Event Details

Event Summary
ID 21286932
Type
Sawverity

Anomalous Connection

=g =5
Start Time Diaec 09 00:41 EST
Duration 1 minute

Ewvent Deatails

Host being accessed (vickim]): 160.239.190.229.dyn.celumbia.edu Morningside
Connecting host (attacker): wwaw.ais.columbia.edu Morningside

Top Protocols: tcp{ 100%0])

Top Services: tcp/3631({100%:)

Metrics used for determining severity

Metric Effect on Sewverity MNote
The attacker has not previcusly accessed

the wvictim. +20 Basic Attack.

The average host in custom group

If the connection is across groups that 'rarely access each other' then

unassigned connects to 0 % of hosts in -10 sewverity increases by 20. If the groups 'commonly access each other'
Morningside sawvearity decreases by 10.
The_re were 1 TCE connections in one time =3 TCP connections increase sewverity by 5
peariod.
At least one port was not well known. +10 If strange ports are used (above port 1024) then severity increases by 10 L&
If a port is connected to that hasn't been connected to in the history, then
1 new ports were used. =10 . .
sewverity increases by 10
There were 0 connections per second and 0 If there are many connections and few bytes per connection, sewverity is
45 bytes per connection. increased by 15
The victim normally receives 0 connections o If the victim normally receives more than 0.5 connections per second,
per second severity decreases by 10
e siEd = oawslly meli=s 2 z=2rn tens 0 If the attacker normally makes more than 0.5, severity decreases by 10
par sacond.
The attacker has been up for 2,642,160 0 If the attacker has been up for lass than 7 days, severity decreases by 10

seconds.

o

# .. 3 Interne... -

E 2 Microso... -

128.59.60.148 [

8:55 AM

'é_ 1 Monday

'@' Yahoo! Me... 12/12/2005
A
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http://www.ais.columbia.edu/

Why is

! Traffic Report - Mazu Pro nf1.cc.colum .e Firefox

[ Change Query... ][ Print Report ][ Send To... ]

Traffic Report
Historical traffic betvween wwwi.ais.columbia.edu and any host from Dec 0% 2005 12:41:00 AM to Dec 0% 2005 12:42:00 AM

Top 10 services provided by www.ais.columbia.edu (in bits sent by server)

3 topAdodda Cdoodad
N tcp/S0 Chitp)

Summary of traffic by services provided by www.ais.col bia.edu Export &ll

Traffic Sent by Server Traffic Received by Server

Sarvice Bit=s 4+ (%) Packets (%) Connections (%) Bits (%) Packets (%) Connections (%%])
tep/40046 (400461 7,970/ (91%) 2is  (90%) 0 (0%) 937 /s (100%) 1/s (100%a) 2/m (100%)
tep/80 (http) 822 /s (9%e) 12/m (10%:) O (0%e) lu] (0%} lu] (o%&e) o {0%%:)
Total 2.791/s (100%) 2/s (100%) 0 (09%) 937 /s (100%:) 1/s (100%) 2/m (100%)

Historical traffic between wwawwais.columbia.edu and any host from Dec 09 2005 12:41:00 AM to Dec 09 2005 12:42:00 AM

Top 10 services consumed by www.ais.columbia.edu (in bits sent by client])

= top /3631 (36310
o
128.59.60.148 [

‘s start EE 628 s D : ST

= v Monday
[ 3Notepad ~ | & Yahoo! Me... « C:\WINDO... 12/12/2005
J A

Done
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http://www.ais.columbia.edu/

Detailed connection
Traffic Report e [ change query. —

Historical traffic between wwwww.ais.columbia.edu and any host using tcp/40046 from Dec 09 2005 12:41:00 AM to Dec 09 2005 12:42:00 AM

.

Top 10 host-pairs (in bits received by server)

R www.ais.columbia.edu 160,39

Traffic Sent by Server

Summary of traffic by host-pairs Export all
Traffic Received by Server
Sarver (group) Client {(group]) Bits 4+ (%) Packets (%) Connections {540 Bits (%) Packeats (%) Connes
wewnais.columbia.edu {(Morningside) 160.29.190.229.dyn.columbia.edu {(Morningside) 937/s {(100%] 1/s (100%) 2/m (100%:) 7,970 /s {(100%) 2/s (100%:)
Total S937/s (100%:) i1fs (100%) 2/m (100%) 7.,970/s (100%) 2/s (100%)
Flow sumimary of Historical traffic between www.ais.columbia.edu and any host using tcp /40046 from Dec 09 2005 12:41:00 AM to Dec 09 2005 12:42:00 AM Export All F
Client Reguest
Start End Protocol Client Sarvar Bits Packsts
Dec 09 0O0:41:14 Dec 09 00:41:50 tcp 150.292.190.229.dyn.columbia.edu: 2640 v ais.columbia.edu: 40045 49,808 59
Dac 09 00:41:27 Diac 09 00:41:50 tcp 160.39.190.229.dyn.columbiz.edu: 3641 wwawais.columbia.edu: 40045 6,400 =]
w
>

128.59.60.148 [
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Why is tcp/3400 the largest service

} Traffic Report - Mazu Profiler : nf1.cc.columbia.edu - Mozilla Firefox

Traffic REpDrt [ Change Query... ][ Print Report ][ Send To... ]

Historical traffic between ldappool.cc.columbia.edu and any host from Dec 12 2005 10:29:23 AM to Dec 12 2005
11:29:23 AM

Top 10 services provided by ldappool.cc.columbia.edu (in bits by server)

E tops3400 34002
N tops3E9 Cldap)
[ top 3589 (35592
N tcpsS25 Csmbp)

I tcps105 Ccsnet-ns)
3 tcps388 (388

Summary of traffic by services provided by ldappool.cc.col bia.edu Export all

Service Bits + (%) Packets (%) Connections %)
tcp/3400 (3400 333,060/ (93%) 241/s  (87%) 2/ (64%)
teo/389 (Ids 14,990/s [49a) 19/s (7o) 29/m  (20%)
tco/3389 (2289 10,540/s (3%a) 15/s (5%=) 23/m  (16%)
tco/25 (smit 188/s (0.05%) 20/m (0.18%) z1/h (0.25%)
tco/ 105 (csnet-ns zo/s (0.01%:) =/m  (0.02%:) s/h (0.11%:)
tcp/388 (388 z2/s (0.01%) 1/m (0.01%) 1/h {(0.01%)
tco/636 (Idsps 2/s (0.00%) 18/h (0.00%) 0 (0%a)
tco/135 (135 &/m (0.00%) 1/h (0.00%) o (0%:)
Total 358,841/ (100%) 275/s (100%) 2/s (100%)

Historical traffic between ldappool.cc.columbia.edu and any host from Dec 12 2005 10:29: 23 AM to Dec 12 2005
11:29:23 AM R

128.59.60.149 (=

LA 11:32 AM

'<__,- ¥ Monday
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In 1-hour, 142 unique peers

: nfl.cc.colu ] Firefox

Historical traffic between |ldappool.cc.columbia.edu and any host using tcp/3400 from Dec 12 2005 10:29:23 AM to Dec 12 2005 11:29:23 AM —

Top 10 host-pairs (in bits received by server)

ldappool Jocc.columbia.edu cas:
ldappool Joc.columbia.eduy pokl
lodappool .cc.columbia.edu liwve
lodappool .cc.columbia.edu bral
ldappool ccc.columbia.edu butid
ldappool Jocc.columbia.eduy Fonl
ldappool Lo .columbia.eduy khod
ldappool .cc.columbia.edu bock
ldappool .cc.columbia.edu curr
ldappool .cc.columbia.edu oreg
N Others

gonoonntng

Summary of traffic by host-pairs (showing 20 of 142]) View all, Export aAll

Traffic Received by Server Traffic Sent by Server
Servar (group) Client (group) Bits 4 (%) Packets (%%) Connections (&Y Bits (%) Packets (%) C
ldappool.cc.columbizs.edu (Morningside) casaba.cc.columbizs.edu (Moarningsida) 2. 748/= {5%a) T/= {B%%) (u] (0%%a]) 9. 627/= (2%%a]) a/=s (6%)
Idappool.cc.columbia.edu (Morningside) poblano.cc.columbia.edu (Morningside) 2,586/s (5%) &fs (5%) 39/m (43%]) 5,062 s (2%) &fs (5%a)
Idappool.cc.columbiz.edu (Morningside] livernwurst.cc.columbia.edu (Morningside) 1,542f=s (=%]) 2/= (2%8]) 2/h [D.045%0]) 2,565 s (0.88%) 2/=s (1%a)
Idappool.cc.columbia.edu (Morningside] bratwurst.cc.columbia.edu (Morningside]) 995/s (2%0) 1fs {1%0) u] (D0%a) 1,587/s (0.54%) 1/s (0.76%)
Idappool.cc.columbis.edu (Morningside) butternut.cc.columbiz.edu (Morningside) S50/s (=) 2/s {2%0) 6/ m (&%) 5,445/ = (2%8) 2/s [e=LN
Idappool.cc.columbis.edu (Morningside] fontina.cc.columbia.edu (Morningside] 956/s {2%0) 2/s {2%0) a] (D0%a) 4.402/=s (2%a) 3fs (2%a)
Idappool.cc.columbis.edu (Morningside) knockwurst.cc.columbia.edu (Morningside) 955/=s (2%0) 1fs {1%0) u] (D%a) 1,393/ /s (0.48%:) 52/m (0.66%)
ldappool.cc.columbiz.edu (Maorningside]) boclkowurst.cc.columbia.edu (Morningside) S953/= {2%%) 1/= {1%:) (n] (0%4a]) 1.288/s (0.47%) S51/m (0.65%)
Idappool.cc.columbia.edu (Morningside) curmywurst.cc.columbia.edu (Morningside) S459/s (2%0) ifs (1%6) a] (O0%a) 1444/ (0.45%:) 55/m (0.70%:)
Idappool.cc.columbiz.edu (Morningside) ocreganco.cc.columbia.edu (Morningside) 802/s (2%a) 2/= {2%0) 5/m (6%a]) 4 678/ (2%4a]) 2/ (2%a)
lIdappool.cc.columbia.edu (Morningside] saffron.cc.columbia.edu (Morningside] 801/s [2%8) 2/s (2%0) 7im (B8%a) 3.518/s {1%a) 2fs (1%a)
Idappool.cc.columbiz.edu (Morningside) endive.cc.columbia.edu (Morningside) 795/s {2%%0) 2/s {2%0) o (0%} 5,.636/s (=2%6) 2= (286)
Idappool.cc.columbia.edu (Morningside) gelbwurst.ce.columbia.edu (Morningside] 77als [2%0) 1/s (0.99%) a/h (0.11%z) 1,177/s (0.40%) 44/m (0.56%:) e
< ] 3
Done 128.59.60.148 [
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Global BW

Firefox

Traffic Rep[]rt [ Change Query... ][ Print Report ][ Send To... ]

Historical traffic between unassigned group and any host from Dec 08 2005
06:00:15 AM to Dec 09 2005 06:00:15 AM

Top 10 groups

Tmra®ic (Average Bi=/ Second) forihe day ending ¥ hours ago

E B00.0M \MWWM

ig. 800.0M | | *‘ﬂ#

g A

2 400,01 wniﬂ | N-1
0.0 |— ___________________________________________________________________________________________ _|

060000020000 12:0000 150000 1800 00 21 00 00 00 00 00 03 00 00 08 00 O
12/08/200%2/08/20052/08/ 200208/ 2005208/ 200508/ 2002059,/ 200508/ 2005808,/ 20(

D5:00:00 Thu Dec 08 2005 0 06:00:00 Fri Dec09 2005

Summary of traffic by groups Export All

Group Eits + (%) Packets (%) Connections %)
unsssigned 1,4597.206,813/s (100%) 305,518/s (100%) 3,246/s (100%:)
Total 1,497,206,813/s (100%) 205,518/=s (100%:) 3,246/s (100%)

* Traffic voelumes are reported for each group. For a connection between
Group & and Group B, the network traffic that is Group A's cutgoing traffic to
Group B is also Group B's incoming traffic from Group A. Because the traffic is
reported from the perspective of each end of the connection, coelumn totals
are twice the actual network traffic.

Done 128.59.60.148 [

Q .-':' @, E J. 12:47 PM
Friday
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BW Graph for Barnard

il ] Firefox

Traffic Repo[‘t [ Change Query... ][ Print Report ][ Send To... ]

Historical traffic between Barnard College group and any host from Dec 09
2005 12:06:21 PM to Dec 09 2005 01:06:21 PM
Top 10 groups
Tra‘tic (Average Bis/ Second) for the hourending 11 minwres ago

ZB0UOR — e oo

Barmard

200.0M

A50.0M -

r’ H H HH ‘ “ “ M\ H

Avarage Bis / Sacond

s00m ||| |
|

o0 '_L.'J.i.l._]. | l,_ il 1 [ARAL I{i |l'.Jt'
12:10:00 12: 33)30 12:30:00  12:40:00 12:50 no 13:00:00
12:08:18 10 13:06:18, Fri Dec 089 2005

Summary of traffic by groups Export All
Group Bits ¥+ (%) Packets (%) Connections %)

Barnard College 358,250,953/s (100%:) 9.215/s (100%:) iz9/s (100%:)
Total 28,250,953/s (100%) 9,215/ (100%:) 129/s (100%)
* Traffic volumes are reported for each group. For a connection betweaean
Group A and Group B, the network traffic that is Group A's cutgeing traffic to
Group B is also Group B's incoming traffic from Group A. Because the traffic
is reported from the perspective of each end of the connection, column
totals are twice the actual network traffic.

128.59.60.148 [

Done
1:17 PM
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) Traffic Report - Mazu Profiler : nf1.cc.columbia.edu - Mozilla Firefox

Traffic Report [ Change Query... ][ Print Report ][ Send To... ]

Historical traffic between GSB - URIS group and CUIT, unassigned groups using tcp/ 80 from Dec 12 2005
11:55:54 AM to Dec 12 2005 12:00:54 PM

Top 10 server hosts (in bits by server)

= ) . gzh ocolumbia.edu
w2 gshocolumbia.edu
3 wwwl .gzh.columbia.edu
S gshocolumbia.edu
N claven.gsh.colunbia.edu
COmail .gsb.columbia.edu

Summary of traffic by server hosts Export All

Hast (group) EBits + (28] Packets (%%) Connections (%)
wwawl.gsb.columbiz.edu (GSE - URIS) g8i6,484/s (B67%:) 155/ (69%:) 2/s  (B7%)
w2 .gsb.columbia.edu (G5B - URIS) 3532,875/(s (29%) 58/s [26%) 432/ m [26%])
wwawl.gsb.columbiz.edu (GSE - URIS) 41,677/=s (3%a) id/s (4%%0) &/m (=28a)
w2 .gsb.columbia.edu (GSB - URIS) 6,588/s (0.54%) 2/s (0.73%) 2/m (2%)
claven.gsb.columbiz.edu [(GSE - URIS) 4, 726/s (0.29%) 2/s (0.67%) 3/m (28a)
mail.gsb.columbia.edu (GSB - URIS) 81/s (0.01%) 4/m (0.03%) o {0%:)
bus215-227.gsh.columbis.edu (GSE - URIS]) 1/s (0.00%) 12/h (0.00%) 12/h {0.12%)
Total 1,223,432/s (100%) 226/s (100%) 3/s (100%)

Historical traffic between G5B - URIS group and CUIT, unassigned groups using tcp/ 80 from Dec 12 20035
11:55:54 AM to Dec 12 2005 12:00:54 PM

ot
128.59.60.149 (9

Top 10 client hosts (in bits by client)

1 12:01PM
-'é____- if Monday

[ 2note... - f%"' Yahoo! ... UE‘ Mazu @ ... LF~ root@m... 12/12,/2005
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Network Segmentation:

Firefox
Top 10 Columbia U Schools group-pairs bits])

B3 CUIT - 556G Serwvers CUIT - Ser
M Graduate School of Business [
[ Teachers College CUIT - Serwe
B School of Law CUIT - Servers
B Earnard College CUIT - Serwer
COo0ffice of Communication Serw:
T Earth Instiute CUIT - Serwers:
B Center for Telecommunication:
[ Computer Science CUIT - Serwe
E= Mroom A CUIT - Servers

B Others

Summary of traffic by Columbia U Schools group-pairs Export All

Server Group Client Group Bits ¥+ (%%} Packets {%%) Connections %)

CUIT - S5G Servers CUIT - Servers 61,016/ (35%) 16/s (37%) 21/m  (42%) L4

Graduate School of Business CUIT - Servers 57,725/s (232%) 12/s (20%%) 12/m (265%0])

Teachers College CUIT - Servers 34,015/s {20%%:) &8s {15%%) 4/ m (7o)

School of Law CUIT - Servers 9,978/ (6%%0) 2= {7o%) 4/ m (7oe)

BEarnard College CUIT - Servers 3,105/s (2%8) 2/s [4%0) 4/ m (7%a)

Office of Communication Services CUIT - Servers 1,754(=s (1%0) 35/m {1%0) 1/m (2%4a)

Earth Instiute CUIT - Servers  1,343/=s (0.78%) 27/m (1%) 24/h (0.78%)

Center for Telecommunications Research CUIT - Servers 1,043 s (0.60%) ig/m (0.75%) 36/h (1%a)

Computer Science CUIT - Saervers 892/s (0.52%:) 27/m {1%a) 48/ h (2%a])

Mroom & CUIT - Servers 876 /s (0.51%) 28/m {1%%) 1/m (2%6)

School of Journalism CUIT - Sarvars 465/s (0.275%:) 16/m (0.61%:) z24/h (0.78%)

The School at Columbia University CUIT - Servers 324 s (0.19%) Z/m (0.28%) 12/h {0.29%)

Columbia Hillel CUIT - Servers 213/s (0.18%:) 7/m (0.26%) u] {0%a])

Mathematics CUIT - Sarvers 199/= (0.11%) 14/m [(0.52%:) 24/h [(D.78%:])

Chemistry CUIT - Servers 54/s (0.05%) S/m (0.19%:) 12/h (0.35%)

School of International and Public Affairs CUIT - Servers Fa/s (0.04%) S5/m (0.18%) [u] (0%4a])

School of Social Work CUIT - Servers 25/s {(0.02%%:) 4fm (0.15%) u] {0%%a])

Teotal 173.261/s (100%:) 42/ (100%:) S51/m (100%:) w
Applet GraphLayout started 128.59.50.149 (=
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Network

Connection graph of Columbia U Schools group-pairs
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Application Profiling:

Firefox

Historical traffic using udp/33. tcp/53 from Dec 12 2005 12:01:08 PM to Dec 12 2005 12:31:08 PM il

Top 10 host-pairs (in bits)

A dnsl.cpmc . .columbia.edu rasem:
H cinsl.cpmc.columbia.edu twelwe
O kedu.cc.columbia.edu brooksilc
B kedu.occ.columbia.edy uris13M
B kedu.coc.columbia.edy furnalc
COkedu.cc.columbia.eduy 125590
O kedu.cc.columbia.eduy uris13og
B kecdu.cc.columbia.edu butlerz:
COdkedu.cc.columbia.edy butlerdo
Bl sage.co.columbia.eduy 125.599.:
B 0thers

Summary of traffic by host-pairs (showing 20 of Z0000) View All. Export All -

Server (group]) Client {group]) Bits + (%) Packets (%) Connections (%%])
dnsi.cpmc.columbia.edu {unassigned) rosemary.cc.columbia.edu (Morningside) 75.573/s (2%:]) 10/s (O.445%) 4<4/h (0.01%6)
dnsil.cpmec.columbiz.edu (unassigned] twelvemonkeys.mr.itd.umich.edu (unassigned) 67, 719/= (2%a]) Sfs (0.28%) 26/h [(0.01%])
kedu.cc.columbia.edu [(Morningside) brooks100a-ninja.barnard.edu {Morningside] 32.877/s {1%a]) 27/s {1%a]) 1/s (0.775%])
kedu.cc.columbia.edu (Morningside) uris120f-ninja.atg.columbia.edu (Morningside) 29,068/s (1%0) 1s/s (D.80%:) &/h (D0.00%%)
kedu.cc.columbia.edu [(Marningside]) furnaldil0Z=-ninja.atg.columbia.edu {(Morningside]) 27.B18/s {1%a) 22/s (0.94%]) 1/s (0.74%])
kedu.cc.columbis.edu (Morningside] 128.59.149.214.dyvn.columbia.edu (Morningside) 24,6541 /s (0.93%) 21/s (0.89%) 2/= {1%6)
kedu.cc.columbiz.edu (Moarningsida) uris120g-ninja.atg.columbia.edu (Morningsida) 24,082/ (0.91%:) 14/=s (0.60%) (u] {0%%a)
kedu.cc.columbia.edu (Morningside) butler?i3a-ninja.atg.columbia.edu (Morningside) 21,544 /s (0.82%) 17/s (0.75%) 30/ m (0.32%:)
kedu.cc.columbiz.edu (Morningside) butler40Za-ninja.atg.columbia.edu (Morningside) 19, 164/s (0.72%]) 12/ (0.32%) 2/m (0.02%)
sage.cc.columbia.edu (Morningside) 128.59.151.18.dyvn.columbia.edu {Morningside] 19,013/s (0.72%0) 20/s (0.87%]) 5/s (3%)
sage.cc.columbia.edu (Morningside] mailhubl.barnard.columbia.edu (Morningside) 17,.950/s (D.68%k) 18/s (0.76%) 2/s {1%&)
kedu.cc.columbizs.edu {Morningside) mango.cc.columbiz.edu (Morningsida) 16,827 /s (0.684%0) 11/s (0.48%) 39/m [0.41%)
kedu.cc.columbia.edu (Morningside) lerner300b-ninja.atg.columbia.edu (Morningside) 16.338/s (0.62%]) 12/s (0.54%) Sa4/m (0.57%:)
kedu.cc.columbiz.edu (Morningsida) 160.29.192.54 . dyn.columbiz.edu (Morningsidea) 15,8068/=s (0.60%]) 12/=s (0.53%) 2/=s (0.985%:])
kedu.cc.columbia.edu (Morningside) broadway304=-ninja.atg.columbia.edu (Morningside) 15.241/s (0.58%:) 10/s (0D.45%) 17/ m (0.18%:)
kedu.cc.columbiz.edu (Morningside] roar.music.columbia.edu (Morningside] 14,854/s (0.56%]) 15/s (0.632%) 22/m (D.245%0) P
Applet GraphLayout started 128.59.50.149 (=
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Application

Connection graph of host-pairs.
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Access Policy for GSB: Services

&) Traffic Report - Mazu Profiler : nf1.cc.columbia.edu - Mozilla Firefox : z
Traffic Report [ Change Query... ][ Print Report ][ Send To... ] ~

Historical traffic between GSBE - URIS group and GSBE Warren Hall group from Dec
12 2005 12:24:24 PM to Dec 12 2005 12:54:24 PM

Top 10 services provided by GSB - URIS group (in bits by server)

1 topA139 cnethios-ssn)
N top /30 Chittp)

O udp 1358 Cnethios—dgm)
B Lol 137 Cnethios-ns)
N topAS3E306 (mysgla

[ topA135 (1350

O top 025 (1025

N top 1064 (1064

Summary of traffic by services provided by GSBE - URIS group Export All

Service Bits + (%) Backets (%) Connections (%)
tcp/129 (netbios-ssn] 41, .792/s (71%]) 8/s (B2%) s50/h (B%0)
tco/80 (htt 16,071/s (27%) ajs  (33%) a/m (64%)
udp/128 (netbios-dgm] 488/ s (0.83%%0) 14/ m (2%a) 2/m (16%)
udp/137 (netbios-ns 1039/s (D.19%) 9fm {1%%0) 1/m (10%)
tco/ 3206 (mwsal 62/s (0.11%) &/m (D.74%) z0/h (3%)
tco/ 1325 (135 34/s (0.06%) 3/m (D.34%) o [0%)
tco/ 1025 (1025 21/s (0.04%) 1/m (0.13%&) a (0%)
tep/ 1064 (1064 6/s (0.01%) 1/m (0.13%:) 4/h (0.50%)
tep/ 37 (Hime 3/s (0.00%) 24/h (0.05%) a (0%)
udp/289 (Id= 2/s (0.00%) 4/h (0.01%) o (0%%)
udp/52 (domain 2/ (0.00%:]) 2/h (0.025%%) o [y
udp/122 (ntp) s1/m (0.00%) 4/h {(0.01%) 2/h {0.25%)
Total 58,590/s (100%:) 13/s (L00%:) 13/m (100%)

e
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Access Policy for GSB: Services

Historical traffic between GSE - URIS group and GSEBE Warren Hall group from Dec
12 2005 12:24:24 PM to Dec 12 2005 12:54:24 PM

Top 10 services consumed by GSB - URIS group [in bits by client)

EE topsl3n dnethios—ssnd
N Lcp /137 Cnethios—nsa
C tops389 Cldapl

E tcps4d5 Cmicrosoft-ds)
N Ldp/1538 Cnethios—dgma
C tcps135 (1352

Summary of traffic by services consumed by GSB - URIS group Export All

Service Bits 4 (%) Packets (%} Connections %)
teo/ 129 (netbios-ssnd 1,.515/s (63%4) 25/m  (23%%) 12/h (53%)
udp/137 (netbios-ns 4258 [18%a) 35/ M {a46%) 24 m (50%%)
tep/2e9 (Ids 199/ (B2%) &/m  (29%) 12/h  (6%)
tepf/445 [microsoft-ds] 141fs (5%a] Sim (65%0]) 5/h (3%%])
udpe/ 1328 (netbics-dgm) 26/ s {4%0) 2/m (3%%] 45/h  (228%)
tepf 1235 (1357 I8rs (2oa] 2im g L2 2/h |
Total 2.404/s (100%) 1/s (100%) 4/m (100%)
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