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Topics

● Background on the AAC

● How Assurance is Changing

● Bronze Survey: What Do LoA Users Think?

● Next Steps & Recommendations



What is the InCommon
Assurance Advisory Committee?



What is the AAC?

The Assurance Advisory Committee (AAC) is the oversight body of the InCommon Assurance 
Program and an advisory body to the InCommon Steering Committee.
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Assurance Progress

Assurance is growing, but not through Bronze & Silver:

● MFA Interoperability Profile

● SIRTFI

● REFEDS Assurance WG

● Baseline Expectations



Where do we go from here?



AAC Charter Changes Needed



AAC Membership
The AAC should consist of no more than ten voting individuals, including a member of the InCommon 
Steering Committee and at least one representative from each of the following stakeholder groups:

1. Organization supporting an Identity Provider (IdP);
2. Organization supporting a Service Provider (SP);
3. Auditor;
4. InCommon Staff; and
5. Interested Individuals at Large.



Proposed AAC Membership?
● Security representative

● Membership should represent all of InCommon (large & small)

● Research Organizations

● Experts in mediation and consensus building

● Others?



AAC Duties
1. Provide leadership and oversight of the entire InCommon Assurance Program.
2. Review applications for certification to assert one or more InCommon Identity Assurance Qualifiers as set forth in the 

latest published InCommon Identity Assurance documents, as well as any renewals, revocations or appeals thereof, including resolving any complaints or concerns submitted about certified 
IdPOs.

3. Identify and engage in opportunities to provide new assurance profiles which will enhance Trust and Identity in Education and Research.
4. Coordinate with the InCommon Steering Committee and other groups as directed or deemed reasonable.
5. Make Recommendations to InCommon Steering Committee for the following:

a. Award or denial of Identity Assurance Certifications
b. Assurance Issues
c. Changes to Assurance documents
d. Changes to the Assurance certification program



Proposed AAC Duties

● Maintain and support the Baseline Expectations of InCommon Participants.
○ Shepherd community consensus
○ Review disputes between parties
○ Recommend action to InCommon Steering

● Support the InCommon Assurance Program.
● Identify and engage in opportunities to provide new assurance profiles which will enhance Trust 

and Identity in Education and Research.
● Coordinate with the InCommon Steering Committee and other groups as directed or deemed 

reasonable.
● Others?



Bronze Institution Survey
The Five Bronze holders were surveyed to gather their perspectives on the current 
and potential future of this form of Level of Assurance certification, and more 
broadly on where InCommon should focus related effort.



● Is there value in Bronze?

● Is Kantara an option?

● Are you looking for NIST 800-63-3?

● Suggestions for the Future?

Link to Survey Questions

Summary of Survey Questions

https://docs.google.com/document/d/1UdYc4p8mW-WZRpaPbupMk963YAQlBhreqodZKgDbWMw/edit?usp=sharing


● Is there value in Bronze?
○ Yes! Best practices are of value

● Is Kantara an option?
○ Kantara who?

● Are you looking for NIST 800-63-3?
○ No expectation of actual LoA use online

● Suggestions for the Future?
○ NIST 800-171 (FISMA) would be more useful than 800-63-3
○ Baseline & SIRTFI are great, where’s identity-proofing?

Summary of Survey Responses



Questions for the Community



Questions

● Is there any value in continuing to offer InCommon Bronze?

● Is there any value in continuing to offer InCommon Silver?

● Should InCommon seek to move from 800-63-2 to 800-63-3

● Should InCommon continue as a FICAM certified trust framework 
provider?



Summary & Recommendations



Next Steps

● Develop recommendations on the future of the Assurance Program
● Change AAC Charter, including new duties and success factors
● Recruit new AAC members
● Boot-up Baseline Expectations & Maintenance Processes

○ Communicate changes in support of Baseline Expectations
○ Seed community consensus process
○ Support community dispute resolution process



If the idea of helping 
InCommon to mature and 
increase its value appeals to 
you, please consider serving 
on the AAC, or on a Review 
Board when asked.


