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Some Quick Polls
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Covering a Lot Today

You can always find all this, and more, at:
https://www.incommon.org/federation/baseline



https://www.incommon.org/federation/baseline
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ldentity Provider Baseline Expectations

|dP is operated with organizational-level authority
|dP is trusted enough to be used to access the organization’s own systems
Generally-accepted security practices are applied to the IdP

Federation metadata is accurate and complete, and includes site technical,
admin, and security contacts, MDUI information and privacy policy URL
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Service Provider Baseline Expectations

Controls are in place to reasonably secure information and maintain user
privacy

Information received from |dPs is not shared with third parties without
permission and is stored only when necessary for SP’s purpose

Generally-accepted security practices are applied to the SP

Federation metadata is accurate, complete, and includes site technical,
admin, and security contacts, MDUI information, and privacy policy URL

Unless governed by an applicable contract, attributes required to obtain
service are appropriate and made known publicly
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Federation Operator Baseline Expectations

Focus on trustworthiness of their Federation as a primary objective and be
transparent about such efforts

Generally-accepted security practices are applied to the Federation’s
operational systems

Good practices are followed to ensure accuracy and authenticity of metadata
to enable secure and trustworthy federated transactions

Frameworks that improve trustworthy use of Federation, such as entity
categories, are implemented and adoption by Members is promoted

Work with relevant Federation Operators to promote realization of baseline
expectations
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What Does That All Mean?

There are things you are on your honor to do as a Federation Participant
There are things InCommon is on its honor to do as a Federation Operator
There are some things we can easily check for in your metadata

We will check those things and report out to you about them

You are supposed to fix any problems identified in your metadata, and
address other areas of baseline expectations that you may not meet

The things the community expects you to do will evolve over time —
stay connected and informed.
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Stuff We (InCommon, “The Federation
Operator”) Will Check Automatically

Privacy Policy URL
Logo URL
mdui:DisplayName
Contacts:
Technical
Administrative

Security
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Why Is This Stuff Important?

Metadata User Interface (MDUI) elements are used by your federation
partners to show users information about the systems the users are trying to
use

Name of the system - something users will recognize
Logo - again, something users will recognize

Privacy policy URL - where a user can go to learn more about how their
information is handled

Contact information - something federation partners can use to get in contact with
the right people in various situations
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Different Levels of Checking are Possible

Does it exist in metadata? (what we will start off with)

Do the URLs resolve? Are email addresses deliverable? (target for future
checking)
Prevention of submission of metadata that does not meet expectations

Input validation and a warning message

Input validation and prevention of submission of metadata that does not meet expectations
Checking of ‘nice-to-haves’ like logo dimensions and file type, alpha channel,
possible SSL grading/etc.
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The Process

Initial implementation: metadata -> XSLT -> batch data + contacts from the
Federation Manager -> mail merge (probably something like monthly)

Later: Automated mailings on a periodic basis, notification to the Community
Trust and Assurance Board (CTAB) on repeatedly problematic metadata, with
escalations to InCommon Steering if needed

Later: Warnings and reporting in the Federation Manager
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What Does The Data Look L|ke’?

administrator’nroyiinterne - Oregon ~ Support ~

inc-baseline-data Clese 0 & W €

Overview  Mems  Metrics  Alarms  Capacity Indexes  Global Tables Backups Triggers  Access control = Tags

Creata iteam Actions w 'ﬂ 'G

Scan: [Table] inc-baseline-data: Organization Display Na... Viewing 1 to 100 items |

m [Table] inc-baseline-data: Organization Display Mame, entitylD

© Add filter
Organization Admin Entity Display Security
entitylD Complies Entity Type Logo Present Privacy URL Tech Contact timestamp

Display Name Contact Mame Contact

East Stroudsbur  https:/incom...  gnylander8e... N East Strouds...  IdP TRUE https//www.e...  NONE alan@esu.edu 2018-02-01T

Texas Tech Univ  hitps:/fidp.sh... nis@ttu.edu N Taxas Tech U... IdP FALSE NOME MNONE nis@tiu.adu 2018-02-01T

Millersville Unive  https:ffidp.ml...  Veronicalon.. N Milersvile U... P FALSE httpe/fwwwrm...  NONE Keith.Wenz@... 2018-02-01T

Amherst College  hitpsfishibid...  jwmanhsdam... N Ambhearst Call... IdP FALSE MOME MOMNE rlansaldodda. .. 2018-02-01T

Amherst College  https://shibs... NONE N Amherst Coll... SP FALSE NONE MNONE rlansaldo@a. .. 2018-02-01T] i

Amherst College  hitps:fwordp...  jwmanty@am... Ambharst Wor... sP NONE MNONE rlansaldo@a. .. 2018-02-01

TIAA https:fftiaa.or... redavis@tiaa.... TIAA 8P NONE msakeh@tiaa....  msalkehB@tiaa....

TIAA hitpss/tiaaor... redavis@tiaa.... TIAA SP NONE msalsh@tiaa... msalsh@taa....
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What Will The Notifications Look Like?

& Oermossages |+ [ wre o B sadvess Bosk T Tag * =
----- A WA e T e s Repty | o Sepiy A | = || = Farwond || 53 deoviee | etk |5 Delene || Mot
Aubjert [ W23 AM
T Torw: Barmon i, Qg Whioadnaok l, & Wit <aasmndiniemanl sdie
Co g
To: rre i F n roell g et
(453 (]

Subject: InCormon Metadats Health Check
Desr Site Aduin(s) s=d [nfowon Cancutive,

Inlowron is taking the next step in the Baseline Expectations for Trust in Pederation, Delos
you @ill Tind 1he first “metadata health check,” which provides inforration sbout how your
ratadits elemnts s%ack up fo bhe Deseline reguiressnts. Yeu'll fisd dnforration sbowt whether
key contacts are included, for Enstance, whether you have included a URL ta & privacy palicy,
and the status of other item,

Wi afioufige pow K3 revies ERiE Tifit BaaliB check and start to Sorfect the lisued neted Balow,
An FA) may help address questions you may have Ln 5o dolag:

hites: iapaces, infersakd, eduidisp oy BES Base Line+Eaguct at LonsF regeant Ly+ A ked +Juest ions )

Wit hin dcRieduled & webiner for Pebruary 21 12 pa BT, wfich will grovide rare detall sbost

the health checks and snower gquestions. See the wiki for more inforestion
[hELpd:  fseacas, Anternetd, st assALafig) .

Metadata health check on 2018-82-12 Tor 9 entities of Cornell University.
M means corresponding required metadata element is missing.

Type Privacy Logo Admin Tech Security EntityID

URL Contact Caontact Contact
SP M https://beta.projecteuclid.org/shibboleth=sp
SP M M https://blackboard.cornell.edu/shibboleth=sp

M
M

M https://dibbsl7.o0rg/shibboleth
https://Tederatedcloud.org/shibboleth
https://projecteuclid.org/shibboleth

https://shibidp.cit.cornell.edu/idp/shibboleth

M

I I I
I I I
I I I
I I I
SP | M | ™ |
I I I
I I I
I I I
I | M I

I I I
I I I
I I I
I I I
| | | https://cvw.cac.cornell.edu/shibboleth
I I I
I I I
I I I
I I I
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How Many InCommon Entities Currently Meet Expectations?
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How Many InCommon Entities Currently Meet Expectations?
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Overall?

SPs Meet
6.7%
IdPs Meet

1.8%
\ IdPs Do not Meet

9.0%

SPs Do not Meet
82.5%
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How Many Missing Elements?
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How Many Global Entities Currently Meet Expectations?
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Who Will Receive Notification?

InCommon Executives & Site Admins

These are named roles, defined in your Participation Agreement (Executive) or
by your Executive (Site Admins)

The communication asks Site Admins and Execs to review the reports and take
action on them - we recommend Site Admins and Execs take this opportunity to
discuss with each other

If you need to change a site admin, ask your Exec to visit:
https://www.incommon.org/roles.html



https://www.incommon.org/roles.html
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Contacts: What should | put in the
contacts?

Contacts should include an address that can handle:

Administrative - Administrative requests related to the IdP or SP
Technical - Technical requests related to the IdP or SP
Security - Security requests related to the IdP or SP

Mail groups or lists are critical - don’t use a single person’s address

Preserve the ability to receive email even when people change roles



|H@|_n. InCommon.

URLs

Logo - A URL for a (preferably) PNG-formatted roughly square logo. You
should also specify the dimensions of the logo in pixels width x height in the
interface.

NOTE: This URL MUST be HTTPS in order to prevent issues displaying it on
HTTPS-protected interfaces.

Privacy Statement - A URL for an institutional or service-specific privacy
statement (it's likely your organization already has such a document, if so, you
can probably use that)
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DisplayName

Each IdP or SP must have an mdui:DisplayName element set in the User
Interface Elements section of the Federation Manager.

This DisplayName should meet the guidelines set forth under the relevant (SP
or IdP) User Interface Elements section of the InCommon Metadata
Administration wiki page (see next slide)
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Learning More About What Should Go In
The Required Elements

Please thoroughly review the InCommon Metadata Administration Wiki and its
child pages: https://spaces.internet2.edu/x/5YKKAQ

- _—



https://spaces.internet2.edu/x/5YKKAQ
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What Can | Do Now?

Go to the Federation Manager:
https://service.internet2.edu/siteadmin



https://service1.internet2.edu/siteadmin

INTERMET:
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What Can | Do Now?

Site Administrators Your Current Roles
= || Kim Registration Authority Administrator for Intermet2
* Mick Aoy

« InCommon Executive for InComman LLC
+ Site administrator for InCommaon LLC
+ Site administrator for InCommon LLC {zTest_InCommon_Test_Lab)

Existing Identity Providers + ADD New Identity Provider
Identity Provider Update Status Modified Date Last Published Date
1, https:adp incommanfederation.orgdidp/shibbaleth # Update IW‘ 1MHATAT
Existing Service Providers + ADD New Service Provider

Service Provider Update Status Last Published Date

1. httpsifidp-proxy-test.sodalidp.comiidp/module. phpisamlfsp/metadata.phpidefault-sp # Update Published |

12n?
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What Can | Do Now?

Click the “Update” link next to the entitylD of your IdP (if you have one) and
any SPs that you have

Look at the “User Interface Elements” and “Contacts” sections

Make sure each IdP and/or SP contains the REQUIRED parts documented at:
https://spaces.internet2.edu/x/4RL9Bg

If you need to, add the relevant information via the “Edit” link under the “User
Interface Elements” section or by clicking “Add” after specifying missing
contact info in the “Contacts” section


https://spaces.internet2.edu/x/4RL9Bg
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What Can | Do Now?

User Interface Elements @

Display Name:

InCommon Operations

Description:

An |dP operated by InCommon for its operational needs.
Information URL:

nfa

Privacy Statement URL:
https:/fwww.incommon.org/docs/policies/InCemmonPrivacyPolicy. pdf

Logo URL:
https://www.incommon.org/images/serviogos/incommon_hmlogo.png
Logo Width and Height:

371 x 65 (pixels)

Edit
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What Can | Do Now?

Contacts @

Contact Type: Contact Name:

Sacurity Tech Suppaort.

Edit | Delete Contact Email:
techsupport@internet?.edu

Contact Type: Contact Name:

Technical Tech Suppart

Edit | Delete Contact Email:
wechsupport@internet2.edu

Contact Type: Contact Name:

Administrative Tech Supgart

Edit | Delete Contact Email:
wechsupport@internet2.edu

Addd a New Contact

Contact Type

E13

Choose one

Contact Name
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Questions/Discussion

And remember that one-stop shopping link:
https://www.incommon.org/federation/baseline

(for all your Baseline Expectations needs!)



https://www.incommon.org/federation/baseline
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Next Time: Policy Changes and the Participation
Agreement: What Executives Need to Know

Policy Aspects & Legal Changes — Wednesday, March 7, 2018
2pmET |1 pm CT | Noon MT | 11 am PT

For details, see the wiki: https://spaces.internet2.edu/x/sALxBg



https://spaces.internet2.edu/x/sALxBg
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Thanks!




