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INTERNET2

* Network Services — 100Gbps network

Trust & Identity — Federated Identity Management

NET+ Services — 30 cloud services available

Community Engagement — 500+ members in Higher

Education, Regional Networks, Industry & Affiliates

Innovation Office — Community-led innovations
US UCAN - 93,000 community anchor institutions
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INTERNET2 BY THE NUMBERS

100Gbps
93.000+ Network
500+ community anchor institutions
Internet2 members S
b0 petabytes of traffic on
+
the network every da
A APTIE Collaborative Innovation e
University members Community CINC UP
Participants AL Tt_:ls
43 capacity
Regional Network )
Partners NET+ : ilabl Haprfiiy
services availabie miles of dark fiber capacity or
80 17,500 miles optical fiber
Industry Partners B infrastructure
49 to transfer entire Library of 100+
TIER Investor Institutions Congress over Internet2 Network countries connected
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International reach with 100+ Research and Education Networking
partners Globally

/——US-based Exchang
| starLight, Chicago IL
/  MAN LAN, New York NY

NGIX-East, College Park MD
AtlanticWave (distributed)
AMPATH, Miami FL
PacificWave-S, Los Angeles CA
PacificWave-Bay, Sunnyvale CA,
S Palo Alto CA
' PacificWave-N, Seattle WA £ 1 Gbps




U.S. Unified Community Anchor Network Program
connects 93,000 institutions

Connectivity Statistics

84,146 K—12 Schools (60%)
4,203 Public Libraries (25%)
1,491 Colleges and Universities
799 Community or Vocational Colleges (50%)
2,237 Health Care Organizations
200 Museums, Science Centers, Zoo, and Aquariums
43 States

U.S. UCAN
state

INTERNET.




Extending Federated Identity Management services to K-14 through the
InCommon Steward Program




Future of the University: Fostering the Right Connections

Dr. Shirley Ann Jackson

President | Rensselaer Polytechnic Institute
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Internet2 Collaborative Innovation Community is the combination of
three innovation working groups, focused on areas related to advanced

networking plus trust & identity.

E2E Trust & Security (E2ET&S):

= End to End Trust and Security for the Internet of Things (loT)
= TIPPSS - Trust, Identity, Privacy, Protection, Safety, Security
= SDP (Software Defined Perimeter), Network Segmentation for loT

End-to-End
Trust & Security

Internet of Things (loT):

= loT Sandbox

, Wetor hings. = Smart Campuses and Cities
| = Smart Grid Testbed

Distributed Big Data & Analytics (DBDA):
= Health & Life Sciences / Genomics
= Smart Campuses and Cities

= Digital Humanities

Distributed

Big Data &
Analytics & 0

K Key:
Advanced Networking plus Trust & Identity

Advanced Networking focus onl

POWERER K MTUNITY
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Internet2 Collaborative Innovation Community Working Group Members:

300+ participants representing 125+ member institutions.
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NSF EAGER: Cybersecurity Transition To Practice (TTP) Acceleration

Challenge:

* Accelerate Transition To Practice (TTP)
of NSF funded later stage cybersecurity
research into operational Research &
Education (R&E) environments through
applied research pilot deployments

— Cybersecurity

Solution: e S t?'e\zjsDe:rch Assets:
FN\E
* |dentify & assess inventory of NSF * BGP ‘“3;506“ 23

cybersecurity research assets ready « CipherLocker

for applied research pilot phase ‘g .

* Interview researchers & practltloners

for needs/learnings/best practices Yé?
* Leverage Internet2 community (300+ ‘:__s ¥ a:'
universities, 40+regional network) to . o

enable “matchmaking” between

operations for pilots/testing \

researchers and academia IT/NW

* Deploy webinars, portal, in person
events for researcher/IT matchmaking

Award Number: 1650445
Internet2

* |dentify cybersecurity needs/gaps
PL: Florence Hudson, SVP/Chief Innovation Officer

INTERNETs

Scientific Impact:

* Increase awareness of cybersecurity
research & capabilities

* Accelerate cybersecurity transition
to practice in the near to mid term
to make cyberspace safer

* |dentify cybersecurity needs to
inform future NSF solicitations

Broader Impact:

* Enable partnership for NSF TTP
with other Federal agency
programs, including DHS, SBIR,
etc. to accelerate and streamline
the TTP pipeline

* Enable a more diverse research
and education pipeline partnering
with Society of Women Engineers
and others



The Innovation Office keeps an eye on the future Information &
Communications Technology trends for research & education.

Data: Systems ... Mobile ... Social ... Big Data & Analytics .. loT
Computing: Centralized ... Distributed ... WWW ... Personal ... Cloud ... Everywhere

Systems: Tabulating Programmable Cognitive

INTERNET.



The Internet of Things could represent $19T in economic value by 2025,
a significant component of key ICT trends for Research & Education.

Smart Cities &
Cloud Grid
Computing $3.3T
$1.7-6.2T
HCLS
$2.7T
TR loT Network
Identity $2.7-19T
Mobile Internet
$3.7'11T i CYber
Economic value includes Security
revenues, cost reductions & $1.6T
ervice improvements achieved Cognitive_
Computifig SW-Defined

$49B Big Dat.a & 3p Printing Anything
Analytics $200-600B S1T
B

INTERNET. 592

POWE

Sources; McKinsey 2016; Frost & Sullivan 2016; CNBC 2016;
Markets & Markets 2016; Morgan-Stanley 2016, CMS Wire 2016
Business Wire 2016; Wikibon'2016; Yahoo! Finance 2017



Supporting technologies for
key ICT trends are already TRANSFORp,
having significant business VAL

Advanced C
® Robotics @ Quantum

impact, with loT applications S A1, s

/4/ Maturity
- @ Brain-Computer Interface 6\
& devices at the top of the e\ v %, e
Vehicles @ o "
f - % Cognitive Computing @ Biocomputer /o) Adolescent
transformation curve. im0 “70/\ © Emergg

O Internet of Everything %.(\

@ Self-Adaptive Security O/

& 3D Printing Exascale O
Privacy-Enhancing 4
Technologies
@ Ubiguitous PIM
SDx
Insight SlOcRian Immersive Fabric-Based Computing
perience
Platforms @ Wearable Computing Virtual Assistants
e
De
Leae:'\ ing Interfaces 5 ntic Context Broker
Technologies
ital
Edge Computing Digital Workplace @ Dlstributed -
::Veb-s&ai e Trusted Devices Social Networks O
Sl ) Wireless Power é

WebRTC LPWAN

ggory Computing Location-Based @ Plastic Transistors
Cloud Service 3 Containers Services NG
Integraﬂon e

Data Visualization . oue
Biometrics D-gitalSagnage

I N T E R N E T NFC Open Source Hardware
®

P o W E E 2016 2017 2018
Sources: Ascent 2016; Busingss Insider 2016 E 8 m M U



The Internet of Things will generate the majority of new data on
the back of explosive device growth.

loT installed base, global market, billions

80
70
60
51.11
50
4262
40 35.82
30.73
30 26,66
23.14
20 54 1768
) I I
0
2015 2016 2018 2019 2020 2021 2022 2023

INTERNET.

62.12

2024

7544

2025

Data of the Internet of Things

The digital universe
of tomorrow

n2016 1.3Z8 wil
cross our digital networks dally

10

The CERN LHC
generctes 1 PB per second

10'8

24 The digitcd universe today:
1 250 frilion DVD's

GigaByte

10"

10°
]0]2

'| 06 A the moment, every day 1 EB of data is created on the internet
TeraByte - every day 500 T8 Thot is the aguivalent of 250 milion DVD's

MagaByte of data is added on Focebook The Squore Kilomter Array Telescope wil produce around | EB per day

— ,
Sources; What's The Big Data 2015; Datafloq 2016;
GlobalSources 2016



loT risk and security awareness is increasing ... and highlighting
the need for security research and development.

Vehicle Hacking Healthcare Device Hacking
https://www.youtube.com/watch?v=MKOSrxBC1xs https://www.youtube.com/watch?v=YThjONh40KQ
https://www.youtube.com/watch?v=THpcAd2n\WJ8

Smart Home Devices Hacking
— Other Devices
INTERNET. P s !lD:/usat.ly/26B5RZA




Research & Education activities are growing in loT, end to end trust
& security, big data & analytics, Smart Campus / Communities.

e NC STATE
psuyioesy 8 ® LEHIGH

(mlo UNIVERSITY
Smart Campus operations | = Advanced Networking / i Smart Grid research
& data anaFI)ytlcs F;esearch Cybersecurity Resea?ch SRS iz network testbed
Fin Stanford Z2
() WISCONSINJL (e @ Rensselaer AM
loT Lab for Research Smart transportation / Smart Grid research Smart Grid research
and Pedagogy loT ethics research and data sharing
[P}IL\{III§F(J:II%’SI‘I('}§ A UNIVERSITY of WASHINGTON "m“ Vlrg/l};l}gzg%lr}
loT Security, Privacy & Trust, Identity, Protection, loT Systems Risk Smart Campus operations,
Ethics Privacy, Safety, Security Management & Security trust and security

Grey = loT security, privacy, ethics
Yellow /= loT Smart grid research

White = loT research and pedago
INTERNEh y . Pecagosy
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"ARIZONA STATE
UNIVERSITY

THE VISION FOR A CONNECTED CAMPUS AT ASU

Anomaly
Detection

Targeted

Promotions
- A A—

Driverless
Shuttles

INTER

Connecting devices campus-wide to make more informed decisions and offer a more personalized experience
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Academic, Government & Private Partnerships @ VirginiaTech
Project Wing partners with

Virginia Tech to test delivery by
unmanned aircraft

September 8,2016

Invent the Future

i http://vtnews.vt.edu/articles/2016/09/
ictas-maapprojectwing.html

INTERNET.

F ]
o W The Virginia Tech Mid-Atlantic Aviation Partnership and X's Project Wing will conduct

, delivering food using unmanned aerial vehicles.
4

research flights this fall at Virginia Te
w w



loT Research & Education at Stanford University — Stanford
Autonomous Vehicles and Ethics

INTERNET.




Emergency
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loT is having an impact in Higher education and K-12

What impact do you anticipate from the What are the benefits of smart school | |
Internet of Things? technology? .
ﬂ 1 Increases student engagement I I\ 1 ‘

Top 10 Currently-Implemented __

2. Takes advantage of mobile leaming Smart Technologies
33%
Minor or 1. Interactive whiteboards
Delayed Impact 3. Enables a more personalized education 2 Cameras and video
3. Tablets and eBooks
@O 4. Eases the learning process for students 4. student |0 cards
What concerns and drawbacks do you see — 5. 3-D printers
to the tachnolo;y? 5. improves efficiency or reduces costs 6. Smart HVAC system Vg T
. - 7. Blectric lighting/maintenance
@ ﬁ 6. Impraves measurement of student success 8. Temperature sensors
- 9. Attendance tracking
.'_0 7. Helps teach creativity 10. Wireless doorlocks
@ E 8. Provides a safer leaming environment Je
e N=612 IT Managers; R

K-12 (65%) & Higher Ed (35%) R AN

Sources; EdTech 2016; Extréme 2016




TIPPSS for loT is a growing need with device, data, &
application growth.

Trust — ensuring only designated people or services have device access

Identity — ensuring identity of people, services, or “things”

Privacy — ensuring device data is kept safely private

Protection — ensuring device users protected from harm

Safety — ensuring safety of devices, infrastructure and people

Security — maintaining security of data, devices, people, etc.

INTERNET.

POWERER K MTUNITY



Flo’s top concerns: TIPPSS in an interconnected loT world.

Top concerns:

Connected vehicles
Connected healthcare devices

Protection needed :

Physical Health and safety risk
Financial risk

Reputational harm

Loss of privacy

Data theft

Hack in / Hack out

INTERNET.

Source:

How The Internet Of Things Is The Perfect Target
For DDoS Attacks And Data Breaches

y 2017,12:00 pm EST By Athena Chan Tech Times

COMPUTERWOR[D

NEWS

DDoS attack on Dyn came from 100,000 infected
devices

CXO Cloud BigData Security Innovation More « Newsletters Forums Resource Library Tech |

2016

Xperience EXOME Our Tech Meet the Our
x Conomy Tech + Life Biotech + Health Regions Channels Xconomists Events

Cybersecurity in 2017: Goal, lllusion, or
Oxymoron?

P OWERER B T UNITY



Smart Cities, Campuses, & Communities will be built on a foundation
of Internet of Things technologies.

Smart Cities Defined

Smart Governance

White House Smart Cities MetroLab Network
@ Smart Energy tackling key community challenges.
@ § 35 city-university partnerships including 50+

K'// Internet2 university members

Smart Citizen

« Multi-sector, intercity collaborative models

Smart Healthcare
b T * “Internet of Things” applications testbeds
0 é Q

NSF Smart and Connected Communities
v’ Smart Mobility Solicitation 16-610

Smart Infrastructure

Smart Technology

INTERNET.

-— -
Sources; MetroLab 2017; NSF 2016; Frost & Sullivan 2016 E 8 m M U N I T



loT devices are proliferating in homes, commercial buildings, and city
infrastructure...and more...

Connected Things Installed in Smart Cities (M)

1067

6481
586.1
an
3546 n
2942 2989 304
252
206 2372
159.5
978 1264
— D |
Healthcare Public services Smart commercial buildings Smart homes Transport Utilites Others

2015 wem 2016 wmm 2017

INTERNET.

Source: Raconteur 2015 ©




An interconnected city measures everything: traffic, lighting, water, waste
Libelium Smart World

axoedng o clmate conditions and
o Lae accodents o

Air Pollution
Control of CO, emissions of factones, poliution
ermatted by cors and e o Neraed n
farms,

Measurement cf the energy radiated 3 H
by cell stotions and WiFi rocters Smart Lighting
Inelbigent and weother odoptae Lghting

Lghs,

Intelligent Shopping

Getting advices n the pont of sale
e0rGa3 10 Cuttomer habits, preferences,
presence of dlergic components for them
o expring dates

Traffic Congestion

Moetonng of whicles 30d pedestnan
a'fluence to cptimize driving and walking
oues

Forest Fire Detection
Moritonng of combustion gases and preemptive
fire condtisen 10 define dlort 20mes.

Datnbuted measurement of radaton levels

1 (X103 Do SN SUATEUASAGE 10 Noise Urban Maps

generate lenage dlerts.

invineyards to contro
Grapes and grapeine health

Sournd monitoring in bar aress and
11 20023 10 real time

Offspring Care
Control of growing co
el (o

Sportsmen Care
Vital signs monitoring in high performance
centers and helds.

Structural Health

Water Leakages
Ce! o Laud presen e tonks
NG pressure vaNAtons long pees.
Vehicle Auto-diagnosis

Information celiection from CanBus to
s3end real time alatms to emergencies
of prevde advice 1o drvers.

Smart Parking Item Location
I N T E R N E T® Menitening of parking spaces avoiablty r<h of indeadunl Roms in big surfoces

0 the oy, Suses of harbours.

Waste Management

Detection of rubbesh e M contaners
10 optenze the trash callectian reutes,

Quality of Shipment Conditions Water Quality Golf Courses
& a8, Srckes, CONAINGT OPaNAgs
Source: Business otd cha tenance for insurance purposes
Insider 2016

FrQaton n dry ones to

redace the Water resources resured in libelﬁm

ute the green www.libelium.com




Smart Campus Initiative created based on member input & innovation
working group use cases, with kickoff meeting at Global Summit 2016.

Share best practices and recommendations to deploy Smart Campus capabilities
Guided by a Smart Campus CIO Advisory Council
Next event: Microsoft Campus Connections Summit, 100+ enrollees, Feb 14-16

NSF Smart & Connected Communities Research Coordination Network Proposal
“TIPPSS for loT in Smart & Connected Communities”

ﬂl ARIZONA STATE ety qj INDINAGHIVERSITY BLOOMINGTO m V1rg1n1aTech
UNIVERSITY nt the Futur
j\—AA ) . UNIVERSITY ()1v

.l PRINCETON
UNIVERSITY




Internet2 loT Systems Risk Management Task Force: Recommend
Initial Exposure Benchmarking/Baselining via Shodan & Censys.io tools.

o sioony [ @ oo ek Comacls @ siooan [ G e ErieprecAcoess  Contals

The search engine for Buildings

Shodan is the world's first search engine for Internet-connected devices.

The search engine for Power Plants

Shodan is the world's first search engine for Internet-connected devices.
Create a Free Account Getting Started

Create a Free Account Getting Started

vooan [ 2 - crevceAcosss  ComactUs
X (, censys

The search engine for the Internet of Thmgs.’ :

Shodan is the world's first search engine for Internet-connected devices. : Censys is a search engine that allows computer scientists to ask questions about the
104.. devices and networks that compose the Internet. Driven by Internet-wide scanning,

Create a Free Account Getting Started Censys lets researchers find specific hosts and create aggregate reports on how devices,

websites, and certificates are configured and deployed. [more information]

INTERNET.
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Internet2 Smart Campus Initiative Next Steps

« Enable loT exploration, collaboration, and knowledge transfer across campuses
* Increase loT systems risk awareness leveraging Shodan and Censys.io

* Develop loT Systems Vendor Requirements Document

* In person workshop at Microsoft Campus Connections Summit, February 2017
* Demo Shodan and Censys.io tools at Internet2 Global Summit, April 2017

« TIPPSS for Smart & Connected Communities

INTERNET.

POWERER K MTUNITY



Future smart communities will be an inter-connected “system of systems”
to improve efficiency, safety, quality of life, energy use, & environment.

Mesh Networks

V2V, V2I, V2H, V2P Smart Grid / MicroGrid

Smart Homes/

Smarter Transportation _. . .
P o . o Buildings

= Connected

Industrial M2M Healthcare

Connected Citizens

INTERNET.




Smart Grids are a key step in the development of Smart Cities/
Campuses, and require end-to-end trust and security.

Smart Grid value is transformational

SMART GR'D Smar!appliaAnces and pOSItlver ImpaCtS.
LA(;!!(pdhc 'SOMQO

usecab h( to H

Vi Sithie e At * Transmission optimization

* Renewables integration

et N > < - Distribution automation

d s!urhances and can signal
for areas to be isolated

« Advanced metering infrastructure

* Analytics

nnnn

« Cybersecurity

Universities and Regional Networks are
leveraging the Internet2 network fgj
INTERNET. 7 Smart Grid testbeds

POWER

Sources; TERC; GreenTech'Media 2013



Mobile Internet is an enabler of loT, Smart Cities/Campuses, and

Healthcare transformation. Healthcare Leads Mobile

Internet Potential in 2025
Internet-enabled portable devices are now a way of life:

* By 2020, 4 Internet-Connected devices for every human  Payments $0.3T
——

* Mobile computing devices, high-speed wireless ,
.. . . Retail $0.4T
connectivity, and applications —

Healthcare could benefit the most from Mobile Internet. -tor$0.5T

Consider a Connected Healthcare scenario:

Connecting People to a Healthy Future (2012)

http://bit.ly/2eOcJBP

Worker Productivity $1.7T

Health Care $2.1T




New technologies will play a role in Healthcare & Life Sciences in the

future — building on current capabilities.
) KEY TECHNOLOGIES OF 2025 (

WEARABLES / EMBEDDED / BIO-PRINTED SENSORS

ENHANCEMENT NANOROBOTICS
PROSTHETICS

BRAIN-COMPUTER ‘/
INTERFACES / - ELECTROCEUTICALS
ECISION T quantum
MEDICINE COMPUTING

MEDICAL .

TRICORDER ' ADVANCH)
(DIAGNOSTICS) 3 MATERIALS
AUGMENTED/ ’ WELLNESS

VIRTUAL REALITY GAMIFICATION A
34 =
co
REGENERATIVE DIGITAL
MEDICINE AVATARS

‘Aﬁ tjﬁ l

‘8 )

ROBOTIC CARE ar POPULATION
HEALTHANALYTICS

INTERNET.

PO

Sources; Frost & Sullivan 2016; SURVEILLANCE TOOLS

SparkLabs 2016 Image Sources: Wikimed
-

Commons. KQED Science, Coetex (Jake Ew nNKSIoCK,




Healthcare & Life Sciences will increasingly leverage technology
for analysis of volumes of data, improving insights and outcomes.

Data to Support Precision Medicine

. Clinical
Genomic
B Research
Data
Precision

. Connected
Clinical Medicine Health and

Care Patient

Data Lifestyle

: ‘ Life Data
v Sciences, v

Environment

Research :
Data

INTERNET®

Source: NIH 2015

A

Large data volumes and analytics
opportunity:

* Genomic data
* Clinical and fundamental research data
* Clinical care data and observations

 Patient input including lifestyle, travel

Creating a cognitive computing opportunity




Healthcare & Life Sciences advances — like Telemedicine — will be
powered are enabled by broadband connectivity and loT.

UPMC Telemedicine offérs oVer B
30 clinical specialty services

University of Pittsburgh Medical Center Telemedicine
http://bit.ly/1SIVUhh

INTERNET.
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Cybersecurity is required for loT, Smart Cities, and Smart Grid to

be successful.
Cyber Security grabbing headlines and will become
The Growing Cyberattack Surface increasingly important with more connected loT devices.

‘ ‘n ‘j « Distributed Denial of Service (DDoS) attacks increasingly
' B more potent, and one of the most frequent types of incidents

+ Key areas for innovation include: detection, response,

defense, prediction, prevention
‘“ h Multiple aspects of risk: data, physical, and financial
. ‘ Critical applications of the Internet of Things require TIPPSS:

Trust, Identity, Privacy, Protection, Safety, and Security

P
v, 1%%.0 “There are two kinds of big companies in the
‘ US. There are those who've been hacked, and
3 those who don’t know they’ve been hacked.” ) “
e month i in 2019 - FBI Director, James Corney e

INTERNET.
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Addressing TIPPSS is essential to achieving safe, secure, scalable future
smart city and campus architectures.

Trust

Identity
Privacy |
Protection | &
Safety '
Security

. e
water
systems

DATA CENTERS

INTERNET.



Opportunities for the Research & Education Community.

INTERNET.

Develop curricula & labs to build the technical & business leaders of the future economy

— Curricula for TIPPSS, Internet of Things, Precision Medicine, Smart Campus/Cities/Grids, Informatics

— Develop new business models, technologies, process

Create technology innovation through research and testbed programs

— Testbeds leveraging Internet2, international & regional networks: Smart Campus/Smart City/Smart Grid, HCLS
— Collaborative research and application development

— Innovations for device, chip, app, network, architecture, security, communications, etc.

Develop new models for improved operation & sustainability of a campus, city, community
— loT to measure, monitor, model, and manage campus / city / community / health / safety operations

— Cross-functional collaboration for improved outcomes, e.g., IT / facilities / administration / students

Internet2 and its members can guide health & life sciences to the next frontier

— Enable leverage of various data sets for precision medicine

— Connect across multiple new technologies for strategic areas/use cases

Attract funding to support member research in strategic domains

— Potential funding sources could include agencies, industry, foundations

— Opportunity for singular or multi-university funding proposals

POWERER K MTUNITY



Questions & Answers...
Thank You
fhudson@linternet2.edu
@Flointernet2

INTERNET.



