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POOL: Scalable On-Demand Active-Secure Computation Service

Challenge:

Large Computation with limited
memory.

On-Demand Service with no offline
cost.

Efficient instantiation of Oblivious
RAM(ORAM).

Accessibility for non-cryptographic
people.

Solution:

POOL:

Efficient cut-and-choose scheme on
unprecedented scale.

LEGO-style protocol to handle ORAM.

Application-independent Pool
removing off-line cost.

User-friendly API

Garbled
Gate

Sammm—g detect an

: Value proposition

| ° Lifetime security guarantee after
I one-time setup.

| °© Arbitrary scale with constant
| memory requirement.

| °© Competitive efficiency close to
I state-of-the-art.

[ °© ORAM compatibility.

I ° Accessibility with no cryptographic
I knowledge requirement.

: Interesting Application Scenarios:
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Credit Card Companies jointly
mining their sensitive data to
identify fraud.

Database owner provides private
guery service to the client.
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Motivation

Is this a fraudulent

transaction?

N [

4321339 2017/10/10 Starbucks,

Indianapolis IN, Apple Pay, $32.18

“
-/
CHASE

o

Date T  |Mame | Activity | Shares| Price| Commission &Fee| Cost|  Proceeds| GainjLost|
10/08/10 17:24 _ SPH Buy 20,000 4.060 280,20 81,480.20 - -
30/07/1017:49 SPH sell 15,000 4.130 213.77 - 61,736.23 -
22/07/1017:50 _SPH Buy 15,000 4.000 207.04  60,207.04 - -
21/06/1014:15_ SPH Sell 5,000 3.890 67.12 - 19,382.88 -
18/06/10 14:12_ SPH sell 20,000 3.880 267.78 - Rz -
11/06/10 14:11 _ SPH Buy 25,000 3.730 32178 93,571.78 - -

@ Summary (Unre:

20,000 4,060 28020 81,480.20  80,122.56 -1,357.64
B summary (R

40,000 - 1,077.50 153,778.83  158,451.33 +4,672.50
& Summary (Total)

60,000 - 1,357.70 235,259.03 238,573.89 +3,314.86

Secure Computation enables this!

Rt v [ Fament [ ot Troreactons [[rescots

IntraVet Animal Hospital

Date

4/24/2013 12:38PM
4/24/2013 12:38PM
B 4/16/20138:12AM
4/16/20138:12AM
4/16/20138:12AM
4/4/2013 3:36 PM
4/4/2013 3:36 PM
B 4/4/2013 3:36PM
4/4/2013 3:36 PM
4/4/2013 10:34 AM
4/4/2013 10:34 AM

Desaiption
SplitInvoice ... MIDGE (34600) -~ Credit

Spit Invoice ... MIDGE (34600) - Debit
Invoice /34599 Scooter

SplitInvoice ... Scooter (34599) - Credit
Spitnvoice ... Scooter (34599) — Debit
SpitInvoice ... Return -~ Credit
SpitInvoice ... Retur -~ Debit

Return Return

Refund CashRefund

Invoice / 34597 MIDGE
Spitnvoice ... MIDGE (34597) - Credit

NATIONAL
BANK

Current Balance: $435.46

0Op.1d Amount Balance -

(593.00) $392.96
$46.50 $435.96
$277.75 $388.96
($277.75) $111.21
$138.88 $388.9
($9.00) $250.08
$18.00 $259.08
($18.00) $241.08
$18.00 $259.08
$378.75 524108
($378.75) ($137.67)




Threat Models ﬂ

Semi-honest attackers are assumed to always follow the
protocol but try to gain extra information from observing its
own execution transcripts

Full-malicious attackers are allowed to behave
arbitrarily to launch an attack.




Other Applications
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Needed Framework Features
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Full Story

[CCS’17] Pool: Scalable On-Demand Secure Computation Service Against
Malicious Adversaries. Ruiyu Zhu, Yan Huang, and Darion Cassel.

0. [One-time setup] Form 2. Concurrent with step 1, for Public Circuit represented
a pool by generating and every garbled gate pulled out as a stream of buckets
checking enough garbled ! of the pool, generate enough
gates. new gates to fill the pool. e R T .
o e X
Check e Cleck? > pTmToTTemeoes |
Every garbled gate willbe | ~~-----" Tt oTTTo
checked at a constant rate. : h
Abort if faulty » Only those unchecked = —~~~==---~- FTTToo T !
gate is found. v ad gates enter the pool. !
| 1. To execute a bucket, i Source code available at
fill it by randomly T . .
. . | ]
Each party stores a copy of the pool. picking garbled AND | =-------- i T T : httDS //g |th u b .CO m/DOOI
gates from the pool. 1




