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NAOPpag Monthly Meeting Notes
10/14/2020
2PM – 3PM ET

Zoom: https://internet2.zoom.us/j/393114449?pwd=dkY2YlV1NmNSZ3BMYUphZUdqb1hadz09

Box Folder:  https://internet2.box.com/s/bapopc8osyoa6fm1m36cw9h023ebhy7k

Attendees: James Deaton, Rod Wilson, Scott Valcourt, Tracy Smith, Derek Masseth, Michele Norin, Shawn McKee, Jonah Keough, Jim Stewart, Frank Seesink, Bernie Gulachek, Dan Schmiedt, Mike Corn
Staff Attendees: Linda Roos, George Loftus, Kathleen Kay, Paul Howell, Rob Vietzke, Chris Wilkinson, Mike Simpson
Unable to Attend:  Dee Childs


NOTES

James welcomed the NAOPpag members and commented that it was appropriate to have Paul Howell present his Overview of Internet2’s Network Security presentation during Cybersecurity Awareness Month.
Paul Howell described the various aspects of the Internet2 Network Security program including findings and improvements made to date. Paul started the security program to protect Internet2’s national network in 2014.
His slides are here:
https://drive.google.com/file/d/1Tk_oRZueRjDLgcF1o0Z815ka818SmNcw/view?usp=sharing
Paul shared slides, discussing the Mission and introducing Paul and his team of high-end security engineers address Policy, Risk Management, Incident Management, Technical Security/ Security Operations, Education & Awareness. Their approach has been to harden Internet2’s infrastructure as a way of continuously improving network instrumentation for monitoring network elements & identification of attacks. Recent projects include a security risk assessment of the Cloud Connect project, RPKI-route origin validation in AWS, MANRS, enabled BGP flowspec, Radware DDoS cloud scrubbing, and Secure Management Network implementation (which is an example of a community-initiated idea that turned into a security project).

The group discussed whether or not Internet2 should offer services that are extensions of the security capabilities of members?
· Mike Corn asked what the security services would look like and how do they relate to network services offered.
· Rod Wilson talked about Ciena’s definition of a “safe network”
· Resiliency, federated identities, redundancy, resistance to attack, supply chain operability
· Dan Schmiedt commented that Internet2 causes all of the campuses to operate in a similar way, and is branching out into federated identity, and perhaps security could be used the same way.
· Mike Corn added that he would love to offer some of network segmentation out to other schools.
· Paul responded that there is a need to know what building blocks are necessary to deploy trust and segmentation out to campuses with minimal friction?
· Bernie Gulachek believes that Paul is onto the right approach with security services offered to campuses, particularly today with an intersection of public health & cyber security.
· Jim Stewart said he would like to have more time to think about this (particularly with regard to risk and telehealth) and would like to have more discussion about the security topic.

· Update Items: 
Rob Vietzke shared highlights of the TechEXtra Kickoff held October 6 & 7.  There were 700 registrants with attendance during the 2 days holding steady at about 300. An announcement was made that Cisco was the vendor chosen for the packet platform.

Rob shared some details accounting for the choice of Cisco:
· Brand new platform
· Hi-speed 400G backbone
· Fine grained telemetry
· 85% power reduction, reduction of Internet2’s carbon footprint
Rob particularly noted that a strategic relationship agreement with Cisco was negotiated that includes:
· Discount levels for Internet2 and its members/regionals on specific products 
· A commitment to Cisco NSO, Cloud, Automation & Telemetry plans
· The Opportunity to coordinate support for research projects
· Training for hardware & software technologies
· Meeting & workshop support
· High level executive sponsorship & planning opportunities
Rob noted that this is the first time we have all the building blocks in place for the new network.
The 2nd day of the workshop included a deep dive into the Next Generation Infrastructure. James Deaton said he is excited about the opportunity for regionals to engage with orchestration and Jonah Keough found the video format very relaxing.
Next month’s meeting is moved to November 18 due to some campuses honoring Veteran’s Day on November 11.
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