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E2ET&S  for IoT: A recommended implementation 
approach to enable future “End-to-End Trust & 
Security” innovations 

Addressing trust, identity, privacy, physical & cyber 
security, compliance, etc. of people, devices, data, 
and the network

Collaborative Innovation Community Working Groups are 
exploring future, strategic innovations in advanced networking 
and trust & identity for the research and education community.
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End-to-end Trust & Security for IoT Workshop, 
February 4, 2016, developed focus on TIPPSS 

• Event in Washington, DC co-sponsored by Internet2, IEEE, NSF, 
and George Washington University

– Followed by IEEE Experts in Technology & Policy (ETAP) event. Final ETAP 
report available on the CINO Wiki (http://bit.ly/1rpQN6u) 

• 150+ participants, 35+ papers presented
• Agenda:

– Opening panel with participants from the US DoE, IEEE, IIC, NSF, and M2Mi
– Afternoon break outs on Access Control & Identity Management; Architectural 

Framework; Policy & Standards; and Scenarios & Use Cases
– Focus on TIPPSS: Trust, Identity, Privacy, Protection, Safety & Security
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Importance of TIPPSS –
Trust, Identity, Privacy, Protection, Safety and Security
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• IoT is “the network of physical objects that contain embedded technology to communicate 
and sense or interact with their internal states or the external environment.”1

• IoT devices are considered a somewhat new issue, but they have been around for years.  
2014 - 14 billion IoT device / 2020 - 50 billion IoT devices.2

• IoT will allow the interconnection, monitoring, and control of everything in every 
environment, but no one vendor will be able to make everything.  Interoperable standards 
will be essential.

• Every facet of a person’s life and every company on earth will be touched.
1. Gartner, “IT Glossary: Internet of Things.” June 2016.
2. Statista, “Internet of Things (IoT): Number of Connected 

Devices Worldwide from 2012 to 2020.” 2016. 

The Current and Future of IoT
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• Building Technologies
– Lighting Control
– Temperature Control
– Building Security

• Personal Area Network Technologies
– Heads Up Displays
– Enhanced Hearing
– Networked Clothing

• Health Technologies
– Activity / Exercise Monitors
– Pacemakers
– Insulin Pumps
– Heart Monitors

• Municipal Technologies
– Waste Management
– Utility Metering, Monitoring, & Control
– Traffic Management

• Customer Technology Interaction
– Monitoring of Customer Behavior
– Customer Safety
– Wayfinding
– Consumer Product Monitoring and Ordering

• Vehicle Technology
– Self-driving Cars
– Driver Assistance Technologies
– Vehicle / Driver Integration

IoT will be integrated all around us
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Across elements of 
connected ecosystem:
• Users
• Devices
• Gateways
• Communications
• Clouds
• Software
• Services
• Data
• Hardware
• Firmware

Addressing TIPPSS is essential to achieve wide IoT adoption
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• Trust – Trust will be essential for the adoption of IoT by consumers and 
enterprises.  Without trust, the IoT market will not take off.

• Identity – Identity in an IoT context takes on many forms.  Verification of the 
identities of people and devices will be essential.

• Privacy – Tremendous amounts of data will be available through the IoT.  
Consumers and Enterprises will need to have an understanding of how private 
their IoT data will remain.

• Protection & Safety – Safeguards are essential in protecting consumers and 
enterprises from physical harm where IoT devices interact with physical 
environments.

• Security – Security relates to how the devices and their related data will 
remain secure from confidentiality, integrity, and availability breaches.

TIPPSS



IoT Considerations to Support TIPPSS
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• The depth of the IoT will make the control of data movement very challenging.
– Vendors of Vendors and Things of Things.

• Vendors will need to be transparent with customers to generate trust in 
products.

• Customers will need to have ownership over their data to support trust.
• Devices will communicate over whatever network is available:  landline, 

cellular, wifi, public wifi, home networks. Trust and Security needs to be built 
into the communications protocols, not the transport systems.

• IoT devices will need to be able to securely communicate with each other 
while connected to the global internet and while isolated.  Communication and 
authentication protocols must be developed that will allow open, secure 
communications.

Data Movement Challenges
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• Tagging and Grouping
– Device Type, Manufacturer, Model, Location, Owner, Group Affiliations, and Place of 

Employment
• Open Multi-vendor Patching and Configuration tools will be needed.

– People don’t keep up with patching now.  When they have thousands of devices, do we 
expect them to do better?

– If you are a building owner with 200 lightbulbs in the building, do you want to configure and 
patch each one individually?  Will a single vendor solution be feasible in a building?

• How will you make sure that all your lightbulbs and IoT devices are up to date and 
secure?  How will you detect if one IoT device is misbehaving?

• Would you want to be responsible for patching someone’s pacemaker?
• Who is liable to a patching problem that damages something or harms a person?

IoT Device Security Challenges
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• BYOD:  Data will be able to move freely between IoT devices based on associations 
within the IoT ecosystem. Device ownership and data ownership will not always 
match.  For example, a company’s data may flow from IoT devices that the company 
owns to personal IoT devices associated with customers, employees, and 
subcontractors.

• Consent:  Data owners will need a framework to issue and revoke access to their 
data within the IoT.  If data owners do not feel that they have control of their data, 
they will be hesitant to allow their data to be within the IoT.

• E-Discovery:  As data moves globally, litigation hold requests, E-Discovery 
processes, and subpoenas will be difficult. Even knowing the party to contact could 
become be difficult. Care will be needed to ensure the standard does not permit 
violations of privacy and access to data in violation of constitutional and legal 
protections.  Legal structures within the IoT will be essential as everyone’s lives 
become connected through the IoT.

BYOD, Consent & E-Discovery
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A Few Usually Suspect Thoughts
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Topics

• Presentation from Alan Karp via the IEEE/NSF/I2 IoT Meeting
– How we middleware folks think about your things
– Kim Cameron’s Laws of Identity

• The paths to End-to-End
– Network layer
– Internet Identity Layer
– IoT

• Lessons Learned from the Identity Layer
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Kim Cameron’s Laws of Identity

33



[ 34 ]

End to end trust
• At the network layer, end to end means traversing multiple hops in a coherent manner

– Routing, diagnostics, QoS, reliability, security, congestion control, etc
– Corresponding set of issues include signaling, performance, buffering, queueing, etc.

• At the identity layer, end to end trust means direct interactions between an identity 
provider (and the user) and the relying party, perhaps with federation mediation
– Identifiers, schema, levels of assurance, SAML/OIDC protocols, attribute release and consent, 

metadata
– Corresponding set of issues include discovery, privacy, man-in-the-middle attacks, consistent 

business practices, regulation, etc
• For IoT, end to end trust is all of above

– All the standard network layer considerations
– Many of the identity layer considerations
– And more



[ 35 ]

Lessons from the middleware layer

• Interoperability: general standards and specific profiles per vertical/app/ 
device/etc

• Be conservative in what you send and liberal in what you receive
• “There is no problem in Computer Science that can’t be solved with another 

level of indirection”
– Except complexity

• Identifiers are the keys to discovery, privacy, etc
• Recommendations on boiling an ocean: 

– Small pieces, loosely coupled 
– Dealing with a marketplace and horses out of the barn
– The importance of metadata
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Panel Discussion
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• Knowledgeable knowledge transfer

• Importance of middleware

• Medical centers

• Pilot use cases within the community

Where do we go next? How do we make TIPPSS real?
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Recommended Next Steps



[ 39 ]

E2ET&S for IoT Recommended Next Steps
• IoT exploration and collaboration

– For Research and Education: IT, researchers, lecturers, students
– Collaborate with “The Things Network”

• Smart Campus
– Increase awareness of IoT risk on campus

• Shodan, Censys.io
– Manage IoT systems and IoT vendors on campus

• Leverage IoT vendor requirements document and process
• Partner cross-organization and campus: IT, Facilities, Public Safety, Procurement
• Inventory existing IoT devices: segment fixed vs mobile IoT devices
• Develop guidelines on detecting, integrating, managing, and decommissioning fixed, mobile IoT devices
• Develop infrastructure plan to support community owned IoT devices

• In person Smart Campus meeting at Microsoft Workshop, February 2017
• Your ideas and discussion
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