Grouper subject filter and attribute decorator
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u These topics are discussed in the "Grouper Subject API - Part 4" training video.

This Grouper enhancement facilitates secure subject attribute release. This could be used to protect FERPA information, create private subdomains of
Grouper where users from one might not be able to see subjects in another, or attributes which can only be seen by certain subjects.

In Grouper 2.0 and previous there is no subject attribute security (unless it is baked into the custom subject source). This is only available in v2.1 and more
recent.

This is an interface point that can be implemented in Java to retrieve more attributes about a subject (i.e. attributes that may require another query, or
security, or attributes not always needed when subjects are resolved). When you implement this interface you should try to only use one (or few) queries,
since this will be called a lot (for filters at least).

Implement the interface SubjectCustomizer by extending the class: edu.internet2.middleware.grouper.subj.SubjectCustomizerBase
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* Copyright 2012 Internet2

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in conpliance with the License.
* You may obtain a copy of the License at

* htt p: // ww. apache. or g/ | i censes/ LI CENSE- 2. 0

* Unl ess required by applicable law or agreed to in witing, software

* distributed under the License is distributed on an "AS | S" BASI S,

* W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or inplied.
* See the License for the specific |anguage governing perm ssions and

* limtations under the License.

******************************************************************************/
/**

*

*/

package edu.internet2. n ddl eware. grouper. subj ;

import java.util.Collection;
inport java.util.Set;

inport edu.internet2. m ddl eware. grouper. G ouper Sessi on;
i mport edu.internet2. mddl eware. subj ect. Subj ect;

* add the ability to decorate a list of subjects with nore attributes.
* note, while you are decorating, you can check security to see if the
* groupersession is allowed to see those attributes

* @uthor nthyzer

*/
public interface SubjectCustom zer {

/**
* decorate subjects based on attributes requested
* @ar am gr ouper Sessi on
* @aram subj ects
* @aram attri but eNamesRequest ed
* @eturn the subjects if sane set, or nake a new set
*/
publ i c Set <Subj ect > decor at eSubj ect s( Gr ouper Sessi on grouper Sessi on, Set <Subj ect> subj ects, Collection<String>
at tri but eNamesRequest ed) ;

* you can edit the subjects (or replace), but you shouldnt renove them
* @ar am gr ouper Sessi on
* @aram subj ects
* @aram findSubjectsinStenNane if this is a findSubjectsinStemcall, this is the stemnanme. This is useful
* to filter when searching for subjects to add to a certain group
* @eturn the subjects if sane set, or nake a new set
*/
public Set<Subject> filterSubjects(G ouperSession grouper Sessi on, Set<Subject> subjects, String
findSubj ect sl nSt emNane) ;

Configure this in the grouper.properties:



# custoni ze subjects by inplementing this interface: edu.internet2. niddl eware. grouper. subj. Subject Custoni zer
# or extending this class: edu.internet2.m ddl eware. grouper.subj. Subj ect Cust om zer Base (reconmended)

# note the instance will be reused to nake sure it is threadsafe

subj ect s. cust omi zer. cl assNane =

Note that the filter and decorator are batched for performance reasons, which is also why this is not configured in the subject source

The filterSubjects() method is called on each SubjectFinder call. The decorateSubjects() is called when web services resolve subjects

There are two ways to protect data.

1. You can change the data to protect it, the user will see the subject, but might only see the netld instead of the name. Or it could just say (protected-data)
2. You could remove the subject from the results and the user will not know the subject exists

Here is an example of hiding names of students to users who aren't allowed to see them (note, you can still search by private information potentially,
though you will not see the result. If you want something more complex you might need a custom source, or only have public information in the search field)
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* Copyright 2012 Internet2

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in conpliance with the License.
* You may obtain a copy of the License at

* http://ww. apache. org/licenses/ LI CENSE- 2. 0

* Unless required by applicable law or agreed to in witing, software

* distributed under the License is distributed on an "AS | S" BASIS,

* W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or inplied.
* See the License for the specific | anguage governing perm ssions and

* |imtations under the License.
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package edu.internet2.m ddl eware. grouper. subj . decor at or Exanpl es;

import java.util.LinkedHashSet;
import java.util. Set;

i mport org.apache. conmons. | ang. StringUtils;

i mport edu.internet2. m ddl eware. grouper. Gr ouper Sessi on;
inport edu.internet2. m ddl eware. grouper. Menber shi pFi nder;
i nport edu.internet2. m ddl eware. grouper. nenber shi p. Menber shi pResul t;
i mport edu.internet2. m ddl ewar e. grouper. subj . Subj ect Cust omi zer;
i mport edu.internet2.m ddl eware. grouper. subj . Subj ect Cust oni zer Base;
i mport edu.internet2. mddl eware. grouper.util.G ouperUil;
i mport edu.internet2. m ddl eware. subj ect. Subj ect;
i

i nport edu.internet2. m ddl eware. subj ect. provi der. Subj ect | npl ;

/**
* filter students private information out from people who cant see them
* @ut hor ncthyzer

*/
public class SubjectCustom zer For Decor at or Test i ngHi deSt udent Dat a ext ends Subj ect Cust om zer Base {

/** student (protected data) group nane */

public static final String STUDENT_GROUP_NAME = "apps: subj ect Security: groups: student”;

/** privileged enpl oyee group nane */

public static final String PRI VILEGED EMPLOYEE_GROUP_NAME = "apps: subj ect Security: groups: privil egedEnpl oyee";

/** source id we care about */
private static final String SOURCE_ID = "jdbc";

/**
* @ee SubjectCustom zer#filterSubjects(G ouperSession, Set, String)
*/

@verride



public Set<Subject> filterSubjects(G ouperSession grouper Sessi on, Set<Subject> subjects, String
findSubj ect sl nSt enNane) {

/Inothing to do if no results
if (GouperUil.length(subjects) == 0) {
return subjects;

}

//get results in one query
Menber shi pResul t gr oupMenber shi pResult = new Menber shi pFi nder (). assi gnCheckSecurity(fal se).addG oup
( STUDENT_GROUP_NAME)
. addG oup( PRI VI LEGED_EMPLOYEE_GROUP_NAME) . addSubj ect s(subj ect s) . addSubj ect ( gr ouper Sessi on. get Subj ect ())
. findMenber shi pResul t ();

/lsee if the user is privileged
bool ean grouper Sessi onl sPrivil eged = groupMenber shi pResul t. hasG oupMenber shi p
(PRI VI LEGED_EMPLOYEE_GROUP_NAME, grouper Sessi on. get Subj ect());

/lif so, we are done, they can see stuff
if (grouperSessionlsPrivileged) {
return subjects;

}

/11 oop through the subjects and see which are students, change their nanme and description to be their
netld, with no other attributes
Set <Subj ect > results = new Li nkedHashSet <Subj ect >();
for (Subject subject : subjects) {
if (StringWils.equal s(SOURCE_I D, subject.getSourceld()) && groupMenbershi pResult. hasG oupMenbership
( STUDENT_GROUP_NAME, subject)) {
String loginid = subject.getAttributeVal ue("l oginid");
Subj ect repl acenent Subj ect = new Subj ect | npl (subj ect.getld(), loginid, l|oginid, subject.getTypeNane(),
subj ect. get Sourcel d());
resul ts. add(repl acenent Subj ect) ;

} else {
resul ts. add(subj ect);

}

}

return results;

}
}
APl access

In order to use the decorator part, you need to make an extra call to the SubjectFinder for your subjects

Subj ect Fi nder . decor at eSubj ect s( G ouper Sessi on. st ati cG ouper Sessi on(), subjects,
subj ect Attri but esFor Decor at or Set ) ;

WS access

You can use this via WS by configuring which subject attributes will trigger a call to the SubjectFinder.decorateSubjects() method in the grouper-ws.
properties:

# custom ze subjects by inplementing this interface: edu.internet2. m ddl eware. grouper. subj. Subj ect Cust oni zer
# or extending this class: edu.internet2.m ddl eware. grouper. subj. Subj ect Cust om zer Base (reconmended)

# note the instance will be reused to nake sure it is threadsafe

subj ects. custoni zer. cl assNanme = edu.internet2. m ddl ewar e. gr ouper. subj . decor at or Exanpl es.

Subj ect Cust om zer For Decor at or ExtraAttri butes

Then when the user requests certain attributes for subjects, the subject customizer will fire and can resolve the attributes. Here is an example client call:



C:\nthyzer\ grouper\trunk\grouperCient\dist> ava -jar grouperCient.jar --operation=getSubjectsW --

subj ect | ds=t est.subject.1 --subjectAttributeNames=title --outputTenplate="Index: ${index}: success: ${success},
code: ${wsSubj ect.resul t Code}, subject:"${wsSubject.id}, title: ${wsSubject.attributeVal ues[0]}$new i ne$"

I ndex: 0: success: T, code: SUCCESS, subject: test.subject.1, title: titlel

Here is the XML (POX) request:

And here is the response (the title for this subject is "title1"

<WsRest Get Subj ect sRequest >
<subj ect Attri but eNanes>
<string>title</string>
</ subj ect Attri but eNanmes>
<ws Subj ect Lookups>
<WsSubj ect Lookup>
<subj ect | d>t est . subj ect. 1</ subj ect | d>
</ WsSubj ect Lookup>
</ wsSubj ect Lookups>
</ W Rest Get Subj ect sRequest >

Example: collaboration groups

Here is an example where subjects not in collab groups are filtered from users not in that group

package edu.internet2.m ddl eware. grouper. subj ;

import java.util.LinkedHashSet ;
inport java.util.Set;

i nport org. apache. commons. col | ections. Col | ectionUtils;
i nport org.apache. commons. | ang. StringUtils;

inport edu.internet2. m ddl eware. grouper. G ouper Sessi on;

i mport edu.internet2. m ddl eware. grouper. menber shi p. G oupMenber shi pResul t;
i mport edu.internet2. m ddl eware. grouper.util.GouperUil;

i nport edu.internet2.m ddl eware. subj ect. Subj ect ;

| *x*

* filter out subjects not in the collaboration group

* @ut hor nthyzer

*

*/

public class SubjectCustom zer For Decor at or Testi ng2 ext ends Subj ect Cust oni zer Base {

/** student (protected data) group nane */
private static final String COLLAB_STEM NAME = "col | aborati on: col | abG oups";

/** privileged enpl oyee group name */
private static final String PRI VILEGED ADM N_GROUP_NAME = "col | aboration: etc: privil egedAdm n";

/** source id we care about */
private static final String SOURCE_ID = "jdbc";

/**
* @ee SubjectCustonizer#filterSubjects(G ouperSession, Set)
*/

@verride

public Set<Subject> filterSubjects(G ouperSession grouper Sessi on, Set<Subject> subjects) {

//nothing to do if no results
if (GouperUil.length(subjects) == 0) {
return subjects;



}

//get results in one query
G oupMenber shi pResul t groupMenber shi pResult = cal cul at eMenber shi psl nSt ens( subj ect s,
I ncl udeGr ouper Sessi onSubj ect . TRUE,
GrouperUtil.toSet (PR VILEGED ADM N_GROUP_NAME), GrouperUtil.toSet ( COLLAB_STEM NAME));

/lsee if the user is privileged
bool ean grouper Sessi onl sPrivil eged = groupMenber shi pResul t. hasMenber shi p( PRI VI LEGED_ADM N_GROUP_NAME,
grouper Sessi on. get Subj ect());

/lif so, we are done, they can see stuff
if (grouperSessionlsPrivileged) { return subjects; }

//get the group names that the grouper session subject is in
Set <String> grouper Sessi onG oupNanmes = groupMenber shi pResul t. gr oupNanes| nSt en( gr ouper Sessi on. get Subj ect (),
COLLAB_STEM NAME) ;

/11 oop through the subjects and see which collab groups the users are in
Set <Subj ect > results = new Li nkedHashSet <Subj ect >();
for (Subject subject : subjects) {
//only protect one source
if (!StringUils.equal s(SOURCE_I D, subject.getSourceld())) {
resul ts. add(subj ect);
} else {
Set <String> subj ect G oupNanes = groupMenber shi pResul t. groupNanmes| nSt en{subj ect, COLLAB_STEM NAME) ;
if (CollectionUils.containsAny(grouper Sessi onG oupNanmes, subject G oupNanes)) {
resul ts. add(subj ect);
}
}
}
return results;

}

Example: hide student data to most users

Here is an example where student data is hidden to most users

package edu.internet2.m ddl ewar e. grouper. subj . decor at or Exanpl es;

import java.util.LinkedHashSet ;
inport java.util.Set;

i mport org.apache. commons. | ang. StringUtils;

i mport edu.internet2. m ddl eware. grouper. Grouper Sessi on;

i mport edu.internet2. m ddl ewar e. gr ouper . Menber shi pFi nder;

i nport edu.internet2. m ddl eware. grouper. nenber shi p. Menber shi pResul t;
i mport edu.internet2. m ddl eware. grouper. subj . Subj ect Cust om zer;

i mport edu.internet2. m ddl eware. grouper. subj . Subj ect Cust oni zer Base;
i nport edu.internet2.m ddl eware. grouper.util.G ouperUil;

i mport edu.internet2. m ddl eware. subj ect. Subj ect;

inport edu.internet2. m ddl eware. subj ect. provi der. Subj ect | npl ;

/**

* filter students private information out from people who cant see them

* @ut hor nthyzer

*

*/

public class SubjectCustom zer For Decor at or Test i ngHi deSt udent Dat a ext ends Subj ect Cust om zer Base {

/** student (protected data) group nane */
public static final String STUDENT_GROUP_NAME = "apps: subj ect Security: groups: student”;
/** privileged enpl oyee group nane */



public static final String PRI VILEGED EMPLOYEE_GROUP_NAME = "apps: subj ect Security: groups: privil egedEnpl oyee";

/** source id we care about */
private static final String SOURCE_ID = "jdbc";

/**
* @ee SubjectCustomni zer#filterSubjects(G ouperSession, Set, String)
*/

@verride

public Set<Subject> filterSubjects(G ouperSession grouper Sessi on, Set<Subject> subjects, String
findSubj ect sl nSt enNane) {

/Inothing to do if no results
if (Gouperltil.length(subjects) == 0) {
return subjects;

}

//get results in one query
Menber shi pResul t groupMenber shi pResult = new Menber shi pFi nder (). assi gnCheckSecurity(fal se).addG oup
( STUDENT_GROUP_NAME)
. addG oup( PRI VI LEGED_EMPLOYEE_GROUP_NAME) . addSubj ect s(subj ect s) . addSubj ect ( gr ouper Sessi on. get Subj ect ())
. fi ndMenber shi pResul t ();

/lsee if the user is privileged
bool ean grouper Sessi onl sPrivil eged = groupMenber shi pResul t. hasG oupMenber shi p
(PRI VI LEGED_EMPLOYEE_GROUP_NAME, grouper Sessi on. get Subj ect());

/1if so, we are done, they can see stuff
if (grouperSessionlsPrivileged) { return subjects; }

/11 oop through the subjects and see which are students, change their nanme and description to be their
netld, with no other attributes
Set <Subj ect > results = new Li nkedHashSet <Subj ect >();
for (Subject subject : subjects) {
if (StringUils.equal s(SOURCE_I D, subject.getSourceld()) && groupMenbershi pResul t. hasG oupMenbership
( STUDENT_GROUP_NAME, subject)) {
String loginid = subject.getAttributeVal ue("loginid");
Subj ect repl acenent Subj ect = new Subj ect| npl (subj ect.getld(), loginid, |oginid, subject.getTypeNane(),
subj ect. get Sourcel d());
resul ts. add(repl acenent Subj ect) ;
} else {
resul ts. add(subj ect);
}
}
return results;
}
}

Example: securely protect extra subject attributes based on Grouper permissions

This example has extra subject attributes (title and major) protected by Grouper permissions. This is an extra call, not populated by default, for
performance reasons (note the WS examples above, they use this implementation)

package edu.internet?2. ni ddl eware. grouper. subj . decor at or Exanpl es;

inport java.util.Arraylist;
inmport java.util.Collection;
import java.util.HashMap;
inport java.util.HashSet;
import java.util.LinkedHashSet;
inport java.util.List;

inport java.util.Mp;

import java.util. Set;

i mport org.apache. commons. | ang. StringUtils;

i nport edu.internet2. m ddl eware. grouper. G ouper Sessi on;
i mport edu.internet2. m ddl eware. grouper. Menber shi pFi nder;



i nport edu.internet2. m ddl eware. grouper. Stem

i
i mport edu.internet2. m ddl eware. grouper. St enfFi nder;
i mport edu.internet?2.niddl eware. grouper. Stem Scope;
i mport edu.internet2. m ddl eware. grouper.exception. G ouper Sessi onExcepti on;
i mport edu.internet2. m ddl eware. grouper. hibernate. H bUils;
i mport edu.internet2. m ddl eware. grouper. hi ber nat e. H ber nat eSessi on;
i mport edu.internet2. m ddl eware. grouper. n sc. G ouper Sessi onHandl er;
i mport edu.internet2.nm ddl ewar e. grouper. pern ssions. Perm ssi onFi nder;
i nport edu.internet2. m ddl eware. grouper. perni ssions. Perni ssionResul t;
i mport edu.internet2. m ddl eware. grouper. subj . Subj ect Cust om zer;
i mport edu.internet2.nm ddl eware. grouper. subj . Subj ect Cust oni zer Base;
i mport edu.internet2. mddl eware. grouper.util.G ouperUil;
i mport edu.internet2. mddl eware. subj ect. Subj ect;
inport edu.internet2. m ddl eware. subj ect. provider. Subj ect | npl ;
/**

* add attributes securely to the subject
* @ut hor ncthyzer

*
*/
public class SubjectCustom zer For Decorat or ExtraAttri butes extends Subject Custom zer Base {

/** stem nanme of the perm ssion resources which represent colums in the attribute table */
public static final String PERM SSI ONS_STEM NAMVE = "subj ectAttri butes: perm ssi ons: col unmNanes";

/** privileged enpl oyee group nane */
public static final String PRI VILEGED ADM N_GROUP_NAME = "etc: privil egedAdm n";

/** source id we care about */
private static final String SOURCE_ID = "jdbc";

/** subj ect Attributes: perm ssions */
public static final String SUBJECT_ATTRI BUTES_PERM SSI ONS_ATTRI BUTE_DEF = "subj ect Attri butes: perm ssi ons";

/**
* @ee Subj ect Custoni zer #decor at eSubj ect s( G ouper Sessi on, Set, Collection)
*/
@verride
publ i c Set <Subj ect > decor at eSubj ect s( G- ouper Sessi on gr ouper Sessi on,
final Set<Subject> subjects, final Collection<String> attributeNamesRequested) {

//nothing to do if no results or no attributes
if (GouperUtil.length(subjects) == 0 || GouperUil.length(attributeNamesRequested) == 0) {
return subjects;

}
final Subject subjectChecking = grouper Session. get Subj ect();

//do all this as adnmin
G ouper Sessi on. cal | backGr ouper Sessi on( gr ouper Sessi on. i nt er nal _get Root Sessi on(), new G ouper Sessi onHandl er ()

public Object call back(G ouper Session theG ouper Sessi on) throws G ouper Sessi onException {

//see if admin
bool ean i sAdmin = new Menber shi pFi nder (). assi gnCheckSecurity(false).addG oup
(PRI'VI LEGED_ADM N_GROUP_NAME)
. addSubj ect ( subj ect Checki ng) . hasMenber shi p();

//see which attributes the user has access to based on perm ssions
Permi ssi onResult permissionResult = null;

/lonly need to check permissions if not admin
if (VisAdnmin) {

St em perm ssi onsStem = St enfi nder. fi ndByNane(t heG ouper Sessi on, PERM SSI ONS_STEM NAME, true);
perm ssionResult = new Perm ssionFi nder (). addAction("read"). addPer m ssi onDef

( SUBJECT_ATTRI BUTES_PERM SSI ONS_ATTRI BUTE_DEF)
. addSubj ect ( subj ect Checki ng) . assi gnPer m ssi onNaneFol der ( per m ssi onsSt em



. assi gnPer ni ssi onNaneFol der Scope( Scope. ONE) . fi ndPer mi ssi onResul t () ;

}

//see which colums the user can see
Set <String> columsSet = isAdmin ? new HashSet<String>(attributeNanesRequest ed)
perm ssi onResul t. per m ssi onNaneExt ensi ons() ;

/lintersect the colums the user can see with the ones requested
columsSet . retai nAll (attri but eNanesRequest ed) ;

if (GouperUil.length(columsSet) == 0) {
return null;

}

Li st<String> colums = new ArrayList<String>(columsSet);
Li st <Subj ect > subj ectLi st = new Arrayli st <Subj ect >(subj ects);

int batchSize = 180;
int nunber Of Bat ches = G ouper Uil . batchNunmber Of Bat ches(subj ectLi st, batchSi ze);

subj ects. clear();

/I batch these since you dont know if there will be nore than 180 to resolve
for (int i=0; i<nunberOfBatches; i++) {

Li st <Subj ect > subj ectsBatch = GrouperUtil.batchLi st (subjectList, batchSize, i);

//get the list of subject ids
Set <String> subjectlds = new Li nkedHashSet <String>();
for (Subject subject : subjectsBatch) {
if (StringUils.equal s(SOURCE_I D, subject.getSourceld())) {
subj ect 1 ds. add(subj ect.getld());
}
}

//get the results of these colums for these subjects (by id)

!/ make query

StringBuilder sql = new StringBuilder("select subject_id, ");
sql . append( G ouper Util.join(colums.iterator(), ','));

sql . append(" fromtestgrouper_subj_attr where subject_id in( ");
sqgl . append(H bW il s. convertTol nC auseFor Sql St ati c(subjectlds));
sql . append(")");

//get the results fromthe DB
Li st<String[]> dbResults = HibernateSession.bySql Static().listSelect(String[].class, sqgl.toString(),
GrouperUtil.toListCbject(subjectlds.toArray()));

/lindex the results by id of row
Map<String, String[]> dbResultLookup = new HashMap<String, String[]>();

Set <String> subj ectldsRel ated = new HashSet <String>();
for(String[] row: dbResults) {

dbResul t Lookup. put (row 0], row);
subj ect | dsRel at ed. add(row{ 0] ) ;

}
{
//copy over the subjects since we need new objects. ..
for (Subject subject : subjectsBatch) {
//if it is a subject inpl or doesnt have new attributes, we are all good...
if (StringWils.equal s("jdbc", subject.getSourceld()) && subjectldsRel ated. contai ns(subject.
get1d())) {

if (!(subject instanceof Subjectlnpl)) {
subj ect = new Subj ect | npl (subj ect.getld(), subject.getNanme(),
subj ect . get Description(), subject.getTypeName(), subject.getSourceld(),
subj ect. get Attri butes(false));



}
String[] row = dbResul t Lookup. get (subj ect.getld());
//shoul dnt be null at this point
if (row!=null) {
/1100k through the attributes
for (int j=0;j<colums.size();j++) {

//add one to row index since first is id. add if null or not, we need the attribute set
String col umNane = col ums. get(j);
String value = rowj +1];

//this should return a nodifiable map of attributes for us to work with
subj ect. get Attri butes(fal se). put(col umNane, G ouperUtil.toSet(value));
}
}
}

subj ects. add(subj ect);

}

return null;

}
1)

return subjects;
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