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1 Introduction

This specification defines a set of related profiles of SAML 1.1 and additional messages and protocols that
make up the Shibboleth architecture. It is functionally a superset of the SAML 1.1 web browser single
sign-on and attribute exchange mechanisms that incorporates additional profiles for user privacy and
service-provider-first access.

Unless specifically noted, nothing in this document should be taken to conflict with the SAML 1.1
specification, or any bindings and profiles referenced within it. Readers are advised to familiarize
themselves with that specification first.

1.1 Notation

This specification uses normative text to describe the use of SAML 1.1 and additional SAML profiles.

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as
described in [RFC 2119]:

...they MUST only be used where it is actually recuiifer interoperation or to limit behavior
which has potential for causing harm (e.g., lingitretransmissions)...

These keywords are thus capitalized when used to unambiguously specify requirements over protocol and
application features and behavior that affect the interoperability and security of implementations. When
these words are not capitalized, they are meant in their natural-language sense.

Li stings of XML schemas appear |ike this.

Exanpl e code |istings appear |ike this.

Conventional XML namespace prefixes are used throughout the listings in this specification to stand for
their respective namespaces as follows, whether or not a namespace declaration is present in the
example:

» The prefix sam : stands for the SAML 1.1 assertion namespace,
urn: oasi s: nanes:tc: SAM.: 1. 0: assertion

* The prefix sam p: stands for the SAML 1.1 request-response protocol namespace,
urn: oasi s: nanmes:tc: SAM.: 1. 0: pr ot ocol

e The prefix nd: stands for the SAML 2.0 metadata namespace,
urn:oasi s: nanes: tc: SAM.: 2. 0: net adat a

e The prefix ds: stands for the W3C XML Signature namespace,
htt p: // www. w3. or g/ 2000/ 09/ xm dsi g#

* The prefix xsd: stands for the W3C XML Schema namespace,
htt p: // ww. w3. or g/ 2001/ XM_Scherma
in example listings. In schema listings, this is the default namespace and no prefix is shown.

This specification uses the following typographical conventions in text: <SAMLElI enent >,
<ns: For ei gnEl ement >, Attri but e, Datatype , & her Code.
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2 Architectural Overview

Broadly speaking, the Shibboleth architecture defines a set of interactions between an identity provider
and a service provider to facilitate web browser single sign-on and attribute exchange.

Previous versions of this specification and the SAML 1.1 specification variously refer to these roles of
identity provider and service provider as "source site" or "origin" and "destination site" or "target". This
specification adopts terminology used within the Liberty ID-FF specification [LibertyProt] and the draft
SAML 2.0 specification [SAML2Gloss].

An additional, optional component called a WAYF service acts independently as a possible means of
identity provider discovery. The role of the WAYF can be, and often is, taken on by a service provider
itself.

2.1 Single Sign-On Overview

The following sequence diagram illustrates the set of required and optional interactions when using the
Browser/POST profile. The Browser/Artifact profile replaces step 5 below with an artifact issued to the
service provider followed by a SAML request/response exchange between the service provider and
identity provider. See [SAMLBInd] for detailed descriptions of both profiles.

Dashed lines and boxes represent optional behavior.

User Agent Service Provider WAYF Service Identity Provider

1. User Agent attempts to access some resource
at the Service Provider

—_— —_ = = = —

2. Shibboleth Authentication Request issued by Service
Provider to WAYF Service or Identity Provider

- —

_— — — — —_— —_—  —_— | —_— —_— —_— —_  —_— ] — — — = —

3. If WAYF used, then User Agent selects Identity Provide, to which Authentication Request is redirected

[ It on —

_—————————————————>

~_ 4. |dentity Provider identifies Principal (methods vary, detaLIs not shown)

-

\ 4

5. <sanl p: Response> message issued by Identity Provider to Service Provider, and MAY contain SAML attributes

[
|

6. Service Provider sends <san p: At t ri but eQuer y> to Identity Provider

— — — — —>
7. |dentity Provider returns <sam : Asser t i op> to Service Provider
8. Based on the Identity Provider's assertion(s)
identifying the Principal, the Service Provider either
returns the resource or an (HTTP) error
\J \ \j \j
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128 1. HTTP Request to Service Provider

129 In step 1, the principal, via an HTTP user agent, makes an HTTP request for a secured resource
130 at the service provider without a security context.

131 2. Authentication Request issued by Service Provider to WAYF or Identity Provider

132 In step 2, the service provider issues an authentication request and redirects the user agent to
133 either a WAYF or directly to an identity provider. A WAYF is typically used if the service provider
134 wants to delegate the job of identity provider discovery and is working with a sufficiently

135 constrained set of identity providers.

136 3. WAYF redirects Authentication Request to selected Identity Provider

137 If a WAYF is used in step 2, then it interacts via unspecified means with the user agent to select
138 an identity provider to which to redirect the user agent with the service provider's authentication
139 request.

140 4. ldentity Provider identifies Principal

141 In step 4, the principal is identified by the identity provider by some means outside the scope of
142 this specification. This may require a new act of authentication, or it may reuse an existing

143 authenticated session.

144 5. ldentity Provider issues <samlp:Response> or SAML Artifact(s) to Service Provider

145 In step 5, the identity provider issues a SAML response message or one or more SAML artifacts
146 to be delivered by the user agent to the service provider. Either the SAML 1.1 Browser/POST
147 profile or Browser/Artifact profile may be used. If the Browser/POST profile is used, then either
148 one or more assertions (or an error response) is passed directly through the user agent to the
149 service provider. If the Browser/Artifact profile is used, then one or more SAML artifacts are
150 passed through the user agent to the service provider, at which point the service provider

151 communicates directly with the identity provider to resolve the artifact(s) into assertions.

152 6. Service Provider sends Attribute Query to Identit vy Provider

153 In step 6, the service provider optionally uses the subject of the authentication assertion it
154 received in step 5 to send a <sam p: At tri but eQuer y> (inside a SAML request message) to
155 an attribute authority associated with the identity provider.

156 7. ldentity Provider returns SAML Assertion to Servi ce Provider

157 In step 7, the attribute authority associated with the identity provider processes the
158 <sam p: Attri but eQuer y> and returns a SAML response message, possibly containing one
159 or more assertions containing attributes that apply to the principal.

160 8. Service Provider grants or denies access to Princ  ipal

161 In step 8, the service provider responds to the principal's user agent with an error, or establishes
162 its own security context for the principal and returns the requested resource.

163  Note that an identity provider can initiate this sequence at step 5 and issue an unsolicited SAML response
164 message or SAML artifact(s) to a service provider without the preceding steps.

165 2.2 ldentity Provider

166  An identity provider is an entity that authenticates principals and produces assertions of authentication and
167  attribute information in accordance with [SAMLCore] and the SAML Browser/POST or Browser/Artifact
168  profiles in [SAMLBInd]. It consists of functional components drawn from the SAML domain model, an

9  draft-mace-shibboleth-arch-protocols-09 28 February 2005
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authentication authority and an attribute authority, along with an inter-site transfer service, defined by the
Browser profiles, and a single sign-on service, defined by this specification. Note that physically, the single
sign-on service and inter-site transfer service MAY be the same location.

Each identity provider MUST be assigned a unique identifier, or providerld. The identifier MUST be a URI
[RFC 2396] of no more than 1024 characters. Use of an "https" URL for this purpose may be
advantageous for metadata publication (see section 3.4).

2.2.1 Authentication Authority

The authentication authority is a SAML-defined service that issues authentication assertions about
principals to relying parties (service providers, in the case of Shibboleth). Shibboleth does not specify how
authentication of principals should be performed; the authority works with the principal's authentication
service so that assertions about the authentication event are issued.

The only specifically defined use of an authentication assertion in Shibboleth is in accordance with the
Browser/POST and Browser/Artifact profiles. As a result, the authentication authority is NOT REQUIRED
to process SAML <saml p: Request > messages containing <sam p: Aut hent i cat i onQuery> or
<sanl : Asserti onl DRef er ence> elements, but MAY choose to do so. Also note that the
Browser/POST and Browser/Artifact profiles do not specifically require the authentication authority to
remember the assertions that it issues over an extended period of time, though this is also permitted.

2.2.2 Attribute Authority

The attribute authority is a SAML-defined service that supports a SAML protocol binding and the
processing of SAML <sanm p: Request > messages containing the <sam p: Attri but eQuery>
element. This service issues attribute assertions to service providers in a mutually authenticated fashion.
Implementations typically rely on SSL/TLS [RFC 2246] or SAML message signatures to mutually
authenticate the exchange.

Shibboleth additionally requires that control of attribute release to service providers be available to both
administrators and principals. Therefore, a Shibboleth attribute authority MUST have the ability to
authenticate requests and MUST implement some form of access control governing the release of
specific attributes and values belonging to specific principals to specific requesting service providers.
Subject to that constraint, any access control mechanism may be supported.

A Shibboleth attribute authority MAY implement support for <saml : Subj ect Confi r mat i on> when
processing queries, but is NOT REQUIRED to do so. That is, it MAY return errors when presented with
queries containing unsupported confirmation methods or when asked to produce assertions containing
them.

Finally, a Shibboleth attribute authority MUST support the attribute exchange profile described in section
3.2.

2.2.3 Single Sign-On Service

A single sign-on (SSO) service is an HTTP resource controlled by the identity provider that receives and
processes authentication requests sent through the browser from service providers. The SSO service
initiates the authentication process, eventually redirecting the browser to the inter-site transfer service.

The SSO service is a Shibboleth-specific service that is not defined by SAML 1.1. It supports a normative
protocol to initiate SSO by a service provider, which SAML 1.1 does not define.

An identity provider may expose any number of SSO service endpoints. Each endpoint SHOULD be
protected by SSL/TLS [RFC 2246].
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2.2.4 Inter-Site Transfer Service

An inter-site transfer service is an HTTP resource controlled by the identity provider that interacts with the
authentication authority to issue HTTP responses to the principal's browser adhering to the SAML
Browser/POST or Browser/Artifact profiles.

In the case of the Browser/POST profile, the HTTP response contains the form controls necessary to
transmit an authentication assertion inside a digitally signed <sanl p: Response> message to a service
provider's assertion consumer service.

In the case of the Browser/Artifact profile, the HTTP response contains a Locat i on header redirecting
the browser to a service provider's assertion consumer service. The redirection URL contains one or more
URL-encoded SAML artifacts.

The inter-site transfer service and the SSO service MAY be located at the same HTTP endpoint.

2.2.5 Artifact Resolution Service

An artifact resolution service is a SAML protocol binding endpoint controlled by the identity provider that
receives requests from a service provider to resolve a SAML artifact into the corresponding assertion in
accordance with the Browser/Artifact profile.

The service supports the processing of SAML <samnl p: Request > messages containing
<sam p: Asserti onArti fact > elements. Implementations of this service MUST provide for mutual
authentication, typically relying on SSL/TLS [RFC 2246] or SAML message signatures.

2.3 Service Provider

A service provider is an entity that provides a web-based service, application, or resource subject to
authorization or customization on the basis of a security context established by means of the SAML
Browser/POST or Browser/Artifact profiles. It consists of one or more assertion consumer services,
defined by the browser profiles, and may include an attribute requester.

Note: Previous versions of this specification referred to these components as the
"SHIRE" and "SHAR", respectively.

Each service provider MUST be assigned a unique identifier, or providerld. The identifier MUST be a URI
[RFC 2396] of no more than 1024 characters. Use of an "https" URL for this purpose may be
advantageous for metadata publication (see section 3.4).

2.3.1 Assertion Consumer Service

An assertion consumer service is an HTTP resource controlled by the service provider that processes
form submissions adhering to the SAML Browser/POST profile or HTTP GET requests adhering to the
SAML Browser/Artifact profile to establish a new security context for a principal. Assuming this is
successful, it eventually redirects the user agent to a resource hosted by the service provider.

Note: [SAMLBInd] refers to an assertion consumer service that supports the
Browser/Artifact profile as an artifact receiver service, but they are treated as equivalent in
this specification.

A service provider may expose any number of assertion consumer service endpoints. Each endpoint
SHOULD be protected by SSL/TLS [RFC 2246].
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2.3.2 Attribute Requester

Shibboleth supplements the SAML browser profiles with an out-of-band attribute exchange. A service
provider MAY utilize a SAML protocol binding to send SAML <sam p: Request > messages containing
the <sanl p: Attri but eQuer y> element to attribute authorities and process the resulting attribute
assertions. Implementations MUST provide for mutual authentication of the exchange, typically rely on
SSL/TLS [RFC 2246] or SAML message signatures.

Note that in some environments where privacy is not required, a well-known principal identifier might be
communicated in the authentication assertion. This may be done to make the exchange of attributes
optional, or to support a non-SAML mechanism such as LDAP to obtain additional information. Also, the
authentication assertion MAY itself include <saml : At t ri but eSt at ement > elements (or be
accompanied by additional assertions that do).

A Shibboleth attribute requester MAY implement support for <sam : Subj ect Conf i r mat i on> when
submitting queries and processing assertions, but is NOT REQUIRED to do so. That is, it MAY reject
assertions containing unsupported confirmation methods.

2.4 WAYF

A WAYF, or "Where are you from?", service is an optional, centralized mechanism for interactively
determining a principal's identity provider. A service provider in general has no means to determine this
without asking the principal or deriving the information through some user agent interaction. The WAYF is
a means for service providers to collectively delegate this step to a separate entity. Service providers are
NOT REQUIRED to utilize a WAYF.

A WAYF service MUST support the Shibboleth Authentication Request profile defined in section 3.1.1.
This is the same profile supported by an identity provider's SSO service. The WAYF acts as a proxy for a
service provider and relays the authentication request from the service provider to the SSO service of the
selected identity provider.

A WAYF service is free to interact with the principal's user agent in whatever manner it deems appropriate
to determine the identity provider to which to relay the authentication request. This includes, but is not
limited to, presenting lists, a search interface, heuristics based on client characteristics, etc. A WAYF
service SHOULD provide some means for the user agent to cache the user's selection, perhaps using
HTTP cookies, but SHOULD also provide reasonable means for the user to change the selection in the
future.
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3 Protocols and Profiles

This section defines the message exchanges required of Shibboleth implementations (primarily defined by
SAML 1.1), and additional profiles governing the behavior of Shibboleth components.

3.1 Authentication Request and Response Profiles

To establish a security context at a service provider, Shibboleth combines an Authentication Request
profile defined in this specification with the SAML 1.1 Browser/POST or Browser/Artifact profiles
[SAMLBINnd]. An identity provider MAY initiate this process without an authentication request by directing
the principal's user agent through unspecified means to its inter-site transfer service with sufficient
information to create the proper HTTP response.

3.1.1 Authentication Request Profile

A Shibboleth authentication request is a URL-encoded message sent from a service provider (or another
entity on its behalf, such as a WAYF service) to an identity provider's single sign-on service endpoint using
the principal's user agent. Any means of causing the user agent to access the SSO service endpoint can
be used; typically an HTTP redirect is used subsequent to the user agent accessing a secured resource
without a valid security context.

3.1.1.1 Required Information

Identification: urn:mace:shibboleth:1.0:profiles:AuthnRequest
Contact Information: shibboleth-dev@internet2.edu
Description: Given below.

Updates: All earlier technical definitions of the Shibboleth authentication request format

3.1.1.2 Message Format and Transmission

The HTTP request to the identity provider's SSO service endpoint MUST use the GET method and MUST
contain the following URL-encoded query string parameters:

providerld
The unique identifier of the requesting service provider

shire
The assertion consumer service endpoint at the service provider to which to deliver the
authentication response

tar get

Returned by the identity provider in the TARGET form control or query string of the
authentication response, it MAY be the URL of a resource accessed at the service
provider

The query string MAY contain the following optional parameter:

tinme
The current time, in seconds elapsed since midnight, January 1%, 1970, as a string of up
to 10 basel0 digits
draft-mace-shibboleth-arch-protocols-09 28 February 2005
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A WAYF service MUST relay the parameters that it receives from a service provider unchanged to the
identity provider that is ultimately selected, except that it MUST replace the t i me parameter (if present)
with a value generated at the time the user agent is redirected to the identity provider's SSO service.

3.1.1.3 Processing Rules

The SSO service endpoint MUST process the supplied request and either return an error response to the
user agent or attempt to fulfill the request by eventually redirecting the user agent to the inter-site transfer
service (assuming such a redirect is necessary).

If an error occurs, the identity provider MAY return a <sanl p: Response> in accordance with the
Browser/POST profile that contains a <sani p: St at us> element with a Val ue other than

sam p: Success. If the service provider only supports the use of the Browser/Artifact profile, then it is not
possible to return an error indication as the Browser/Artifact profile assumes that any artifact supplied
references an actual assertion. (The base SAML profiles presume successful authentication because they
are identity-provider-first profiles.)

When using the Browser/POST profile, the shi r e parameter is used as the value of the ACTI ON attribute
in the HTML form in the HTTP response returned by the inter-site transfer service, and is also the value
placed in the Reci pi ent attribute of the <sanl p: Response> element encoded into the SAMLResponse
form control. The t ar get parameter MUST be used as the value of the TARGET form control whether or
not an error has occurred.

When using the Browser/Artifact profile, the shi r e parameter is used as the URL prefix in the Locat i on
header in the HTTP redirect response returned by the inter-site transfer service. The t ar get parameter
MUST be used as the value of the TARGET query string parameter whether or not an error has occurred.

The pr ovi der | d parameter MAY be used by the identity provider to customize the processing of the
request based on its knowledge of or relationship with the service provider. Such customization might
include, but is not limited to, the format of the principal's identifier to be returned in the assertion(s), the
credential to use while signing the <sam p: Response> message, and the set of attributes to include with
the authentication assertion, if any.

Note that if the service provider's identity is used as input to processing the request (which is almost
always the case), then the identity provider MUST have some means to establish that the assertion
consumer service endpoint in the shi r e parameter is in fact associated with the requesting service
provider. Any mechanism to establish this relationship MAY be used, but some mechanism MUST be
used unless the data in the authentication response is invariant with respect to the requesting service
provider. The metadata profile described in section 3.4 is RECOMMENDED for this purpose.

Metadata MAY be used to determine the profile to use in returning the authentication response to the
service provider. If an <nd: Asser ti onConsuner Ser vi ce> element in metadata with a Locat i on
attribute corresponding to the shi r e parameter indicates support for only one of the response profiles
(via the Bi ndi ng attribute), then the identity provider MUST use this profile when returning the
authentication response. If it cannot or will not use this profile, then the identity provider MUST return an
error message to the user agent.

Finally, the t i me parameter MAY be used as an indicator of the freshness of the request so that replayed
requests, such as might be triggered by navigation of a user agent's history list, can be detected. The
parameter MUST NOT be used as part of any security measures.

3.1.1.4 Example

https://idp. exanpl e. or g/ SSO?shi r e=ht t ps¥BAYRFY%2Fsp. exanpl e. con¥2FShi bbol et h. shi re&
tar get =ht t psYBAYRFYR2Fsp. exanpl e. con®2Fcgi - bi n9%2Fcool st uff. cgi & i ne=1050540300&
provi der | d=ht t ps¥8AY2F%2Fsp. exanpl e. cont2Fshi bbol et h%2F
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3.1.2 Browser/POST Authentication Response Profile

When the Browser/POST profile is used to respond to the service provider, a signed SAML response
containing an authentication assertion is delivered directly to the service provider in a form POST
operation. The format of the SAML response and the associated processing rules are defined primarily by
the SAML Browser/POST profile in [SAMLBInd].

An identity provider MAY send a response without having received an authentication request; in such a
case, the TARGET form control MUST contain a value expected to be understood by the service provider.
In most cases, this SHOULD be the URL of a resource to be accessed at the service provider, but MAY
contain other values by prior agreement.

Note that the identity provider MAY supply attributes within the <samnl p: Response> message, at its
discretion (this is implicitly permitted by the Browser/POST profile). However, see section 4.1.1 for
additional considerations in doing so. The Browser/Artifact profile may be more suitable in such cases.

As an additional constraint, the | ssuer attribute of any assertions included MUST be set to the unique
identifier of the identity provider issuing the assertion.

Finally, any assertions included SHOULD contain a <sanl : Audi enceRestri cti onCondi ti on> with
at least one <sam : Audi ence> element containing the unique identifier of the service provider.

3.1.2.1 Example

The example below shows XML that might be base64-encoded into the SAM_Response form control.

<saml p: Response
xm ns: sam p="urn: oasi s: names: t c: SAM.: 1. O: pr ot ocol "
I ssuel nst ant =" 2003- 04- 17T00: 46: 022"
Maj or Ver si on="1" M nor Ver si on="1"
Reci pi ent ="ht t ps: // sp. exanpl e. coni Shi bbol et h. shi re"
Responsel D="_¢c7055387- af 61- 4f ce- 8098- €2927324b306" >
<ds: Signature xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<ds: Si gnedl nf 0>
<ds: Canoni cal i zat i onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc- cl4n#"/ >
<ds: Si gnat ur eMet hod
Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#r sa- shal"/ >
<ds: Ref erence URI ="#_c7055387- af 61- 4f ce- 8b98- €2927324b306" >
<ds: Tr ansf or ns>
<ds: Transform
Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#envel oped- si gnat ure"/ >
<ds: Transform Al gorithm="http://ww. w3. or g/ 2001/ 10/ xm - exc- c14n#" >
<l ncl usi veNamespaces Prefi xLi st="#default saml sam p ds xsd xsi"
xm ns="http://ww. W3. or g/ 2001/ 10/ xml - exc- c14n#"/ >
</ ds: Tr ansf or n»
</ ds: Tr ansf or ns>
<ds: Di gest Met hod Al gorithm="http://wwmv. w3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>TCDVSuGsgr hyHbzhQ-WFz G x| PE=</ ds: Di gest Val ue>
</ ds: Ref er ence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>
x/ GyPbznFEe85pCGD3claXFAVspb9VIj GO we RCKr t wPS6vdVNCe Y51 HaFPYWk T +5
El YcPzx+pX1h43Smwi CgXRj Rt MANVWHLhWApt aK1ywS7gFgsD01qgj yen3CP+nB8D
wevKhagl edl OBYyr | zb4KkHO4ahNy BVXbJwgv5pUaE4=
</ ds: Si gnat ur eVal ue>
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certi fi cat e>
M | Cyj CCAj OgAw BAgl CAnUWDQYJKoZI hvc NAQEEBQAWgakx Cz AJBgNVBAYTAI VT
MRl WEAYDVQQ Ewl XaXN b25zaWx EDAOBgNVBAcTB01hZd zb24x1 DAeBgNVBAOT
F1VuaXZl cnNpdHkgb2YgV2l zY29uc2l uMsswKQYDVQQLEyJEaXZpc2l vbi BvZi BJ
brmzvcnilhdG vbi BUZWNobnBsb2d5MsUM wYDVQQDEX X! RVBLSSBTZXJ2ZXI gQOEg
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LSOgM AwM A3MDFBVBAXDTAy MDcyNj A3M ¢ 1MVoXDTA2MVDkWNDA3M ¢1M/owgYsx
Cz AJBgNVBAYTAI VTVREWDWYDVQQ EwhNaWNoaWihbj ESMBAGALUEBX M QABul EFy
YDy MUWDAYDVQOKEWVVQO FJ RDEC MBo GALUEAX MTc 2hpYj EuaWs0ZXJ uZXQy Lk
dTEnMCUGCSqGSI h3DQEJARYYcnmBvdEBzad i MS5pbnRI cnbl dDI uZWRIM Gf MAOG
CSqGSI b3DQEBAQUAA4AGNADCBI QKBgQDZSAb2sxvhAXnXVI VTx8vuRay +x50z7GJj
| HRYQy! v6l qaG304eTcyVMhoek EOb45Qgv Bl aOAPSZBI 13R6+KYi E7X4XAW r CP+
c2MzVeXeTgV3Yz+USLg2Ylon+Jh4Hxwk PFnZBct y Xi Ur 6DxF8r voPOW Q271 hRj E
pngO f GTWQ DAQABoX OWGz AVBgNVHRVBAF 8EA] AAMAS GA1 Ud DWQEAW FoDANBgkq
hki GAWOBAQQFAAOBg QBf DQEWHA 3j qBQHI Bzhuj N/ Pi zdN7s/ z4D5d3ppt WDJf 2n
qgi 71 FV6MDkhniTvTgBt j m\k3No7v/ dnP6Hr 7wHxv CCRwubnm f Z6QZAv2FU78pLX
81 3bsbnRAUg4UP9hH6 ABVQ4KQKMKNxulxQxLhpR1lyl GPdi owmVNTr EGBc Cx 3w/ w==
</ ds: X509Certi ficat e>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ ds: Si gnat ure>
<sanl p: St at us><sanl p: St at usCode Val ue="sanl p: Success"/ ></ sanl p: St at us>
<sanl : Assertion
xm ns: sam ="urn: oasi s: nanes: tc: SAML: 1. 0: assertion"
Assertionl D="_a75adf 55- 01d7- 40cc- 929f - dbd8372ebdf c"
| ssuel nst ant =" 2003- 04- 17T00: 46: 022"
I ssuer="https://idp. exanpl e. or g/ shi bbol et h" >
<sanl : Condi ti ons
Not Bef or e="2003- 04- 17T00: 46: 022"
Not OnOr Af t er =" 2003- 04- 17T00: 51: 027" >
<sanl : Audi enceRestri cti onCondi ti on>
<sanl : Audi ence>htt p://sp. exanpl e. coni shi bbol et h</ sanl : Audi ence>
</ sam : Audi enceRestricti onCondi ti on>
</ sanl : Condi ti ons>
<sanl : Aut henti cati onSt at enent
Aut henti cati onl nst ant =" 2003- 04- 17T00: 46: 00Z"
Aut henti cati onMet hod="ur n: oasi s: nanes: tc: SAML.: 1. 0: am passwor d" >
<sanl : Subj ect >
<saml : Nanel denti fi er
For mat =" ur n: nace: shi bbol et h: 1. 0: nanel denti fier"
NameQual i fier="https://idp. exanpl e. or g/ shi bbol et h" >
3f 7b3dcf - 1674- 4ecd- 92¢ 8- 1544f 346baf 8
</ sam : Nanel denti fi er>
<saml : Subj ect Confi rmati on>
<sam : Confi r mat i onMet hod>
urn: oasi s: nanmes: tc: SAM.: 1. 0: cm bear er
</ sanl : Confi rmati onMet hod>
</ sanl : Subj ect Confi rnati on>
</ sanl : Subj ect >
<saml : Subj ect Local ity | PAddress="127.0.0.1"/>
</ sanl : Aut henti cati onSt at enent >
</ sanl : Assertion>
</ sanm p: Response>

3.1.3 Browser/Artifact Authentication Response Prof ile

When the Browser/Artifact profile is used to respond to the service provider, one or more SAML artifacts
are issued to the service provider and transmitted in the query string of an HTTP redirect response. The
format of the HTTP response and the associated processing rules are defined primarily by the SAML
Browser/Artifact profile in [SAMLBInd]. Note that the SAML artifact values returned in the SAM_art query
string parameter MUST be URL-encoded.

The Browser/Artifact profile permits a variety of artifact formats to be used. Two different formats are
defined by [SAMLBInd], either of which MAY be used in Shibboleth.

An identity provider MAY send a response without having received an authentication request; in such a
case, the TARGET parameter MUST contain a value expected to be understood by the service provider. In
most cases, this SHOULD be the URL of a resource to be accessed at the service provider, but MAY
contain other values by prior agreement.
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Upon receiving the artifact(s), the service provider uses a SAML request/response protocol binding to
resolve the artifact(s) into the corresponding SAML assertion(s), in accordance with [SAMLBInd].

Itis RECOMMENDED that service providers enforce a single-use semantic on the artifact values they
receive, to prevent an attacker from interfering with the resolution of an artifact by a user agent and then
resubmitting it to the service provider. If an attempt to resolve an artifact does not complete successfully,
the artifact SHOULD be placed into a blocked artifact list for a period of time that exceeds a reasonable
acceptance period during which the identity provider would successfully resolve the artifact. This
recommendation is in addition to the existing SAML 1.1 requirement that the identity provider enforce a
single-use semantic on artifact values, and matches a recommendation added to SAML 2.0 when using
artifacts.

Note that the identity provider MAY supply attributes within the SAML assertions it returns in response to
an artifact lookup, at its discretion (this is implicitly permitted by the Browser/Artifact profile). In fact, this is
typical when using this profile within Shibboleth.

As an additional constraint, the | ssuer attribute of any assertions returned MUST be set to the unique
identifier of the identity provider issuing the assertion.

Finally, any assertions returned SHOULD contain a <sam : Audi enceRestri cti onCondi ti on> with
at least one <sam : Audi ence> element containing the unique identifier of the service provider.

3.1.3.1 Example

The example below shows a redirection URL containing a type 0x0001 SAML artifact that might be
returned when using this profile. For examples of the subsequent SOAP-based exchange to obtain the
assertion, refer to [SAMLBINd].

https://sp. exanpl e. conf Shi bbol et h. shi re?SAM_ar t =AAH7i Bs Ak CvNPMBcQ DBx %
2FAl FUBFWBFMbZapUHYA8Nz z4nr 19f BabdCU&TARGET=ht t ps¥8AY2F%2Fsp. exanpl e. con?2Fcgi - bi n%
2Fcool st uf f. cgi

3.2 Attribute Exchange Profile

To support out-of-band attribute exchange from an identity provider to a service provider, Shibboleth
specifies the use of the SAML request/response protocol using the <sam p: At tri but eQuery>
element, as defined in [SAMLCore], along with the additional constraints and guidelines defined in this
section.

3.2.1 Required Information

Identification: urn:mace:shibboleth:1.0:profiles:attribute
Contact Information: shibboleth-dev@internet2.edu
Description: Given below.

Updates: All earlier technical definitions of the Shibboleth attribute syntax and exchange conventions

3.2.2 Attribute Requests

An attribute request message is a <sam p: Request > element containing a
<sam p: Attri but eQuer y> element.

Additionally, the Resour ce attribute in the query MUST contain the requesting service provider's unique
identifier. This is used to make up for the lack of an explicit element or attribute in SAML 1.1 to indicate
the issuing service provider.
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514 3.2.2.1 Example

515 The example shown does not include any surrounding context from the binding, such as a SOAP
516  envelope.

517 <sanl p: Request

518 xm ns: sam p="urn: oasi s: nanes: tc: SAM.: 1. 0: pr ot ocol "

519 | ssuel nst ant =" 2004- 05- 25T22: 46: 102"

520 Maj or Ver si on="1" M nor Ver si on="1"

521 Request | D="aaf 2319617732113474af e114412ab72" >

522 <sam p: Attri buteQuery Resource="https://sp.exanpl e. coni shi bbol et h" >
523 <sanl : Subj ect

524 xm ns: sam ="ur n: oasi s: nanes: tc: SAM.: 1. 0: assertion">
525 <saml : Nanel denti fi er

526 For mat =" ur n: mace: shi bbol et h: 1. 0: nanel denti fier"

527 NameQual i fier="http://i dp. exanpl e. or g/ shi bbol et h" >
528 3f 7b3dcf - 1674- 4ecd- 92¢8- 1544f 346baf 8

529 </ sam : Nanel denti fi er>

530 </ sanl : Subj ect >

531 </ sam p: Attri but eQuery>

532 </sanl p: Request >

533  3.2.3 Attribute Responses

534  An attribute response is a <sanl p: Response> element containing a <sanl p: St at us> element and
535 zero or more <saml : Asserti on> elements. The assertion(s), if any, SHOULD contain only attribute
536 statements. The | ssuer attribute of any assertions returned MUST be set to the unique identifier of the
537 | identity provider whose attribute authority is issuing the assertion._ Any assertions returned SHOULD

538 | contain a <saml : Audi enceRestri cti onCondi ti on> with at least one <sani : Audi ence> element
539 | containing the unigue identifier of the requesting service provider.

540 As noted in section 2.2.2, Shibboleth attribute authorities MUST implement some form of access control
541  over attribute release. They MAY support unauthenticated queries, but SHOULD limit the release of
542  information in such a case, subject to administrative policy.

543  3.2.3.1 Example

544  The example shown does not include any surrounding context from the binding, such as a SOAP
545  envelope.

546 <samnl p: Response

547 xm ns: sam p="urn: oasi s: nanes: tc: SAM.: 1. 0: pr ot ocol "
548 xm ns: xsd="htt p: //wwv. w3. or g/ 2001/ XM_Schema"
549 xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
550 I nResponseTo="aaf 2319617732113474af el14412ab72"
551 | ssuel nst ant =" 2004- 05- 25T22: 46: 10. 940Z"
552 Maj or Ver si on="1" M nor Ver si on="1"
553 Responsel D="b07b804c7c29eal673004f 3d6f 7928ac" >
554 <sanl p: St at us>
555 <sanl p: St at usCode Val ue="sanl p: Success"/ >
556 </ saml p: St at us>
557 <saml : Assertion
558 xm ns: sam ="ur n: oasi s: nanes: tc: SAML: 1. 0: asserti on"
559 Assertionl D="al44e8f 3adad594a9649924517abe933"
560 | ssuel nst ant =" 2004- 05- 25T22: 46: 10. 9397"
561 Maj or Ver si on="1" M nor Ver si on="1"
562 I ssuer="https://idp. exanpl e. or g/ shi bbol et h" >
563 <sanl : Condi ti ons
564 Not Bef or e="2004- 05- 25T22: 46: 10. 9392"
565 Not OnOr Af t er =" 2004- 05- 25T23: 16: 10. 939Z" >
566 <sanl : Audi enceRestricti onConditi on>
567 <sanl : Audi ence>http://sp. exanpl e. coni shi bbol et h</ sanl : Audi ence>
568 </ sanl : Audi enceRestrictionCondition>
27  draft-mace-shibboleth-arch-protocols-09 28 February 2005
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</ sanl : Condi ti ons>
<sanl : Attri but eSt at enent >
<sanl : Subj ect >
<sanl : Nanel denti fier
For mat =" ur n: mace: shi bbol et h: 1. 0: nanel denti fier"
NarmeQual i fier="https://idp. exanpl e. or g/ shi bbol et h" >
3f 7b3dcf - 1674- 4ecd- 92¢8- 1544f 346baf 8
</ sanl : Nanel denti fi er >
</ sanl : Subj ect >
<saml : Attribute
At tribut eNanme="urn: mace: dir:attribute-def:eduPersonEntitlenent"
At tri but eNanespace="ur n: mace: shi bbol et h: 1. 0: attri but eNamespace: uri ">
<saml : Attri but eVal ue xsi:type="xsd: anyURl ">
urn: mace: ocl c. org: 100277910
</saml : Attri but eval ue>
<saml : Attri but eVal ue xsi:type="xsd: anyURl ">
ur n: nace: exanpl e. edu: exanpl eEnti t| enent
</sam : Attri but eval ue>
<saml : Attri but eVal ue xsi:type="xsd: anyURl ">
urn: mace: i nconmon: enti tl enent : conmon: 1
</saml : Attri but eval ue>
</sam : Attri but e>
</saml : Attri but eSt at enent >
</sanl : Assertion>
</ sanl p: Response>

3.2.4 Attribute Naming and Syntax

SAML does not constrain the naming of attributes or the syntax of values. It is RECOMMENDED that
Shibboleth attributes be identified with a URI. In such cases, the At t ri but eName XML attribute MUST
contain the URI that identifies the attriibute, and the At t ri but eNanespace XML attribute SHOULD
contain the value ur n: mace: shi bbol et h: 1. 0: att ri but eNamespace: uri . It MAY contain a
different value by prior agreement.

It is also RECOMMENDED that attribute values be expressed, when possible, as a single XML text node
within the <saml : At t ri but eVal ue> element, using an XML Schema built-in datatype ([Schema?2]). In
such cases, the xsi : t ype XML attribute SHOULD be used to indicate the built-in datatype that describes
the allowable syntax of the value.

If the value is not from a built-in datatype, the xsi : t ype attribute MAY be used to indicate the extension
type in use, but implementers are cautioned that this may require a relying party to be aware of the
extension in order to process the assertion. Omitting the xsi : t ype attribute is RECOMMENDED in such
cases.

See the example in section 3.2.3.1.

3.3 Transient Nameldentifier Format

SAML identifies principals in assertions using the <sanl : Nanel dent i f i er > element, which contains a
pair of descriptive XML attributes, For mat and NameQual i fi er. See the examples in the previous
sections.

Shibboleth permits any legal SAML name identifier to be used, but also defines a special kind of identifier
with the For mat value of ur n: mace: shi bbol et h: 1. 0: nanel denti fi er. Identifiers of this format
MUST satisfy the following criteria:

« The identifier has transient semantics and SHOULD be treated as an opaque and temporary
value by the relying party.
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« The identifier MUST be constructed in accordance with the rules for SAML identifiers (see
section 1.2.3 of [SAMLCore]) and SHOULD NOT exceed a length of 256 characters.

« If present, the NameQual i f i er attribute MUST be set to the unique identifier of the identity
provider that originally created the transient identifier. In a <sam : Asser ti on> element, the
NanmeQual i fi er and | ssuer attributes MUST be identical.

3.4 Metadata Profile

Editor's Note: This profile has been jointly submitted with Trustgenix, Inc. to the OASIS
Security Services Technical Committee for consideration. This section has been adapted
to reference and build on the draft submission by specifying only Shibboleth-specific
constraints. Accordingly, this section may undergo changes until that submission has
reached committee draft status.

SAML profiles (and by extension Shibboleth profiles) require agreements between system entities
regarding identifiers, binding/profile support and endpoints, certificates and keys, and so forth. A metadata
specification is useful for describing this information in a standardized way.

Although SAML 1.1 did not include such a specification, SAML 2.0 includes a metadata specification in
[SAML2Meta). Subsequently, a profile of this specification was developed for use by SAML 1.1
deployments (see [SAML1Meta]). Shibboleth identity and service providers SHOULD describe their
characteristics using this profile. When doing so, specific use of these elements MUST adhere to the
profile defined in [SAML1Meta]. Additional guidelines and processing rules pertaining to Shibboleth are
specified below.

3.4.1 Element <md:EntitiesDescriptor>

Multiple Shibboleth entities can be collected into groups using the <nd: Enti ti esDescri pt or >
element. The Nane XML attribute, if present, SHOULD be a URI.

3.4.2 Element <md:EntityDescriptor>

A Shibboleth identity or service provider SHOULD be represented by an <nd: Ent i t yDescri pt or >
element. If used, there MUST be exactly one <nd: Ent i t yDescr i pt or > element for each provider and
the unique identifier of the provider MUST be placed in the ent i t yI D XML attribute.

Role elements defined by this profile applicable to Shibboleth include <nd: | DPSSCDescr i pt or >,
<nd: SPSSODescri pt or >, <nd: Aut hnAut hori t yDescri pt or >, and
<md: Attri but eAut horityDescri ptor>.

If a URL is used as the unique identifier of an entity, it is RECOMMENDED that resolving this URL
produce a SAML metadata document containing a single <nd: Enti t yDescri pt or > representing that
entity.

Note that metadata can vary based on the relying party in question. Resolving an identifier into metadata
MAY require authentication of the requester so as to produce the metadata response appropriate for that

relying party.

3.4.3 Element <md:IDPSSODescriptor>

A Shibboleth identity provider MUST include the <nd: | DPSSODescr i pt or > element in its metadata. The
pr ot ocol Support Enuner ati on XML attribute MUST include at least the values:
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657 urn: oasi s: nanes:tc: SAM.: 1. 1: pr ot ocol
658 urn: mace: shi bboleth: 1.0

659 Atleast one <nd: Si ngl eSi gnOnSer vi ce> element MUST be present. At least one of the
660 <nd: Si ngl eSi gnOnSer vi ce> elements' Bi ndi ng XML attribute MUST contain the value:

661 urn: mace: shi bbol et h: 1. 0: profil es: Aut hnRequest

662 The location specified in its Locat i on XML attribute MUST support the Authentication Request profile
663 defined in section 3.1.1.

664 3.4.4 Element <md:AuthnAuthorityDescriptor>

665 A Shibboleth identity provider that supports an authentication authority service as described in section
666 2.2.1 MUST include the <nd: Aut hnAut hori t yDescri pt or > element in its metadata if it supports
667 lookup of assertions by SAML query or identifier. The pr ot ocol Support Enuner at i on XML attribute
668 MUST include at least the value:

669 urn: oasi s: nanmes:tc: SAM_: 1. 1: pr ot ocol

670 3.4.5 Element <md:AttributeAuthorityDescriptor>

671 A Shibboleth identity provider that supports an attribute authority service as described in section 2.2.2
672 MUST include the <nd: At tri but eAut hori t yDescri pt or > element in its metadata. The
673 protocol Support Enurer at i on XML attribute MUST include at least the value:

674 urn: oasi s: names:tc: SAM.: 1. 1: pr ot ocol

675 3.4.6 Element <md:SPSSODescriptor>

676 A Shibboleth service provider MUST include the <nd: SPSSODescr i pt or > element in its metadata. The
677 protocol Support Enurer at i on XML attribute MUST include at least the value:

678 urn: oasi s: nanes:tc: SAM.: 1. 1: pr ot ocol
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4 Security and Privacy Considerations

As Shibboleth is principally a set of SAML profiles, the general security and privacy considerations that
apply to SAML apply to Shibboleth (see [SAMLSecure]).

4.1 Additional Browser Profile Considerations

4.1.1 Information Leakage and Impersonation

The SAML browser profiles contain a presumption that they are initiated by an identity provider. Assertion
information (or an artifact) is therefore sent through the browser to service providers using locations
known to be appropriate and secure.

The use of the Authentication Request profile defined in section 3.1.1 introduces the possibility of a
malicious entity impersonating another service provider by identifying itself as one provider while indicating
that the authentication response be delivered to the attacker instead. In the case of the POST profile, this
can result in unintended leakage of personally identifying information contained within the assertion(s). In
the case of the Artifact profile, the attacker could potentially impersonate the principal by immediately
submitting the artifact(s) to the real service provider, who can subsequently authenticate to the identity
provider to obtain the assertion.

To mitigate both attacks, it is critical for the identity provider to securely associate the assertion consumer
service location to be used with the service provider to whom the assertion(s) or artifact(s) are issued. A
digital signature over the authentication request would be an alternate countermeasure, but this is not
supported by the Authentication Request profile.

Another source of information leakage is the t ar get parameter sent with the Authentication Request
URL and returned in both Browser profiles. This parameter is informally associated with the resource URL
being requested from the service provider, but it is in fact potentially opaque to the identity provider.
Exposing the resource URL releases unnecessary information about the principal's activities to the identity
provider and possibly various log files.

It is therefore RECOMMENDED that service providers utilize some kind of obfuscation, mapping,
encryption, or other mechanism to prevent the exposure of resource URLSs in plaintext in this parameter.
Alternately, service providers MAY use a fixed value in that parameter, and maintain the state associated
with the request (such as the eventual resource URL) locally by using HTTP cookies.

Finally, when user privacy in service provider interactions is a consideration or requirement, Shibboleth
provides an explicit mechanism for effective anonymity through the use of a transient identifier (see
section 3.3), provided that the SAML attributes supplied in conjunction with or subsequent to it are
sufficiently generic so as not to inadvertently narrow down or identify the principal. It is important to avoid
facilitating coordination by one or more service providers in correlating the principal's activity by insuring
that a different transient identifier is used across time and space. Therefore, itis RECOMMENDED that a
given transient identifier not be used more than once in assertions issued by an identity provider for a
principal in different executions of the Browser/POST or Browser/Artifact profiles.

4.1.2 Time Synchronization

The Browser/POST profile relies on tight synchronization of clocks between the identity and service
providers to limit the usefulness of the bearer assertion. Additionally, assertions may be issued with
expiration conditions that cannot be effectively honored if clock skew is excessive. Therefore, it is
RECOMMENDED that secure time sources be used to maintain clock synchronization within the bounds
usually associated with protocols like Kerberos (i.e., on the order of 5 minutes or less).
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